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Abst ract

Thi s docunent describes a protocol intended to provide |ossless
conpression for Internet Protocol datagrans in an |nternet
envi ronnent .

1. Introduction

| P payl oad conpression is a protocol to reduce the size of IP
datagrans. This protocol will increase the overall comrunication
performance between a pair of communi cati ng hosts/gateways ("nodes")
by conpressing the datagrans, provided the nodes have sufficient
conput ati on power, through either CPU capacity or a conpression
coprocessor, and the communication is over slow or congested |inks.

| P payl oad conpression is especially useful when encryption is
applied to | P datagranms. Encrypting the | P datagram causes the data
to be randomin nature, rendering conpression at |ower protoco

| ayers (e.g., PPP Conpression Control Protocol [RFC1962])
ineffective. |f both conmpression and encryption are required,
conpressi on nust be applied before encryption
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Thi s docunent defines the | P payl oad conpression protocol (IPComp),
the | PConp packet structure, the | PConp Association (IPCA), and
several methods to negotiate the | PCA

O her docunents shall specify how a specific conpression al gorithm
can be used with the I P payl oad conpression protocol. Such
al gorithns are beyond the scope of this docunent.

1.1. Specification of Requirements

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Conpression Process

The conpression processing of | P datagrans has two phases:
conpressi ng of outbound |IP datagrans ("conpression") and
deconpressi ng of inbound datagranms ("deconpression"). The
conpressi on processi ng MUST be | ossl ess, ensuring that the IP

dat agram after being conpressed and deconpressed, is identical to
the original |IP datagram

Each | P datagramis conpressed and deconpressed by itself without any
relation to other datagrans ("stateless conpression"), as IP
datagrans may arrive out of order or not arrive at all. Each
conpressed | P datagram encapsul ates a single | P payl oad.

Processi ng of inbound |IP datagrams MJST support both conpressed and
non- conpressed | P datagranms, in order to neet the non-expansion
policy requirenents, as defined in section 2.2.

The conpression of outbound | P datagrans MJST be done before any IP
security processing, such as encryption and authentication, and

bef ore any fragnentation of the IP datagram |In addition, in IP
versi on 6 [ RFC2460], the conpression of outbound |IP datagrans MJST be
done before the addition of either a Hop-by-Hop Options header or a
Routi ng Header, since both carry information that nust be exam ned
and processed by possibly every node al ong a packet’'s delivery path,
and therefore MJST be sent in the original form

Simlarly, the deconpression of inbound |P datagrans MJST be done

after the reassenbly of the I P datagrans, and after the conpl etion of
all IP security processing, such as authentication and decryption
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2. 1. Conpressed Payl oad

The conpression is applied to a single array of octets, which are
contiguous in the IP datagram This array of octets always ends at
the last octet of the I P packet payload. Note: A contiguous array of
octets in the |IP datagram nmay be not contiguous in physical nenory.

In I P version 4 [ RFC0O791], the conpression is applied to the payl oad
of the I P datagram starting at the first octet following the IP
header, and continuing through the |ast octet of the datagram No
portion of the IP header or the I P header options is conpressed.
Note: In the case of an encapsul ated |IP header (e.g., tunnel node
encapsul ation in I Psec), the datagram payload is defined to start

i mediately after the outer |IP header; accordingly, the inner IP
header is considered part of the payload and is conpressed.

In the I Pv6 context, IPConmp is viewed as an end-to-end payl oad, and
MUST NOT apply to hop-by-hop, routing, and fragnentati on extension
headers. The conpression is applied starting at the first |IP Header
Option field that does not carry information that nmust be examn ned
and processed by nodes along a packet’s delivery path, if such an IP
Header Option field exists, and continues to the ULP payl oad of the
| P dat agr am

The size of a conpressed payl oad, generated by the conpression
algorithm MJST be in whole octet units.

As defined in section 3, an | PConp header is inserted inmediately
precedi ng the compressed payl oad. The original |IP header is nodified
to indicate the usage of the | PConp protocol and the reduced size of
the | P datagram The original content of the Next Header (IPv6) or
protocol (IPv4) field is stored in the | PConp header

The deconpression is applied to a single contiguous array of octets
inthe IP datagram The start of the array of octets imredi ately
follows the | PConp header and ends at the |ast octet of the IP

payl oad. |If the deconpression process is successfully conpleted, the
| P header is nodified to indicate the size of the deconpressed |IP

dat agram and the original next header as stored in the | PConp
header. The | PConmp header is renmoved fromthe |IP datagram and the
deconpressed payl oad i medi ately follows the | P header

2. 2. Non-Expansion Policy
If the total size of a conpressed payl oad and the | PConp header, as
defined in section 3, is not snaller than the size of the origina

payl oad, the |IP datagram MJST be sent in the original non-conpressed
form To clarify: If an | P datagramis sent non-conpressed, no
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| PConp header is added to the datagram This policy ensures saving
the deconpressi on processing cycles and avoiding incurring IP

dat agram fragment ati on when t he expanded datagramis |larger than the
MTU.

Smal| | P datagrans are likely to expand as a result of conpression
Therefore, a nuneric threshold should be applied before conpression
where | P datagrans of size smaller than the threshold are sent in the
original formwthout attenpting conpression. The nuneric threshold
i s inmplenentation dependent.

An | P datagramwi th payl oad that has been previously conpressed tends
not to conpress any further. The previously conpressed payl oad may
be the result of external processes, such as conpression applied by
an upper layer in the comunication stack, or by an off-line
conpression utility. An adaptive algorithm should be inplenented to
avoid the performance hit. For exanple, if the conpression of
consecutive | P datagrans of an IPCA fails, the next several |IP

dat agrans, say k, are sent without attenpting conpression. |f then
the next j datagranms also fail to conpress, a |arger nunber of

dat agrans, say k+n, are sent w thout attenpting conpression. Once a
datagramis conpressed successfully, the normal process of | PConmp
restarts. Such an adaptive algorithm including all the rel ated
thresholds, is inplenentation dependent.

Duri ng the processing of the payl oad, the conpression al gorithm MAY
periodically apply a test to deternmine the conpressibility of the
processed data, simlar to the requirements of [V42BIS]. The nature
of the test is algorithmdependent. Once the conpression algorithm
detects that the data is non-conpressible, the algorithm SHOULD st op
processing the data, and the payload is sent in the original non-
conpressed form

3. Compressed | P Datagram Header Structure
A conpressed | P datagramis encapsul ated by nodi fying the |IP header
and inserting an | PConp header i medi ately preceding the conpressed
payl oad. This section defines the | P header nodifications both in
| Pv4 and |1 Pv6, and the structure of the |PConp header

3.1. 1 Pv4 Header Mbdifications

The followi ng | Pv4 header fields are set before transmtting the
conpressed | P datagram
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Total Length

The length of the entire encapsul ated | P datagram i ncluding
the I P header, the | PConmp header and the conpressed payl oad.

Prot oco

The Protocol field is set to 108, |PConp Datagram [RFCL700].
Header Checksum

The I nternet Header checksum [ RFC0791] of the |IP header

Al'l other IPv4 header fields are kept unchanged, including any header
options.

3.2. | Pv6 Header Mbdifications

The following | Pv6 header fields are set before transmtting the
conpressed | P datagram

Payl oad Length
The I ength of the conmpressed | P payl oad.
Next Header

The Next Header field is set to 108, |PConmp Datagram
[ RFC1700] .

Al other IPv6 header fields are kept unchanged, including any non-
conpressed header options.

The | PConmp header is placed in an | Pv6 packet using the sane rul es as
the 1 Pv6 Fragnent Header. However if an |IPv6 packet contains both an
| Pv6 Fragnment Header and an | PConp header, the | Pv6 Fragnment Header
MUST precede the | PConp header in the packet. Note: Qther |Pv6
headers may be present between the | Pv6 Fragnent Header and the

| PConmp header.
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3.3. | PComp Header Structure

The four-octet header has the foll owi ng structure:

0 1 2 3
01234567890123456789012345678901
R e s o S e T S T T i R e e e e o o i
| Next Header | Fl ags | Conpression Paraneter |ndex
i T i e e i T i e S e S e e e I S R S o s e ol o
Next Header

8-bit selector. Stores the IPv4 Protocol field or the | Pv6 Next
Header field of the original |IP header

Fl ags

8-bit field. Reserved for future use. MJST be set to zero. MIST
be i gnored by the receiving node.

Conpr essi on Parameter I ndex (CPl)

16-bit index. The CPl is stored in network order. The val ues
0-63 designate well-known conpression algorithns, which require no
additional information, and are used for nanual setup. The val ues
t hensel ves are identical to | PCOW Transformidentifiers as
defined in [SECDO]. Consult [SECDA] for an initial set of
defined val ues and for instructions on how to assign new val ues.
The val ues 64-255 are reserved for future use. The val ues

256- 61439 are negoti ated between the two nodes in definition of an
| PConp Association, as defined in section 4. Note: Wen
negoti ati ng one of the well-known al gorithnms, the nodes MAY sel ect
a CPl in the pre-defined range 0-63. The val ues 61440-65535 are
for private use anmong mutually consenting parties. Both nodes
participating can select a CPl val ue independently of each other
and there is no relationship between the two separately chosen
CPls. The outbound | PConmp header MJST use the CPI val ue chosen by
the deconpressing node. The CPl in conmbination with the
destination | P address uniquely identifies the conpression

al gorithm characteristics for the datagram
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4.

| PConp Association (I PCA) Negotiation

To utilize the | PConp protocol, two nodes MJST first establish an

| PComp Associ ation (I PCA) between them The | PCA includes al
required information for the operation of |IPConp, including the
Conpressi on Paraneter Index (CPl), the node of operation, the
conpression algorithmto be used, and any required paraneter for the
sel ected conpression al gorithm

The policy for establishing | PConp may be either a node-to-node
policy where IPConp is applied to every |IP packet between the nodes,
or a session-based policy where only sel ected sessi ons between the
nodes enpl oy | PConp.

Two nodes may choose to negotiate |PConp in either or both
directions, and they may choose to enploy a different conpression
algorithmin each direction. The nodes MJST, however, negotiate a
conpression algorithmin each direction for which they establish an
| PCA: there is no default conpression algorithm

No conpression algorithmis mandatory for an | PConp inpl enentation

The 1 PCA is established by dynam c negotiations or by manua
configuration. The dynam c negotiati ons SHOULD use the Internet Key
Exchange protocol [IKE], where IPsec is present. The dynamc
negoti ati ons MAY be inplenmented through a different protocol

4.1. Use of IKE

For IPConp in the context of IP Security, |IKE provides the necessary
mechani sns and gui delines for establishing |PCA. Using | KE, | PConp

can be negotiated as stand-al one or in conjunction with other |Psec

pr ot ocol s.

An | PConp Association is negotiated by the initiator using a Proposa
Payl oad, which includes one or nore Transform Payl oads. The Proposa
Payl oad specifies the | P Payl oad Conpression Protocol in the protoco
ID field and each Transform Payl oad contains the specific conpression
al gorithm(s) being offered to the responder

The CPI is sent in the SPI field of the proposal, with the SPI size
field set to match. The CPlI SHOULD be sent as a 16-bit nunber, with
the SPI size field set to 2. Alternatively, the CPl MAY be sent as a
32-bit value, with the SPI size field set to 4. |In this case, the
16-bit CPI nunber MUST be placed in the two | east significant octets
of the SPI field, while the two nost significant octets MJST be set
to zero, and MUST be ignored by the receiving node. The receiving
node MUST be able to process both forns of the CPl proposal
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In the Internet IP Security Domain of Interpretation (DO), |PConp is
negoti ated as the Protocol | D PROTO | PCOW. The conpression
algorithmis negotiated as one of the defined | PCOW Transform
Identifiers.

The followi ng attributes are applicable to | PConp proposals:
Encapsul ati on Mode

To propose a non-default Encapsul ati on Mbde (such as Tunne
Mode), an | PConp proposal MJIST include an Encapsul ati on Mdde
attribute. |If the Encapsul ation Mbde is unspecified, the
default val ue of Transport Mde is assuned.

Lifetine

An | PConp proposal uses the Life Duration and Life Type
attributes to suggest life duration to the | PCA

When | PConp is negotiated as part of a Protection Suite, all the
logically related of fers must be consistent. However, an | PConp
proposal SHOULD NOT include attributes that are not applicable to

| PComp. An | PConp proposal MJUST NOT be rejected because it does not
include attributes of other protocols in the Protection Suite that
are not relevant to | PConmp. Wen an | PConp proposal includes such
attributes, those attributes MJST be ignored when setting the | PCA
and therefore ignored in the operation of |PConp.

| mpl ement ati on note:

A node can avoid the computation necessary for determning the
conpression algorithmfromthe CPl if it is using one of the

wel | - known al gorithns; this can save tinme in the deconpression
process. A node can do this by negotiating a CPlI equal in value
to the pre-defined Transformidentifier of that conpression
algorithm Specifically: A node MAY offer a CPl in the pre-

defi ned range by sending a Proposal Payl oad that MJST contain a
singl e Transform Payl oad, which is identical to the CPI. Wen
proposi ng two or nore Transform Payl oads, a node MAY offer CPls in
the pre-defined range by using multiple |IPConp proposals -- each
MUST include a single Transform Payl oad. To clarify: If a
Proposal Payl oad contains two or nore Transform Payl oads, the CP
MUST be in the negotiated range. A receiving node MIST be able to
process each of these proposal forns.
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| mpl enent ati on note:

| PCAs become non-uni que when two or nore | PConp sessions are

est abl i shed between two nodes, and the sane well-known CPlI is used
in at least two of the sessions. Non-unique |IPCAs pose probl ens
in maintaining attributes specific to each | PCA either negotiated
(e.g., lifetinme) or internal (e.g., the counters of the adaptive
al gorithm for handling previously conpressed payload). To ensure
t he uni queness of | PCAs between two nodes, when two or nore of the
| PCAs use the sane conpression algorithm the CPls SHOULD be in
the negoti ated range. However, when the |IPCAs are not required to
be uni que, for exanple when no attribute is being utilized for
these I PCAs, a well-known CPI MAY be used. To clarify: Wen only
a single session using a particular well-known CPl is established
bet ween two nodes, this I PCA is unique.

4.2. Use of Non-I|KE Protoco

The dynam ¢ negoti ati ons MAY be i npl enmented through a protocol other
than KE. Such a protocol is beyond the scope of this docunent.

4.3. Manual Configuration

Nodes mmy establish | PConp Associ ations using manual configuration
For this nmethod, a |linmted nunber of Conpression Paraneters |ndexes
(CPIs) is designated to represent a list of specific conpression
nmet hods.

5. Security Considerations

When | PConp is used in the context of IPsec, it is believed not to
have an effect on the underlying security functionality provided by
the I Psec protocol; i.e., the use of conpression is not known to
degrade or alter the nature of the underlying security architecture
or the encryption technol ogies used to inplenent it.

When | PConp is used without |Psec, |P payload conpression potentially
reduces the security of the Internet, simlar to the effects of IP
encapsul ati on [ RFC2003]. For exanple, |PConp may make it difficult
for border routers to filter datagrams based on header fields. In
particul ar, the original value of the Protocol field in the |IP header
is not located in its normal positions within the datagram and any
transport |ayer header fields within the datagram such as port
nunbers, are neither located in their normal positions within the

dat agram nor presented in their original values after conpression. A
filtering border router can filter the datagramonly if it shares the
| PComp Associ ation used for the conpression. To allow this sort of
conpression in environnents in which all packets need to be filtered
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(or at least accounted for), a nmechanismnust be in place for the
recei ving node to securely comruni cate the | PConp Association to the
border router. This might, nore rarely, also apply to the | PConp
Associ ation used for outgoing datagrans.

6. | ANA Consi derati ons

Thi s docunent does not require any | ANA actions. The well-known
nunbers used in this document are defined el sewhere; see [SECDA].

7. Changes made since RFC 2393

This section sunmarizes the changes in this docunent from RFC 2393 of
whi ch an inmpl ementer of RFC 2393 should be aware. Al the changes
are neant to clarify the negotiation of an | PConp Associ ation (| PCA)
using IKE [IKE] in the context of |Psec.

1) Added a clarification that | PConp can be negoti ated stand-al one or
bundl ed with other protocols in a Protection Suite.

2) Defined the CPlI in the SPI field of an | KE proposal : two-octet
field is a SHOULD, four-octet a MAY. Defined the placenent of the
16-bit CPI in a four-octet field. Specified that a receiver MJST
process both field sizes.

3) Added wording to define the default Encapsul ati on Mbde to be
Transport Mdde. Required that an | PConp proposal MJST include an
Encapsul ati on Mbde attribute when it suggests a non-default
encapsul ati on, such as Tunnel Mbde.

4) Added the Lifetine attribute to the list of supported attributes
(along with Transport Mbdde).

5) Specified the handling of attributes of transforns in a Protection
Suite that are not applicable to | PConp: These attributes SHOULD
NOT be included in an | PConp proposal and MJST be ignored when
setting IPCA and in the operation of |PConp. | PConp
i mpl enent ati ons MJST never reject an | PCOW proposal that does not
include attributes of other transforns.

6) Added i npl enmentation notes on the negotiation and usage of CPIs in
the predefined (well-known) range.
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