Net wor k Wor ki ng Group P. Gut mann
Request for Comments: 3211 Uni versity of Auckl and
Cat egory: Standards Track Decenmber 2001

Passwor d- based Encryption for CVS
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
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Copyri ght Notice
Copyright (C The Internet Society (2001). Al Rights Reserved.

Abst r act
Thi s docunent provides a nmethod of encrypting data using user-
suppl i ed passwords and, by extension, any form of variable-Ilength
keying material which is not necessarily an al gorithmspecific
fixed-format key. The Cryptographic Message Syntax data fornmat does
not currently contain any provisions for password-based data
encryption.

1. Introduction
Thi s docunent describes a password-based content encryption mechani sm
for CM5. This is inplemented as a new Recipientinfo type and is an
extension to the Recipientlnfo types currently defined in RFC 2630.
The format of the nessages are described in ASN. 1 [ ASN1].
The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",

"RECOMMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in RFC 2119.
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1.1 Password- based Content Encryption

CMVMB currently defined three recipient information types for public-
key key wrapping (KeyTransReci pientlnfo), conventional key w apping
(KEKReci pi entI nfo), and key agreenent (KeyAgreeRecipientinfo). The
reci pient information described here adds a fourth type,

Passwor dReci pi ent I nfo, which provides for password-based key
wWr appi ng.

1.2 Recipientlnfo Types

The new recipient information type is an extension to the

Reci pientInfo type defined in section 6.2 of CM5, extending the types
to:

Reci pientlnfo ::= CHO CE {
ktri KeyTransReci pi entl nfo,
kari [1] KeyAgreeReci pientlnfo,
kekri [2] KEKReci pi entl nfo,
pwi [3] PasswordRecipientinfo -- New Recipientlnfo type

}

Al t hough the recipient information generation process is described in
terns of a password-based operation (since this will be its nost
conmon use), the transformation enployed is a general - purpose key
derivation one which allows any type of keying nmaterial to be
converted into a key specific to a particular content-encryption
algorithm Since the nost common use for password-based encryption
is to encrypt files which are stored locally (rather than being
transmtted across a network), the term"recipient" is sonewhat

m sl eadi ng, but is used here because the other key transport
nmechani sns have al ways been described in simlar terns.

1.2.1 PasswordReci pi entlnfo Type

Reci pient information using a user-supplied password or previously
agreed-upon key is represented in the type PasswordReci pi entlnfo.
Each instance of PasswordRecipientinfo will transfer the content-
encryption key (CEK) to one or nore recipients who have the

previ ously agreed-upon password or key-encryption key (KEK).

Passwor dReci pi entInfo ::= SEQUENCE {
versi on CMSVer si on, -- Always set to O
keyDerivati onAl gorithm

[0] KeyDerivationAl gorithmdentifier OPTI ONAL
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier
encrypt edKey Encrypt edKey }
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The fields of type PasswordReci pientlnfo have the followi ng nmeani ngs:

version is the syntax version number. |t MJST be 0. Details of
the CMBVersion type are discussed in CM5 [ RFC2630], section
10. 2. 5.

keyDerivationAl gorithmidentifies the key-derivation algorithm
and any associ ated paraneters, used to derive the KEK fromthe
user-supplied password. |If this field is absent, the KEK is
supplied froman external source, for example a crypto token such
as a smart card

keyEncryptionAl gorithmidentifies the key-encryption algorithm
and any associ ated paraneters, used to encrypt the CEK with the
KEK.

encryptedKey is the result of encrypting the content-encryption
key with the KEK

1.2.2 Rational e

Passwor d- based key wrapping is a two-stage process, a first stage in
whi ch a user-supplied password is converted into a KEK i f required,
and a second stage in which the KEK is used to encrypt a CEK. These
two stages are identified by the two algorithmidentifiers. Although
the PKCS #5v2 standard [ RFC2898] goes one step further to wap these
up into a single algorithmidentifier, this design is particular to
that standard and may not be applicable for other key wapping
mechani sns. For this reason the two steps are specified separately.

The current format doesn’t provide any nmeans of differentiating

bet ween nul ti pl e password recipient infos, which wuld occur for
exanple if two passwords are used to encrypt the sane data.
Unfortunately there is a lack of existing practice in this area,
since typical applications follow the nodel of encrypting data such
as a file with a single password obtained fromthe user. Wthout any
clear requirenments, an appropriate nultiple password nmechani sm woul d
be difficult (perhaps inpossible) to define at this tine. |If
sufficient demand energes then this may be addressed in a future
versi on of this docunment, for exanple by adding an optiona
identification field of an appropriate form

2 Supported Al gorithns

This section lists the algorithms that nmust be inplenmented.
Addi tional algorithnms that should be inplenented are al so included.
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2.1 Key Derivation Al gorithms

These al gorithns are used to convert the password into a KEK.  The
key derivation algorithns are:

KeyDerivationAl gorithm dentifer ::= Al gorithm dentifier

Conform ng inpl ementati ons MUST include PBKDF2 [ RFC2898]. Appendix B
contains a nore precise definition of the allowed algorithmtype than
i s possible using 1988 ASN. 1.

2.2 Key Encryption Al gorithms

These al gorithns are used to encrypt the CEK using the derived KEK
The key encryption algorithns are:

KeyEncryptionAl gorithm dentifier ::= Algorithmdentifier
The Passwor dReci pi entlnfo key encryption algorithmidentifier is:

i d-al g- PMRI - KEK OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) alg(3) 9}

The Algorithm dentifier paranmeters field for this algorithmcontains
the KEK encryption algorithmused with the the key wap al gorithm
specified in section 2.3.

There is no requirenent that the CEK al gorithm match the KEK
encryption algorithm although care should be taken to ensure that,
if different algorithns are used, they offer an equival ent |evel of
security (for exanple wapping a Triple-DES key with an RC2/40 key
| eads to a severe inpedance misnatch in encryption strength).

Conform ng inplementati ons MIST inplement the id-al g- PARI - KEK key
wap algorithm For the KEK encryption algorithnms used by id-alg-
PWRI - KEK, conform ng inpl enentati ons MJST include Triple-DES in CBC
node and MAY include other algorithnms such as AES, CAST-128, RC5,

| DEA, Ski pj ack, Bl owfish, and encryption nodes as required.

| mpl ement ati ons SHOULD NOT i ncl ude any KSG (keystream generator)

ci phers such as RC4 or a bl ock cipher in OB node, and SHOULD NOT

i ncl ude a bl ock cipher in ECB node.

2.2.1 Rationale
The use of a level of indirection in specifying the
KeyEncryptionAl gorithm dentifier allows alternative w apping

algorithms to be used in the future. |If the KEK algorithmwere
specified directly in this field then any use of an alternative
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wr appi ng al gorithmwoul d require a change to the
Passwor dReci pi entInfo structure rather than sinply a change to the
key encryption algorithmidentifier

The paraneter field for this algorithmidentifier could be specified
to default to triple-DES, however due to the confusion over NULL vs
absent paraneters in algorithmidentifiers it’'s left explicit with no
def aul t val ue.

2.3.1 Key Wap

The key wap algorithmencrypts a CEK with a KEK in a manner which
ensures that every bit of plaintext effects every bit of ciphertext.
This makes it equivalent in function to the package transform

[ PACKAGE] wi thout requiring additional mechani sms or resources such
as hash functions or cryptographically strong random nunbers. The
key wap algorithmis perforned in two phases, a first phase which
formats the CEK into a formsuitable for encryption by the KEK, and a
second phase which waps the formatted CEK using the KEK

Key formatting: Create a formatted CEK bl ock consisting of the
fol | owi ng:

1. A one-byte count of the nunber of bytes in the CEK

2. A check value containing the bitwi se conplenent of the first
three bytes of the CEK

3. The CEK
4. Enough random paddi ng data to nake the CEK data bl ock a
multiple of the KEK block Iength and at |east two KEK ci pher
bl ocks long (the fact that 32 bits of count+check value are
used neans that even with a 40-bit CEK, the resulting data size
will always be at least two (64-bit) cipher blocks long). The
paddi ng data does not have to be cryptographically strong,
al t hough unpredictability hel ps. Note that PKCS #5 padding is
not used, since the length of the data is already known.
The formatted CEK bl ock then | ooks as foll ows:
CEK byte count || check value || CEK || padding (if required)
Key wrappi ng:

1. Encrypt the padded key using the KEK

Gut mann St andards Track [ Page 5]



RFC 3211 Passwor d- based Encryption for CVS December 2001

2. Wthout resetting the IV (that is, using the |last ciphertext
bl ock as the 1V), encrypt the encrypted padded key a second
time.

The resulting doubl e-encrypted data is the EncryptedKey.
2.3.2 Key Unw ap
Key unwr appi ng:

1. Using the n-1'"th ciphertext block as the 1V, decrypt the n'th
ci phertext bl ock.

2. Using the decrypted n'th ciphertext block as the IV, decrypt
the 1st ... n-1"th ciphertext blocks. This strips the outer
| ayer of encryption.
3. Decrypt the inner |ayer of encryption using the KEK
Key format verification
la. If the CEK byte count is less than the mninum all owed key
size (usually 5 bytes for 40-bit keys) or greater than the
wr apped CEK | ength or not valid for the CEK al gorithm (eg not
16 or 24 bytes for triple DES), the KEK was invalid.

1b. If the bitw se conpl ement of the key check val ue doesn’t match
the first three bytes of the key, the KEK was invalid.

2.3.3 Exanple

G ven a content-encryption algorithm of Skipjack and a KEK al gorithm
of Triple-DES, the wap steps are as foll ows:

1. Set the first 4 bytes of the CEK block to the Skipjack key size
(10 bytes) and the bitwi se conplenent of the first three bytes
of the CEK.

2. Append the 80-bit (10-byte) Skipjack CEK and pad the total to
16 bytes (two triple-DES blocks) using 2 bytes of random dat a.

2. Using the IV given in the KeyEncrypti onAl gorithmdentifer,
encrypted the padded Ski pjack key.

3. Wthout resetting the IV, encrypt the encrypted padded key a
second ti me.
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The unw ap steps are as foll ows:

1. Using the first 8 bytes of the doubl e-encrypted key as the |V,
decrypt the second 8 bytes.

2. Wthout resetting the IV, decrypt the first 8 bytes.

3. Decrypt the inner |ayer of encryption using the the IV given in
the KeyEncryptionAl gorithm dentifer to recover the padded
Ski pj ack key.

4. If the length byte isn't equal to the Skipjack key size (80
bits or 10 bytes) or the bitwi se conplenent of the check bytes
doesn’'t match the first three bytes of the CEK, the KEK was
i nvalid.

2.3.4 Rationale for the Double Wapping

If many CEKs are encrypted in a standard way with the same KEK and
the KEK has a 64-bit bl ock size then after about 2732 encryptions
there is a high probability of a collision between different bl ocks
of encrypted CEKs. |If an opponent manages to obtain a CEK, they may
be able to solve for other CEKs. The doubl e-encryption w apping
process, which makes every bit of ciphertext dependent on every bit
of the CEK, elimnates this collision problem(as well as preventing
ot her potential problens such as bit-flipping attacks). Since the IV
is applied to the inner |ayer of encryption, even wapping the sane
CEK with the sane KEK will result in a conpletely different w apped
key each time.

An additional feature of the double wapping is that it doesn't
require the use of any extra algorithnms such as hash algorithnms in
addition to the wapping algorithmitself, allowing it to be

i mpl enented in devices which only support one type of encryption
algorithm A typical exanple of such a device is a crypto token such
as a smart card which often only supports a single block cipher and a
single public-key algorithm nmaking it inpossible to wap keys if the
use of an additional algorithmwere required.

3. Test Vectors

This section contains two sets of test vectors, a very basic set for
DES whi ch can be used to verify correctness and which uses an
algorithmwhich is freely exportable fromthe US, and a stress-test
versi on which uses very | ong passphrase and key sizes and a m xture
of al gorithms which can be used to verify the behaviour in extrene
cases.
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The basic test contains two subtests, a known-answer test for the key
derivation stage and a full test of the key wapping. Both tests use
a DES-CBC key derived fromthe password "password"” with salt { 12 34
56 78 78 56 34 12 } using 5 iterations of PBKDF2. In the known
answer test the IVis set to all zeroes (equivalent to using ECB) and
used to encrypt an all-zero data bl ock

The foll owi ng val ues are obtained for the known-answer test:

PKCS #5v2 val ues:

i nput 70 61 73 73 77 6f 72 64
passphrase: "passwor d"

i nput salt: 12 34 56 78 78 56 34 12
iterations: 5

out put key: D1 DA A7 86 15 F2 87 E6

known answer: 9B BD 78 FC 11 A3 A9 08

The foll owi ng val ues are obtai ned when wapping a 64-bit (parity-
adj ust ed) DES- EBC key:

PKCS #5v2 val ues:

Qut mann

St andards Track

i nput 70 61 73 73 77 6f 72 64

passphrase: "passwor d"

i nput salt: 12 34 56 78 78 56 34 12

iterations: 5

out put key: D1 DA A7 86 15 F2 87 E6
CEK formatting phase:

l ength byte: 08

key check: 73 9D 83

CEK: 8C 62 7C 89 73 23 A2 F8

paddi ng: 4 36 F5 41

conpl ete 08 73 9D 83 8C 62 7C 89 73 23 A2 F8 C4 36 F5 41

CEK bl ock
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Key wap phase (wap CEK bl ock using DES key):

IV:

first encr.

EF E5 98 EF 21 B3 3D 6D

06 A0 43 86 1E 82 88 E4 8B 59 9E B9 76 10 00 D4

pass out put:
second encr. B8 1B 25 65 EE 37 3C A6 DE DC A2 6A 17 8B 0C 10
pass out put:

ASN. 1 encoded Passwor dReci pi ent | nf o:

oo ~NOINO

N =

34
36

33

35
42

68

A3
02
A0
06
30
04

02
30
06
30

06
04

04

Qut mann

68:
1

26:
9:

13:
8:

1

32
11:

16:

[3] {

| NTEGER 0
[0]

2001

OBJECT | DENTI FIER id-PBKDF2 (1 2 840 113549 1 5 12)

SEQUENCE {
OCTET STRI NG
12 34 56 78 78 56 34 12
| NTEGER 5

}

}
SEQUENCE {
OBJECT | DENTI FI ER i d- al g- PWRI - KEK
(1 2 840 113549 1 9 16 3 9)
SEQUENCE {
OBJECT | DENTI FI ER des-CBC (1 3 14 3 2 7)
OCTET STRI NG
EF E5 98 EF 21 B3 3D 6D

}

}
OCTET STRI NG

B8 1B 25 65 EE 37 3C A6 DE DC A2 6A 17 8B 0OC 10
}
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The foll owi ng val ues are obtai ned when wappi ng a 256-bit key (for
Bl owfi sh) using a triple DES-CBC key derived

exanpl e one for AES or

fromthe passphrase "All

n-entities via n-1 entiteeheehees”

{ 12 34 56 78 78 56 34 12 } using 500 iterations of PBKDF2.

PKCS #5v2 val ues:

i nput
passphr ase:

i nput
salt:
iterations:

out put
3DES key:

41 6C 6C 20
75 73 74 20
77 69 74 68

69 74 69 65 73 20
74 69 74 65 65 68

"All n-entities nmust communi cate with other

63 6F 6D 6D 75
20 6F 74 68 65

with salt

n-entities nmust conmuni cate with ot her

6E 2D 65 6E 74 69 74 69 65 73 20 6D
6E 69 63 61 74 65 20
72 20 6E 2d 65 6E 74

76 69 61 20 6E 2D 31 20 65 6E
65 65 68 65 65 73

"n-entities via n-1 entiteeheehees"

12 34 56 78 78 56 34 12

500

6A 89
07 12

CEK formatti ng phase:

| engt h byte:
key check:
CEK:

paddi ng:

conpl ete
CEK bl ock:

Key wap phase (wap CEK bl ock using 3DES key):

IV:

first encr.
pass out put:

second encr.
pass out put:

Qut mann

20

73 9C
8C 63
D5 23
FA 06

20 73
01 4B
Cr 1B

70
63

BF 68 C9 2C AE A8 4A

80 CC 47

88 72 23

AB 2D

A2 F9 65 B5

A3 F7 EA 40 FF FC 57

9C 82 8C 63

A5 D5 23 00 A3 F7 EA

3B FA 06

BA F1 CA 79 31 21

F8 3F 9E 16 78 51

27 DB AA 41 E7 BD

96 9E 65 27 9E 12

CO 3C 51 4A BD B9

38 76 B3 77 AA FB
EC 74 E6 CA D7 DB

St andar ds

7D 88 72 23

OA 45

3C 4E

41 10 64 27
80 48 A9 08
6A EB

E2 G5 AA Q0

82 EC A5 A9
26 0C

Tr ack

66
72

65
20

38
D7

F2

EB
03

F9

A9
FF

57
3F

85

65
FC

F5
40

2B
8A

10

4B
1B

B5
57

5E
B1

85 86

OF A5
AF 3B

66 EB
72 03

24 55
43 D9
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ASN. 1 encoded Passwor dReci pi ent | nf o:

0 A3 96: [3]
2 02 1: |NTEGER 0
5 A0 27: [0] {
706 O OBJECT | DENTI FI ER i d-PBKDF2 (1 2 840 113549 1 5 12)
18 30  14: SEQUENCE {
20 04  8: OCTET STRI NG
: 12 34 56 78 78 56 34 12
30 02 2 | NTEGER 500
; }
: }
34 30 35:  SEQUENCE {
36 06 11 OBJECT | DENTI FI ER i d- al g- PWRI - KEK
: (1 2 840 113549 1 9 16 3 9)
34 30 20: SEQUENCE {
36 06 8 OBJECT | DENTI FI ER des- EDE3- CBC (1 2 840 113549 3 7)
46 04 8 OCTET STRI NG
: BA F1 CA 79 31 21 3C 4E
}

1 }
71 04 40: OCTET STRI NG
: CO 3C 51 4A BD B9 E2 C5 AA OG0 38 57 2B 5E 24 55
38 76 B3 77 AA FB 82 EC A5 A9 D7 3F 8A Bl 43 D9
EC 74 E6 CA Dr DB 26 0OC

}

4. Security Considerations

The security of this recipient information type rests on the security
of the underlying mechani sns enpl oyed, for which further infornmation
can be found in RFC 2630 and PKCS5v2. More inportantly, however,
when used with a password the security of this information type rests
on the entropy of the user-sel ected password, which is typically
quite low. Pass phrases (as opposed to sinple passwords) are
STRONGLY RECOMMVENDED, al though it should be recogni zed that even with
pass phrases it will be difficult to use this recipient information
type to derive a KEK with sufficient entropy to properly protect a
128-bit (or higher) CEK
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5. | ANA Consi derati ons

The Passwor dReci pi entlnfo key encryption algorithnms are identified by
object identifiers (ODs). ODs were assigned froman arc
contributed to the SSM M Wrking Goup by the RSA Security. Should
addi ti onal encryption algorithns be introduced, the advocates for
such al gorithnms are expected to assign the necessary O Ds fromtheir
own arcs. No action by the I ANA is necessary for this docunent or
any antici pated updates.
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Appendi x A: ASN. 1: 1988 Modul e

Passwor dReci pi ent | nf 0- 88
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) pwri (17) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS

Al gorithm dentifier
FROM Aut henti cati onFramework { joint-iso-itu-t ds(5) nodul e(1)
aut henti cati onFranmework(7) 3 }

CMVBVer si on, Encrypt edKey

FROM Crypt ogr aphi cMessageSyntax { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) cns(1l) };

-- The following PDU is defined in PKCS5 { iso(1l) menber-body(2)
-- us(840) rsadsi(113549) pkcs(1l) pkcs-5(5) nodul es(16)

-- pkes5v2-0(1) }, however it can’t be inported because because

-- it’s specified in 1994/1997 ASN. 1. Because of this it’'s copied
-- here fromthe source but rephrased as 1988 ASN. 1. Further

-- details are given in [ RFC 2898].

PBKDF2- par anms :: = SEQUENCE {
salt OCTET STRI NG
iterationCount | NTEGER (1..MNAX),
keyLength | NTEGER (1..MAX) OPTI ONAL
prf Al gorithm dentifier
DEFAULT { al gorithmid-hnmacWthSHAL, parameters NULL } }

-- The PRF algorithmis also defined in PKCS5 and can neither be
-- inported nor expressed in 1988 ASN. 1, however it is encoded as
-- an Algorithmdentifier with the QD

i d- hmacWt hSHA1 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) digestAlgorithm2) 7 }

-- and NULL paraneters. Further details are given in [ RFC 2898].

-- I nplenmentation note: Because of the inability to precisely

-- specify the PBKDF2 PDU or its paranmeters in 1988 ASN. 1, it is
-- likely that inplenentors will also encounter alternative

-- interpretations of these paraneters, usually using an alternate
-- ODfromthe I Psec arc which is generally used for HMAC- SHAL:
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-- hMAC- SHA1 OBJECT IDENTIFIER ::= { iso(1)

-- i dentified-organi zation(3) dod(6) internet(1l) security(5)
-- mechani snms(5) 8 1 2 }

-- with absent (rather than NULL) paraneters.

-- The Passwor dReci pi entlnfo

i d-al g- PRI - KEK OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) alg(3) 9 }
Passwor dReci pi entI nfo ::= SEQUENCE {
versi on CMSVer si on, -- Always set to O

keyDerivati onAl gorithm

[0] KeyDerivationAl gorithmdentifier OPTI ONAL
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier
encrypt edKey Encrypt edKey }

KeyDerivati onAl gorithm dentifier

Al gorithm dentifier

KeyEncrypti onAl gorithm dentifier Al gorithm dentifier

END -- PasswordReci pientlnfo-88 --
Appendi x B: ASN. 1: 1997 Modul e

Thi s appendi x contains the same information as Appendix Ain a nore
recent (and precise) ASN. 1 notation, however Appendi x A takes
precedence in case of conflict.

Passwor dReci pi ent | nf 0- 97
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) pwri (18) }

DEFINITIONS IMPLICI T TAGS :: =
BEG N

| MPORTS

i d- PBKDF2, PBKDF2- par ars,
FROM PKCS5 { iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-5(5) }

CMVBVer si on, Encrypt edKey, des-ede3-cbc, CBCParaneter

FROM Crypt ogr aphi cMessageSyntax { iso(1) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) cns(1l) };

Gut mann St andards Track [ Page 14]



RFC 3211 Passwor d- based Encryption for CVS December 2001

i d-al g- PMRI - KEK OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(16) alg(3) 9}
Passwor dReci pi entI nfo ::= SEQUENCE {
versi on CMSVer si on, -- Always set to O

keyDeri vati onAl gorithm

[0] KeyDerivationAl gorithmdentifier OPTI ONAL,
keyEncrypti onAl gorithm KeyEncrypti onAl gorithm dentifier,
encr ypt edKey Encrypt edKey }

KeyDerivationAl gorithm dentifier ::=
Al gorithmdentifier {{ KeyDerivationAl gorithms }}

KeyDerivati onAl gorithms ALGORI THM :: = {
{ OD id-PBKDF2 PARMS PBKDF2-parans },
}

KeyEncryptionAl gorithm dentifier ::=
Al gorithm dentifier {{ KeyEncryptionAl gorithms }}

KeyEncrypti onAl gorithnms ALGORI THM :: = {
{ A D id-al g- P\RI - KEK PARMS
Al gorithmdentifier {{ PARIAIgorithnms }} },

%

-- Algorithmidentifiers for algorithms used with the
-- id-alg-PWRI -KEK key wap algorithm Currently only 3DES is a
-- MJUST, all others are optional

PWRI Al gorithnms ALGORI THM :: = {
{ O D des-ede3-cbc PARMS CBCParaneter },

-- Supporting definitions. W could also pull in the

-- Algorithmdentifier froman appropriately recent X 500 nodule (or
-- wherever) but it’'s just as easy (and nore conveni ent for readers)
-- to provide a definition here

Al gorithmdentifier { ALGORITHM I OSet } ::= SEQUENCE {
al gorithm ALGORI THM & d({I Cset}),
par anmet ers ALGORI THM &Type({1 Cset}{ @l gorithn}) OPTI ONAL
}
ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER  UNI QUE,
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&Type OPTI ONAL
}
W TH SYNTAX { O D & d [ PARVS &Type] }

END -- PasswordReci pientlnfo-97 --

Gut mann St andards Track [ Page 16]



RFC 3211 Passwor d- based Encryption for CVS December 2001

Ful | Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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