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Abst r act

Thi s docunent defines a ROHC ( Robust Header Conpression) profile for
conpressi on of | P/UDP/ RTP (Internet Protocol/User Datagram

Prot ocol / Real - Ti me Transport Protocol) packets, utilizing
functionality provided by the | ower layers to increase conpression
efficiency by conpletely elimnating the header for npbst packets
during optinmal operation. The profile is built as an extension to
the ROHC RTP profile. It defines additional nechani sns needed in
ROHC, states requirenents on the assisting |layer to guarantee
transparency, and specifies general |ogic for conpression and
deconpressi on maki ng use of this header-free packet.
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| nt roducti on

Header conpression is a technique used to conpress and transparently
deconpress the header information of a packet on a per-hop basis,
utilizing redundancy wthin individual packets and between
consecutive packets within a packet stream COver the years, severa
protocols [ VJHC, |PHC] have been devel oped to conpress the network
and transport protocol headers [IPv4, IPv6, UDP, TCP], and these
schenmes have been successful in inmproving efficiency over nany wired
bottl eneck |inks, such as nbdem connections over tel ephone networks.
In addition to | P, UDP, and TCP conpression, an additiona
conpressi on schene cal |l ed Conpressed RTP [ CRTP] has been devel oped to
further inprove conpression efficiency for the case of real-tine
traffic using the Real -Time Transport Protocol [RTP].

The schenmes nmenti oned above have all been designed taking into
account normal assunptions about |ink characteristics, which
traditionally have been based on wired links only. However, with an
i ncreasi ng nunber of wireless links in the Internet paths, these
assunptions are no longer generally valid. 1In wreless environnments,
especi ally wi de coverage cellul ar environnents, relatively high error
rates are tolerated in order to allow efficient usage of the radio
resources. For real-tine traffic, which is nore sensitive to del ays
than to errors, such operating conditions will be norm over, for
exanpl e, 3rd generation cellular |inks, and header conpression nust
therefore tol erate packet |oss. However, with the previously

nmenti oned schenmes, especially for real-tine traffic conpressed by
CRTP, high error rates have been shown to significantly degrade
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header conpression performance [CRTPC]. This problemwas the driving
force behind the creation of the RObust Header Conpression (ROHC) W5
in the | ETF.

The ROHC WG has devel oped a header conpression framework on top of
which profiles can be defined for different protocol sets, or for

di fferent conpression strategies. Due to the |imted packet |oss
robust ness of CRTP, and the demands of the cellular industry for an
efficient way of transporting voice over |IP over wireless, the main
focus of ROHC has so far been on conpression of | P/ UDP/ RTP headers,
whi ch are generous in size, especially conpared to the payl oads often
carried by packets with such headers.

ROHC RTP has becone a very efficient, robust and capabl e conpression
schene, able to conpress the headers down to a total size of one
octet only. Also, transparency is guaranteed to an extrenely great
extent even when residual bit errors are present in conpressed
headers delivered to the deconpressor. The requirenents for RTP
conpressi on [ RTP-REQ, defined by the W5 before and during the

devel opnent process, have thus been ful fill ed.

As nentioned above, the 3rd generation cellular systenms, where |IP
wi Il be used end-to-end, have been one of the driving forces behind
ROHC RTP, and the schenme has been designed to also suit new cellular
air interfaces, such as WCDVA, nmaking it possible to run even speech
services with spectrumefficiency insignificantly |ower than for

exi sting one-service circuit switched solutions [VTC2000]. However,
other air interfaces such as those based on GSM and 1S-95 will also
be used in all-IP networks, with further inplications for the header
conpressi on i ssue. These older air interfaces are |ess flexible,
with radio bearers optimzed for specific payload sizes. This neans
that not even a single octet of header can be added without using the
next higher fixed packet size supported by the Iink, sonething which
is obviously very costly. For the already depl oyed speech vocoders,
the spectrumefficiency over these links will thus be | ow conpared to
existing circuit switched solutions. To achieve high spectrum
efficiency overall with any application, nore flexible air interfaces
nmust be depl oyed, and then the ROHC RTP schene will perform

excel lently, as shown for WCDVA [ MOMUCO1l]. However, for depl oynent
reasons, it is however inportant to also provide a suitable header
conpression strategy for already existing vocoders and air

interfaces, such as for GERAN and for CDMA2000, with mnimal effects
on spectral efficiency.

Thi s docunent defines a new |ink-layer assisted ROHC RTP profile

ext endi ng ROHC RTP (profile 0x0001) [ROHC], conpliant with the ROHC

O-byte requirenents [OB-REQ . The purpose of this new profile is to
provi de a header-free packet format that, for a certain application
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behavi or, can replace a magjority of the 1-octet header ROHC RTP

packets during nornmal U O nobde operation, while still being fully
transparent and conplying with all the requirements of ROHC RTP
[RTP-REQ . For other applications, conpression will be carried out

as with normal ROHC RTP

To conpletely elinnate the conpressed header, all functionality
normal Iy provided by the 1-octet header has to be provided by other
nmeans, typically by utilizing functionality provided by the | ower

| ayers and sacrificing efficiency for less frequently occurring

| arger conpressed headers. The latter is not a contradiction since
the argunent for elimnating the |ast octet for nobst packets is not
overall efficiency in general. It is inportant to renenber that the
purpose of this profile is to provide efficient matching of existing
applications to existing link technol ogies, not efficiency in
general. The additional conplexity introduced by this profile,

al t hough mnimzed by a tight integration with already existing ROHC
functionality, inplies that it should therefore only be used to
optim ze perfornance of specific applications over specific |inks.

When i mpl ementing this profile over various |link technol ogies, care
must be taken to guarantee that all the functionality needed is
provi ded by ROHC and the | ower |ayers together. Therefore,
addi ti onal docunents should specify how to incorporate this profile
on top of various |link technol ogies.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

CCP Cont ext Check Packet

CRC Cycli c Redundancy Check

CsP Cont ext Synchroni zati on Packet

LLA Li nk Layer Assisted ROHC RTP profile

NHP No Header Packet

ROHC  RObust Header Conpression

RHP ROHC Header Packet (a non-NHP packet, i.e., RRP, CSP or CCP)
RRP ROHC RTP Packet as defined in [ROHC, profile 0x0001]

Assi sting |ayer

"Assisting layer" refers to any entity inplenenting the interface
to ROHC (section 4.2). 1t may, for exanple, refer to a sub-Ilayer
used to adapt the ROHC i nmpl enentation and the physical |ink |ayer.
This layer is assumed to have know edge of the physical |ayer
synchroni zati on.
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Conpressi ng side

"Conpressing side" refers to the conbination of the header
conpressor, operating with the LLA profile, and its associ ated
assisting | ayer.

Lower | ayers

"Lower layers" in this docunent refers to entities |ocated bel ow
ROHC in the protocol stack, including the assisting |ayer.

RCHC RTP

"ROHC RTP" in this docunent refers to the | P/UDP/ RTP profile
(profile 0x0001) as defined in [ ROHC] .

3. Overview of the Link-Layer Assisted Profile

The ROHC | P/ UDP/ RTP profile defined in this docunent, profile 0x0005
(hex), is designed to be used over channels that have been optimn zed
for specific payload sizes and therefore cannot efficiently
accomodat e header information when transnmitted together with

payl oads corresponding to these optinmal sizes.

The LLA profile extends, and thus also inherits all functionality
from the ROCH RTP profile by defining sone additional functionality
and an interface fromthe ROHC conponent towards an assisting | ower

| ayer.
o e m e e e e e e e e e e m e +
I I
The LLA | ROHC RTP,
profile | Profile #1 R LT +
| | LLA Additions
T o e oo +

By i mposing additional requirements on the |ower |ayers conpared to
[ROHC], it is possible to infer the informati on needed to maintain
robust and transparent header conpression even though the headers are
conpletely elimnated during nost of the operation tinme.

Basically, what this profile does is to replace the smallest and nost

frequent ROHC U O npbde headers with a no-header format, for which the
header functionality nmust be provided by other neans.
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Smal | est header in Smal | est header in
ROHC RTP (profile #1) LLA (profile #5)
e R S SR ++
| 1 octet | ----- > || No Header
B R I T T S S ++

| Header field functionality
A LR > provi ded by ot her neans

The fields present in the ROHC RTP headers for U O nbde PTO are the
packet type identifier, the sequence nunber and the CRC. The
subsequent sections el aborate nore on how the functionality of these
fields is replaced for NHP

.1. Providing Packet Type ldentification

Al'l ROHC headers carry a packet type identifier, indicating to the
deconpressor how the header should be interpreted. This is a
function that must be provided by some neans in 0-byte header
conpressi on. ROHC RTP packets with conpressed headers will be
possi bl e to distinguish thanks to the packet type identifier, but a
mechani smis needed to separate packets with a header from packets
wi t hout a header. This function MJST therefore be provided by the
assisting layer in one way or another

.2. Replacing the Sequence Number

From t he sending application, the RTP sequence nunber is increased by
one for each packet sent. The purpose of the sequence numnber is to
cope with packet reordering and packet loss. |If reordering or |oss
has occurred before the transm ssion point, if needed the conpressing
side can easily avoid problens by not allow ng the use of a header-
free packet.

However, at the transm ssion point, |oss or reordering that may occur
over the link can not be anticipated and covered for. Therefore, for
NHP t he assisting | ayer MJUST guarantee in-order delivery over the
link (already assuned by [ROHC]) and at the receiving side it MJST
provide an indication for each packet loss over the link. This is
basically the same principle as the VJ header conpression [VIHC
relies on.

Not e that guaranteeing in-order delivery and packet |oss indication
over the link not only nmakes it possible to infer the sequence nunber
i nformation, but also supersedes the main function of the CRC, which
normal |y takes care of errors due to long Iink |osses and bit errors
in the conpressed sequence nunber.
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3.3. CRC Repl acenent

Al'l context updating RRP packets carry a CRC cal cul ated over the
unconpressed header. The CRC is used by the deconpressor to verify
that the updated context is correct. This verification serves three
pur poses in U O node:

1) Detection of |onger |osses than can be covered by the sequence
nunber LSBs

2) Protection against failures caused by residual bit errors in
conpressed headers

3) Protection against faulty inplenentations and other causes of
error

Since this profile defines an NHP packet w thout this CRC, care mnust
be taken to fulfill these purposes by other neans, when an NHP is
used as a replacenment for a context updating packet. Detection of
long losses (1) is already covered since the assisting | ayer MJST
provide indication of all packet |osses. Furthernore, the NHP packet
has one inportant advantage over RHP packets in that residual bit
errors (2) cannot danage a header that is not even sent.

It is thus reasonable to assune that conpression and deconpression
transparency can be assured with high confidence even without a CRC

i n header-free packets. However, to provide additional protection
agai nst damage propagation due to undetected residual bit errors in
context updating packets (2) or other unexpected errors (3), periodic
context verifications SHOULD be perforned (see section 4.6).

3.4. Applicability of This Profile

The LLA profile can be used with any |ink technol ogy capabl e of
providing the required functionality described in previous sections.
Vet her LLA or ROHC RTP shoul d be inplenented thus depends on the
characteristics of the link itself. For nost RTP packet streans, LLA
will work exactly as ROHC RTP, while it will be nore efficient for
packet streams with certain characteristics. LLA will never be |ess
ef ficient than ROHC RTP

Note as well that LLA, like all other ROHC profiles, is fully
transparent to any packet streamreaching the conpressor. LLA does
not make any assunptions about the packet streambut wll perform
optimally for packet streanms with certain characteristics, e.g.
synchroni zed streans exactly tinmed with the assisting |ink over which
the LLA profile is inplenented.
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The LLA profile is obviously not applicable if the UDP checksum (2
bytes) is enabled, which is always the case for |Pv6/UDP. For
| Pv4/ UDP, the sender nmay choose to disable the UDP checksum

4. Additions and Exceptions Conpared to ROHC RTP
4.1. Additional Packet Types

The LLA profile defines three new packet types to be used in addition
to the RRP packet types defined by [ROHC]. The foll owi ng sections
descri be these packet types and their purpose in detail

4.1.1. No-Header Packet (NHP)

A No- Header Packet (NHP), i.e., a packet consisting only of a

payl oad, is defined and MAY be used when only sequenci ng nust be
conveyed, i.e., when all header fields are either unchanged or follow
the currently established change pattern. |In addition, there are
sonme considerations for the use of the NHP (see 4.3, 4.5 and 4.6).

An LLA conpressor is not allowed to deliver NHP packets when
operating in R node.

The assisting | ayer MAY send the NHP for RTP SN = X only if an NHP
was delivered by the LLA conpressor AND the assisting |ayer can
guarantee that the deconpressor will infer the proper sequencing for
this NHP. This guarantee is based on the confidence that the
deconpr essor

a) has the means to infer proper sequencing for the packet
corresponding to SN = X-1, AND

b) has either received a loss indication or the packet itself for the
packet corresponding to SN = X-1

Updating properties: NHP packets update context (RTP Sequence
Nunber) .

4.1.2. Context Synchronization Packet (CSP)

The case where the packet stream overruns the channel bandw dth may

| ead to data being discarded, which nmay result in deconpressor
context invalidation. It mght therefore be beneficial to send a
packet with only the header information and discard the payl oad.

This woul d be hel pful to nmaintain synchronization of the deconpressor
context, while efficiently using the avail abl e bandw dt h.
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This case can be handled with the Context Synchronizati on Packet
(CSP), which has the follow ng format:

0 1 2 3 4 5 6 7
T S T e
| 1 1 1 1 1 0 1 0| Packet type identifier
) ety Sty ety fepejety ey Sepejety ey fpetety
ROHC header without padding
see [ROHC, section 5.7]
R T T ST

Updating properties: CSP maintains the updating properties of the
ROHC header it carries.

The CSP is defined by one of the unused packet type identifiers from
ROHC RTP, carried in the one-octet base header. As for any ROHC
packet, except the NHP, the packet may begin w th ROHC paddi ng and/ or
feedback. It may also carry context identification after the packet
type identifier. It is possible to have two CID fields present, one
after the packet type ID and one within the encapsul ated ROHC header.
If a deconpressor receives a CSP with two non-equal CID val ues

i ncl uded, the packet MJST be discarded. ROHC segnentation may al so
be applied to the CSP

Not e t hat when the deconpressor has received and processed a CSP, the
packet (including any possible data followi ng the CSP encapsul at ed
conpressed header) MJST be discarded.

4.1.3. Context Check Packet (CCP)

A Context Check Packet (CCP), which does not carry any payl oad but
only an optional CRC value in addition to the packet type identifier
i s defined.

The purpose of the CCP is to provide a useful packet that MAY be sent
by a synchroni zed physical link layer in the case where data nust be
sent at fixed intervals, even if no conpressed packet is avail able.
Whet her the CCP is sent over the link and delivered to the
deconpressor is decided by the assisting layer. The CCP has the
foll owi ng fornat
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0 1 2 3 4 5 6 7
R S e I e R N LI I DI o
| 1 1 1 1 1 0 1 1 | Packet type identifier
=== === === === ===t === === ===+
| C| CRC
I it I A e it (T I o

C C
C

0 indicates that the CRC field is not used;
1 indicates that a valid CRC is present.

Updating properties: CCP packets do not update context.

The CCP is defined by one of the unused packet type identifiers from
ROHC RTP, carried in the first octet of the base header. The first
bit of the second octet, the C bit, indicates whether the CRC field
is used or not. If C=1, the CRC field MJST be set to the 7-bits CRC
cal cul ated over the original unconpressed header defined in [ROHC
section 5.9.2]. As for any ROHC packet, except NHP, the packet MNAY
begin with ROHC paddi ng and/or carry context identification

The use of the CRC field to perform deconpressor context verification
is optional and is therefore a conpressor inplenentation issue.
However, a CCP MUST al ways be nmade available to the assisting |ayer.

If the assisting |ayer receives CCPs with the Cbhit set (C=1) from
the conpressor, it MJST use the last CCP received if a CCP is to be
sent, i.e., the CCP corresponding to the | ast non-CCP packet sent
(NHP, RRP or CSP). An assisting |ayer MAY use the CCP for other
pur poses, such as signaling a packet |oss before the Iink

The deconpressor is REQU RED to handle a CCP received with the C bit
set (C=1), indicating a valid CRC field, and perform cont ext
verification. The received CRC MIUST then be applied to the | ast
deconpressed packet, unless a packet |oss indication was previously
received. Upon CRC failure, actions MJST be taken as specified in

[ ROHC, section 5.3.2.2.3]. A CCP received with C=0 MUST be ignored
by the deconpressor. The deconpressor is not allowed to nake any
further interpretation of the CCP

The use of CCP by an assisting layer is optional and depends on the
characteristics of the actual link. Whether it is used or not MJST
therefore be specified in link layer inplenentation specifications
for this profile.
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4.2. Interfaces Towards the Assisting Layer

This profile relies on the |ower layers to provide the necessary
functionality to all ow NHP packets to be sent. This interaction

bet ween LLA and the assisting layer is defined as interfaces between
the LLA conpressor/deconpressor and the LLA applicable |ink

t echnol ogy.

+ +
R T I T I R + R T I T I R +
| ROHC RTP HC | | ROHC RTP HD |
I i T + I i T +
| LLA profile | | LLA profile |
[ Sl [ Sl
| Interface | | Interface |
| ROHC to assisting |ayer | | Assisting |layer to ROHC
+oooooooooo-o———o—o————————=—=+ +oooooooooo-o———o—o————————=—=+

Appl i cabl e | | Appl i cabl e

| i nk technol ogy | | i nk technol ogy
[ Sl [ Sl

| |

R >---- CHANNEL ---->----- +

The figure above shows the various levels, as defined in [ ROHC] and
this docunment, constituting a conplete inplenentation of the LLA
profile. The figure also underlines the need for additiona
docunents to specify how to inplenent these interfaces for a |ink
technology for which this profile is rel evant.

This section defines the infornation to be exchanged between the LLA
conpressor and the assisting layer for this profile to operate
properly. Wile it does define semantics, it does not specify how
these interfaces are to be inpl enented.

4.2.1. Interface, Conmpressor to Assisting Layer

This section defines the interface semantics between the conpressor
and the assisting |layer, providing rules for packet delivery fromthe
conpr essor.

The interface defines the follow ng paraneters: RRP, RRP segmentation
flag, CSP, CSP segnentation flag, NHP, and RTP Sequence Nunber. Al
paraneters, except the NHP, MJUST al ways be delivered to the assisting
layer. This leads to two possible delivery scenari os:

a. RRP, CSP, CCP, NHP and RTP Sequence Nunber are delivered, along
with the correspondi ng segnentation flags set accordingly.
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This corresponds to the case when the conpressor allows sending of
an NHP packet, with or w thout segnmentation being applied to the
correspondi ng RRP/ CSP packet s.

Recal | that delivery of an NHP packet occurs when the ROHC RTP
conpressor woul d have used a ROHC UO- 0.

b. RRP, CSP, CCP and RTP Sequence Nunber are delivered, along with
the correspondi ng segnentation flags set accordingly.

This corresponds to the case when the conpressor does not allow
sendi ng of an NHP packet. Segnentation m ght be applied to the
correspondi ng RRP and CSP packets.

Segnent ati on may be applied i ndependently to an RRP or a CSP packet

if its size exceeds the |argest value provided in the PREFERRED
PACKET_SIZES list and if the LARGE PACKET_ALLOWED paraneter is set to
false. The segnmentation flags are explicitly stated in the interface
definition to enphasize that the RRP and the CSP nay be delivered by
the conpressor as segnented packets.

The RTP SN MUST be delivered for each packet by the compressor to
allow the assisting layer to maintain the necessary sequencing
i nformation.

4.2.2. Interface, Assisting Layer to Deconpressor

Here the interface semantics between the assisting |layer and the
deconpressor are defined, providing sinple rules for the delivery of
recei ved packets to the deconpressor. The deconpressor needs a way
to distinguish NHP packets from RHP packets. Al so, when receiving
packets wi thout a header, the deconpressor needs a way to infer the
sequenci ng information to keep synchroni zati on between the received
payl oad and the sequence information of the deconpressed headers. To
achi eve this, the deconpressor MJST receive the follow ng fromthe
assisting | ayer:
- an indication for each packet |oss over the |ink between the
conpressi ng and deconpressing sides for Cl D=0
- the received packet together with an indicati on whether the packet
received is an NHP or not

Note that the context is updated froma packet |oss indication
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4.3. Optimstic Approach Agreenent

ROHC defines an optimstic approach for updates to reduce the header
overhead. This approach is fully exploited in the Optimstic and

Uni directional nodes of operation. Due to the presence of a CRC in
all compressed headers, the optim stic approach is defined as a
conpressor issue only because the deconpressor will always be able to
detect an invalid context through the CRC verification

However, no CRC is present in the NHP packet defined by the LLA
profile. Therefore the | oss of an RHP packet updating the context
may not always be detected. To avoid this problem the conpressing
and deconpressing sides nust agree on the principles for the
optimstic approach, and the agreed principles MIJST be enforced not
only by the conpressor but also by the transmitting assisting |ayer.
If, for exanple, three consecutive updates are sent to convey a
header field change, the deconmpressor nmust know this and invalidate
the context in case of three or nore consecutive physical packet

| osses. Note that the nechanismused to enforce the optinistic
approach nust be reinitialized if a new field change needs to be
conveyed while the conpressing side is already sending packets to
convey non-linear context updates.

An LLA deconpressor MJST use the optinistic approach know edge to

det ect possible context |oss events. |If context loss is suspected it
MUST invalidate the context and not forward any packets before the
context has been synchroni zed.

It is REQURED that all docunents, describing howthe LLA profile is
i npl enented over a certain link technol ogy, define how the optimstic
approach is agreed between the conpressing side and the deconpressing
side. It could be handled with a fixed principle, negotiation at
startup, or by other means, but the method nust be unamnbi guously
def i ned.

4.4. Fast Context Initialization, IR Redefinition

As initial IR packets mght overrun the channel bandw dth and
significantly del ay deconpressor context establishment, it night be
beneficial to initially discard the payload. This allows state
transitions and hi gher conpression efficiency to be achieved with

m ni mal del ay.

To serve this purpose, the D-bit fromthe basic structure of the ROHC

RTP | R packet [ROHC section 5.7.7.1] is redefined for the LLA
profile. For D=0 (no dynanic chain), the neaning of the D-bit is
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extended to indicate that the payl oad has been di scarded when
assenbling the IR packet. Al other fields keep their neanings as
defined for ROHC RTP

The resulting structure, using small ClDs and Cl D=0, becomes:

0 1 2 3 4 5 6 7
A R S S

| 1 1] 1] 1] 1] 1] 0] D]
St S B &

| Profile | 1 octet

B T S T g

| CRC | 1 octet
T T TN I g

| Static | variable Iength

| chain |

| Dynani ¢ | not present if D=0

| chain | present if D=1, variable length
| Payl oad | not present if D=0

| | present if D=1, variable length

D D=0 indicates that the dynam c chain is not present
and the payl oad has been di scarded.

After an IR packet with D=0 has been processed by the deconpressor
the packet MJST be di scarded.

4.5. Feedback Option, CV-REQUEST

The CV- REQUEST option MAY be used by the deconpressor to request an
RRP or CSP for context verification. This option should be used if
only NHP have been received for a long tine and the context therefore
has not been verified recently.

T T TN I g
| Opt Type =8| Opt Len =0

L S e e e
If the conpressor receives a feedback packet with this option, the

next packet conpressed SHOULD NOT be delivered to the assisting |ayer
as an NHP.
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4.6. Periodic Context Verification

As described in section 3.3, transparency is expected to be
guaranteed by the functionality provided by the |lower |ayers. This
ROHC profile would therefore be at |least as reliable as the ol der
header conpression schenes [VJHC, |PHC, CRTP], which do not nake use
of a header conpression CRC. However, since ROHC RTP normally is
extremely safe to use froma transparency point of view, it would be
desirable to be able to achieve this with LLA al so.

To provide an additional guarantee for transparency and al so catch
unexpected errors, such as errors due to faulty inplenentations, it
is RECOWENDED to periodically send context updating packets, even
when the conpressor logic allows NHP packets to be used.

4.7. Use of Context ldentifier

Since an NHP cannot carry a context identifier (CID), there is a
restriction on howthis profile may be used, related to context
identification. |ndependent of which CID size has been negoti at ed,
NHP packets can only be used for CID=0. |If the deconpressor receives
an NHP packet, it can only belong to Cl D=0.

Note that if nultiple packet streans are handl ed by a conpressor
operating using LLA, the assisting |ayer nust in case of physica
packet |oss be able to tell for which CID the |oss occurred, or at
least it MJUST be able to tell if packets with Cl D=0 (packet stream
with NHPs) have been | ost.

5. Inplenentation |ssues

Thi s docunment specifies nmechanisns for the protocol and | eaves
details on the use of these mechanisnms to the inplenenters. The
present chapter ains to provide guidelines, ideas and suggestions for
i mpl enent ati on of LLA

5.1. Inplenentation Paraneters and Signals

As described in [ROHC, section 6.3], inplenentations use paraneters
to set up configuration information and to stipul ate how a ROHC

i mpl enentation is to operate. The follow ng paraneters are

addi tions, useful to LLA to the paraneter set defined for ROHC RTP

i npl enentations. Note that if the PREFERRED PACKET Sl ZES paraneters
defined here are used, they obsolete all PACKET_SI ZE and PAYLQOAD S| ZE
par anmet ers of ROHC RTP.
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5.1.1. Inplenmentation Paraneters at the Conpressor
ALWAYS_PAD - - val ue: bool ean

This paraneter may be set by an external entity to specify to the
conpressor that every RHP packet MUST be padded with a m ni num of
one octet ROHC paddi ng.

The assisting | ayer MJUST provide a packet type identification. |If
no field is available for this purpose fromthe protocol at the
link |ayer, then a | eading sequence nmay be used to distinguish RHP
packets from NHP packets. Although the use of a | eadi ng sequence
is obviously not efficient, since it sacrifices efficiency for RHP
packets, the efficiency | oss should be insignificant because the

| eadi ng sequence applies only to packets with headers in order to
favor the use of packets w thout headers. |f a |eading sequence
is desired for RHP identification, the | ower |ayer MAY use ROHC
paddi ng for the | eadi ng sequence by setting the ALWAYS PAD
paranmeter. Note that in such cases, possible collisions of the
paddi ng with the NHP payl oad nmust be avoi ded.

By default, this paraneter is set to FALSE

PREFERRED PACKET_SI ZES -- |ist of:
SIZE -- value: integer (octets)
RESTRI CTED TYPE -- val ues: [NHP_ONLY, RHP_ONLY, NO RESTRI CTI QN

Thi s paraneter set governs which packet sizes are preferred by the
assisting layer. |If this paraneter set is used, all RHP packets
MUST be padded to fit the snmallest possible preferred size. |If
the size of the unpadded packet (or, in the case of ALWAYS PAD
bei ng set, the packet with mininal one octet padding) is |arger
than the maxi mal preferred packet size, the conpressor has two
options. Either, it may deliver this |arger packet with an
arbitrary size, or it may split the packet into several segnents
usi ng ROHC segnentati on and pad each segnent to one of the
preferred sizes. Wich nmethod to use depends on the val ue of the
LARGE PACKETS ALLOWED par aneter bel ow.

NHP packets can be delivered to the |lower |ayer only if the
payl oad size is part of the preferred packet size set.
Furthernore, if RESTRICTED TYPE is set to one of NHP_ONLY or
RHP_ONLY for any of the preferred packet sizes, that size is
all owed only for packets of the specified type.

By default, no preferred packet sizes are specified. Wen sizes

are specified, the default value for RESTRI CTED TYPE is
NO_RESTRI CTI ON
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LARGE PACKETS ALLOVED -- val ue: bool ean

This paraneter may be set by an external entity to specify howto
handl e packets that do not fit any of the preferred packet sizes
specified. If it is set to TRUE, the conpressor MJST deliver the
| arger packet as-is and MJST NOT use segnentation. If it is set
to FALSE, the ROHC segnentation schenme MUST be used to split the
packet into two or nore segnents, and each segnent MJUST further be
padded to fit one of the preferred packet sizes.

By default, this paraneter is set to TRUE, which neans that
segnentation is disabled.

VERI FI CATI ON_PERI OD - - val ue: integer

This paraneter may be set by an external entity to specify to the
conpressor the mnimum frequency wi th which a packet validating
the context nust be sent. This tells the conpressor that a packet
containing a CRC field MIUST be sent at |east once every N packets,
wher e N=VERI FI CATI ON_PERI OD (see section 4.6).

By default, this paraneter is set to 0, which indicates that
peri odi cal verifications are disabl ed.

5.1.2. Inplenmentation Paraneters at the Deconpressor

NHP_PACKET -- val ue: bool ean

This paraneter informs the deconpressor that the packet being
delivered is an NHP packet. The deconpressor MJST accept this
packet type indicator fromthe |ower |ayer. An assisting |ayer
MJST set this indicator to true for every NHP packet delivered,
and to false for any other packet.

PHYSI CAL_PACKET_LGOSS -- signa

This signal indicates to the deconpressor that a packet has been
lost on the Iink between the conpressing and the deconpressing
sides, due to a physical link error. The signal is given once for
each packet that was |ost, and a deconpressor nust increase the
sequence nunber accordingly when this signal is received.

PRE_LI NK_PACKET_LCSS -- si gnal

This signal tells the deconpressor to increase the sequence numnber
due to a gap in the sequencing, not related to a physical |ink
error. A receiving assisting |ayer may for exanmple use this
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signal to indicate to the deconpressor that a packet was | ost
bef ore the conpressor, or that a packet was di scarded by the
transmtting assisting |ayer.

5.2. Inplenmentation over Various Link Technol ogi es

Thi s docunent provides the semantics and requirenents of the

i nterface needed fromthe ROHC conpressor and deconpressor towards
the assisting layer to performlink-layer assisted header

conpr essi on.

However, this docunent does not provide any |ink |ayer specific
operational information, except for sone inplenentation suggestions.
Further details about how this profile is to be inplemented over
various |ink technol ogi es nust be described in other docurments, where
specific characteristics of each link | ayer can be taken into account
to provide optimal usage of this profile.

These specifications MAY use a packet type bit pattern unused by this
profile to inplenment signaling on the |lower |ayer. The pattern
avail able to |l ower layer inplenmentations is [11111001].

6. | ANA Consi der ati ons

ROHC profile identifier 0x0005 has been reserved by the | ANA for the
| P/ UDP/ RTP profile defined in this document.

7. Security Considerations

The security considerati ons of ROHC RTP [ ROHC section 7] apply al so
to this docunent with one addition: in the case of a denial-of-
service attack scenario where an intruder injects bogus CCP packets
onto the link using random CRC val ues, the CRC check will fail for

i ncorrect reasons at the deconmpressor side. This would obviously
greatly reduce the advantages of ROHC and any extra efficiency
provided by this profile due to unnecessary context invalidation

f eedback nmessages and refresh packets. However, the sane renmarks
related to the presence of such an intruder apply.
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