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1. Introduction
Thi s docunent clarifies published RFCs which standardi ze facsimle
conmuni cations using Internet Email. The intent is to prevent
i npl enentations that deviate in such a way as to cause
i nteroperability problens.

1.1 Organization of this docunent
Thi s docunent contains four sections that clarify, in order, the
handl i ng of sinple node fax nessages, extended node fax nessages, the
file format, and the internet addressing of fax recipients.

See Section 2 for term nol ogy.

1.2 Discussion of this docunent
Di scussion of this docunent should take place on the Internet fax
mailing list hosted by the Internet Mail Consortium (I MC). Please
send comrents regarding this docunent to:

ietf-fax@nt.org
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To subscribe to this list, send a nessage with the body ’'subscribe’
to "ietf-fax-request@nc.org".

To see what has gone on before you subscribed, please see the mailing
list archive at:

http://ww.inc.org/ietf-fax/
2. Term nol ogy
The following terns are used throughout this document:
DSN - RFC 1894, "An Extensible Message Format for
Delivery Status Notifications" [7]

Ext ended Mode - RFC 2532, "Extended Facsinile Using
Internet Mail" [3]

VDN - RFC 2298, "An Extensible Message Format for
Message Disposition Notifications" [9]
Si npl e Mode - RFC 2305, "A Sinple Mde of Facsimle
Using Internet Mail" [2]
TI FF - profile Sor Fof "File Format for Internet Fax" [4]
delivered as "inmage/tiff"
TI FF- FX - other profiles sent as "image/tiff-fx"
In exanples, "C." is used to indicate lines sent by the client, and

"S:" to indicate those sent by the server.

3. Inplementation Issues Specific to Sinple Mde
| ssues specific to Sinple Mbde [2] are described bel ow

3.1 Sinple Mde Fax Senders

3.1.1 Multipart/alternative
Al t hough a requirenent of M ME conpliance (16, Section 5.1.4), sone
emai|l client inplementations are not capable of correctly processing
nessages with a M ME Content-Type of "multipart/alternative". If a
sender is unsure if the recipient is able to correctly process a

message with a Content-Type of "multipart/alternative", the sender
shoul d assune the worst and not use this M ME Content-Type.
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3.2 Sinmple Mde Fax Receivers
3.2.1 Multipart/alternative and Storage Capacity

Devices with little storage capacity are unable to cache previous
parts of a nmultipart/alternative nmessage. |n order for such devices
to correctly process only one part of a nultipart/alternative
nessage, such devices may sinply use the first part of a
multipart/alternative nmessage it is capable of processing.

Thi s behavi or neans that even if subsequent, higher-fidelity parts
coul d have been processed, they will not be used.

Thi s behavi or can cause user dissatisfaction because when two hi gh-
fidelity but [ ow nenory devices are used with each other, the
lowest-fidelity part of the nultipart/alternative will be processed.

The solution to this problemis for the sender to determ ne the
capability of the recipient and send only high fidelity parts.
However, a mechanismto determ ne the recipient capabilities prior to
an initial message sent to the recipient doesn't yet exist on the

I nternet.

After an initial nessage is sent, the Extended Mbde nechani sm
described in RFC 2532 [3], Section 3.3, enables a recipient to
include its capabilities in a delivery and/or a disposition
notification: in a DSN, if the recipient device is an RFC 2532/ ESMIP
[3] compliant server or in an MDNif the recipient is a User Agent.
4. I nplenmentation |Issues Specific to Extended Mde
| ssues specific to Extended Mode [3] fax are described below. Note
that any Extended Mode device al so needs to consider issues specific
to Sinple Mdde (Section 3 of this docunent).
4.1 Multipart/Alternative
Sections 3.1.1 and 3.2.1 are also applicable to this node.
4.2. Correlation of MDN with Original Message
To re-iterate a paragraph fromsection 2.1, RFC 2298 [9]:
A message that contains a Disposition-Notification-To header
SHOULD al so contain a Message-ID header, as specified in RFC 822

[10]. This will permt automatic correlation of MDNs with
original nmessages by user agents.
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4.3 Correlation of DSN with Oiginal Mssage

Simlar to the requirenent to correlate an MDN, above, DSNs al so need
to be correlated. This is best done using the ENVID paraneter in the
"MAI L" command. See Sections 3 and 5.4 of RFC 1891 [5] for details.

4.4 Extended Mbde Receivers

Confirmation that the facsimle inage (attachment) was delivered and
successfully processed is an inportant aspect of the extended node of
the facsimle using Internet mail. This section describes
i npl enentation issues with several types of confirnmations.

4.4.1 Confirmati on of receipt and processing from User Agents

VWhen a nmessage is received with the "D sposition-Notification-To"
header and the receiver has determ ned whet her the nessage can be
processed, it nmay generate a:

a) Negative MDN in case of error, or
b) Positive MDN in case of success

The purpose of receiving a requested MDON acknow edgenent from an

Ext ended Mode recipient is the indication of success or failure to
process the file attachnent that was sent. The attachnent, not the
body, constitutes the facsinmile nmessage. Therefore an Extended Mode
sender woul d expect, and it is reconmended that the Extended Mde
receiver send (with an MDN), an acknow edgenent of the success or
failure to decode and process the file attachment.

| mpl ementers of the Extended Mode [3] should be consistent in the
f eedback provided to senders in the formof error codes and/or
failure/ success nessages.

4.4.1.1 Discrepancies in MDN[9] Interpretation

An Extended Mbdde sender nust be aware that RFC 2298 [9] does not

di stingui sh between the success or failure to decode the body-content
part of the message and the success or failure to decode a file
attachment. Consequently MDNs may be received which do not reflect
the success or failure to decode the attached file, but rather to
decode t he body-content part of the nessage.
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4.4.1.2 Disposition-Type and body of nmessage in MDN

If the receiver of an MDN request is an RFC 2532 conpliant device
that automatically prints the received Internet mail nessages and
attachments, or forwards the attachnent via GSTN fax, it should, in
the case of success:

a) Use a "disposition-type" of "dispatched" (with no "disposition-
nodifier") in the MDN, and

b) Use text simlar to the following in the body of the message:

"This is a Return Receipt for the mail that you sent to [above, or
bel ow, or this address, etc]. The nessage and attached fil es[s]
may have been printed, faxed or saved. This is no guarantee that
the message has been read or understood”.

and in the case of failure:

a) Use a "disposition-type" of "processed" and di sposition-nodifier
of "error", and

b) Use text simlar to the following in the body of the message:

"This is a Return Receipt for the mail that you sent to [above, or
bel ow, or this address, etc]. An error occurred while attenpting
to decode the attached file[s]".

Thi s reconmendati on adheres to the definition in RFC 2298 [9] and
hel ps to distinguish the returned MDNs for proper handli ng.

| mpl ementers may wi sh to consider sending nessages in the | anguage of
the sender (by utilizing a header field fromthe original nmessage) or
including nultiple |anguages, by using nultipart/alternative for the
text portion of the NMDN

4.4.2 "Subject" of MDN and DSN in Success and Fail ure Cases
Because | egacy e-mail applications do not parse the nachi ne-readabl e
headers, e-mmil users depend on the human-readabl e parts of the NMDN
to recogni ze the type of acknow edgenment that is received.
Exanpl es:
VDN

Subject: Your nessage was processed successfully. (NDN)
Subj ect: Your nmessage has been rejected. (NMDN)
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DSN:
Subj ect: Your nessage was delivered successfully. (DSN)
Subj ect: Your message could not be delivered. (DSN)
Subj ect: Your message is del ayed. (DSN)

4. 4.3 Extended Mode Receivers that are MIAs (or ESMIP servers)

SMTP server-based inpl enentati ons are strongly encouraged to

i mpl ement the "SMIP Service Extension for Returning Enhanced Error
Codes" [8]. This standard is easy to inplenent and it all ows
det ai |l ed standardi zed success and error indications to be returned to
the sender by the submtting MIA

The foll owi ng exanples, are provided as illustration only. They
shoul d not be interpreted as linmiting the protocol or the DSN form
If the exanples conflict with the definitions in the standards (RFC
1891[5]/1893[ 6]/1894[ 7]/ 2034[ 8] ), the standards take precedence.

4.4.3.1 Success Case Exanpl e
In the foll owi ng exanpl e the sender <jean@xanple.con> sends a
nmessage to the receiver <ifax@xanple.net> which is an ESMIP server

and the receiver successfully decodes the message.

exanpl e. com

S - +
| Mail
| User
| Agent |
E +
|
\%
e + E R + - +
| Mai | + |  Mail | |  Mail
| Subm ssion|----- >| Transfer|---->| Transfer
| Agent | | Agent | | Agent
S + S + S +

exanpl e. org exanpl e. net
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SMIP Sequence:

220 exanpl e.net SMIP service ready

EHLO exanpl e. org

250- exanpl e. net

250- DSN

250 ENHANCEDSTATUSCCDES

MAI L FROM <j ean@xanpl e. con> RET=HDRS ENVI D=MM123456
250 2.1.0 Originator <jean@xanpl e.conm> ok

RCPT TO <i f ax@xanpl e. net > NOTI FY=SUCCESS, FAI LURE \
ORCPT=rf c822; i f ax@xanpl e. net

250 2.1.5 Recipient <ifax@xanpl e.net> ok

DATA

354 Send nessage, ending in <CRLF>. <CRLF>

[ Message goes here.]

250 2.0.0 Message accepted

QT
221 2.0.0 Goodbye

VOLWOOOOWOW OUOVLYOW

DSN (to jean@xanpl e.conj:

Date: Mon, 12 Dec 1999 19:01:57 +0900

From postnast er @xanpl e. net

Message- I D: <19991212190157. 01234@xanpl e. net >

To: jean@xanpl e. com

Subj ect: Your nmessage was delivered successfully. (DSN)

M ME-Version: 1.0

Content-Type: nmultipart/report; report-type=delivery-status;
boundar y=JUK199912121854870001

--JUK199912121854870001
Content-type: text/plain

Your nessage (id MML23456) was successfully delivered
to i fax@xanpl e. net.

--JUK199912121854870001
Content -type: nessage/delivery-status
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Reporti ng- MTA: dns; exanpl e. net

Origi nal - Envel ope- I D. MVIL23456

Fi nal - Reci pient: rfc822;ifax@xanpl e. net

Action: delivered

Status: 2.1.5 (Destination address valid)

Di agnosti c-Code: sntp; 250 2.1.5
Reci pi ent <i fax@xanpl e. net > ok

--JUK199912121854870001
Content-type: nessage/rfc822

[ headers of returned nessage go here.]
--JUK199912121854870001- -
4.4.3.2 Failure Case Exanple 1
In this exanple, the receiver determnes it is unable to decode the
attached file AFTER it has received the SMIP nessage. The receiver

then sends a 'failure’ DSN

exanpl e. com

Fomm - +
| Mail
| User
| Agent |
R +
|
\Y
Fomm e m e + Fomm oo + R +
| Mai | + |  Mail | |  Mail
| Submi ssion|----- >| Transfer|---->| Transfer
| Agent | | Agent | | Agent |
Fomm oo - + Fomm e m oo - + S +

exanpl e.org exanpl e. net
SMIP Sequence:
This is the sane as the case a). After the sequence, a decode

error occurs at the receiver, so instead of a 'success’ DSN, a
"failure’ DSN is sent.
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DSN (to jean@xanpl e.conj:

Date: Mon, 12 Dec 1999 19:31: 20 +0900

From postnast er @xanpl e. net

Message- 1 D <19991212193120. 87652@xanpl e. net >

To: jean@xanpl e. com

Subj ect: Your nessage could not be delivered. (DSN)

M ME-Version: 1.0

Content-Type: nmultipart/report; report-type=delivery-status;
boundar y=JUK199912121934240002

--JUK199912121934240002
Content-type: text/plain

Your message (id MML23456) to ifax@xanple.net resulted in an
error while attenpting to decode the attached file.

--JUK199912121934240002
Content -type: nessage/ delivery-status

Reporting- MTA: dns; exanpl e. net

Ori gi nal - Envel ope-1D: MVL23456

Fi nal - Reci pi ent: rfc822;ifax@xanpl e. net
Action: Failed

Status: 5.6.1 (Media not supported)

Di agnosti c- Code: sntp; 554 5.6.1 Decode error

--JUK199912121934240002
Content-type: nessage/rfc822

[ headers of returned nessage go here.]
--JUK199912121934240002- -
4.4.3.3 Failure Case Exanple 2

In this exanple, the receiver determnes it is unable to decode the
attached file BEFORE it accepts the SMIP transni ssion
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SMIP sequence:

220 exanpl e.net SMIP service ready

EHLO exanpl e. org

250- exanpl e. net

250- DSN

250 ENHANCEDSTATUSCCDES

MAI L FROM <j ean@xanpl e. con> RET=HDRS ENVI D=MM123456
250 2.1.0 Originator <jean@xanpl e.conm> ok

RCPT TO <i f ax@xanpl e. net > NOTI FY=SUCCESS, FAI LURE \
ORCPT=rf c822; i f ax@xanpl e. net

250 2.1.5 Recipient <ifax@xanpl e.net> ok

DATA

354 Send nessage, ending in <CRLF>. <CRLF>

[ Message goes here.]

554 5.6.1 Medi a not supported

QT
221 2.0.0 Goodbye

VOLWOOOOWOW OUOVLYOW

o
pa

Note: In this case, the previous MIA generates the DSN that is
forwarded to the original sender. The receiving MIA has not
accepted delivery and therefore can not generate a DSN

4. 4.4 Extended Mode Receivers that are POP3/| MAP4

NOTE: Thi s docunent does not define new disposition-types or

di sposition-nodifiers. Those used bel ow are defined in RFC
2298[9]. This section provides exanpl es on how POP3/| MAP4 devi ces
may use the al ready defined val ues.

These exanples are provided as illustration only. They should not be
interpreted as limting the protocol or the MDN form If the
exanpl es conflict with the MDN [9] standard, the standard takes

pr ecedence.

4.4.4.1 Success Case Exanple

If the original sender receives an MDN which has "di spl ayed"

"di spatched" or "processed" disposition-type w thout disposition-

nodi fier, the receiver nmay have received or decoded the attached file
that it sent. The MDN does not guarantee that the receiver displays,
prints or saves the attached file. See Section 4.4.1.1,

Di screpancies in MDN Interpretation.
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NOTE: This exanpl e does not include the third conponent of the
IVDN.

Date: 14 Dec 1999 17:48:44 +0900
From ken_reci pi ent @xanpl e. com
Message- | D <19991214174844. 98765@xanpl e. cone
Subj ect: Your nessage was processed successfully. (NDN)
To: mary@xanpl e. net
M nme-Version: 1.0
Content - Type: multipart/report;
report-type=di sposition-notification; boundary="61FD1001_I| FAX"

--61FD1001_I FAX
Content - Type: text/plain

This is a Return Receipt for the mail that you sent to
"ken_reci pi ent @xanpl e.conf. The message and attached files may
have been printed, faxed or saved. This is no guarantee that the
nessage has been read or under st ood.

--61FD1001_I FAX
Cont ent - Type: nessage/ di sposition-notification

Reporting- UA: ken-ifax. exanple.com barmail 1999.10

Original -Recipient: rfc822; ken_reci pi ent @xanpl e. com

Fi nal - Reci pi ent: rfc822; ken_recipi ent @xanpl e. com

Oigi nal - Message- 1 D: <199912141740100. nar y@xanpl e. net >

Di sposition: automatic-action/ MDN-sent-automatically; dispatched

--61FD1001_I FAX- -
4.4.4.2 Failure Case Exanple

If the original sender receives an MODN with an "error" or "warning"

di sposition-nodifier, it is possible that the receiver could not
recei ve or decode the attached file. Currently there is no nechani sm
to associate the disposition-type with the handling of the main
content body of the nessage or the attached file.

Date: 14 Dec 1999 19:48: 44 +0900
From ken_reci pi ent @xanpl e. com
Message- | D <19991214194844. 67325@xanpl e. conr
Subj ect: Your nessage has been rejected. (NMDN)
To: mary@xanpl e. net
M ne-Version: 1.0
Content - Type: multipart/report;
report-type=di sposition-notification; boundary="84FD1011 | FAX"
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--84FD1011_1 FAX
Content - Type: text/plain

This is a Return Receipt for the mail that you sent to
"ken_reci pi ent @xanpl e.conf. An error occurred while attenpting
to decode the attached file[s]".

--84FD1011_1 FAX
Cont ent - Type: nessage/ di sposition-notification

Reporting- UA: ken-ifax. exanpl e.com barmail 1999.10

Original -Recipient: rfc822; ken_reci pi ent @xanpl e. com

Fi nal - Reci pi ent: rfc822; ken_recipi ent @xanpl e. com

Origi nal - Message- 1 D: <199912141823123. nary@xanpl e. net >

Di sposition: automatic-action/ MDN-sent-autonatically;
processed/ error

--84FD1011_1I FAX
Cont ent - Type: nessage/ rfc822

[original nessage goes here]
--84FD1011_1| FAX- -
4.4.5 Receiving Multiple Attachnents
A received email message could contain multiple attachments and each
di stinct attachnment could use TIFF or TIFF-FX with different
encodi ngs or resolutions, and these could be mxed with other file
types.
There is currently no nechanismto identify, in a returned MDN, the
attachments that were successfully decoded fromthose that could not
be decoded.
If the Extended Mode recipient is unable to decode any of the
attached files, it is recommended that the Extended Mode reci pi ent
return a decoding error for the entire message.
5. Inplementation Issues Specific to the File Format
5.1 I FD Pl acenment & Profile-S Constraints
a) An IFDis required, by TIFF 6.0, to begin on a word boundary,

however, there is anmbiguity with regard to the defined size of a
word. A word should be interpreted as a 2-byte quantity. This
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recomendati on i s based on exam nation of Figure 1 and the
definition of IFD Entry, Bytes 8-11, found in Section 2 of TIFF
6. 0.

b) Low nenory devices, which support resolutions greater than the
required Profile-S, may be nenory-constrai ned, such that those
devi ces cannot properly handle arbitrary placenent of TIFF | FDs
within a TIFF file.

To interoperate with a receiver that is constrained, it is
strongly recommended that senders al ways place the IFD at the

begi nning of the inage file when using any of the Profiles defined
in [4].

5.2 Precautions for inplenmenters of RFC 2301 [4]
5.2.1 Errors encountered during interoperability testing

The TIFF/ RFC 2301 [4] errors listed bel ow were encountered during
interoperability testing and are provided so that inplenmenters of
TIFF readers and witers can take precauti onary neasures.

a) Although Profile S of TIFF [4] specifies that files should be in
little-endian order, during testing it was found that some combn
TIFF witers create big-endian files. |If possible, the TIFF
reader shoul d be coded to handl e big-endian files. TIFF witers
shoul d always create little-endian files to be conpliant with the
standard and to allow interoperation with menory-constrained
devi ces.

b) Bytes 0-1 of the Inmage File Header are supposed to be set to "II"
(4949h) or "WMM' (4d4dh) to indicate the byte order. During
testing, other values were encountered. Readers should handle
cases where the byte order field contains values other than "I1"
or "MM', and witers should ensure the correct value is used

5.2.2 Col or Ganut Consi derations

The | TULAB encodi ng (Photoretriclnterpretation = 10) all ows choosing
a ganmut range for L*a*b* (see the TIFF field Decode), which in turn
provides a way to place finer granularity on the integer val ues
represented in this col orspace. But consequently, an inadequate
ganut choice may cause a loss in the preservation of colors that
don't fall within the space of colors bounded by the ganmut. As such
it is worth conmenting on this.
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The | TULAB default gamut, L [0,100] a [-85,85] b [-75,125], was
chosen to accomopdat e nost scan devices, which are typically acquired

froma hardcopy source. It wasn't chosen to deal with the range of
color fromcamera input or sRGB nonitor data. |In fact, when dealing
with images fromthe web and other display oriented sources, the
color range for a scanned hardcopy may |likely be inadequate. It is

i mportant to use a ganut that matches the source of the inage data
The foll owi ng guidelines are recomended:

1. When acquiring input froma printed hardcopy source, w thout
nodi fication, the | TU-T Recomendation T.42 default | TULAB gamut
shoul d be appropriate.

2. For an sRGB source, the ITU T Recommendation T.42 default | TULAB
gamut is not appropriate. A nore appropriate ganmut to consider
is: L [0,100], a [-88,99] and b [-108.8,95.2]. These may be
realized by using the follow ng Decode values for 8-bit data:
(0/1, 100/1, -22440/255, 25245/ 255, -27744/255, 24276/ 255).

3. If the range of L*a*b* val ue can be precomputed efficiently before
converting to | TULAB, then you may get the best result by picking
a ganut that is customto this range.

5.2.3 File format Consi derations

| npl enenters should nake sure of the contents in the follow ng two
secti ons.

5.2.3.1 Considerations for greater reader flexibility

a) Readers are able to handle cases where |FD of fsets point beyond
the end of the file, while witers ensure that the | FD of fset does
not point beyond the end of the file.

b) Readers are able to handle the first | FD offset being on a non-
word boundary, while witers ensure that the first IFD offset is
on a word boundary.

c) Readers are flexible and able to accomodate: |FDs that are not
presented in ascendi ng page order; |IFDs that are not placed at a
| ocation that precedes the i mage which the | FD describes; next |IFD
of fsets that precede the current IFD, the current IFDs’ field
data, or the current IFDs’ inage data. Witers on the other hand
shoul d generate files with | FDs presented in ascendi ng page order
| FDs placed at a | ocation that precedes the i mage which the | FD
descri bes; the next |IFD should always follow the current |IFD and
all of its data.
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d)

e)

f)

5.2.3.

a)

b)

c)

d)

e)

f)

9)

h)

Witers generate tags with the appropriate type of data (for
exanpl e RATI ONAL i nstead of SRATIONAL). Readers are flexible with
those types of msrepresentations that may be readily acconmpbdat ed
(for exanple SHORT instead of LONG and |lead to enhanced

r obust ness.

The appropriate count is associated with the tags (it is not 0 and
mat ches the tag requirenent), while readers are flexible with
these types of msrepresentations, which may be readily
accomopdat ed and | ead to enhanced robust ness.

Tags appear in the correct order in the IFD and readers are
flexible with these types of m srepresentations.

2 Error considerations

Readers only accept files with bytes 2-3 of the Image Fil e Header
equal to 42 (2Ah), the "magi c nunber", as being valid TIFF or
TIFF-FX files, while witers only generate files with the
appropriate nagi c nunber

Files are not generated with mssing field entries, and readers
rej ect any such files.

The PageNunber value is based on the order within the Primary | FD
chain. The |InmagelLayer values are based on the | ayer order and the
i mge order within the |ayer respectively. Readers may reject the
pages where the PageNunber or |nagelLayer val ues are not consistent
with the nunber of Primary |FDs, nunber of |ayers or nunber of

i mages within the | ayers.

Tags are unique within an | FD and readers nay reject pages where
this is not the case.

Strip data does not overlap other file data and the reader nmay
error appropriately.

The strip of fset does not point outside the file, under these
conditions readers may reject the page where this is the case.

The strip offset + StripByteCounts does not point outside the
file, under these conditions the reader may error appropriately.

Only one endian order is used within the file otherw se the
rendered file will be corrupted.
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i) Tag values are consistent with the data contained within the inage
strip. For exanple, a bi-level black mark on a white background
image strip with a Photonmetriclnterpretation tag value of "1" (bit
val ue of "0" neans black) will result in the rendering of the
i mge as white marks on a bl ack background (reverse video).

j) For the special color spaces (ITULAB, YCBCR, CWK), the paraneters
used for transformations are correct and conpliant with the
speci fication.

k) The XPosition and YPosition values are consistent with the
hori zontal and vertical offsets of the top-left of the IFD from
the top-left of the Primary IFD, in units of the resolution. To
do otherwise results in msplacement of the rendered inmage.

) Al conbinations of tag values are correct, with special attention
being given to the sets: XResolution, YResolution and |nageW dth;
Photonetriclnterpretation, Sanpl esPerPi xel, and BitsPer Sanpl e.

Any appropriate conbinations will likely result in imge
distortion or an inability to render the inmage.

m The appropriate Conpression types are used for the imge |ayers
within a Profile Mfile, such as a bi-level coder for the mask
| ayers (i.e. odd nunbered | ayers) and multi-level (color) coders
for the background and foreground | ayers. Readers should reject
files where this is not true.

5.3 Content-Type for the file fornat

The content-type "inmage/tiff" should only be used for Profiles S and
F. Sone existing inplenentations based on [4] may use "inage/tiff"
for other Profiles. However, this usage is now deprecated. I|nstead,
the content-type "inmage/tiff-fx", whose registration is being defined
in [17] should be used.

To maxim ze interworking with devices that are only capable of
rendering Profile S or F, "image/tiff" SHOULD be used when
transporting Profile S or F.

6. Inplementation Issues for Internet Fax Addressing
The "+" and "=" characters are valid within nessage headers, but nust
be encoded within some ESMIP conmands, nobst notably ORCPT [5].

| mpl enment ati ons nust take special care that ORCPT (and ot her ESMIP
val ues) are properly encoded.
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For exanple, the follow ng header is valid as-is:
To: Hone Fax <FAX=+390408565@xanpl e. conp
but when used with ORCPT, the "=" and "+" nust be encoded like this:

RCPT TO <FAX=+390408565@xanpl e. con> \
ORCPT=FAX+3D+2B390408565@xanpl e. com

Note the "=" and "+" are valid inside the forward-path, but nust be
encoded when used within the esntp val ue.

See [5] for details on this encoding.
7. Security Considerations

Wth regards to this docunent, Sections 5 in RFC 2305 [2] and Section
4 in RFC 2532 [3] apply.
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Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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