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i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2002). Al Rights Reserved.
Abst r act

Thi s docunent defines a format for using conpressed data as a

Crypt ographi c Message Syntax (CMS) content type. Conpressing data
bef ore transm ssion provides a nunber of advantages, including the

el imnati on of data redundancy which could help an attacker, speeding
up processing by reducing the anbunt of data to be processed by |ater
steps (such as signing or encryption), and reducing overall nessage
size. Although there have been proposals for addi ng conpression at
other levels (for exanple at the MME or SSL |level), these don't
address the probl em of conpression of CMS content unless the
conpression is supplied by an external means (for exanple by

interm xing MM and CMVS).

1. Introduction
Thi s docunent describes a conpressed data content type for CM5. This
is inmplenmented as a new Contentinfo type and is an extension to the
types currently defined in CM5 [ RFC2630]. CMS i npl enent ati ons SHOULD
i ncl ude support for the ConpressedData content type.

The format of the nessages are described in ASN.1 [ ASN1].
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The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
"RECOMMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in [ RFC2119].

1.1 Conpressed Data Content Type

The conpressed-data content type consists of content of any type,
conpressed using a specified algorithm The foll ow ng object
identifier identifies the conpressed-data content type:

i d-ct-conpressedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) ct(1l) 9 }

The conpressed-data content type shall have ASN. 1 type
Conpr essedDat a

ConpressedDat a :: = SEQUENCE ({
ver si on CVSVer si on,
conpr essi onAl gorithm Conpressi onAl gorithmdentifier
encapCont ent I nf o Encapsul at edContent | nfo

}

The fields of type ConpressedData have the foll owi ng neani ngs:

version is the syntax version nunber. It MJST be 0. Details of
the CvBVersion type are discussed in CM5 [ RFC2630], section
10. 2. 5.

conpressi onAlgorithmis a conpression algorithmidentifier, as
defined in section 2.

encapContentinfo is the content which is conpressed. Details of
the Encapsul atedContentInfo type are discussed in CM5 [ RFC2630],
section 5. 2.

| mpl enent ati ons SHOULD use the SM MECapabilities attribute to
indicate their ability to process conpressed content types. Details
of SM MECapabilities are discussed in MSG [ RFC2633], section 2.5.2.

A conpressi on SM MECapability consists of the Al gorithmdentifier for
the supported conpression algorithm |In the case of the algorithm
specified in this docunent, this is id-al g-zlibConpression, as
specified in section 2. Alternatively, the use of conpression nmay be
handl ed by prior arrangenment (for exanple as part of an
interoperability profile).
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The SM MECapability SEQUENCE representing the ability to process
content conpressed with the algorithmidentified by id-alg-

zl i bConpr essi on MJST be DER-encoded as the foll owi ng hexadeci ma
string:

30 OD 06 0B 2A 86 48 86 F7 OD 01 09 10 03 08
(but see also the inplenmentation note in section 2.1).
2. Conmpression Types

CVB i npl enent ations that support the ConpressedData content type MJST
i ncl ude support for the ZLIB conpression al gorithm [ RFC1950]

[ RFC1951], which has a freely-available, portable and efficient
reference inplenentation. The followi ng object identifier identifies
ZLI B:

i d-al g-zl i bConpress OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) alg(3) 8}

This al gorithm has no paranmeters. The paraneters field SHOULD be
encoded as om tted, but MAY be encoded as NULL (see the
i mpl enentation note in section 2.1).

2.1. Inplenmentation notes

ZLIB allows for a number of conpression |evels ranging fromgood but
sl ow compression, to | ess good but fast conpression. The conpression
| evel is always conpatible with the deconpression algorithm so there
is no need to specify the conpression |level as an algorithm

par amet er .

There are two possibl e encodings for the ZLIB null paraneters field
which arise fromthe fact that when the 1988 syntax for
Algorithmdentifier was translated into the 1997 syntax, the OPTI ONAL
associated with the Algorithm dentifier paraneters got |ost. Later
it was recovered via a defect report, but by then, everyone thought
that al gorithm paraneters were nmandatory. Because of this, some

i mpl enentations will encode null paranmeters as an ASN. 1 NULL el enment
and some will onmt thementirely (see for exanple section 12 of CVS
[ RFC2630]). Although the correct encoding is to omt the paraneters
field, inplenentations may encounter encodi ngs which use an ASN. 1
NULL el ement for the paraneters.
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3. Security Considerations

This RFC is not concerned with security, except for the fact that
conpressi ng data before encryption can enhance the security provided
by ot her processing steps by reducing the quantity of known pl ai nt ext
avail able to an attacker. However, inplenentations should be aware
of possible security threats of conbining security sensitive materia
wi th possibly untrusted data before the conpression and encryption.
This is because information about the sensitive data nay be inferred
fromknowi ng the untrusted data and the conpression ratio.

4. | ANA Consi derations

The ConpressedData content type and conpression algorithns are
identified by object identifiers (ODs). O Ds were assignhed from an
arc contributed to the S/MME Wrking Goup by RSA Security. Should
addi ti onal compression algorithnms be introduced, the advocates for
such al gorithnms are expected to assign the necessary O Ds fromtheir
own arcs. No action by the 1ANA is necessary for this docunent or
any antici pated updates.
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Appendi x A: ASN. 1 Modul e

Conpr essedDat aCont ent
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) compress(11l) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
CMVBVer si on, Encapsul at edCont ent | nfo FROM Cr ypt ogr aphi cMessageSynt ax
{ iso(1) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) cns(1l) }
Al gorithm dentifier FROM Aut henti cati onFramewor k
{ joint-iso-itu-t ds(5) nodul e(1l) authenticationFramework(7) 3 };

ConpressedDat a :: = SEQUENCE ({
versi on CMSVer si on, -- Always set to O

conpr essi onAl gorithm Conpressi onAl gorithmdentifier
encapCont ent I nf o Encapsul at edContent I nfo

}
Conpressi onAl gorithmdentifier ::= Algorithmdentifier

-- Algorithmldentifiers

i d-al g-zli bCompress OBJECT IDENTIFIER ::= { iso(l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) alg(3) 8 }

-- Content Type (hject ldentifiers

i d-ct-conpressedData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 9 }

END
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Ful | Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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