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Abst r act
This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet community.
In particular, it describes managed objects used for nonitoring
Differentiated Services (DS) Codepoint usage in packets which contain
a DS field, utilizing the monitoring framework defined in the RMON- 2
(Renote Network Monitoring Managenent Version 2) MB.
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The SNVP Net wor k Managenent Franmewor k

The SNVP Management Framework presently consists of five mgjor
conponent s:

o

o

An overall architecture, described in RFC 2571 [ RFC2571].

Mechani sns for describing and nam ng objects and events for the
pur pose of managerment. The first version of this Structure of
Management Information (SM) is called SMvl and is described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [ RFC1215]. The second version, called SMv2, is described in
STD 58, RFC 2578 [RFC2578], RFC 2579 [RFC2579] and RFC 2580

[ RFC2580] .

Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPvl and is
described in STD 15, RFC 1157 [RFC1157]. A second version of the
SNVP nmessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and is described in RFC 1901 [ RFC1901]
and RFC 1906 [RFC1906]. The third version of the message protoco
is called SNMPv3 and is described in RFC 1906 [ RFC1906], RFC 2572
[ RFC2572] and RFC 2574 [ RFC2574].

Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of protoco
operations and associated PDU formats is described in RFC 1905

[ RFC1905] .
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o A set of fundanental applications described in RFC 2573 [ RFC2573]
and the vi ew based access control nechani smdescribed in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNVP Managenent Franmework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, termed
t he Management Information Base or MB. bjects in the MB are
defined using the mechani sms defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conforming to the SMvl can be produced through the appropriate
translations. The resulting translated M B nmust be semantically
equi val ent, except where objects or events are omitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1l during the translation process. However, this |loss of nachine
readabl e information is not considered to change the semantics of the
M B.

2. Overview

There is a need for a standardi zed way of monitoring the network
traffic usage of Differentiated Services (DS) [RFC2474] codepoi nt
val ues. Each DS codepoi nt (DSCP) val ue may be given a different
treatnment by a forwardi ng device, and this affects which packets get
dropped or del ayed during periods of network congestion

The | ETF DI FFSERV wor ki ng group has redefined the semantics of the
Type of Service (TOS) octet in the IP header, which is now called the
"DS field . The 6-bit Codepoint (DSCP) portion is contained in the
DS field, which provides for 64 different packet treatnments for the

i mpl enentati on of differentiated network services.

By polling DSCP usage counters, an NVMS can determ ne the network
throughput for traffic associated with different DSCPs. This data
can then be analyzed in order to 'tune’ DSCP 'allocations’ within a
networ k, based on the Quality of Service (QS) policies for that

net wor k.

Renote nonitoring agents are typically inplenented as i ndependent
software (and soneti mes hardware) conponents, called ' RMON probes’
Not e t hat DSMON- capabl e RMON probes sinmply collect and aggregate
statistics, based on criteria (which includes the DSCP val ue) that
can be determ ned by inspecting the contents of nonitored packets and
do not in any way monitor any aspect of a DS forwardi ng device’'s
internal statistics.

Bi er man St andards Track [ Page 3]



RFC 3287 DSMON M B July 2002

2.1. Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119.

[ RFC2119]

Thi s docunent uses sone terns that need introduction

Dat aSour ce
A source of data for nonitoring purposes. This termis used
exactly as defined in the RMON-2 M B [ RFC2021] .

pr ot oco
A specific protocol encapsul ation, as identified for nonitoring
purposes. This termis used exactly as defined in the RVON
Protocol ldentifiers document [RFC2074].

Count er Aggregati on G oup
A group of statistical counters that are being conbined in the
agent to produce one aggregated counter. Refer to sections 3.1
and 3.2.1 for details on counter aggregati on groups.

Counter Aggregation Profile
Also called "profile' ; A conplete set of counter aggregation group
mappi ngs for DSCP val ues (i.e., 64 mappings, for each DSCP val ues
0 to 63), which are applied to all nonitored packets on a
particul ar data source and/or DSMON col |l ection. Refer to sections
3.1 and 3.2.1 for details on counter aggregation profiles.

Hi gh Capacity Monitoring
The generic capability to collect and store statistics with an
internal range of 64 bits (e.g., Counter64). This term does not
refer to inplementation of the H gh Capacity RMON M B [ RFC3273] .

2.2. Relationship to Differentiated Services

The DSMON M B is a product of the RMONM B W5 not the DI FFSERV WG,
and it focuses on extending several existing RMON nmechanisnms to
support additional packet classification, based on DSCP val ues
observed in nonitored packets. This docunent assunes the reader is
famliar with the DS Architecture [ RFC2475].

It is expected that conpl ex managenent applications will use the
counters in this MB to help analyze DS-related throughput. It is
expected that other netrics, such as delay and jitter, will also be
anal yzed, but support for other nmetrics is outside the scope of this
docunent .
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2.3. Relationship to the Renbte Mnitoring M Bs

This MB is intended to be inplenented in Renpte Monitoring (RVON)
probes, which support the RMON-2 M B [ RFC2021]. Such probes may be
st and- al one devices, or may be co-located with other networking
devices (e.g., ethernet switches and repeaters).

The DSMON functions are intended to be inplenmented in conjunction
with the associ ated RMON functions, but the MB is independent of all
ot her RMON data tables.

Several concepts and even M B objects fromthe RMON MBs are used in
t he DSMON M B:

Protocol Directory
The RMON-2 M B [ RFC2021] defines the protocol DirTable, which is a
directory of all the protocols that the RMON-2 agent is capable of
decodi ng and counting. The DSMON M B utilizes this directory to
identify the protocols detected in nonitored packets. The
protocol Di rLocal Index M B object is used to identify protocol
encapsul ations in all DSMON data tables which classify and
aggregate by protocol type in some manner. Note that the
protocol DirTable is used for protocol identification only,
i ndependent of DSCP cl assification.

TimeFilter
The RMON-2 TinmeFilter textual convention provides a mechanismto
retrieve only rows which have been created or nodified since the
last polling interval (for a particular NM5). The DSMON M B uses
this textual convention in the large data tables, in order to
m ni mze polling inpact.

Zer o- Based Counters
Since counters are instantiated by managenent action, as in the
RMON M Bs, the DSMON M B uses zero-based counters in all data
collection tables. Specifically, the ZeroBasedCounter32 textual
convention fromthe RMON-2 M B [ RFC2021] and the
Zer oBasedCount er 64 textual convention (defined in the HCNUM TC M B
[ RFC2856]) are used to define counter objects in this MB.

Hi gh Capacity Counters
The DSMON M B uses the ' SNMPv1l coexistence’ strategy adopted by
the RMONM B Wa. That is, where a 64-bit counter is provided, a
32-bit version of the counter, and a 32-bit overfl ow counter are
al so provided.
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TopN Reports
The DSMON M B uses the same TopN reporting MB structure as the
RMON-2 M B [ RFC2021]. TopN reporting can greatly reduce the
pol i ng overhead required to anal yze DSCP usage patterns.

Sone DESCRI PTI ON cl auses for DSMON objects are very simlar to those
for existing RMONN2 or HC-RMON objects. This is intentional, since
the semantics of the DSMON features are designed to be as close to
exi sting RMON feature as possible, to allow devel opers and users sone
| evel of 'MB re-use’.

3. MB Structure

Figure 1: DSMON M B Functional Structure
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The DSMON M B can divided into three functional conponents:

- DSMON Capabilities
Descri bes whi ch DSMON obj ect groups are supported by the agent on
at | east one data source

- Counter Aggregation Contro
Control s how i ndividual DI FFSERV codepoi nt counters are aggregated
in DSMON data col | ecti ons.

- Data Collection
Controls how individual statistical collections are nmaintai ned by
the agent and reported to managenent applications. The individua
boxes within the Data Coll ection box represent the DSMON dat a
col l ections (described in section 3.2):

- Data Source Statistics

- Protocol Statistics

- Protocol Statistics TopN Reporting

- Network Protocol Host Statistics

- Network Protocol Host Statistics TopN Reporting

- Application Protocol Matrix Statistics

- Application Protocol Matrix Statistics TopN Reporting

3.1. DSCP Counter Aggregation

A mechanismto configure the agent to internally aggregate counters
is provided, based on DSCP values. This is desirable for severa
reasons:

- agent data reduction
An agent inplementation can potentially reduce the nunber of
counters maintained for a gi ven DSMON col | ection

- agent data collection limtations
Sone inplenmentation strategies mght provide for a |imted nunber
of high-speed (e.g., hardware-based) counters for either single or
aggr egat ed codepoi nts.

- application data retrieval reduction
Applications that woul d otherw se aggregate counters for
i ndi vi dual codepoints can nove that function to the agent in order
to reduce the polling overhead on the application, the network,
and the agent device.

- some unused codepoints at this tine

Various DSCP val ues may be expected to remain unused on a given
network, and nay be aggregated for counting purposes.
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3.

3.

- sonme DSCP val ues are mapped to the sane packet treatnent
A network administrator nay align the counter aggregation
configuration of the nmonitoring device with the DS configuration
and aggregate statistics for DSCP val ues which are expected to
recei ve the sanme treatnment by the forwarding devices.

1.1. Counter Aggregation Configuration

The configuration of DSCP counter to counter aggregation group

mappi ngs i s managed in a gl obal manner, so that these settings can be
shared across several DSMON col |l ections and/or data sources. One
conpl ete set of DSCP counter nmappings is called a counter aggregation
profile. The DSMON control tables are very simlar to existing
RMON-2 control tables, except they contain an extra paraneter to
identify the counter aggregation profile the agent should use for the
col | ection.

The appropriate granularity for counter aggregation profile

assi gnment may be the data source, but in order to reduce MB
conplexity (by avoiding an extra |ayer of tables), an instance of the
counter aggregation profile parameter exists for each collection. An
agent MAY choose to restrict configurations such that all DSMON data
collections for the sane data source nmust use the same counter
aggregation profile.

The DSMON M B supports the configuration of an arbitrary number of
counter aggregation profiles. There is a top-level counter
aggregation control table, which contains one entry for each counter
aggregation profile. A subordinate counter aggregation profile table
provides information about each DSCP counter to counter aggregation
group mapping in each profile. An auxiliary counter aggregation
group table al so provides descriptive information about each counter
aggregation group in each profile. Refer to section 3.2.1 for
details on these M B objects.

2. MB Goup Overview
The DSMON M B cont ai ns six groups of MB objects:

- dsmonAggr egat eCont rol group
Controls the configuration of counter aggregation groups for the
pur pose of reducing the total nunber of counters nmaintai ned by the
agent .

- dsnmonSt at sObj ects group
Report per counter aggregation group distribution statistics for a
particul ar RMON dat aSour ce.
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- dsnonPdi st Obj ects group
Report per counter aggregation group distribution statistics for
each application protocol detected on a particul ar RVON
dat aSour ce.

- dsnmonHost Obj ects group
Report host address distribution statistics for each counter
aggregation group, detected on a particular RMON dat aSource.

- dsmonCapsObj ects group
Report the static DSMON M B functional capabilities of the agent
i mpl enent ati on.

- dsnmonMatri xObj ects group
Report host address pair distribution statistics for each counter
aggregati on group, detected on a particul ar RMON dat aSource.

3.2.1. DSCP Counter Aggregation Control G oup

This group contains 4 scal ar objects and three tables, and is used by
a management station to configure counter aggregation profiles.

The dsnonMaxAggG oups scalar is a read-only integer which indicates

t he maxi mum nunber of counter aggregation groups that the agent wll
allow to be configured into a single aggregation profile. This value
SHOULD be equal to 64 (the nunmber of codepoints), but an agent MAY
l[imt the nunmber of counter aggregation groups because of resource
l[imtations (e.g., small nunber of hardware-based counters). At

| east one counter aggregation profile containing at |east two counter
aggregati on groups SHOULD be supported by the agent. (Note that
classifying all DSCP counters into the sane statistical 'bucket’ may
yi el d a redundant data collection, which can be achi eved nore easily
with an HC-RMON or RMON-2 col |l ection instead.)

The dsnonAggControl Locked scalar is used as a top | evel swtch,
controlling nbst wite access to the dsnmonAggControl Tabl e,
dsnonAggProfi |l eTabl e, and dsnbnAggG oupTabl e. (The
dsnonAggCont r ol Omer object is the only exception.) Al active DSMON
col lection data is deleted, and collection suspended, while this
object is equal to 'false’, since the neaning of one or nore counter
aggregation control tables may change when it is set back to ’true’

The dsnobnAggCont rol Changes counter and dsnmonAggControl Last ChangeTi ne
ti mestanp can be used by a managenent station to detect that the
codepoi nt to counter aggregati on group mappi ngs may have changed

bet ween pol | s.
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The dsnobnAggControl Table is a read-create table which contains one
entry for each counter aggregation profile configured on the agent.
Each entry is identified by a dsnonAggControl | ndex val ue, which is

al so used as the major index into the dsnmonAggProfil eTabl e and
dsnonAggG oupTabl e.  The DSMON control tables wi th DataSource objects
sel ect a counter aggregation profile by referencing this index val ue.

The dsnonAggProfileTable is a read-wite table which contains 64 rows
for each associated entry in the dsnmonAggControl Tabl e, which MJST be
i ndexed fromO to 63. The agent creates this set of 64 instances
when the associ ated dsnmonAggControl Entry is activated, and del etes
them when that dsnmonAggControl Entry is deactivated. Each of the 64
rows represents a conceptual DSCP counter, identified by the sane
dsnonAggProf i | eDSCP val ue, and contains the DSCP counter to counter
aggregati on group mappi ng for that DSCP counter, in the indicated
profile. The agent SHOULD use the value zero as the initial counter
aggregation group assignment for each entry in this table.

The dsnpbnAggG oupTabl e contai ns an admi nistratively assigned
descriptive | abel for each configured counter aggregation group
This table is not required to be fully configured in order for data
collection to occur, since collections are identified by the agent
with integer indices. It is provided to allow the agent to store a
descriptive string for each configured counter aggregati on group
There is no attenpt nmade to convey any real semantics for each
count er aggregation group. A nanagerment station MAY choose not to
configure entries in this table.

3.2.2. DS Statistics Goup

This group contains two tables, the dsnonStatsControl Tabl e and t he
dsnonSt at sTabl e, and supports counter aggregation group distribution
statistics for half and full-duplex, |ow and high speed interfaces.
Packet and octets distributions are naintained in the dsnonStatsTabl e
for each active control row in the dsnonStatsControl Tabl e.

This group provides the | owest statistics granularity in the DSMON
MB. It is expected that a managenent application will analyze
certain DS depl oynent or performance problens by first exam ning the
counter aggregation group distribution for an entire data source with
this group.

3.2.3. DS Protocol Distribution G oup
This group contains two tables for statistics collection,
(dsnmonPdi st Ct | Tabl e and dsnmonPdi st St at sTable), and two tables for a

"Top N reporting function for the collected statistics
(dsnonPdi st TopNCt | Tabl e and dsnonPdi st TopNTabl e) .
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The dsnonPdi st Ct| Tabl e and dsnonPdi st St at sTabl e t abl es provi de
counter aggregation group distribution statistics for each sel ected
prot ocol encapsul ation in packets nonitored on a particul ar

dat aSource. Packet and octets distributions (per counter aggregation
group per protocol) are maintained in the dsnonPdi st St at sTabl e for
each active control row in the dsnonPdi st Ct| Tabl e.

Due to the potentially |arge nunber of entries, the DS Protoco
Distribution is different fromthe RMON-2 protocol distribution group
in several ways:

- maxinumdesired entries parameter added to the control table

- inserts and deletes counters added to the control table

- support for LRU garbage collection in the dsnmonPdi st St at sTabl e
- TinmeFilter index added to the dsnonPdi st StatsTabl e

- the selection of protocols is not configurable. Rather than
sel ect individual protocols to nonitor, (e.g., via a
"supportedOn/ O f’ extension to the protocol DirTable [ RFC 2021]), a
simplified configuration nmechanismis provided. Since DSCP usage
statistics are nobst interesting at the application |ayer, the
dsnonPdi st StatsTable is "hardwired to select only application
layer (i.e., '"terminal’) protocols for statistical analysis.

The TopN feature requires two additional tables: the
dsnonPdi st TopNCt | Tabl e and t he dsnonPdi st TopNTabl e, and supports
periodi ¢ usage reporting for the statistics naintained in the
dsnonPdi st StatsTabl e. This feature allows for sinple periodic
retrieval of the nost used application/counter aggregation group
conbi nat i ons.

3.2.4. DS Host Distribution Goup

This group contains two tables for statistics collection,
(dsnmonHost Ct | Tabl e and dsnobnHost Tabl e), and two tables for a ' Top N
reporting function for the collected statistics
(dsnmonHost TopNCt | Tabl e and dsnmonHost TopNTabl e) .

The dsnpbnHost Ct | Tabl e and dsnonHost Tabl es provi de host distribution
statistics for each counter aggregati on group detected in packets
nonitored on a particul ar dataSource. The DSMON Host collection is
simlar to the RMON-2 network | ayer host collection (nlHostTable).
There is no DSMON application host table defined at this time.
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It is expected that a managenent application will analyze certain DS
depl oynment or perfornmance problens by first deternining the high
priority DSCP val ues to exami ne (beyond the scope of this docunent)
and then exam ni ng the dsnonHost Tabl e or dsnmonHost TopNTabl e
statistics to determ ne which hosts are using the sel ected counter
aggregati on groups.

Packet and octets distributions (in and out, per counter aggregation
group per host) are naintained in the dsnonHost Table for each active
control row in the dsmonHost Ct| Tabl e.

The DS Host Distribution is different fromthe RMON-2 network | ayer
host group in two ways:

- the protocol DirLocal Index in the I NDEX clause MJUST identify a
net wor k protocol encapsul ati on which contains a DS field (e.qg.
I Pv4 or IPv6). |If a protocol encapsulation with multiple network
| ayers is specified, then associated entries in this table refer
to the innernost network protocol |ayer.

- the dsnonHost Ctl Tabl e supports linited |Pv4 and | Pv6 prefix
aggregation by allow ng the nunber of ’nonitored address bits’ in
each address to be configured for each collection. The agent wll
zero out the sel ected nunber of rightnost address bits for
counting purposes. This configuration paraneter can dramatically
reduce the number of entries which nust be naintained by the
agent, which should reduce CPU and nenory resource requirements on
the agent, and reduce polling overhead on the network and the
managenment station. However, only one nmask can be configured for
each address type, rather than nmultiple different |Iength nasks for
each address type, based on prefix val ue.

The TopN feature requires two additional tables: the
dsnonHost TopNCt | Tabl e and t he dsnmonHost TopNTabl e, and supports

peri odi c usage reporting for the statistics maintained in the
dsnonHost Table. This feature allows for sinple periodic retrieval of
the nost used | P-host/ DSCP conbi nati ons.

3.2.5. DSMON Capabilities Goup
This group contains a single read-only scal ar object,

dsnonCapabi lities, which provides an indication of the MB groups
within this MB that the agent supports.
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3.2.6. DS Matrix Distribution Goup

This group contains three tables for statistics collection
(dsrmoniatri xCt | Tabl e, dsnonMatri xSDTabl e, and dsnmonMatri xDSTabl e) ,
and two tables for a "Top N reporting function for the collected
statistics (dsnonMatri xTopNCt| Tabl e and dsnonMatri xTopNTabl e) .

The dsnonMatri xCt| Tabl e, dsnonMatri xSDTabl e, and dsnonMat ri xDSTabl e
provide host-pair distribution statistics for each counter
aggregation group detected in packets nonitored on a particul ar

dat aSource. The DSMON Matrix collection is simlar to the RVON-2
application |ayer matrix collection (al Matri xSDTabl e and

al Matri xDSTabl €). There is no DSMON network |ayer matrix table
defined at this tine.

It is expected that a managenent application will analyze certain DS
depl oyment or perfornmance problens by first determ ning the high
priority DSCP val ues to exami ne (beyond the scope of this docunent)
and then exam ni ng the dsnonMatri xSDTabl e, dsnmonMatri xDSTabl e, and/ or
dsnonMat ri xTopNTabl e statistics to determ ne which host-pairs are
using the sel ected counter aggregation groups.

Packet and octets distributions (source to destination, per counter
aggregation group per host-pair) are maintained in the
dsnmonMat ri xSDTabl e and dsnonMatri xDSTabl e for each active control row
in the dsnmonMatri xCt| Tabl e.

The TopN feature requires two additional tables: the
dsnonMat ri xTopNCt | Tabl e and t he dsnmonMatri xTopNTabl e, and supports
periodi ¢ usage reporting for the statistics naintained in the
dsnonMat ri xSDTabl e. This feature allows for sinple periodic
retrieval of the nost used | P-host-pair/DSCP conbi nati ons.

3.3. RMON vs. DSMON | ndexing Structure

The DSMON-M B control and data tables are very simlar in structure
and | ook-and-feel to existing RMON2 and HC-RMON control tables for
the comparable feature, in order to maintain consistent agent
behavi or and functionality across RMON M Bs. The DSMON data tabl es
are indexed as closely as possible to the conparable RMON-2 or HC
RMON tables, with the addition of an index component for DSCP-based
classification (i.e. dsnonAggGoup). Refer to Table 1 for a
conpari son of DSMON indexing structure with sinmlar existing RVON
features.
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Table 1: DSMON | ndexi ng Comnpari son

Exi sti ng RMON DSMON

Ful | Duplex Interface Statistics

nedi al ndependent Entry
nmedi al ndependent | ndex

| dsnonStatsControl Entry

| dsnonSt at sCont rol | ndex
| dsnmonStatsEntry

| dsnonSt at sCont r ol | ndex,
| dsnonAggG oupl ndex

Protocol Statistics

prot ocol Di st Control Entry | dsmonPdistCtIEntry
pr ot ocol Di st Cont r ol | ndex | dsnonPdi st Ct | | ndex
prot ocol Di st StatsEntry | dsmonPdi st StatsEntry
pr ot ocol Di st Control I ndex, | dsnmonPdi st & | | ndex,
prot ocol Di r Local | ndex | dsnonPdi st Ti neMar k,
| dsnonAggGr oupl ndex,
|

prot ocol Di r Local | ndex
Prot ocol TopN Distribution

| dsnmonPdi st TopNCt| Entry
| dsmonPdi st TopNCt | | ndex
none | dsmonPdi st TOpNEnt ry
| dsnonPdi st TopNCt | | ndex,
| dsnonPdi st TopNI ndex
Net wor k Host Statistics
hl Host Control Entry | dsmonHost Ctl Entry
hl Host Cont r ol | ndex | dsnonHost Ct | | ndex
nl Host Entry | dsmonHost Entry
hl Host Cont r ol | ndex, | dsmonHost Ct | | ndex,
nl Host Ti mneMar K, | dsnonHost Ti neMar k,
prot ocol Di r Local | ndex, | dsnmonAggG oupl ndex,
|
|

nl Host Addr ess prot ocol Di r Local | ndex,
dsnmonHost Addr ess
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Table 1 (Conti nued)
Exi sting RVON

Net wor k Host

none

M B

. DSMON | ndexi ng Conpari son
DSMON

TopN Di stribution

| dsnonHost TopNCt | Entry

| dsnonHost TopNCt | | ndex
| dsmonHost TopNEnt ry

| dsnonHost TopNCt | | ndex,
| dsnmonHost TopNl ndex
+

Application Matrix Statistics

hl Matri xControl Entry
hl Mat ri xContr ol | ndex

al Matri xSDEntry
hl Mat ri xCont r ol | ndex,
al Mat ri xSDTi meMar k,
prot ocol Di r Local | ndex,
nl Mat r i xSDSour ceAddr ess,
nl Mat ri xSDDest Addr ess
prot ocol Di r Local | ndex

al Matri xDSEnt ry
hl Matri xContr ol | ndex,
al Mat ri xDSTi meMar k,
pr ot ocol Di r Local | ndex,
nl Mat ri xDSDest Addr ess,
nl Mat ri xDSSour ceAddr ess
prot ocol Di r Local | ndex

Application Mat

none

(simlar to nl Matri xTopN)

Bi er man

St andards Track

| dsmonMatrixCtlEntry

| dsnonMat ri xCt | | ndex

| dsmonMatri xSDEntry

| dsnonMat ri xCt | | ndex,

| dsnonMat ri xTi meMar k,

| dsnonAggGr oupl ndex,

| dsnonMat ri xNLI ndex,

| dsnonMat ri xSour ceAddr ess
| dsnonMat ri xDest Addr ess

| dsnonMat ri XALI ndex

| dsnmonMatri xDSEntry

| dsnmoniMat ri xCt | | ndex,

| dsnonMat ri xTi meMar k,

| dsnonAggG oupl ndex,

| dsnmonMat ri xNLI ndex,

| dsnonMat ri xDest Addr ess

| dsnonMat ri xSour ceAddr ess
| dsnonMat ri XALI ndex

+

ri x TopN Distribution

| dsnmonMatri xTopNCt | Entry

| dsnmonMat ri xTopNCt | | ndex
| dsnmonMatri xTopNEntry

| dsnonMat ri xTopNCt | | ndex,
| dsnonMat ri xTopNl ndex

[ Page
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4. Definitions
DSMON-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, | nteger32,

Counter 32, Gauge32
FROM SNWPv2- SM

MODULE- COMPLI ANCE, OBJECT- GROUP
FROM SNWPv2- CONF

RowSt at us, Ti meSt anp, TEXTUAL- CONVENTI ON, Trut hVal ue
FROM SNWPv2-TC

Owner String, rnon
FROM RMON- M B

protocol DirLocal | ndex, LastCreateTine,

Dat aSour ce, ZeroBasedCounter32, TineFilter
FROM RMON2- M B

Count er BasedGauge64, Zer oBasedCount er 64
FROM HCNUM TC

SnnpAdmi nStri ng
FROM SNVP- FRAMEWORK- M B

Dscp
FROM DI FFSERV- DSCP- TC;

dsmonM B MODULE- | DENTI TY
LAST- UPDATED "2002053100002"
ORGANI ZATI ON "1 ETF RMONM B Wor ki ng G oup”
CONTACT- | NFO
" Andy Bi er man
Cisco Systens, Inc.
RMONM B WG Chair and DSMON M B Edi t or

Postal : 170 West Tasman Drive
San Jose, CA USA 95134
Tel : +1 408 527-3711
E-mail : abi erman@i sco. com

Send conments to <rnmonm b@etf.org>
Mailing list subscription info:
http://ww.ietf.org/ mailman/listinfo/rmonmb
DESCRI PTI ON
"This nmodul e defines Renbte Mnitoring MB extensions for
Differentiated Services enabl ed networks.

RMON DI FFSERV DSCP stati stics
* Per Counter Aggregation G oup

Per Protocol Per Counter Aggregation G oup
* Per Counter Aggregation G oup Per Host
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* Per Counter Aggregation Goup Per Host-Pair

In order to maintain the RMON ' | ook-and-feel’ and semantic
consi stency, sone of the text fromthe RMON-2 and HC- RMON
M Bs by Steve Wl dbusser has been adapted for use in this
MB."

REVI SI ON *2002053100002"

DESCRI PTI ON
"Initial version of the DSMON M B nodul e. This version
publ i shed as RFC 3287."

2= { rnon 26 }
dsmonChj ect s OBJECT IDENTIFIER ::= { dshnonMB 1 }
dsnmonNot i fi cati ons OBJECT IDENTIFIER ::= { dsnonMB 2 }
dsnonConf or mance OBJECT I DENTIFIER :: = dsnronM B 3 }

dsnonAgghj ect s OBJECT | DENTI FI ER :
dsnonSt at sOGbj ects OBJECT | DENTI FI ER ::
dsnonPdi st Obj ects OBJECT | DENTI FI ER : :
dsnonHost Cbj ect s OBJECT | DENTI FI ER :
dsnonCapsObj ect s OBJECT | DENTI FI ER ::
dsnonMat ri xCbj ects OBJECT | DENTI FI ER :

dsnonoj ect s
dsnonoj ect s
dsnonoj ect s
dsnonbj ect s
dsnonbj ect s
dsnonbj ect s

1 O A | R |
P N e e T T e P

OO WNE
v e e e e

-- Textual Convention to define a
-- DSMON Count er Aggregation Goup | ndex

DsnonCount er AggG oupl ndex :: = TEXTUAL- CONVENTI ON

STATUS curr ent

DESCRI PTI ON
"This TC describes a data type which identifies a DSMON
counter aggregation group, which is an arbitrary grouping of
conceptual counters, for nonitoring purposes only. The
range for this data type begins with zero (instead of
one), to allow for a direct napping between counter
i ndexi ng schenes that start at zero (e.g. DSCP values in
packet s) and counter aggregation group val ues."

SYNTAX I nteger32 (0..2147483647)

-- Textual Convention to define a
-- DSMON Counter Aggregation Profile |ndex

DsnonCount er AggProf i | el ndex :: = TEXTUAL- CONVENTI ON
STATUS current
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DESCRI PTI ON
"This TC describes a data type which identifies a DSMON
counter aggregation profile, which is a set of counter
aggregation group assignnments for each of the 64 DSCP
val ues, for a particular statistical collection.™
SYNTAX I nteger32 (1..2147483647)

KRR S I R S b O O R I S S R R O

-- % *
-- % DSMON CAPABI LI TIlI ES *
* *

EE R I R R I R R I R R R R I IR R I A I R R R O R O R

dsnonCapabi liti es OBJECT- TYPE
SYNTAX BITS {

dsnonCount er AggCont r ol (0),
dsnonStats(1),
dsnonSt at sOvfl (2),
dsnonSt at sHC( 3) ,
dsnonPdi st (4),
dsnonPdi st Ovfl (5),
dsnonPdi st HC( 6) ,
dsnonHost (7),
dsnonHost Ovf | (8),
dsnonHost HC( 9) ,
dsnonCaps( 10),
dsnmonMat ri x(11),
dsnmonMat ri xOvfl (12),
dsnonMat ri xHC( 13)

}
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object provides an indication of the DSMON groups
supported by the agent. If a bit is set, then the agent

i mpl enents all of the objects in the DSMON obj ect group,
where bit 'n' represents the MB group identified by the
OBJECT | DENTI FI ER val ue { dsmonG oups n+l1 }."

::= { dsnonCapsCbjects 1 }

EE R I R R I R R I R R R R I IR R I A I R R R O R O R

- F AGGREGATI ON CONTROL GROUPS *
* *

khkhkkhhkhkhhhhhhhhhhhhhhhhhhhhdhhhdhhhdhhhdhhhddhdhdhdddhdddhdrdrrdrx*
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dsnonMaxAggG oups OBJECT- TYPE

SYNTAX I nteger32 (2..64)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The maxi mum nunber of counter aggregation groups that this
agent can support. The agent will allow this nunber of

di stinct groups to be configured in the
dsmonAggPr of i | eTabl e, numbered from'0’ to
"dsmonMaxAggGroups - 1', for each counter aggregation
profile entry supported by the agent.

The agent MJST NOT | ower this value during system operation
and SHOULD set this object to an appropriate val ue during
systeminitialization."

::= { dsnonAggbjects 1 }

dsnonAggCont r ol Locked OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Controls the setup of counter aggregation groups for this
agent .

If this object contains the value "true’', then wite access
to the objects in the dsnobnAggControl Tabl e (except the
dsnonAggCont r ol Omer object), dsnmonAggProfil eTable, and
dsnonAggG oupTable is not permtted, and data collection is
possi ble. This object only controls wite access to these
M B obj ects. The DSMON data coll ection control tables
(e.g., dsnobnHostCtl Table) can be configured at any tine,
regardl ess of the value of this object.

If this object contains the value "false’, wite access to
the objects in the dsnobnAggControl Tabl e,
dsnonAggProfi |l eTabl e, and dsnbnAggGroupTable is permtted,
and data collection is not possible. In addition, al
objects in all DSMON data tables (e.g., dsnmonStatsTable)
shal | be del et ed.

An agent is not required to process SNMP Set Requests for
this object in conjunction with other objects fromthis MB.
This is intended to sinplify the processing of Set Requests
for tables such as the dsnobnAggProfil eTable, by elimnating
the possibility that a single Set PDU will contain multiple
var bi nds which are in conflict, such as a PDU whi ch both
nodi fi es the dsnonAggProfil eTabl e and | ocks the
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dsnonAggProfil eTabl e at the sane tine.

Note that the agent is not required to validate the entire
counter aggregation configuration when an attenpt is nmade to
transition an instance of this object from’'true to
"false’. That validation is done if and when a DSMON dat a
col lection is activated.

An agent is required to reactivate any suspended data

col l ections when this object transitions to 'true’, Each
active data control entry (e.g., dsnonStatsControl Entry),
will be validated with respect to the new counter
aggregation configuration. |If the counter aggregation
profile referenced in the data collection is valid, then
that collection will be restarted. O herw se, the RowStatus
object (e.g., dsnmonStatsControl Status) will be set to

"not Ready’ for that collection control entry."

.= { dsnpbnAggbj ects 2 }

dsnonAggCont r ol Changes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object counts the nunber of tinmes the value of the
dsnonAggCont rol Locked object has changed. A managenent
station can use this object to detect if counters in the
DSMON data tables (e.g., dsnonStatsEntry) have been del eted
and recreated between polls.

Thi s object shall be increnmented by one each tinme the
dsnonAggCont rol Locked obj ect changes from'false to 'true’
or from’'true' to 'false ."

::= { dsnonAggbj ects 3 }

dsnonAggCont r ol Last ChangeTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Bi er man

"This object identifies the value of sysUpTime at the nonent
t he dsnonAggControl Locked object was | ast nodified. A
nmanagenent station can use this object to detect if counters
in the DSMON data tables (e.g., dsnonStatsEntry) have been
del eted and recreated between polls.

Thi s object shall be updated with the current val ue of
sysUpTinme, if the dsnmonAggControl Locked object changes from
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"false’ to "true’, or from’'true’ to 'false’

Upon systeminitialization, this object shall contain the
val ue zero."

::= { dsnonAggbj ects 4 }

-- Counter Aggregation Control Table

dsnonAggCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnpnAggControl Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table provides an overall description and control
point for all dsnmonAggProfil eEntries with the sane
dsnonAggCont rol | ndex val ue.

A managenent application SHOULD create a counter aggregation
profile by first creating and activating an entry in this
table. This will cause the agent to create a set of 64
dsnonAggProfil eEntries on behalf of this control entry. An
application can then set the individual counter aggregation
group assignnents for each of the 64 DSCP val ues,

This table MJUST NOT be modified i f the dsnmonAggControl Locked
object is equal to 'true’

Not e that an agent MAY choose to limt the actual nunber of
entries which may be created in this table, and

(i ndependently) the nunber of counter aggregation profiles
whi ch may be applied to a particular data source. 1In this
case, the agent SHOULD return an error-status of
"resourceUnavai |l abl e(13)', as per section 4.2.5 of the
"Protocol Operations for SNMPv2' specification [ RFC1905].

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved values. Qherw se, each
potential counter aggregation group description string
SHOULD contain the enpty string."

.= { dsnpbnAggbj ects 5 }

dsnonAggCont rol Entry OBJECT- TYPE

SYNTAX

DsnonAggControl Entry

MAX- ACCESS not - accessi bl e

Bi er man

St andards Track [ Page 21]



RFC 3287 DSMON M B July 2002

STATUS current
DESCRI PTI ON
"“A conceptual row in the dsmonAggControl Table."
| NDEX { dsmonAggControl | ndex }
::= { dsnonAggControl Table 1 }

DsnonAggControl Entry ::= SEQUENCE ({
dsnonAggCont r ol | ndex DsnonCount er AggPr of i | el ndex,
dsnmonAggCont r ol Descr SnnpAdmi nStri ng
dsnonAggCont r ol Oaner Owner Stri ng,
dsnonAggCont r ol St at us RowSt at us
}

dsnonAggCont rol | ndex OBJECT- TYPE

SYNTAX DsnonCount er AggPr of i | el ndex
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer index value used to identify the
counter aggregation profile specified by this contro
entry."

::= { dsnonAggControl Entry 1 }

dsnonAggCont r ol Descr OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..64))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"An admini stratively assigned description of the counter
aggregation profile identified by this entry.

Upon first creation of an instance of this object, the agent
SHOULD set this object to the enpty string. |f the agent
supports non-vol atile storage, then this object SHOULD be
re-initialized with its stored value after a system reboot.

Thi s object MJUST NOT be nodified if the associated
dsnonAggControl Status object is equal to "active', or the
dsnonAggCont rol Locked object is equal to "true'."

::= { dsnonAggControl Entry 2 }

dsnonAggCont r ol Omer OBJECT- TYPE

SYNTAX Owner String

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The entity that configured this entry and is therefore
using the resources assigned to it."
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.= { dsnobnAggControl Entry 3 }

dsnonAggCont r ol St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

An entry MJST NOT exist in the active state unl ess al
objects in the entry have an appropriate val ue.

Upon setting this object to active(l), the agent will create
a conplete set of 64 associated entries in the
dsnonAggPr of i | eTabl e.

If this object is not equal to active(1l), all associated
entries in the dsnonAggProfil eTable shall be del eted.

Thi s object MJUST NOT be nodified if the
dsnonAggCont rol Locked object is equal to '"true'."
::= { dsnonAggControl Entry 4 }

-- Counter Aggregation Profile Table

dsnonAggPr of i | eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonAggProfil eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Controls the setup of counter aggregation profiles for this
agent. For each such profile, every DSCP val ue MJST be
configured into exactly one counter aggregation group

This table MJUST NOT be nodified i f the dsnmonAggControl Locked
object is equal to 'true’

The agent will create a set of 64 entries in this table
(with the sane dsnonAggControl | ndex val ue) when the
associ at ed dsnmonAggControl Entry is activated.

If the agent supports non-volatile configuration of this
table, then upon systeminitialization, this table SHOULD be
initialized with the saved val ues."

::= { dsnonAggbj ects 6 }
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dsnonAggProfil eEntry OBJECT- TYPE

SYNTAX DsnonAggProfil eEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A conceptual row in the dsmonAggProfil eTable. The
dsnonAggControl I ndex value in the index identifies the
dsnonAggControl Entry associated with each entry in this
table."”

| NDEX { dsnmonAggControl | ndex, dsnonAggProfil eDSCP }

::= { dsnonAggProfileTable 1 }

DsnonAggProfil eEntry ::= SEQUENCE ({
dsnonAggPr of i | eDSCP Dscp,
dsnmonAggG oupl ndex DsnonCount er AggG oupl ndex

dsnonAggPr of i | eDSCP OBJECT- TYPE

SYNTAX Dscp

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The specific DSCP value for the DSCP counter which is
configured in a counter aggregation group by this entry."

;.= { dsnonAggProfileEntry 1 }

dsnonAggG oupl ndex OBJECT- TYPE

SYNTAX DsnonCount er AggG oupl ndex

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The counter aggregation group which contains this DSCP
val ue. Upon creation of a new sub-tree (set of 64 entries
with the sane dsnonAggControl I ndex value) in this table, the
agent SHOULD initialize all related instances of this object
to the val ue zero.

Thi s object MJUST NOT be nodified if the
dsnonAggCont rol Locked object is equal to "true'."

DEFVAL { 0 }
::= { dsnonAggProfileEntry 2 }

-- Counter Aggregation Goup Table
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dsnonAggG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnbnAggG oupEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table provides a description of each counter
aggregation group configured on this system Note that the
semantics of a particular counter aggregation group are only
rel evant within the scope of a particular counter
aggregation profile.

This table MJUST NOT be nodified i f the dsnmonAggControl Locked
object is equal to 'true’

Not e that an agent MAY choose to limt the actual nunber of
entries which may be created in this table, and

(i ndependently) the nunber of counter aggregation profiles
which may be applied to a particular data source. 1In this
case, the agent SHOULD return an error-status of
"resourceUnavail abl e(13)’, as per section 4.2.5 of the
"Protocol Operations for SNMPv2' specification [ RFC1905].

If the agent supports non-volatile configuration of this
tabl e, then upon systeminitialization, this table SHOULD be
initialized with the saved values. O herw se, each
potential counter aggregation group description string
SHOULD contain the enpty string.

An agent SHOULD allow entries to be created or nodified in
this table, even if the specified dsmonAggControl | ndex val ue
does not identify a valid dsnonAggControl Entry or a conplete
set of valid dsnmonAggProfileEntries, to reduce row creation
order dependencies."

::= { dsnonAggbj ects 7 }

dsnonAggG oupEnt ry OBJECT- TYPE

SYNTAX DsnmonAggG oupEnt ry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual row in the dsmonAggG oupTable. The
dsnonAggG oupl ndex value in the INDEX identifies the counter
aggregati on group associated with each entry.

The dsnonAggControl I ndex in the index identifies the counter
aggregation profile associated with each entry, identified
by the dsnmonAggControl Entry and dsnonAggProfil eEntries with
the same index val ue.
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The agent SHOULD support non-volatile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

The dsnonAggG oupl ndex in the index identifies the counter
aggregation group associated with each entry. This object
SHOULD be indexed fromzero to 'N, where "N is less than
the val ue of the dsnmonMaxAggG oups for this agent.”

I NDEX { dsmonAggControl | ndex, dsnobnAggG oupl ndex }
::= { dsnonAggG oupTable 1 }

DsnonAggG oupEntry :: = SEQUENCE {
dsnonAggGr oupDescr SnnpAdmi nStri ng,
dsnonAggG oupSt at us RowsSt at us

}

dsnmonAggG oupDescr OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..64))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"An admini stratively assigned description of the counter
aggregation group identified by this entry.

Upon first creation of an instance of this object, the agent
SHOULD set this object to the enpty string.

Thi s object MJUST NOT be nodified if the associated
dsnmonAggG oupSt at us object is equal to "active', or the
dsnonAggControl Locked object is equal to "true'."

.= { dsnobnAggG oupEntry 1 }

dsnonAggG oupSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

An entry MJST NOT exist in the active state unless all
objects in the entry have an appropriate val ue.

Thi s object MJUST NOT be nodified if the
dsnonAggCont rol Locked object is equal to "true'."

::= { dsnonAggG oupEntry 2 }

Bi er man
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EE R I R S I I R I I O I R R R R I R R O R I R S R R I R

*

PER-DATASOURCE COLLECTI ONS *

*

khhkkhkhkhkhhhhhhhhhhhhhhhhhhhhhkhhdhhhdhhhdhhhdhhhdhdhdddhdddhddddrdrxdx*x*x

-- Per-DataSource Statistics Control Table

dsnmonSt at sCont r ol Tabl e OBJECT- TYPE

SYNTAX

SEQUENCE OF DsnpnStatsControl Entry

MAX- ACCESS not -accessi bl e

STATUS

current

DESCRI PTI ON

"Controls the setup of per data source per counter
aggregation group distribution statistics.

Not e that an agent MAY choose to limt the actual nunber of
entries which may be created in this table. |In this case,
the agent SHOULD return an error-status of

"resourceUnavail abl e(13)’, as per section 4.2.5 of the
"Protocol Operations for SNMPv2' specification [ RFC1905]."

;.= { dsnonStatsObjects 1}

dsnonSt at sCont rol Ent ry OBJECT- TYPE

SYNTAX DsnonSt at sControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the dsnonStatsControl Tabl e.

Entries are created and deleted fromthis table by
management action only, using the dsnonStatsControl Status
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
associ ated dsnonStatsTable to be created and nmi ntai ned by
the agent."

| NDEX { dsnmonStat sControl I ndex }
::= { dsnonStatsControl Table 1 }

DsnonSt at sControl Entry :: = SEQUENCE {
dsnonSt at sCont r ol | ndex I nt eger 32,

Bi er man
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Dat aSour ce,
DsnonCount er AggPr of i | el ndex,

}

dsnonSt at sCont r ol Dr oppedFr anes Count er 32,
dsnmonSt at sCont rol Creat eTi e Last Cr eat eTi ne,
dsnonSt at sCont r ol Omner Owner Stri ng,
dsnonSt at sCont r ol St at us RowsSt at us

dsnmonSt at sCont r ol | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An arbitrary and uni que index for this
dsnonSt at sControl Entry. "
::= { dsnonStatsControl Entry 1 }

dsnonSt at sCont r ol Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The data source of this per protocol per counter
aggregation group distribution.

Note that only packets that contain a network protocol
encapsul ati on which contains a DS field [ RFC2474] will be
counted in this table.

This object MJUST NOT be nodified if the associated
dsnonSt at sControl Status object is equal to active(l)."
::={ dsnonStatsControl Entry 2 }

dsnonSt at sCont r ol AggProfil e OBJECT- TYPE

Bi er man

SYNTAX DsnonCount er AggPr of i | el ndex
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The dsnonAggControl I ndex val ue identifying the counter
aggregation profile which should be used on behalf of this
dsnonSt at sControl Entry.

The associ at ed dsnonAggControl Entry and

dsnonAggProfil eEntries, identified by the sane
dsnonAggCont rol | ndex i ndex val ue, MJST be active in order
for this entry to remain active. It is possible for the
counter aggregation configuration to change froma valid to
invalid state for this dsnmonStats collection. In this case,
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the associ ated dsnonStatsControl Status object will be
changed to the 'notReady’ state, and data collection will
not occur on behalf of this control entry.

Note that an agent MAY choose to limt the actual nunber of
counter aggregation profiles which my be applied to a
particul ar data source.

Thi s object MUST NOT be nodified if the associ ated
dsnonSt at sControl Status object is equal to active(l)."
::={ dsnonStatsControl Entry 3 }

dsnonSt at sCont r ol Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "franes"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of franmes which were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
for which the probe chose not to count for this entry for
what ever reason. Most often, this event occurs when the
probe is out of sone resources and decides to shed |oad from
this collection.

Thi s count does not include packets that were not counted
because they had MAC-|ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of frames dropped.™”
::= { dsnonStatsControl Entry 4 }

dsnonSt at sCont rol Creat eTi ne OBJECT- TYPE

SYNTAX Last Creat eTi e

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTi me when this control entry was | ast
activated. This can be used by the nmanagenment station to
detect if the table has been del eted and recreated between
polls."

::= { dsnonStatsControl Entry 5 }

dsnmonSt at sCont r ol Owmer OBJECT- TYPE

SYNTAX Omner Stri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

Bi er man St andards Track [ Page 29]



RFC 3287 DSMON M B July 2002

"The entity that configured this entry and is therefore
using the resources assigned to it."
::={ dsnonStatsControl Entry 6 }

dsnmonSt at sCont r ol St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

An entry MJST NOT exist in the active state unless al
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all associated
entries in the dsnonStatsTable shall be deleted.”
::= { dsnonStatsControl Entry 7 }

-- Per-DataSource Statistics Table

dsnonSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonSt at sentry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Alist of information on counter aggregati on group usage
for each nonitored data source

The foll owi ng tabl e defines per counter aggregation group
statistics for full and/or hal f-duplex Iinks as well as high
capacity links.

For hal f-duplex links, or full-duplex-capable |inks
operating in hal f-dupl ex node, the dsnonStatsln* objects

shal | be used and the dsnonStatsQut* objects will not
i ncrenent.
For full-duplex Iinks, the dsnobnStatsQut* objects will be

present. \Wenever possible, the probe SHOULD count packets
novi ng away fromthe closest term nating equi pmrent as out put
packets. Failing that, the probe SHOULD count packets
novi ng away fromthe DTE as out put packets.

I f the dsmonAggControl Locked object is equal to 'false’

then all entries in this table will be deleted and the agent
wi Il not process packets on behal f of any
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dsnonSt at sControl Entry. "
::={ dsnonStatsObjects 2 }

dsnonSt at sEntry OBJECT- TYPE

SYNTAX DsnmonSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

DSMON M B

July 2002

"Alist of information on Differentiated Services DSCP
usage, containing i nbound and out bound packet and oct et
counters for each counter aggregation group configured for

col | ection.

The dsnonStatsControl I ndex value in the index identifies the
dsnmonSt at sControl Entry on whose behalf this entry was

cr eat ed.

The dsnpnAggG oupl ndex value in the index is determ ned by
exam ning the DSCP val ue in each nonitored packet, and the
dsnonAggProfil eTabl e entry for that DSCP val ue.

Note that only packets that contain a network protocol
encapsul ati on which contains a DS field [RFC2474] will be

counted in this table.

An exanpl e of the indexing of this entry is

dsnonSt at sCut Pkt s. 1. 16"
| NDEX { dsnmonSt at sCont r ol | ndex,
::={ dsnonStatsTable 1 }

dsnonAggG oupl ndex }

DsnmonSt at sentry
dsnmonSt at sl nPkt s
dsnmonSt at sl nCct et s
dsnmonSt at sl nOvf | Pkt s
dsnmonSt at sl nOvf | Cct et s
dsnonSt at sl nHCPkt s
dsnonSt at sl nHCCct et s
dsnonSt at sQut Pkt s
dsnmonSt at sQut Cct et s
dsnmonSt at sQut Ovf | Pkt's
dsnmonSt at sQut Ovf | Cct et s
dsnonSt at sQut HCPkt s
dsnmonSt at sQut HCCct et s

}

: = SEQUENCE {

Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 64,
Zer oBasedCount er 64,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 64,
Zer oBasedCount er 64

dsnmonSt at sl nPkt s OBJECT- TYPE

SYNTAX

UNI TS "packet s"

Bi er man

Zer oBasedCount er 32
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of packets using one of the DSCP values in the
i ndi cated counter aggregation group, received on a half-
dupl ex link or on the inbound connection of a full-duplex
link."

::={ dsnonStatsEntry 1 }

dsnmonSt at sl nCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "octets"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of octets in packets, using one of the DSCP
values in the indicated counter aggregation group, received
on a half-duplex link or on the inbound connection of a
full -duplex link."

::={ dsnonStatsEntry 2 }

dsnmonSt at sl nOvf | Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of tinmes the associ ated dsnonStatsl nPkts counter
has overflowed. Note that this object will only be

instantiated if the associ ated dsnonSt at sl nHCPkt s obj ect is
al so instantiated for a particul ar dataSource."
::={ dsnonStatsEntry 3 }

dsnmonSt at sl nOvf | Cct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"The nunber of tinmes the associated dsnonStatslnCctets
counter has overflowed. Note that this object will only be
instantiated if the associ ated dsnonSt at sl nHCCct et s obj ect
is also instantiated for a particul ar dataSource."

::= { dsnonStatsEntry 4 }

dsnonSt at sl nHCPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
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DESCRI PTI ON
"The 64-bit version of the dsnonStatslnPkts object.

Note that this object will only be instantiated if the RMON
agent supports High Capacity nonitoring for a particul ar
dat aSource. "

::={ dsnonStatsEntry 5 }

dsnmonSt at sl nHCCct et s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-bit version of the dsnmonStatslnOctets object.

Note that this object will only be instantiated if the RMVON
agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "

::={ dsnonStatsEntry 6 }

dsnonSt at sQut Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

UNI TS "packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of packets using one of the DSCP values in the
i ndi cated counter aggregation group, received on a full-
duplex link in the direction of the network."

::={ dsnonStatsEntry 7 }

dsnonSt at sCut Cct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of octets in packets, using one of the DSCP
val ues in the indicated counter aggregation group, received
on a full-duplex link in the direction of the network."

::= { dsnonStatsEntry 8 }

dsnmonSt at sQut Ovf | Pkt s OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
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"The nunber of tinmes the associated dsnonStat sQut Pkts
counter has overflowed. Note that this object will only be
instantiated if the associ ated dsnmonSt at sQut HCPkts obj ect i s
also instantiated for a particul ar dataSource."

::={ dsnonStatsEntry 9 }

dsnmonSt at sQut Ovfl Cct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of tinmes the associ ated dsnmonStatsQutCctets
counter has overflowed. Note that this object will only be
instantiated if the associ ated dsnonSt at sOQut HCOct et s obj ect
is also instantiated for a particul ar dataSource."

::={ dsnonStatsEntry 10 }

dsnonSt at sQut HCPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The 64-bit version of the dsnonStatsCQutPkts object.

Note that this object will only be instantiated if the RMON
agent supports Hi gh Capacity nonitoring for a particular
dat aSour ce. "

::={ dsnonStatsEntry 11 }

dsnonSt at sQut HCOct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The 64-bit version of the dsnonStatsCQutCctets object.
Note that this object will only be instantiated if the RMON
agent supports Hi gh Capacity nonitoring for a particular
dat aSource. "

::={ dsnonStatsEntry 12 }

EIE R I R R R I R R I R R R R I R R O I R R I R R R R R

-- % *
-- ¥ PER- PROTOCOL COLLECTI ONS *
* *

LR R R R R R O I R I R O I R O I T
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-- DSCP Per-Protocol Statistics Control Table

dsnmonPdi st Ct | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsmonPdistCtl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Controls the setup of per application per counter
aggregation group distribution statistics.

Not e that an agent MAY choose to limt the actual nunber of
entries which may be created in this table. |In this case,
the agent SHOULD return an error-status of

"resourceUnavail abl e(13)’', as per section 4.2.5 of the
"Protocol Operations for SNMPv2' specification [ RFC1905]."

;.= { dsnonPdi st bjects 1}

dsnmonPdi st &t | Ent ry OBJECT- TYPE

SYNTAX DsnonPdi st Ct | Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the dsnmonPdi st Tabl e.

Entries are created and deleted fromthis table by
management action only, using the dsnonPdi stCt| Status
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
associ at ed dsnonPdi st St atsTable to be created and mai nt ai ned
by the agent."

| NDEX { dsmonPdistCtl I ndex }
::={ dsnonPdistCtl Table 1 }
DsnonPdi st Ctl Entry ::= SEQUENCE {
dsnonPdi st Ct | | ndex I nt eger 32,
dsnmonPdi st &t | Dat aSour ce Dat aSour ce,
dsnmonPdi st &t | AggProfile DsnonCount er AggPr of i | el ndex,
dsnonPdi st Ct | MaxDesi redEntri es I nt eger 32,
dsnonPdi st Ct | Dr oppedFr anes Count er 32,
dsnonPdi st Ctl I nserts Count er 32,
dsnmonPdi st & | Del et es Count er 32,
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dsnmonPdi st Ct | Cr eat eTi e
dsnmonPdi st Ct | Owner
dsnmonPdi st Ct | St at us

}
dsnmonPdi st &t | | ndex OBJECT- TYPE

DSMON M B
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Last Creat eTi ne,
Owner Stri ng,
RowsSt at us

SYNTAX I nteger32 (1..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An arbitrary and unique index for this dsmonPdistCtlIEntry."
::= { dsnonPdistCtlEntry 1 }

dsnmonPdi st C | Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The source of data for the this per protocol counter

aggregation group distribution.

Thi s object MJUST NOT be nodified if the associated
dsnonPdi st Ct | St atus object is equal to active(l)."
::= { dsnonPdistCtlEntry 2 }

dsnonPdi st Ct | AggProfil e OBJECT- TYPE

Bi er man

SYNTAX DsnonCount er AggPr of i | el ndex
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The dsnonAggControl I ndex val ue identifying the counter
aggregation profile which should be used on behalf of this
dsnmonPdi st Ct | Entry.

The associ at ed dsnonAggControl Entry and

dsnonAggProfil eEntries, identified by the sane
dsnonAggControl | ndex i ndex val ue, MJST be active in order
for this entry to remain active. It is possible for the
counter aggregation configuration to change froma valid to
invalid state for this dsnmonPdist collection. 1In this case,
the associ ated dsmonPdi st Ctl Status object will be changed to
the 'not Ready’ state, and data collection will not occur on
behal f of this control entry.

Not e that an agent MAY choose to limt the actual nunber of
counter aggregation profiles which my be applied to a
particul ar data source.
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Thi s object MJUST NOT be nodified if the associated
dsnonPdi st Ct | Status object is equal to active(l)."
::= { dsnonPdistCtlEntry 3 }

dsnmonPdi st Ct | MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1 | 1..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of entries that are desired in the
dsnonPdi st St at sTabl e on behalf of this control entry. The
probe will not create nore than this nunber of associated
entries in the table, but MAY choose to create fewer entries
in this table for any reason including the | ack of

resour ces.

If this value is set to -1, the probe MAY create any nunber
of entries in this table.

Thi s object MJUST NOT be nodified if the associated
dsnmonPdi st Gt | Status object is equal to active(l)."
::= { dsnonPdistCtlEntry 4 }

dsnonPdi st Ct | Dr oppedFranmes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "“franes"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of franmes which were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
for which the probe chose not to count for this entry for
what ever reason. Mst often, this event occurs when the
probe is out of sone resources and decides to shed | oad from
this collection.

This count does not include packets that were not counted
because they had MAC-1ayer errors.

Note that, unlike the dropEvents counter, this nunber is the
exact number of frames dropped.”
::= { dsnonPdistCtlEntry 5 }

dsnmonPdi st Ct|l | nserts OBJECT- TYPE

SYNTAX Count er 32

UNI TS "tabl e entries"
MAX- ACCESS r ead- only
STATUS current
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DESCRI PTI ON
"The nunber of tines a dsnonPdist entry has been inserted
into the dsnmonPdi st Table. |If an entry is inserted, then
del eted, and then inserted, this counter will be increnented
by 2.

To allow for efficient inplenmentation strategies, agents MAY
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy may allow i nternal data
structures to differ fromthose visible via SNWP for short
periods of tine. This counter may reflect the internal data
structures for those short periods of tine.

Note that the table size can be determi ned by subtracting
dsnmonPdi st &t | Del etes from dsnmonPdi st Ctl I nserts. "
::= { dsnonPdistCtlEntry 6 }

dsnmonPdi st &t | Del et es OBJECT- TYPE

SYNTAX Count er 32

UNI TS “"table entries"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of tines a dsnonPdist entry has been del eted
fromthe dsnonPdist table (for any reason). |If an entry is

del eted, then inserted, and then deleted, this counter wll
be increnented by 2.

To allow for efficient inplementation strategies, agents MAY
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy nmay allow i nternal data
structures to differ fromthose visible via SNWP for short
periods of tine. This counter nmay reflect the internal data
structures for those short periods of tine.

Note that the table size can be determ ned by subtracting
dsnmonPdi st &t | Del etes from dsnmonPdi st Ctl I nserts. "
::={ dsnmonPdistCtl Entry 7 }

dsnonPdi st Ct | Creat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTi me when this control entry was | ast
activated. This can be used by the management station to
detect if the table has been del eted and recreated between
polls."
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::={ dsnonPdistCtlEntry 8 }

dsnonPdi st Ct | Omner OBJECT- TYPE

SYNTAX Onner Stri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The entity that configured this entry and is therefore
using the resources assigned to it."

::= { dsnonPdistCtlEntry 9 }

dsnmonPdi st &t | St at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this row

An entry MJST NOT exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all associated

entries in the dsmonPdi st St at sTabl e shall be del eted.™
;.= { dsnonPdistCtlEntry 10 }

-- Per-Protocol Statistics Table

dsnonPdi st St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonPdi st St at seEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Alist of information on a per protocol per counter
aggregation group usage.

I f the dsnonAggControl Locked object is equal to ’false’,
then all entries in this table will be deleted and the agent
wi Il not process packets on behal f of any
dsnonPdi stCt | Entry. "

;.= { dsnonPdi st Obj ects 2 }

dsnonPdi st St at sEntry OBJECT- TYPE
SYNTAX DsnonPdi st St at sEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
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"Alist of information on Differentiated Services DSCP
usage, containing packet and octet counters for each counter
aggregation group configured for collection, and each
protocol (as identified by the protocol DirlLocal I ndex for the
protocol) identified in each nonitored packet.

The dsnonPdi stCtlIndex value in the index identifies the
dsmonPdi st &t 1 Entry on whose behalf this entry was created.

Note that only packets that contain a network protocol
encapsul ati on which contains a DS field [ RFC2474] w Il be
counted in this table.

The dsnonAggG oupl ndex value in the index is determ ned by
exam ni ng the DSCP value in each nonitored packet, and the
dsnonAggProfil eTabl e entry for that val ue.

The protocol DirLocal Index in the index identifies the
protocol DirEntry for the protocol encapsul ation of each

noni tored packet. The agent will include only application

| ayer protocols in the associ ated dsnonPdi st St at sTable. Any
"terminal’ protocol is considered to be an application

pr ot ocol .

An exanpl e of the indexing of this entry is
dsnonPdi st St at sPkts. 9.29943. 0. 42."

| NDEX { dsmonPdi st Ct | | ndex,

dsnonPdi st Ti neMar k,
dsnonAggG oupl ndex,
protocol DirLocal | ndex }

;.= { dsnonPdi stStatsTable 1 }

DsnonPdi st Stat sEntry :: = SEQUENCE ({
dsnmonPdi st Ti meMar k TimeFilter,
dsnmonPdi st St at sPkt s Zer oBasedCount er 32,
dsnonPdi st St at sCct et s Zer oBasedCount er 32,
dsnonPdi st St at sOvf | Pkt's Zer oBasedCount er 32,
dsnonPdi st St at sOvfl Cctet s Zer oBasedCount er 32,
dsnmonPdi st St at sHCPkt s Zer oBasedCount er 64,
dsnmonPdi st St at sSHCCct et s Zer oBasedCount er 64,
dsnmonPdi st St at sCr eat eTi e Last Creat eTi ne

}

dsnmonPdi st Ti neMar k OBJECT- TYPE
SYNTAX TimeFilter
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The Tine Filter index for this table. This object may be
used by a nanagenent station to retrieve only rows which
have been created or nodified since a particular time. Note
that the current value for a row are always returned and the
TimeFilter is not a historical data archiving mechani sm
Refer to RFC 2021 [ RFC2021] for a detailed description of
TimeFilter operation."

.= { dsnonPdi stStatsEntry 1 }

dsnmonPdi st St at sPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of packets, using one of the DSCP values in the

i ndi cated counter aggregation group, for the protocol

identified by the associ ated protocol DirLocal | ndex val ue."
.= { dsnonPdi stStatsEntry 2 }

dsnmonPdi st St at sCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of octets in packets, using one of the DSCP

val ues in the indicated counter aggregation group, for the
protocol identified by the associ ated protocol Di rLocal | ndex
val ue.

Note that this object doesn't count just those octets in the
particul ar protocol franes, but includes the entire packet
that contained the protocol."

::= { dsnonPdi st StatsEntry 3 }

dsnonPdi st St at sOvf | Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of tinmes the associ ated dsnmonPdi st St at sPkts
counter has overflowed. Note that this object will only be
instantiated if the associ ated dsnonPdi st St at sHCPkt s obj ect
is also instantiated for a particul ar dataSource."

::= { dsnonPdi stStatsEntry 4 }

dsnonPdi st St at sOvf | Cct et s OBJECT- TYPE

Bi er man St andards Track [ Page 41]



RFC 3287 DSMON M B July 2002

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of times the associated dsnonPdi st StatsCctets
counter has overflowed. Note that this object will only be
instantiated if the associ ated dsnonPdi st St at sHCCct et s
object is also instantiated for a particul ar dataSource."

::= { dsnonPdi stStatsEntry 5 }

dsnonPdi st St at sSHCPkt s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-bit version of the dsnonPdi st StatsPkts object.

Note that this object will only be instantiated if the RMON
agent supports Hi gh Capacity nmonitoring for a particular
dat aSour ce. "

::= { dsnonPdi st StatsEntry 6 }

dsnonPdi st St at sHCCct et s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-hbit version of the dsnonPdi st StatsCctets object.

Note that this object will only be instantiated if the RMON
agent supports Hi gh Capacity nonitoring for a particular
dat aSource. "

::= { dsnonPdi st StatsEntry 7 }

dsnonPdi st St at sCr eat eTi ne OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine when this dsnonPdistStats entry was
| ast instantiated by the agent. This can be used by the
managenent station to detect if the entry has been del eted
and recreated between polls."

::= { dsnonPdi st StatsEntry 8 }
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Per-Protocol Statistics TopN Control Table

dsnonPdi st TopNCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonPdi st TopNCt | Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A set of paraneters that control the creation of a report
of the top N dsnonPdist entries according to a particul ar
nmetric.

Not e that an agent MAY choose to limt the actual nunber of

entries which may be created in this table. |In this case,

the agent SHOULD return an error-status of

"resourceUnavail abl e(13)’, as per section 4.2.5 of the

"Protocol Operations for SNMPv2' specification [ RFC1905]."
.= { dsnonPdi st Obj ects 3 }

dsnmonPdi st TopNCt | Ent ry OBJECT- TYPE

SYNTAX DsnonPdi st TopNCt | Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the dsnonPdi st TopNCt| Tabl e.

Entries are created and deleted fromthis table by
management action only, using the dsnonPdi st TopNCt | St at us
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
associ at ed dsnmonPdi st TopNTabl e to be created and nmi ntai ned
by the agent."

| NDEX { dsnmonPdi st TopNCt | | ndex }

::= { dsnonPdi st TopNCt | Table 1 }

DsnonPdi st TopNCt | Entry :: = SEQUENCE {
dsnonPdi st TopNCt | | ndex I nt eger 32,
dsmonPdi st TopNCt | Pdi st | ndex I nt eger 32,
dsnonPdi st TopNCt | Rat eBase | NTEGER,
dsnonPdi st TopNCt | Ti meRenmai ni ng I nt eger 32,
dsnonPdi st TOopNCt | Gener at edReprts Count er 32,
dsnonPdi st TopNCt | Dur ati on I nt eger 32,
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dsnonPdi st TopNCt | Request edSi ze I nt eger 32,
dsnonPdi st TopNCt | G ant edSi ze I nt eger 32,
dsnonPdi st TopNCt | St art Ti e Ti meSt anp,
dsnonPdi st TopNCt | Oaner Owner Stri ng,
dsnonPdi st TopNCt | St at us RowSt at us
}
dsnonPdi st TopNCt | | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry in the

dsnmonPdi st TopNCt | Tabl e, with the sane dsnmonPdi st TopNCt | | ndex

value as this object. Each entry in this table defines one

Top N report prepared on behal f of the dsnmonPdi st StatsEntry

collection with the same dsnmonPdistCtlIndex as this object.”
;.= { dsnonPdi st TopNCt I Entry 1 }

dsnonPdi st TopNCt | Pdi st | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The dsnonPdi st Tabl e for which a top Nreport will be
prepared on behalf of this entry. The dsnonPdistTable is
identified by the value of the dsmonPdistCtlIndex for that
table - that value is used here to identify the particul ar
tabl e.

Thi s object MJUST NOT be nodified if the associated
dsnonPdi st TopNCt | St at us object is equal to active(l)."
;.= { dsnonPdi st TopNCt | Entry 2 }

dsnonPdi st TopNCt | Rat eBase OBJECT- TYPE
SYNTAX | NTEGER {
dsnonPdi st TopNPkt s(1),
dsnonPdi st TopNCct et s(2) ,
dsnonPdi st TopNHCPKt s( 3) ,
dsnonPdi st TOpNHCCct et s( 4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The variable for each dsnonPdi st that the
dsnonPdi st TopNRat e and dsnonPdi st TopNHCRat e vari abl es are
based upon. Each dsnonPdi st TopN report generated on behal f
of this control entry will be ranked in descendi ng order,
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based on the associ ated dsnmonPdi st St at sTabl e counter,
identified by this object.

The following table identifies the dsnonPdi st Tabl e counter
associ ated with each enuneration

Enuner ati on Rat eBase M B Ohj ect
dsnonPdi st TopNPkt s dsnonPdi st St at sPkt s
dsnonPdi st TopNCct et s dsnonPdi st St at sCctet s
dsnonPdi st TOopNHCPKt s dsnonPdi st St at SHCPkt s
dsnonPdi st TopNHCCct et s dsnonPdi st St at sHCCct et s

Not e t hat the dsnmonPdi st TopNHCPkt s and
dsnmonPdi st TopNHCOct et s enunerations are only available if
the agent supports Hi gh Capacity nonitoring.

This object MJUST NOT be nodified if the associated
dsnonPdi st TopNCt | St at us object is equal to active(l)."

;.= { dsnonPdi st TopNCt | Entry 3 }

dsnonPdi st TopNCt | Ti meRemai ni ng OBJECT- TYPE

SYNTAX
UNI TS

I nt eger 32 (0..2147483647)
"seconds"

MAX- ACCESS r ead-create

STATUS

current

DESCRI PTI ON

Bi er man

"The nunber of seconds left in the report currently being
collected. When this object is nodified by the nanagenent
station, a new collection is started, possibly aborting a
currently running report. The new value is used as the
requested duration of this report, and is i mediately | oaded
into the associ ated dsnmonPdi st TopNCt | Dur ati on obj ect .

VWen the report finishes, the probe will automatically start
anot her collection with the sane initial value of

dsnonPdi st TopNCt | Ti mreRenai ni ng. Thus t he nmanagenent station
may sinply read the resulting reports repeatedly, checking
the startTine and duration each tine to ensure that a report
was not m ssed or that the report parameters were not
changed.

Wil e the value of this object is non-zero, it decrenents by
one per second until it reaches zero. At the tine that this
obj ect decrenents to zero, the report is nade accessible in
the dsnonPdi st TopNTabl e, overwiting any report that may be
there.
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When this object is nodified by the managenent station, any
associ ated entries in the dsnmonPdi st TopNTabl e shall be
del eted. "

DEFVAL { 1800 }

::= { dsnonPdi st TopNCt | Entry 4 }

dsnonPdi st TopNCt | Gener at edReprts OBJECT- TYPE

SYNTAX Count er 32

UNI TS "reports”

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of reports that have been generated by this
entry."

;.= { dsnonPdi st TopNCt | Entry 5 }

dsnonPdi st TopNCt | Dur ati on OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

UNI'TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of seconds that this report has collected during
the last sanpling interval.

When the associ at ed dsnonPdi st TopNCt | Ti meRenai ni ng object is
set, this object shall be set by the probe to the sanme val ue
and shall not be nodified until the next tine the

dsnonPdi st TopNCt | Ti mreRemai ning i s set.

This value shall be zero if no reports have been requested
for this dsnonPdi st TopNC | Entry. "
;.= { dsnonPdi st TopNCt | Entry 6 }

dsnonPdi st TopNCt | Request edSi ze OBJECT- TYPE

SYNTAX I nteger 32 (0..2147483647)

UNI' TS “"table entries"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The maxi mum nunber of dsnonPdi st entries requested for this
report.

When this object is created or nodified, the probe SHOULD
set dsnonPdi st TopNCt | Grant edSi ze as closely to this object
as is possible for the particul ar probe inplenmentation and
avail abl e resources. "

DEFVAL { 150 }
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;.= { dsnonPdi st TopNCt | Entry 7 }

dsnonPdi st TopNCt | G ant edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
UNI TS "table entries”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The maxi mum nunber of dsnonPdist entries in this report.

VWhen the associ ated dsnmonPdi st TopNCt | Request edSi ze object is
created or nodified, the probe SHOULD set this object as
closely to the requested value as is possible for the
particul ar inplenmentation and avail abl e resources. The
probe MJST NOT | ower this value except as a result of a

set to the associ ated dsnonPdi st TopNCt | Request edSi ze

obj ect .

Protocol entries with the hi ghest val ue of
dsnonPdi st TopNRat e or dsnonPdi st TopNHCRat e (dependi ng on t he
val ue of the associ ated dsnonPdi st TopNCt | Rat eBase obj ect)
shall be placed in this table in decreasing order of this
rate until there is no nore roomor until there are no nore
dsnonPdi st entries."”

;.= { dsnonPdi st TopNCt | Entry 8 }

dsnonPdi st TopNCt | St art Ti me OBJECT- TYPE

SYNTAX Ti meSt anmp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this top N report was | ast
started. |In other words, this is the tine that the

associ at ed dsnmonPdi st TopNCt | Ti neRemai ni ng obj ect was
nodified to start the requested report or the tinme the
report was | ast automatically (re)started

Thi s object may be used by the managenent station to
determine if a report was missed or not."
::= { dsnonPdi st TopNCt | Entry 9 }

dsnonPdi st TopNCt | Omer OBJECT- TYPE
SYNTAX Owner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The entity that configured this entry and is therefore
using the resources assigned to it."
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;.= { dsnonPdi st TopNCt | Entry 10 }

dsnonPdi st TopNCt | St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"The status of this dsnonPdi st TopNC | Entry.

July 2002

An entry MJST NOT exist in the active state unl ess al

objects in the entry have an appropriate val ue.

If this object is not equal to active(l),
entries in the dsnonPdi st TopNTabl e shal

agent."
::= { dsnonPdi st TopNCt | Entry 11 }

-- dsnmonPdi st TopN Tabl e

dsnonPdi st TopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonPdi st TopNEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of statistics for those protoco
that have counted the hi ghest nunber of octets or

I f the dsnmonAggControl Locked obj ect
then all entries in this table SHALL be del et ed,

associ at ed
be del eted by the

distribution entries
packets.

to 'fal se’
and the

agent will not process TopN reports on behal f of any

dsnmonPdi st TopNCt | Ent ry.

VWen t he dsnonAggControl Locked obj ect

is set to "true', then

particul ar reports SHOULD be restarted fromthe begi nning,
on behalf of all active rows in the dsnonPdi st TopNCt | Tabl e.

Not e that dsnmonPdi st entries which did not

i ncrenent at al

during the report interval SHOULD NOT be included in

dsnonPdi st TopN reports. ™
;.= { dsnonPdi st Obj ects 4 }

dsnonPdi st TopNEnt ry OBJECT- TYPE
SYNTAX DsnonPdi st TopNEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"A conceptual row in the dsnmonPdi st TopNTabl e.

The dsnonPdi st TopNCt | | ndex value in the index identifies the
dsnonPdi st TopNCt | Entry on whose behalf this entry was
created. Entries in this table are ordered from1l to 'N,
where | ower nunbers represent higher values of the rate base
obj ect, over the report interval."

| NDEX { dsmonPdi st TopNCt | I ndex, dsmonPdi st TopNl ndex }

::= { dsnonPdi st TopNTable 1 }

DsnonPdi st TopNEntry :: = SEQUENCE {
dsnonPdi st TopNI ndex I nt eger 32,
dsnonPdi st TopNPDLocal | ndex I nt eger 32,
dsnonPdi st TopNAggGr oup DsnonCount er AggG oupl ndex,
dsnonPdi st TopNRat e Gauge32,
dsnonPdi st TopNRat eOvf | Gauge32,
dsnonPdi st TopNHCRat e Count er BasedGauge64
}

dsnonPdi st TopNl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index that uniquely identifies an entry in the
dsnonPdi st TopNTabl e anong those in the sane report. This
index is between 1 and N, where N is the nunber of entries
inthis report. Note that 'N nay change over tine, and nay
al so be less than the dsnonPdi st TopNCt | Grant edSi ze val ue
associated with this entry."

.= { dsnonPdi st TopNEntry 1 }

dsnonPdi st TopNPDLocal | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The protocol DirLocal | ndex val ue which identifies the
protocol associated with this entry.

If the protocol DirEntry associated with the
protocol DirLocal I ndex with the sanme value as this object is
de-activated or deleted, then the agent MJST delete this
dsnonPdi st TopN entry."

::= { dsnonPdi st TopNEntry 2 }

dsnonPdi st TopNAggG oup OBJECT- TYPE

SYNTAX DsnonCount er AggG oupl ndex
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The DSCP counter aggregation group index val ue associ ated
with protocol identified in this entry. This object
identifies the dsnmonAggG oupEntry with the sane
dsnonAggControl I ndex val ue as the associ at ed
dsnonPdi st Ct | AggProfil e object and the sane
dsnonAggG oupl ndex val ue as this object.”

::= { dsnonPdi st TopNEntry 3 }

dsnonPdi st TopNRat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The amount of change in the selected variable during this
sanpling interval. The selected variable is this protocol’s

i nstance of the object selected by
dsnonPdi st TopNCt | Rat eBase.

If the associ ated dsnonPdi st TopNCt | Rat eBase is equal to
" dsnmonPdi st TOpNHCPkt s’ or ' dsnonPdi st TopNHCCct et s’ , then
this object will contain the the least significant 32 bhits
of the associ ated dsnonPdi st TopNHCRat e obj ect . "

.= { dsnonPdi st TopNEntry 4 }

dsnonPdi st TopNRat eOvfl OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nost significant 32 bits of the associ ated
dsnonPdi st TopNHCRat e obj ect .

If the associ ated dsnonPdi st TopNCt | Rat eBase is equal to

" dsnmonPdi st TOpNHCPkt s’ or ' dsnonPdi st TopNHCCct et s’, then
this object will contain the upper 32 bits of the associated
dsnonPdi st TopNHCRat e obj ect .

If the associ ated dsnonPdi st TopNCt | Rat eBase is equal to
" dsnmonPdi st TopNPkt s’ or ' dsnonPdi st TopNCctets', then this
object will contain the value zero.

The agent MAY choose not to instantiate this object if High

Capacity nonitoring is not supported.”
::= { dsnonPdi st TopNEntry 5 }
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dsnonPdi st TopNHCRat e OBJECT- TYPE

SYNTAX

Count er BasedGauge64

MAX- ACCESS r ead-only

STATUS

current

DESCRI PTI ON

"The ampbunt of change in the selected variable during this
sanpling interval. The selected variable is this protocol’s
i nstance of the object selected by
dsnonPdi st TopNCt | Rat eBase.

If the associ ated dsnonPdi st TopNCt | Rat eBase is equal to

" dsnmonPdi st TopNPkt s’ or ' dsnonPdi st TopNCctets', then this
object will contain the value zero, and the associ ated
dsnonPdi st TopNRat e obj ect will contain the change in the
sel ected variable during the sampling interval.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”

.= { dsnonPdi st TopNEntry 6 }
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-- NL Host Statistics Control Table

dsnmonHost Ct | Tabl e OBJECT- TYPE

SYNTAX

SEQUENCE OF DsmonHost CtI Entry

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"Controls setup of per counter aggregation group, per
network | ayer host distribution statistics.

Note that an agent MAY choose to limt the actual nunber of
entries which may be created in this table. |In this case,
the agent SHOULD return an error-status of
"resourceUnavail abl e(13)’, as per section 4.2.5 of the
"Protocol Operations for SNMPv2' specification [ RFC1905]."

::= { dsnonHost Cbj ects 1 }

dsnonHost Ct | Entry OBJECT- TYPE

Bi er man
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SYNTAX DsnonHost Ct | Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual row in the dsnmonHost Ctl Tabl e.

Entries are created and deleted fromthis table by
managenment action only, using the dsnonHost Ctl Status
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
associ at ed dsmonHost Tabl e to be created and maintai ned by

the agent.”
| NDEX { dsmonHost Ctl | ndex }
::= { dsnonHostCt| Table 1 }

DsnmonHost Ct I Entry :: = SEQUENCE {

dsnonHost Ct | | ndex I nt eger 32,
dsnonHost Ct | Dat aSour ce Dat aSour ce,
dsnonHost Ct | AggProfil e DsnonCount er AggPr of i | el ndex,
dsnonHost Ct | MaxDesi redEntri es I nt eger 32,
dsnmonHost Ct | | Pv4Prefi xLen I nt eger 32,
dsnmonHost Ct | | Pv6Prefi xLen I nt eger 32,
dsnonHost Ct | Dr oppedFr anes Count er 32,
dsnmonHost Ct | I nserts Count er 32,
dsnonHost Ct | Del et es Count er 32,
dsnmonHost Ct | Creat eTi me Last Cr eat eTi ne,
dsnonHost Ct | Omner Owner Stri ng,
dsnmonHost Ct | St at us RowsSt at us

}
dsnmonHost Ct | | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An arbitrary and unique index for this dsmonHostCtl Entry."

;.= { dsnonHostCtl Entry 1 }

dsnmonHost Ct | Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
Bi er man St andards Track [ Page 52]



RFC 3287 DSMON M B July 2002

"The source of data for the associ ated dsnonHost Tabl e.

Note that only packets that contain a network protoco
encapsul ati on which contains a DS field [RFC2474] will be
counted in this table.

Thi s object MJUST NOT be nodified if the associated
dsmonHost Ct | St at us object is equal to active(1)."
::= { dsmonHostCtl Entry 2 }

dsnonHost Ct | AggProf il e OBJECT- TYPE

SYNTAX DsnonCount er AggPr of i | el ndex
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The dsnobnAggControl I ndex val ue identifying the counter
aggregation profile which should be used on behalf of this
dsnonHost Gt | Entry.

The associ at ed dsnonAggControl Entry and

dsnonAggProfil eEntries, identified by the sane
dsnonAggCont rol | ndex i ndex val ue, MJST be active in order
for this entry to remain active. It is possible for the
counter aggregation configuration to change froma valid to
invalid state for this dsnmonHost collection. |In this case,
the associ ated dsnmonHost Ct| Status object will be changed to
the 'not Ready’ state, and data collection will not occur on
behal f of this control entry.

Not e that an agent MAY choose to limt the actual nunber of
counter aggregation profiles which may be applied to a
particul ar data source.

Thi s object MJUST NOT be nodified if the associated
dsnonHost Ct | St at us object is equal to active(l1)."
;.= { dsnonHostCtl Entry 3 }

dsnmonHost Ct | MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1 | 1..2147483647)
UNI TS "tabl e entries"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nurber of entries that are desired in the
dsnonHost Tabl e on behal f of this control entry. The probe
will not create nore than this nunber of associated entries
in the table, but MAY choose to create fewer entries in this
table for any reason including the | ack of resources.
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If this value is set to -1, the probe MAY create any nunber
of entries in this table.

Thi s object MJUST NOT be nodified if the associated
dsnonHost Ct | St at us object is equal to active(l1)."

;.= { dsnonHostCtl Entry 4 }

dsnmonHost Ct | | Pv4Prefi xLen OBJECT- TYPE

SYNTAX I nt eger 32 (8..32)
UNI TS "bits"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of 'leftnpst’ contiguous bits in the host
address field for encapsul ati ons of |1Pv4, that should be

mai ntained in this collection. This object controls how the
dsnonHost Address object is derived for packets which contain
an encapsul ati on of | Pv4.

If this object has a value less than 32, then 'm rightnost
bits, where 'nm is equal to '32 -

dsnonHost Ct | | Pv4PrefixLen’, will be cleared to zero for
counting purposes only. The 'leftnmost’ bit is the nost
significant bit of the first network-byte-order octet of the
address.

If this object is equal to 32, then no bits are cleared in
each dsnonHost Addr ess fi el d.

This object MJUST NOT be nodified if the associated
dsnonHost Ct | St at us object is equal to active(l1)."

DEFVAL { 32}
::={ dsnonHostCtl Entry 5 }

dsnmonHost Ct | | Pv6Pr ef i xLen OBJECT- TYPE

SYNTAX I nteger32 (8..128)
UNI TS "bits"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

Bi er man

"The nunber of ’'leftnpst’ contiguous bits in the host
address field for encapsul ations of IPv6, that should be

mai ntained in this collection. This object controls howthe
dsnonHost Address object is derived for packets which contain
an encapsul ati on of | Pv6.

If this object has a value less than 128, then 'm right nost
bits, where 'nm is equal to '128 -
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dsmonHost Ct I | Pv6Prefi xLen’, will be cleared to zero for
counting purposes only. The 'leftnost’ bit is the nost
significant bit of the first network-byte-order octet of the
addr ess.

If this object is equal to 128, then no bits are cleared in
each dsnonHost Address fi el d.

Thi s object MUST NOT be nodified if the associ ated
dsnonHost Ct | St at us object is equal to active(l1)."
DEFVAL { 128 }
;.= { dsnonHostCtl Entry 6 }

dsnonHost Ct | Dr oppedFr anes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "frames"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunmber of franmes which were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
for which the probe chose not to count for the associated
dsnonHost entries for whatever reason. Mdst often, this
event occurs when the probe is out of some resources and
decides to shed load fromthis collection

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that if the dsnonHost Table is inactive because no
appropriate protocols are enabled in the protocol directory,
this val ue SHOULD be O.

Note that, unlike the dropEvents counter, this nunber is the
exact number of frames dropped.”
;.= { dsnonHostCtl Entry 7 }

dsnmonHost Ct | | nserts OBJECT- TYPE

SYNTAX Count er 32

UNI TS "table entries”

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of tines a dsnonHost entry has been inserted
into the dsmonHost table. |If an entry is inserted, then
del eted, and then inserted, this counter will be increnented
by 2.
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To allow for efficient inplenmentation strategies, agents MAY
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy may allow i nternal data
structures to differ fromthose visible via SNWP for short
periods of tine. This counter may reflect the internal data
structures for those short periods of tine.

Note that the table size can be determ ned by subtracting
dsmonHost Ct | Del etes from dsnonHost Ctl I nserts.”
::={ dsnonHostCtl Entry 8 }

dsnonHost Ct | Del et es OBJECT- TYPE

SYNTAX Count er 32

UNI TS “"table entries"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tines a dsnbnHost entry has been deleted from
the dsnonHost table (for any reason). |If an entry is

del eted, then inserted, and then deleted, this counter wll
be increnented by 2.

To allow for efficient inplementation strategies, agents MAY
del ay updating this object for short periods of tine. For
exanpl e, an inplenentation strategy nmay allow i nternal data
structures to differ fromthose visible via SNWP for short
periods of tine. This counter nmay reflect the internal data
structures for those short periods of tine.

Note that the table size can be determ ned by subtracting
dsnonHost Ct | Del etes from dsnmonHost Ctl I nserts.”
::={ dsnonHostCtl Entry 9 }

dsnonHost Ct | Cr eat eTi ne OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTi me when this control entry was | ast
activated. This can be used by the management station to
detect if the table has been del eted and recreated between
polls."

::={ dsnonHostCtl Entry 10 }

dsnmonHost Ct | Owmmer OBJECT- TYPE

SYNTAX Onner Stri ng
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The entity that configured this entry and is therefore
using the resources assigned to it."

::= { dsnonHostCtl Entry 11 }

dsnmonHost Ct | St at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this dsmonHostCtlEntry.

An entry MJST NOT exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all associated
entries in the dsnonHost Tabl e shall be deleted.”
::= { dsnonHostCtl Entry 12 }

-- NL Host Statistics Table

dsnonHost Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonHost Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A collection of statistics for particul ar network protocols
whi ch contain a DS field, and that has been discovered on a
particul ar dat aSource.

The probe will add to this table all appropriate network
protocols, for each network address seen as the source or
destinati on address in all packets with no MAC errors, and
will increment octet and packet counts in the table for all
packets with no MAC errors.

I f the dsnonAggControl Locked object is equal to ’false’,
then all entries in this table will be deleted, and the
agent will not process packets on behal f of any
dsnonHost Gt Il Entry. "

.= { dsnobnHost Cbj ects 2 }

dsnonHost Entry OBJECT- TYPE

SYNTAX DsmonHost Entry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

| NDEX {

"Alist of information on Differentiated Servi ces DSCP
usage, containing packet and octet counters for each counter
aggregation group index configured for collection per host
address, as identified in the dsnmonAggProfil eTabl e.

The dsnonHost G| I ndex value in the index identifies the
dsmonHost Gt I Entry on whose behalf this entry was created.

The protocol DirlLocal I ndex value in the index identifies the
specific network | ayer protocol encapsul ation associ ated
with each entry, and the network protocol type of the
dsnonHost Address object. It MJST identify a

protocol DirEntry which contains a DS field (e.g., |Pv4d or
IPv6). Note that if a protocol encapsulation with rmultiple
network layers is specified, then associated entries in this
table refer to the innernost network protocol |ayer host
addr ess.

The dsnonAggG oupl ndex value in the index is determ ned by
exam ni ng the DSCP value in each nonitored packet, and the
dsnonAggProfil eTabl e entry configured for that val ue.

An exanpl e of the indexing of this entry is
dsnmonHost Qut Pkts. 1. 27273. 3. 200. 4. 171. 69. 120. 0"
dsmonHost Ct | | ndex,

dsmonHost Ti neMar k,

dsnonAggG oupl ndex,

pr ot ocol Di r Local | ndex,

dsnonHost Addr ess }

::= { dsnonHost Table 1 }

DsnonHost Entry

: = SEQUENCE {

dsnmonHost Ti meMar k
dsnmonHost Addr ess
dsnonHost | nPkt s
dsnonHost I nCct et s
dsnmonHost | nOvf | Pkt s
dsnmonHost | nOvfl Cctet s
dsnmonHost | nHCPkt s
dsnmonHost | NnHCCct et s
dsnonHost CQut Pkt s
dsnmonHost Qut Cct et s
dsnmonHost Qut Ovf | Pkt's
dsnmonHost Qut Ovfl Cctet s
dsnmonHost Qut HCPKt s
dsnmonHost Qut HCCOct et s
dsnonHost Cr eat eTi ne

Bi er man
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TimeFilter,

OCTET STRI NG,

Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 64,
Zer oBasedCount er 64,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 64,
Zer oBasedCount er 64,
Last Creat eTi ne
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}

dsnmonHost Ti meMar k OBJECT- TYPE
SYNTAX TimeFilter
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Tine Filter index for this table. This object may be
used by a nmanagenent station to retrieve only rows which
have been created or nodified since a particular time. Note
that the current value for a row are always returned and the
TimeFilter is not a historical data archiving nechani sm
Refer to RFC 2021 [ RFC2021] for a detailed description of
TinmeFilter operation.”

::={ dsnonHostEntry 1 }

dsnmonHost Addr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..110))
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The network address for this dsnmonHostEntry.

This object is encoded according to the protocol type
i ndi cated by the protocol Di rLocal | ndex val ue in the index.

In addition, this object may have some 'rightnost’ bits
cleared to zero for counting purposes, as indicated by the
associ at ed dsmonHost Ct | |1 Pv4Prefi xLen or
dsnonHost Ct | | Pv6Prefi xLen objects.”

::= { dsnonHostEntry 2 }

dsnmonHost | nPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of packets wi thout errors, using one of the DSCP
val ues in the indicated counter aggregation group, and
transmtted to this address, since this entry was added to
t he dsnmonHost Table. Note that this is the nunber of Iink-
| ayer packets, so if a single network-layer packet is
fragmented into several link-layer frames, this counter is
i ncremented several tinmes."

::= { dsnonHostEntry 3 }

dsnonHost | nCct et s OBJECT- TYPE
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SYNTAX Zer oBasedCount er 32
UNI TS "octets"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of octets in all packets, transmitted to this
address and using one of the DSCP values in the indicated

counter aggregation group, since this entry was added to the

dsnonHost Tabl e (excluding framng bits but including FCS

octets), excluding those octets in packets that contained

errors.

Note this doesn’t count just those octets in the particular

protocol frames, but includes the entire packet that
cont ai ned the protocol."
::= { dsnonHostEntry 4 }

dsnonHost | nOvf | Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"The nunber of times the associ ated dsnonHost | nPkts counter

has overflowed. Note that this object will only be

instantiated if the associ ated dsnonHost| nHCPkts object is

al so instantiated for a particular dataSource."
::= { dsnonHostEntry 5 }

dsnmonHost | nOvf | Cct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"The nunber of times the associ ated dsnonHostl nCctets

counter has overflowed. Note that this object will only be

instantiated if the associ ated dsnonHost | nHCCct ets obj ect
al so instantiated for a particul ar dataSource."
.= { dsnonHostEntry 6 }

dsnmonHost | nHCPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The 64-bit version of the dsnmonHostl| nPkts object.

is

Note that this object will only be instantiated if the RMON
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agent supports High Capacity nonitoring for a particul ar

dat aSour ce. "
::= { dsnonHostEntry 7 }

dsnmonHost | nHCCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "octets"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The 64-bit version of the dsmonHostlnCctets object.

Note that this object wll

only be instantiated if the RMON

agent supports High Capacity nonitoring for a particul ar

dat aSour ce. "
::= { dsnonHostEntry 8 }

dsnonHost Qut Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of packets w thout errors,
val ues in the indicated counter aggregation group
transmtted by this address,

t he dsmonHost Tabl e.
| ayer packets,
fragmented into severa
i ncrement ed severa
::= { dsnonHostEntry 9 }

dsnmonHost Qut Cct et s OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of octets,

Note that this is the nunber of
so if a single network-Iayer
i nk-1ayer frames,

tines.'

usi ng one of the DSCP

and

since this entry was added to

l'i nk-
packet is

this counter is

transmtted by this address and using

one of the DSCP values in the identified counter aggregation

group,

since this entry was added to the dsnmonHost Tabl e
(excluding fram ng bits but

i ncludi ng FCS octets), excluding

those octets in packets that contained errors.

Note this doesn’t count just those octets in the particul ar

prot ocol frames, but
cont ai ned the protocol."
::= { dsnonHostEntry 10 }

Bi er man
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dsnmonHost Qut Ovf | Pkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of tinmes the associated dsnonHost Qut Pkt s counter
has overflowed. Note that this object will only be
instantiated if the associ ated dsnonHost Qut HCPkt s object is
al so instantiated for a particul ar dataSource."

::={ dsnonHostEntry 11 }

dsnmonHost Qut Ovf | Oct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of tines the associ ated dsnonHost Qut Cctets
counter has overflowed. Note that this object will only be
instantiated if the associ ated dsnonHost Qut HCCct et s obj ect
is also instantiated for a particul ar dataSource."

::= { dsnonHostEntry 12 }

dsnonHost Qut HCPkt s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-bit version of the dsnmonHost Qut Pkts obj ect.

Note that this object will only be instantiated if the RMON
agent supports Hi gh Capacity nonitoring for a particular
dat aSour ce. "

::={ dsnonHostEntry 13 }

dsnmonHost Qut HCCct et s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-bit version of the dsnmobnHost Qut Octets object.

Note that this object will only be instantiated if the RMON
agent supports High Capacity nonitoring for a particul ar
dat aSource. "

::={ dsnonHostEntry 14 }
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dsnonHost Creat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTi ne when this dsnonHost entry was | ast
instantiated by the agent. This can be used by the
managenent station to ensure that the entry has not been
del eted and recreated between polls."

::= { dsnonHostEntry 15 }

-- Per-Protocol Per-Host NL Statistics TopN Control Table

dsnonHost TopNCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonHost TopNCt| Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A set of paraneters that control the creation of a report
of the top N dsnobnHost entries according to a sel ected
nmetric.

Not e that an agent MAY choose to limt the actual nunber of

entries which may be created in this table. |In this case,

the agent SHOULD return an error-status of

"resourceUnavail abl e(13)’', as per section 4.2.5 of the

"Protocol Operations for SNMPv2' specification [ RFC1905]."
.= { dsnobnHost Cbj ects 3 }

dsnmonHost TopNCt | Entry OBJECT- TYPE

SYNTAX DsnonHost TopNCt | Ent ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the dsnonHost TopNCt | Tabl e.

Entries are created and deleted fromthis table by
management action only, using the dsnonHost TopNCt| St at us
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
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associ at ed dsnonHost TopNTabl e to be created and mai nt ai ned
by the agent."

| NDEX { dsnonHost TopNCt | | ndex }

::= { dsnonHost TopNCt| Table 1 }

DsnonHost TopNCt | Entry :: = SEQUENCE {
dsnonHost TopNCt | | ndex I nt eger 32,
dsnmonHost TopNCt | Host | ndex I nt eger 32,
dsnonHost TopNCt | Rat eBase | NTEGER,
dsnonHost TopNCt | Ti meRemai ni ng I nt eger 32,
dsnonHost TopNCt | Gener at edReports Count er 32,
dsnonHost TopNCt | Dur ati on I nt eger 32,
dsnonHost TopNCt | Request edSi ze I nt eger 32,
dsnmonHost TopNCt | Grant edSi ze I nt eger 32,
dsnonHost TopNCt | St art Ti ne Ti meSt anp,
dsnonHost TopNCt | Oaner Owner Stri ng,
dsnonHost TopNCt | St at us RowSt at us

}

dsnonHost TopNCt | | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry in the
dsnmonHost TopNCt | Tabl e.  Each such entry defines one Top N
report prepared for one RMON dat aSource."

::= { dsnonHost TopNCt| Entry 1 }

dsnonHost TopNCt | Host | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The dsnonHost Table for which a top N report will be
prepared on behalf of this entry. The dsnonHostTable is
identified by the value of the dsnonHost Ctl | ndex for that
table - that value is used here to identify the particular
tabl e.

Thi s object MJUST NOT be nodified if the associated
dsnonHost TopNCt | Stat us object is equal to active(l)."
.= { dsnonHost TopNCt| Entry 2 }

dsnonHost TopNCt | Rat eBase OBJECT- TYPE
SYNTAX | NTEGER {
dsnonHost TopNI nPkt s( 1),
dsnonHost TopNI nCct et s( 2),

Bi er man St andards Track [ Page 64]



RFC 3287

DSMON M B July 2002

dsnonHost TopNQut Pkt s( 3),
dsnonHost TopNQut Cct et s(4),
dsnonHost TopNTot al Pkt s(5),
dsnonHost TopNTot al Cct et s(6),
dsnonHost TopNl nHCPkt s( 7),
dsnonHost TopNl nHCCct et s( 8)
dsnonHost TopNQut HCPkt s( 9),
dsnonHost TopNQut HCCct et s( 10) ,
dsnonHost TopNTot al HCPkt s(11),
dsnonHost TopNTot al HCOct et s(12)

}
MAX- ACCESS r ead-create

STATUS

current

DESCRI PTI ON

Bi er man

"The variabl e(s) for each dsnmobnHost that the

dsnonHost TopNRat e and dsnmonHost TopNHCRat e vari abl es are
based upon. Each dsnonHost TopN report generated on behal f
of this control entry will be ranked in descendi ng order,
based on the associ at ed dsnbnHost Tabl e counter(s),
identified by this object.

The following table identifies the dsnmonHost Tabl e counters
associ ated with each enunerati on:

Enuner ati on Rat eBase M B bj ects
dsnonHost TopNl nPkt s dsnonHost | nPkt s
dsnonHost TopNI nCct et s dsnonHost I nCct et s
dsnonHost TopNQut Pkt s dsnonHost Qut Pkt s
dsnonHost TopNQut Cct et s dsnonHost Qut Cct et s
dsnonHost TopNTot al Pkt s dsnonHost I nPkts +

dsnonHost Qut Pkt s
dsnonHost TopNTot al Cct et s dsnonHost I nCctets +
dsnmonHost Qut Cct et s

dsnonHost TopNl nHCPkt s dsnonHost | nHCPKt s
dsnonHost TopNl nHCCct et s dsnonHost | NnHCCct et s
dsnonHost TopNQut HCPkt s dsnonHost Qut HCPkt s

dsnonHost TopNQut HCCct et s dsnonHost OQut HCPkt s

dsnonHost TopNTot al HCPkt s dsnonHost | nHCPkt s +
dsnonHost Qut HCPkt s

dsnonHost TopNTot al HCOct et s dsnonHost | nHCOct et s +
dsnmonHost Qut HCCct et s

The foll owi ng enunerations are only available if the agent
supports Hi gh Capacity nonitoring:

dsnonHost TopNl nHCPkt s
dsnonHost TopNl nHCCct et s

St andards Track [ Page 65]



RFC 3287

DSMON M B July 2002

dsnonHost TopNQut HCPkt s
dsnonHost TopNQut HCCct et s
dsnonHost TopNTot al HCPkt s
dsnonHost TopNTot al HCCct et s

It is an inplementation-specific matter whether an agent can
detect an overflow condition resulting fromthe addition of
two counter delta values for the follow ng enunerations:

dsnonHost TopNTot al Pkt s
dsnonHost TopNTot al Cct et s
dsnonHost TopNTot al HCPkt s
dsnonHost TopNTot al HCCct et s

In the event such an overflow condition can be detected by
the agent, the associ ated dsnmonHost TopNRat e,

dsnonHost TopNRat eOvfl, and/or dsnonHost TopNHCRat e obj ect s
shoul d be set to their maxi mum val ue.

Thi s object MJUST NOT be nodified if the associated
dsnonHost TopNCt | St at us object is equal to active(l)."

::= { dsnonHost TopNCt| Entry 3 }

dsnonHost TopNCt | Ti meRermai ni ng OBJECT- TYPE

SYNTAX
UNI TS

I nteger32 (0..2147483647)
"seconds”

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

Bi er man

"The nunber of seconds left in the report currently being
collected. Wen this object is nodified by the nanagenent
station, a new collection is started, possibly aborting a
currently running report. The new value is used as the
requested duration of this report, and is i mediately | oaded
into the associ ated dsnmonHost TopNCt | Dur ati on obj ect.

When the report finishes, the probe will autonmatically start
anot her collection with the sane initial value of
dsnonHost TopNCt | Ti meRemai ni ng.  Thus the nmanagenent station
may sinply read the resulting reports repeatedly, checking
the startTine and duration each tine to ensure that a report
was not mssed or that the report paraneters were not
changed.

Wil e the value of this object is non-zero, it decrenments by
one per second until it reaches zero. At the tinme that this
obj ect decrenents to zero, the report is nmade accessible in
t he dsnonHost TopNTabl e, overwiting any report that may be
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t here.

When this object is nodified by the managenent station, any
associ ated entries in the dsnonHost TopNTabl e shal |l be
del eted.”

DEFVAL { 1800 }

;.= { dsnonHost TopNCt| Entry 4 }

dsnonHost TopNCt | Gener at edReports OBJECT- TYPE

SYNTAX Count er 32

UNI TS "reports"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of reports that have been generated by this
entry."

::= { dsnonHost TopNCt| Entry 5 }

dsnonHost TopNCt | Dur at i on OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

UNI TS "seconds"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of seconds that this report has collected during
the last sanpling interval.

VWhen the associ at ed dsnmonHost TopNCt | Ti meRenmai ni ng obj ect is
set, this object shall be set by the probe to the sanme val ue
and shall not be nmodified until the next time the
dsnonHost TopNCt | Ti meRemai ning is set.

This value shall be zero if no reports have been requested
for this dsnonHost TopNCt I Entry. "
::= { dsnonHost TopNCt| Entry 6 }

dsnonHost TopNCt | Request edSi ze OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

UNI TS “"table entries"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The maxi mum nunber of dsnbnHost entries requested for this
report.

VWhen this object is created or nodified, the probe SHOULD
set dsnonHost TopNCt | Grant edSi ze as closely to this object as
is possible for the particul ar probe inplenentation and
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avai |l abl e resources.”
DEFVAL { 150 }
::= { dsnonHost TopNCt| Entry 7 }

dsnonHost TopNCt | Gr ant edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
UNI TS “table entries”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The maxi mum nunber of dsnonHost entries in this report.

When the associ at ed dsnmonHost TopNCt | Request edSi ze object is
created or nodified, the probe SHOULD set this object as
closely to the requested value as is possible for the
particul ar inplenmentation and avail abl e resources. The
probe MJST NOT | ower this value except as a result of a

set to the associ ated dsnonHost TopNCt | Request edSi ze

obj ect.

Protocol entries with the highest value of dsnmonHost TopNRate
or dsmonHost TopNHCRat e (dependi ng on the val ue of the
associ at ed dsmonHost TopNCt | Rat eBase obj ect) shall be placed
inthis table in decreasing order of this rate until there
is no nore roomor until there are no nore dsnonHost
entries."

::= { dsnonHost TopNCt| Entry 8 }

dsnonHost TopNCt | St art Ti me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime when this top N report was | ast
started. In other words, this is the tine that the

associ at ed dsnonHost TopNCt | Ti nreRenai ni ng obj ect was nodifi ed
to start the requested report or the tine the report was
| ast automatically (re)started.

Thi s object may be used by the managenent station to
determne if a report was m ssed or not."
;.= { dsnonHost TopNCt| Entry 9 }

dsnonHost TopNCt | Owmner OBJECT- TYPE
SYNTAX Onner Stri ng
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
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"The entity that configured this entry and is therefore
using the resources assigned to it."
;.= { dsnonHost TopNCt | Entry 10 }

dsnonHost TopNCt | St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this dsnonHost TopNCt| Entry.

An entry MJST NOT exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(l1l), all associated
entries in the dsnonHost TopNTabl e shall be deleted by the
agent."

;.= { dsnonHost TopNCt| Entry 11 }

-- dsmonHost TopN Tabl e

dsnonHost TopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnopnHost TopNEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of statistics for those dsnmonHost entries that have
counted the hi ghest nunber of octets or packets.

I f the dsnonAggControl Locked object is equal to ’false’,
then all entries in this table SHALL be del eted, and the
agent will not process TopN reports on behal f of any
dsnonHost TopNCt | Entry.

When t he dsnobnAggControl Locked object is set to '"true', then
particul ar reports SHOULD be restarted fromthe beginning,
on behalf of all active rows in the dsnonHost TopNCt| Tabl e.

Not e that dsmonHost entries which did not increnent at all
during the report interval SHOULD NOT be included in
dsnonHost TopN reports.”

.= { dsnonHost (bj ects 4 }

dsnonHost TopNEnt ry OBJECT- TYPE

SYNTAX DsnmonHost TopNEnt ry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"A conceptual row in the dsnobnHost TopNTabl e.

The dsnonHost TopNCt| I ndex value in the index identifies the
dsnonHost TopNCt | Entry on whose behal f this entry was
created.

Entries in this table are ordered from1 to 'N, where | ower
nunbers represent hi gher values of the rate base object,
over the report interval."

| NDEX { dsnmonHost TopNCt | | ndex, dsnonHost TopNl ndex }

.= { dsnobnHost TopNTable 1 }

DsnonHost TopNEntry :: = SEQUENCE {
dsnonHost TopNI ndex I nt eger 32,
dsnonHost TopNPDLocal | ndex I nt eger 32,
dsnonHost TopNAddr ess OCTET STRI NG
dsnonHost TopNAggGr oup DsnonCount er AggG oupl ndex,
dsnonHost TopNRat e Gauge32,
dsnmonHost TopNRat eOvf | Gauge32,
dsnonHost TopNHCRat e Count er BasedGauge64
}
dsnonHost TopNl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies an entry in the
dsnonHost TopNTabl e anbng those in the same report. This
index is between 1 and N, where N is the nunber of entries
in this report.”

::= { dsnonHost TopNEntry 1 }

dsnonHost TopNPDLocal | ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The protocol DirLocal | ndex val ue which identifies the
protocol associated with the dsnbnHost TopNAddress object in
this entry.

If the protocol DirEntry associated with the

protocol DirLocal I ndex with the same value as this object is
de-activated or deleted, then the agent MJST delete this
dsnonHost TopN entry. "
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.= { dsnonHost TopNEntry 2 }

dsnonHost TopNAddr ess OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The dsnonHost Address val ue for the network host identified
in this entry. The associated dsnmonHost TopNPDLocal | ndex
object identifies the network protocol type and the encoding
rules for this object.”

.= { dsnonHost TopNEntry 3 }

dsnonHost TopNAggGr oup OBJECT- TYPE

SYNTAX DsnonCount er AggG oupl ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter aggregation group index value associated with
host identified in this entry. This object identifies the
dsnonAggG oupEntry with the sane dsnmonAggControl | ndex val ue
as the associ ated dsnonHost Ct | AggProfil e object and the same
dsnonAggG oupl ndex value as this object.”

.= { dsnonHost TopNEntry 4 }

dsnonHost TopNRat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The ampbunt of change in the selected variable during this
sampling interval. The selected variable is this host’s

i nstance of the object selected by dsnmonHost TopNCt | Rat eBase.

If the associ ated dsnonHost TopNCt | Rat eBase i ndi cates a High
Capacity nonitoring enuneration, (e.g.
" dsnmonHost TopNl nHCPkt s’ ), then this object will contain the
the least significant 32 bits of the associated
dsnonHost TopNHCRat e obj ect . "

::= { dsnonHost TopNEntry 5 }

dsnonHost TopNRat eOvf |l OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nmost significant 32 bits of the associated
dsnonHost TopNHCRat e obj ect .
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If the associ ated dsnonHost TopNCt | Rat eBase i s equal to any
of the Hi gh Capacity nonitoring enunerations (e.g.

" dsnmonHost TopNl nHCPkt s’ ), then this object will contain the
upper 32 bits of the associated dsnmonHost TopNHCRat e obj ect .

If the associ ated dsnonHost TopNCt | Rat eBase is not equal to
any of Hi gh Capacity nonitoring enunerations, then this
object will contain the value zero.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
.= { dsnonHost TopNEntry 6 }

dsnonHost TopNHCRat e OBJECT- TYPE

SYNTAX Count er BasedGauge64

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The ampbunt of change in the selected variable during this
sampling interval. The selected variable is this host’s

i nstance of the object selected by dsnmonHost TopNCt | Rat eBase.

If the associ ated dsnonHost TopNCt | Rat eBase is not equal to
any of the High Capacity nonitoring enunerations (e.g.,

" dsnmonHost TopNl nPkts’), then this object will contain the
val ue zero, and the associ ated dsnonHost TopNRat e obj ect will
contain the change in the selected variable during the
sampling interval.

The agent MAY choose not to instantiate this object if High

Capacity nonitoring is not supported.”
.= { dsnonHost TopNEntry 7 }

khhkkhkhhkhhhhhhhhhhhhhhhhhhhhhhhdhhhdhhhdhhhdhhhdhhdhddhdddhdrddrdrrdrx*

-- PER - CONVERSI ON COLLECTI ONS *

KRR I R R I S S R R R kS R S S O A

-- AL Matrix Statistics Control Table

dsnmoniMatri xCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsmoniatri xCtl Entry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"Controls setup of per counter aggregation group, per host-
pair, application protocol distribution statistics.

Note that an agent MAY choose to limt the actual nunber of
entries which may be created in this table. 1In this case,
the agent SHOULD return an error-status of

"resourceUnavail abl e(13)’, as per section 4.2.5 of the
"Protocol Operations for SNMPv2' specification [ RFC1905]."

::= { dsnonMatrixojects 1}

dsnonMat ri xCt | Entry OBJECT- TYPE

SYNTAX DsnonMatri xCtl Entry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the dsnmonMatri xCt| Tabl e.

Entries are created and deleted fromthis table by
managenment action only, using the dsnonMatrixC| Status
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
associ ated dsnoniMatri xSDTabl e and dsnonMatri xDSTabl e to be
created and nmai ntai ned by the agent."

| NDEX { dsmonMatrixCtl | ndex }
::= { dsnonMatrixCtl Table 1 }

DsnmonMatri xCtl Entry ::= SEQUENCE {
dsnmonMat ri xCt | | ndex I nt eger 32,
dsnonMat ri xCt | Dat aSour ce Dat aSour ce,
dsnonMat ri xCt | AggProfile DsnonCount er AggPr of i | el ndex,
dsnonMat ri xCt | MaxDesi redEntri es I nt eger 32,
dsnonMat ri xCt | Dr oppedFr anes Count er 32,
dsnonMatri xCtl I nserts Count er 32,
dsrmonMat ri xCt | Del et es Count er 32,
dsnonMat ri xCt | Creat eTi e Last Cr eat eTi e,
dsnonMat ri xCt | Oawner Owner Stri ng,
dsmonMat ri xCt | St at us RowsSt at us

}

dsnmoniMatri xCt | | ndex OBJECT- TYPE

SYNTAX

I nteger32 (1..65535)

MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"An arbitrary and uni que index for this
dsnmonMatri xCt 1 Entry. "

::={ dsnonMatrixCtlEntry 1 }

dsnmonMat ri xCt | Dat aSour ce OBJECT- TYPE

SYNTAX Dat aSour ce
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The source of data for the associ ated dsnonMatri xSDTabl e
and dsnmonMat ri xDSTabl e.

Note that only packets that contain a network protoco
encapsul ati on which contains a DS field [ RFC2474] will be
counted in this table.

Thi s object MJUST NOT be nodified if the associated
dsmonMat ri xCt| Status object is equal to active(l)."
c:= { dsnonMatrixCtlEntry 2 }

dsnonMat ri xCt | AggProfil e OBJECT- TYPE

SYNTAX DsnonCount er AggPr of i | el ndex
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The dsnobnAggControl I ndex val ue identifying the counter
aggregation profile which should be used on behalf of this
dsnonMatri xCt I Entry.

The associ at ed dsnonAggControl Entry and

dsnonAggProfil eEntries, identified by the sane
dsnonAggCont rol | ndex i ndex val ue, MJST be active in order
for this entry to remain active. It is possible for the
counter aggregation configuration to change froma valid to
invalid state for this dsmonMatrix collection. In this
case, the associated dsnonMatrixCtl Status object will be
changed to the 'not Ready’ state, and data collection wll
not occur on behalf of this control entry.

Not e that an agent MAY choose to limt the actual nunber of
counter aggregation profiles which may be applied to a
particul ar data source.

Thi s object MJUST NOT be nodified if the associated

dsnonMatri xCt| Status object is equal to active(l)."
::= { dsnonMatrixCtlEntry 3 }
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dsnmonMat ri xCt | MaxDesi redEntri es OBJECT- TYPE

SYNTAX Integer32 (-1 | 1..2147483647)
UNI TS "table entries”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of entries that are desired in the
dsmonMatri x tables on behalf of this control entry. The
probe will not create nore than this nunber of associated
entries in these tables, but may choose to create fewer
entries in this table for any reason including the | ack of
resources.

If this value is set to -1, the probe nmay create any nunber
of entries in this table.

Thi s object MJUST NOT be nodified if the associated
dsnonMat ri xCt| Status object is equal to active(l)."
;.= { dsnonMatrixCtlEntry 4 }

dsnonMat ri xCt | Dr oppedFr ames OBJECT- TYPE

SYNTAX Count er 32

UNI TS "franes"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total number of frames which were received by the probe
and therefore not accounted for in the *StatsDropEvents, but
for which the probe chose not to count for the associated
dsnmonMat ri xSD and dsnmonMatri xDS entries for whatever reason.
Most often, this event occurs when the probe is out of sone
resources and decides to shed load fromthis collection

Thi s count does not include packets that were not counted
because they had MAC-| ayer errors.

Note that if the dsnonMatrix tables are inactive because no
appropriate protocols are enabled in the protocol directory,
this val ue SHOULD be O.

Note that, unlike the dropEvents counter, this nunber is the
exact nunber of frames dropped.™”
::={ dsnonMatrixCtlEntry 5 }

dsmonMatri xCtl I nserts OBJECT- TYPE
SYNTAX Count er 32
UNI TS "table entries"
MAX- ACCESS r ead-only
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STATUS current

DESCRI PTI ON
"The nunber of tines a dsnonMatrix entry has been inserted
into the dsmonMatrix tables. |If an entry is inserted, then
del eted, and then inserted, this counter will be increnented

by 2. The addition of a conversation into both the
dsnmonMat ri xSDTabl e and dsnonMatri xDSTabl e shall be counted
as two insertions (even though every addition into one table
nmust be acconpani ed by an insertion into the other).

To allow for efficient inplementation strategies, agents may
del ay updating this object for short periods of tine. For
exanpl e, an inplenentation strategy nmay allow i nternal data
structures to differ fromthose visible via SNVWP for short
periods of tine. This counter nmay reflect the internal data
structures for those short periods of tine. Note that the
sum of the dsnonhatri xSDTabl e and dsnmonMat ri xDSTabl e si zes
can be determ ned by subtracting dsnmonMatri xCt| Del etes from
dsmonMatri xCtl I nserts."
::= { dsnonMatrixCtlEntry 6 }

dsnmoniMatri xCt | Del et es OBJECT- TYPE

SYNTAX Count er 32

UNI'TS "table entries"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tines a dsnonMatrix entry has been del et ed
fromthe dsnonMatrix tables (for any reason). |If an entry
is deleted, then inserted, and then deleted, this counter
will be increnented by 2. The deletion of a conversation

fromboth the dsmonMatri xSDTabl e and dsnonMat ri xDSTabl e
shal |l be counted as two deletions (even though every

del etion fromone table nmust be acconpani ed by a del etion
fromthe other).

To allow for efficient inplenmentation strategies, agents MAY
del ay updating this object for short periods of tinme. For
exanpl e, an inplenentation strategy nmay allow i nternal data
structures to differ fromthose visible via SNWP for short
periods of tine. This counter may reflect the internal data
structures for those short periods of tine.

Note that the sum of the dsnonMatri xSDTabl e and
dsnmonMat ri xDSTabl e si zes can be determi ned by subtracting
dsnmoniMatri xCt| Del etes fromdsnonMatri xCtl |l nserts."

::={ dsnonMatrixCtlEntry 7 }
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dsmonMat ri xCt | Creat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine when this control entry was | ast
activated. This can be used by the nanagenent station to
detect if the table has been del eted and recreated between
polls."

::={ dsnonMatrixCtlEntry 8 }

dsnmonMat ri xCt | Owmer OBJECT- TYPE

SYNTAX Owner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is therefore
using the resources assigned to it."
;.= { dsnonMatrixCtlEntry 9 }

dsmonMatri xCt | St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this dsnonMatrixCtlEntry.

An entry MJST NOT exist in the active state unless all
objects in the entry have an appropriate val ue.

If this object is not equal to active(1l), all associated
entries in the dsnonMatri xSDTabl e and dsnmonMat ri xDSTabl e
shal | be deleted."

::= { dsnonMatrixCtlEntry 10 }

-- AL Matrix SD Statistics Table

dsnmonlat ri xSDTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnmonMatri xSDEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of application traffic matrix entries which coll ect
statistics for conversations of a particular application
prot ocol between two network-|evel addresses. This table is
i ndexed first by the source address and then by the
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destination address to make it convenient to collect all
statistics froma particul ar address.

The probe will add to this table all pairs of addresses for
all protocols seen in all packets with no MAC errors, and
will increment octet and packet counts in the table for all
packets with no MAC errors."

.= { dsnonMatrixQojects 2 }

dsnonMat ri xSDEnt ry OBJECT- TYPE

SYNTAX Dsnoniat ri xSDEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the dsnonMatri xSDTabl e.
The dsnonMatrixCtl1ndex value in the index identifies the
dsnonMatri xCtl Entry on whose behal f this entry was created.

The dsnonAggG oupl ndex value in the index is determ ned by
exam ni ng the DSCP value in each nonitored packet, and the
dsnonAggProfil eTabl e entry configured for that value."

DsnmonMatri xSDEntry :

}

| NDEX { dsnmonMatri xCtl | ndex,
dsnmonMat ri xTi meMar k,
dsnonAggGr oupl ndex,
dsnmoniat ri xNLI ndex,

dsnmonMat ri xSour ceAddr ess,

dsnmonMat ri xDest Addr ess,
dsnmonMat ri XALI ndex

}
::= { dsnonMatrixSDTable 1 }

: = SEQUENCE {
dsnmonMat ri xTi meMar k
dsnmonMat ri xNLI ndex
dsnmonlat ri xSour ceAddr ess
dsnoniat ri xDest Addr ess
dsnmonMat ri xALI ndex
dsnmonlVat ri xSDPkt s
dsnmonlVat ri xSDOvf | Pkt s
dsnonlVat r i x SDHCPKt s
dsnmoniat ri xSDCct et s
dsnoniat ri xSDOvf | Cctets
dsnmoniat ri xSDHCCct et s
dsnmoniat ri xSDCr eat eTi me

dsnmonMat ri xTi nreMar k OBJECT- TYPE

Bi er man
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TimeFilter,

I nt eger 32,

OCTET STRI NG,

OCTET STRI NG,

I nt eger 32,

Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 64,
Zer oBasedCount er 32,
Zer oBasedCount er 32,
Zer oBasedCount er 64,
Last Creat eTi ne
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SYNTAX TimeFilter
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The Tine Filter index for this table. This object may be
used by a nmanagenent station to retrieve only rows which
have been created or nodified since a particular tinme. Note
that the current value for a row are always returned and the
TimeFilter is not a historical data archiving nechani sm
Refer to RFC 2021 [ RFC2021] for a detailed description of
TimeFilter operation.”

::= { dsnonMatrixSDEntry 1 }

dsnmonMat ri xNLI ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The protocol DirLocal | ndex value of a protocolDirEntry
representing the specific network | ayer protoco
encapsul ati on associated with each entry, and the network
protocol type of the dsnonMatrixSourceAddress and
dsnonMat ri xDest Addr ess obj ects. ™

::= { dsnonMatrixSDEntry 2 }

dsnmonMat ri xSour ceAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..54))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The network source address for this dsnmonMatrix entry.

This is represented as an octet string with specific
semantics and |l ength as identified by the dsmonMatri xNLI ndex
conponent of the index.

For exanple, if the dsnmonMatri xNLI ndex indi cates an
encapsul ation of IPv4, this object is encoded as a | ength
octet of 4, followed by the 4 octets of the I Pv4 address, in
networ k byte order."

::= { dsnonMatri xSDEntry 3 }

dsnmoniat ri xDest Addr ess OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0. .54))
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The network destination address for this dsnmonMatrix entry.
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This is represented as an octet string with specific
semantics and length as identified by the dsmonMatri xNLI ndex
conponent of the index.

For exanple, if the dsnmonMatri xNLI ndex indicates an

encapsul ation of IPv4, this object is encoded as a |l ength
octet of 4, followed by the 4 octets of the IPv4 address, in
networ k byte order."

::= { dsnonMatrixSDEntry 4 }

dsnmonMat ri XALI ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The protocol DirLocal | ndex value of the protocolDirEntry
representing the specific application |ayer protoco
associated with each entry.

It MUST identify an protocol DirEntry which is a direct or
i ndi rect descendant of the protocolDirEntry identified by
the associ ated dsmonMat ri xNLI ndex object."

::= { dsnonMatri xSDEntry 5 }

dsnmoniat ri xSDPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of packets of this protocol type (indicated by
the associ ated dsnmonMatri xALI ndex object) without errors
transmtted fromthe source address to the destination
address since this entry was added to the
dsnonMat ri xSDTabl e. Note that this is the nunmber of |ink-
| ayer packets, so if a single network-layer packet is
fragnmented into several |ink-layer franmes, this counter is
i ncrenented several tines."

;.= { dsnonMatri xSDEntry 6 }

dsnmonMat ri xSDOvf | Pkt s OBJECT- TYPE

SYNTAX

Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS

depr ecat ed

DESCRI PTI ON

Bi er man

"The nunber of times the associ ated dsnonMat ri xSDPkt s
counter has overflowed, since this entry was added to the
dsnoniat ri xSDTabl e. ™
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::= { dsnonMatrixSDEntry 7 }

dsnonMat ri xSDHCPkt s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-bit version of the dsnmonMatri xSDPkts object.

Note that this object will only be instantiated if the RMVON

agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "
::= { dsnonMatri xSDEntry 8 }

dsnmonliVat ri xSDCct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of octets in packets of this protocol type
transmtted fromthe source address to the destination

address since this entry was added to the dsnonMatri xSDTabl e
(excluding framing bits but including FCS octets), excluding

those octets in packets that contained errors.

Note this doesn’t count just those octets in the particular

protocol frames, but includes the entire packet that
contai ned the protocol."
::= { dsnonMatri xSDEntry 9 }

dsnonMat ri xSDOvf | Cct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of tines the associ ated dsnonMatri xSDCct et s
counter has overflowed, since this entry was added to the
dsnmonMat ri xSDTabl e. "

::={ dsnonMatrixSDEntry 10 }

dsnmoniat ri xSDHCCct et s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The 64-bit version of the dsnonMatri xSDPkts object.

Note that this object will only be instantiated if the RMON
agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "

;.= { dsnonMatrixSDEntry 11 }

dsnonMat ri xSDCr eat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this entry was | ast activated.
This can be used by the managenent station to ensure that
the entry has not been deleted and recreated between polls."

::={ dsnonMatrixSDEntry 12 }

-- AL Matrix DS Statistics Table

dsnmonMat ri xDSTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonMatri xDSEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Alist of application traffic matrix entries which collect
statistics for conversations of a particular application
protocol between two network-level addresses. This table is
i ndexed first by the destination address and then by the
source address to nake it convenient to collect al
statistics froma particul ar address.

The probe will add to this table all pairs of addresses for
all protocols seen in all packets with no MAC errors, and
will increment octet and packet counts in the table for all
packets with no MAC errors."

;.= { dsnonMatrixojects 3 }

dsnonMat ri xDSEnt ry OBJECT- TYPE

SYNTAX DsnonMat ri xDSEnt ry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"A conceptual row in the dsmonMatri xDSTable. Note that this
table is conceptually a re-ordered version of the
dsnmonMat ri xSDTabl e. Therefore, all of the index values from
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that table are used by reference, and their semantics are
exactly as described in the dsnonMatri xSDTabl e.

The dsnonMatrixCtllndex value in the index identifies the
dsnonMatri xCt 1 Entry on whose behal f this entry was created.

The dsnonMatri xTi neMark value in the index identifies the
Time Filter index for this table.

The dsnonAggG oupl ndex value in the index is determ ned by
exam ni ng the DSCP val ue in each nonitored packet, and the
dsnonAggProfil eTabl e entry configured for that val ue.

The dsnonMatri xNLI ndex value in the index identifies the
protocol DirLocal I ndex val ue of a protocol DirEntry
representing the specific network | ayer protocol

encapsul ati on associated with each entry, and the network
protocol type of the dsnonMatri xSourceAddress and
dsnonMat ri xDest Addr ess obj ect s.

The dsnonMatri xDest Address value in the index identifies the
networ k destination address for this dsnonMatrix entry.

The dsnonMatri xSour ceAddress value in the index identifies
the network source address for this dsnmonMatrix entry.

The dsnonMatri xALI ndex value in the index identifies the
protocol DirLocal | ndex val ue of the protocol DirEntry
representing the specific application |ayer protocol
associated with each entry."
| NDEX { dsmonMatri xCtl | ndex,
dsnmoniMat ri xTi neMar k,
dsnonAggGr oupl ndex,
dsnonMat ri xNLI ndex,
dsnonMat ri xDest Addr ess,
dsnonMat ri xSour ceAddr ess,
dsmonMat r i xALI ndex

}
::= { dsnonMatri xDSTable 1 }

DsnonMatri xDSEntry :: = SEQUENCE {

dsnonat ri xDSPKkt s Zer oBasedCount er 32,
dsnmoniat ri xDSOvf | Pkt s Zer oBasedCount er 32,
dsnmonat r i xDSHCPkt s Zer oBasedCount er 64,
dsnmonMat ri xDSCct et s Zer oBasedCount er 32,
dsnmonMat ri xDSOvf | Cct et s Zer oBasedCount er 32,
dsnmonlVat ri xDSHCCct et s Zer oBasedCount er 64,
dsnmoniat ri xDSCr eat eTi e Last Creat eTi ne
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dsnmonliat ri xDSPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of packets of this protoco

DSMON M B

July 2002

type (indicated by

the associ ated dsnmonMatri xALI ndex object) wi thout errors
transmtted fromthe source address to the destination
address since this entry was added to the

dsnmonMat ri xDSTabl e.
| ayer packets,
fragmented into severa
i ncrenented severa
::= { dsnonMatri xDSEntry 1 }

dsnmoniat ri xDSOvf | Pkt s OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber
count er has overfl owed,
dsnmoniat ri xDSTabl e. "
::= { dsnonMatrixDSEntry 2 }

dsnmonliat ri xDSHCPkt s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "packet s"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

Note that this is the nunber of
so if a single network-Iayer

l'i nk-
packet is

i nk-1ayer frames, this counter is

tinmes."

of times the associ ated dsnoniatri xDSPkt s

since this entry was added to the

"The 64-bit version of the dsnmonMatri xDSPkts object.

Note that this object wll

only be instantiated if the RMON

agent supports Hi gh Capacity nmonitoring for a particular

dat aSource. "
::= { dsnonMatri xDSEntry 3 }

dsnmoniMat ri xDSCct et s OBJECT- TYPE

"The nunber of octets in packets of this protoco

SYNTAX Zer oBasedCount er 32
UNI TS "octets"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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transmtted fromthe source address to the destination
address since this entry was added to the dsnonMatri xDSTabl e
(excluding framng bits but including FCS octets), excluding
those octets in packets that contained errors.

Note this doesn’t count just those octets in the particular
protocol frames, but includes the entire packet that
contai ned the protocol."

::= { dsnonMatrixDSEntry 4 }

dsnmoniat ri xDSOvf | Oct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of tinmes the associated dsnmoniMatri xDSCct et s
counter has overflowed, since this entry was added to the
dsnonMat ri xDSTabl e. "

::= { dsnonMatri xDSEntry 5 }

dsnmonlat ri xDSHCCOct et s OBJECT- TYPE

SYNTAX Zer oBasedCount er 64
UNI TS "octets"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The 64-bit version of the dsnmonMatri xDSPkts object.

Note that this object will only be instantiated if the RMVON
agent supports High Capacity nonitoring for a particul ar
dat aSour ce. "

.= { dsnonMatri xDSEntry 6 }

dsnonMat ri xDSCr eat eTi me OBJECT- TYPE

SYNTAX Last Creat eTi ne

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this entry was | ast activated.
This can be used by the managenent station to ensure that
the entry has not been del eted and recreated between polls."”

::= { dsnonMatri xDSEntry 7 }

-- Per-Protocol Per-Matrix Statistics TopN Control Table
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dsnonMat ri xTopNCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonMatri xTopNCQt | Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A set of paraneters that control the creation of a report
of the top N dsnonMatrix entries according to a sel ected
metric.

Note that an agent MAY choose to limt the actual nunber of

entries which may be created in this table. 1In this case,

the agent SHOULD return an error-status of

"resourceUnavai |l abl e(13)’, as per section 4.2.5 of the

"Protocol Operations for SNMPv2' specification [ RFC1905]."
;.= { dsnonMatrixojects 4 }

dsnonMat ri xTopNCt | Ent ry OBJECT- TYPE

SYNTAX DsnonMatri xTopNCt | Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the dsmonMatri xTopNCt | Tabl e.

Entries are created and deleted fromthis table by
managenent action only, using the dsnonMatri xTopNCt| St at us
RowSt at us obj ect .

The agent SHOULD support non-vol atile configuration of this
table, and upon systeminitialization, the table SHOULD be
initialized with the saved val ues.

Activation of a control rowin this table will cause an
associ at ed dsnmonMatri xTopNTabl e to be created and mai nt ai ned
by the agent."

I NDEX { dsmonMatri xTopNCt | I ndex }

;.= { dsnonMatrixTopNCt| Table 1 }

DsnmonMat ri xTopNCt | Entry :: = SEQUENCE {

dsnonMat ri XTopNCt | | ndex I nt eger 32,
dsnonMat ri xTopNCt | Mat ri xI ndex I nt eger 32,
dsnonMat ri xTopNCt | Rat eBase | NTEGER,
dsnonMat ri xTopNCt | Ti meRenmi ni ng I nt eger 32,
dsnonMat ri XTopNCt | Gener at edRpt s Count er 32,
dsnonMat ri xTopNCt | Dur ati on I nt eger 32,
dsnonMat ri xTopNCt | Request edSi ze I nt eger 32,
dsnonMat ri xTopNCt | Grant edSi ze I nt eger 32,
dsnonMat ri xTopNCt | St art Ti ne Ti meSt anp,
dsnonMat ri xTopNCt | Oaner Owner Stri ng,
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dsnonMat ri xTopNCt | St at us RowsSt at us
}

dsnonMat ri xTopNCt | | ndex OBJECT- TYPE

SYNTAX I nt eger 32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An index that uniquely identifies an entry in the
dsnonMat ri xTopNCt | Tabl e.  Each such entry defines one Top N
report prepared for one RMON dat aSource."

;.= { dsnonMatri xTopNCtl Entry 1 }

dsnonMat ri xTopNCt | Mat ri xI ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The dsnonMatri xSDTabl e for which a top N report will be
prepared on behalf of this entry. The dsnonMatri xSDTable is
identified by the same val ue of the dsnmonMatri xCtl | ndex
obj ect.

This object MJUST NOT be nodified if the associated
dsnonMat ri xTopNCt | St atus object is equal to active(l)."
::= { dsnonMatrixTopNCt| Entry 2 }

dsnonMat ri xTopNCt | Rat eBase OBJECT- TYPE
SYNTAX | NTEGER {
dsnonMat ri xTopNPkt s( 1),
dsnonMat ri XTopNCct et s( 2),
dsnonMat ri X TOpNHCPkt s( 3),
dsnonMat ri XTOopNHCCct et s( 4)

}

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The variable for each dsnonMatri xSD entry that the
dsnonMat ri xTopNRat e and dsnmonMat ri xTopNHCRat e vari abl es are
based upon. Each dsnonMatri xTopN report generated on behal f
of this control entry will be ranked in descendi ng order,
based on the associ ated dsnonMatri xSDTabl e counter,
identified by this object.

The following table identifies the dsnonMatri xSDTabl e
counters associ ated with each enumeration:

Enuner ati on Rat eBase M B Obj ects
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dsnonMat ri xTopNPkt s dsnonMat ri xSDPkt s
dsnonMat ri XTopNCct et s dsnonMat ri xSDCct et s
dsnonMat ri X TOpNHCPkt s dsnonMat ri x SDHCPkt s
dsnonMat ri XTOpNHCCct et s dsnonMat ri xSDHCCct et s

The foll owi ng enunerations are only available if the agent
supports Hi gh Capacity nonitoring:

dsnonMat ri X TOpNHCPkt s
dsnonMat ri XTOpNHCCct et s

Thi s object MJUST NOT be nodified if the associated
dsnonMat ri xXTopNCt | St atus object is equal to active(l)."

::= { dsnonMatri xTopNCt| Entry 3 }

dsnonMat ri xTopNCt | Ti neRerai ni ng OBJECT- TYPE

SYNTAX
UNI TS

I nt eger 32 (0..2147483647)
"seconds"

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

"The nunber of seconds left in the report currently being
collected. When this object is nodified by the nanagenent
station, a new collection is started, possibly aborting a
currently running report. The new value is used as the
requested duration of this report, and is i mediately | oaded
into the associ ated dsnmoniatri xTopNCt | Dur ati on obj ect.

When the report finishes, the probe will autonmatically start
anot her collection with the sane initial value of

dsnmonMat ri xTopNCt | Ti meRemai ni ng.  Thus t he nanagenent
station may sinply read the resulting reports repeatedly,
checking the startTine and duration each tine to ensure that
a report was not mssed or that the report parameters were
not changed.

Wil e the value of this object is non-zero, it decrenents by
one per second until it reaches zero. At the tinme that this
obj ect decrenents to zero, the report is nmade accessible in

the dsnonMatri xTopNTabl e, overwiting any report that may be
t here.

When this object is nodified by the managenent station, any
associ ated entries in the dsnmonMatri xTopNTabl e shall be
del eted."

DEFVAL { 1800 }
::= { dsrmonMatrixTopNCt| Entry 4 }
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dsnonMat ri XTopNCt | Gener at edRpt s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "reports”

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of reports that have been generated by this
entry."

::= { dsnonMatri xTopNCt| Entry 5 }

dsnonMat ri xTopNCt | Dur ati on OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

UNI'TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of seconds that this report has collected during
the last sanpling interval.

When the associ ated dsnmonMat ri xTopNCt | Ti mreRerai ni ng obj ect
is set, this object shall be set by the probe to the sane
val ue and shall not be nodified until the next time the
dsnonMat ri xTopNCt | Ti neRernai ning is set.

This value shall be zero if no reports have been requested
for this dsnonMatri xXTopNCt| Entry."
::= { dsnonMatri xTopNCt| Entry 6 }

dsnonMat ri xTopNCt | Request edSi ze OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

UNI'TS “"table entries"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The maxi mum nunber of dsnonMatrix entries requested for
this report.

When this object is created or nodified, the probe SHOULD
set dsnonMatri xTopNCt| Grant edSi ze as closely to this object
as is possible for the particul ar probe inplenmentation and
avail abl e resources. ™

DEFVAL { 150 }

;.= { dsnonMatri xTopNCt|l Entry 7 }

dsnonMat ri XTopNCt | G- ant edSi ze OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
UNI TS "table entries”
MAX- ACCESS r ead-only
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current

DESCRI PTI ON

"The maxi mum nunber of dsnonMatrix entries in this report.

VWen the associ ated dsnmonMat ri xTopNCt | Request edSi ze obj ect
is created or nodified, the probe SHOULD set this object as
closely to the requested value as is possible for the
particul ar inplenmentation and avail abl e resources. The
probe MJST NOT | ower this value except as a result of a

set to the associ ated dsnonMatri xTopNCt | Request edSi ze

obj ect .

Protocol entries with the hi ghest val ue of
dsmonMat ri xTopNRat e or dsnonMatri xTopNHCRat e (dependi ng on
the val ue of the associ ated dsnmonMatri xTopNCt | Rat eBase
object) shall be placed in this table in decreasing order of
this rate until there is no nore roomor until there are no
nore dsnmonMatrix entries.”

;.= { dsnonMatri xTopNCt| Entry 8 }

dsnonMat ri xTopNCt | St art Ti me OBJECT- TYPE

SYNTAX

Ti meSt anmp

MAX- ACCESS r ead- only

STATUS

current

DESCRI PTI ON

"The val ue of sysUpTinme when this top N report was | ast
started. In other words, this is the time that the
associ at ed dsnmonMat ri xTopNCt | Ti meRemai ni ng obj ect was
nodified to start the requested report or the tinme the
report was | ast automatically (re)started

Thi s object may be used by the managenent station to
determine if a report was missed or not."

::= { dsnonMatri xTopNCt| Entry 9 }

dsnonMat ri xTopNCt | Oamner OBJECT- TYPE

SYNTAX

Owner String

MAX- ACCESS read-create

STATUS

current

DESCRI PTI ON

"The entity that configured this entry and is therefore
using the resources assigned to it."

;.= { dsnonMatrixTopNCtl Entry 10 }

dsnonMat ri xTopNCt | St at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS r ead-create
STATUS current
Bi er man St andards Track
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DESCRI PTI ON
"The status of this dsnmonMatri xTopNCt| Entry.

An entry MJST NOT exist in the active state unless al
objects in the entry have an appropriate val ue.

If this object is not equal to active(1l), all associated
entries in the dsnonMatri xTopNTabl e shall be del eted by the
agent."

::= { dsnonMatrixTopNCt| Entry 11 }

-- dsnmonMatri x TopN Tabl e

dsnonMat ri xTopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsnonMatri xTopNEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of statistics for those dsmonMatrix entries that have
counted the hi ghest nunber of octets or packets.

I f the dsnmonAggControl Locked object is equal to 'false’
then all entries in this table SHALL be del eted, and the
agent will not process TopN reports on behal f of any
dsnonMat ri XTopNCt | Entry.

VWhen t he dsnobnAggControl Locked object is set to 'true’, then
particular reports SHOULD be restarted fromthe begi nning,
on behalf of all active rows in the dsnonMatri xTopNCt| Tabl e.

Note that dsnonMatrix entries which did not increment at al
during the report interval SHOULD NOT be included in
dsnonMat ri XTopN reports.”

;.= { dsnonMatrix(ojects 5 }

dsmonMat ri xTopNEnt ry OBJECT- TYPE

SYNTAX DsnonMat ri xTopNEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"“A conceptual row in the dsnmonhMatri xTopNTabl e.
The dsnonMatri xTopNCt| I ndex value in the index identifies

the dsnonMatri xTopNCt| Entry on whose behalf this entry was
created.
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DsnonMatri XTopNEntry

}

DSMON M B

Entries in this table are ordered from1l to 'N,
nunbers represent higher values of the rate base object,

over the report
| NDEX { dsmonMatri xTopNCt | | ndex,

::= { dsnonMatrixTopNTable 1 }

dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri

: = SEQUENCE {
xTopNI ndex

xTopNAggG oup
XTopNNLI ndex
xTopNSour ceAddr ess
xTopNDest Addr ess
XTopNALI ndex

xTopNPkt Rat e

xTopNPkt Rat eOvf |

X TopNHCPkt Rat e
xTopNRevPkt Rat e
xTopNRevPkt Rat eOvf |
XxTopNHCRev Pkt Rat e
XxTopNCct et Rat e
xTopNCct et Rat eOvf |
XxTopNHCCct et Rat e
xTopNRevCct et Rat e
xTopNRev(Cxct et Rat eOvf |
XTopNHCRevCct et Rat e

dsnonMat ri xTopNl ndex OBJECT- TYPE

dsnonMat ri xTopNAggG oup OBJECT- TYPE

SYNTAX

I nteger 32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON
"An index that uniquely identifies an entry in the

dsnonMat ri xTopNTabl e anong those in the same report.

interval ."

dsnonMat ri xTopNl ndex }

I nt eger 32,

July 2002

wher e | owner

DsnonCount er AggG oupl ndex,

I nt eger 32,

OCTET STRI NG

OCTET STRI NG

I nt eger 32,

Gauge32,

Gauge32,

Count er BasedGauge64,
Gauge32,

Gauge32,

Count er BasedGauge64,
Gauge32,

Gauge32,

Count er BasedGauge64,
Gauge32,

Gauge32,

Count er BasedGauge64

index is between 1 and N, where N is the nunber
inthis report.”
;.= { dsnonMatrixTopNEntry 1 }

Thi s
of entries

"The counter aggregation group index value associated with

SYNTAX DsnonCount er AggG oupl ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
host identified in this entry.

Thi s obj ect

identifies the

dsnonAggG oupEntry with the sanme dsnmonAggControl | ndex val ue
as the associ ated dsnonMatri xCtl AggProfile object and the
sanme dsnmonAggG oupl ndex val ue as this object.”
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::= { dsnonMatri xTopNEntry 2 }

dsnonMat ri X TOpNNLI ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The protocol DirLocal | ndex val ue which identifies the
protocol associated with the dsnonMatri xTopNSour ceAddr ess
and dsnmonhatri xTopNDest Address objects in this entry.

If the protocolDirEntry associated with the
protocol DirLocal I ndex with the sanme value as this object is
de-activated or deleted, then the agent MJST delete this
dsnonMat ri xTopN entry."

::= { dsnonMatrixTopNEntry 3 }

dsnonMat ri xTopNSour ceAddr ess OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The dsnonMat ri xSDSour ceAddr ess val ue for the source network
host identified in this entry. The associated
dsnonMat ri xTopNNLI ndex obj ect identifies the network
protocol type and the encoding rules for this object."

::= { dsnonMatri xTopNEntry 4 }

dsnonMat ri xTopNDest Addr ess OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The dsnonMatri xSDDest Addr ess val ue for the destination
network host identified in this entry. The associated
dsnonMat ri xXTopNNLI ndex object identifies the network
protocol type and the encoding rules for this object."”

::= { dsnonMatri xTopNEntry 5 }

dsnonMat ri X TopNALI ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The protocol DirLocal | ndex val ue which identifies the
application protocol associated with this entry.

If the protocolDirEntry associated with the
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protocol DirLocal I ndex with the sanme value as this object is
de-activated or deleted, then the agent MJST delete this
dsnonMat ri xTopN entry."

::= { dsnonMatri xTopNEntry 6 }

dsnonMat ri xTopNPkt Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of packets seen of this protocol fromthe source
host to the destination host during this sanpling interval,
counted using the rules for counting the dsnonMatri xSDPkt s
obj ect.

If the value of dsmonMatri xTopNCt| Rat eBase i s
dsnonMat ri xTopNPkts, this variable will be used to sort this
report.

If the value of the dsnmonMatri xTopNCt| Rat eBase is
dsnonMat ri XTOpNHCPkt s or dsnmonMatri xTopNHCCctets, then this
object will contain the the |east significant 32 bits of the
associ at ed dsnmonMat ri xTopNHCPkt Rat e obj ect . "

::= { dsnonMatrixTopNEntry 7 }

dsnonMat ri xTopNPkt Rat eOvf|l OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The nobst significant 32 bits of the associated
dsnmonMat ri xTopNHCPKt Rat e obj ect .

If the associ ated dsnmonMatri xTopNCt | Rat eBase is equal to
dsnonMat ri XTOpNHCPkt s or dsnmonMatri xTopNHCCctets, then this
object will contain the nost significant 32 bits of the
associ at ed dsnonMat ri xTopNHCPkt Rat e obj ect, otherw se this
object will contain the value zero.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
::= { dsnonMatri xTopNEntry 8 }

dsnonMat ri xTopNHCPkt Rat e OBJECT- TYPE
SYNTAX Count er BasedGauge64
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
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"The nunber of packets seen of this protocol fromthe source
host to the destination host during this sanmpling interval,
counted using the rules for counting the dsnonMatri xSDHCPkt s
obj ect.

If the value of dsnmonMatri xTopNCt | Rat eBase is
dsnonMat ri XTOpNHCPkts, this variable will be used to sort
this report.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
::= { dsnonMatrixTopNEntry 9 }

dsnonMat ri xTopNRevPkt Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of packets seen of this protocol fromthe
destination host to the source host during this sanpling
interval, counted using the rules for counting the
dsnonMat ri xDSPkt s obj ect (note that the corresponding
dsnonMat ri xSDPkt s obj ect selected is the one whose source
address is equal to dsnonMatri xTopNDest Address and whose
destinati on address is equal to
dsnonMat ri xTopNSour ceAddr ess. )"

::= { dsnmonMatrixTopNEntry 10 }

dsnonMat ri xTopNRevPkt Rat eOvfl OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nmost significant 32 bits of the associated
dsnonMat ri xTopNHCRevPkt Rat e obj ect .

If the associ ated dsnonMatri xTopNCt | Rat eBase is equal to
dsnonMat ri XTOpNHCPkt s or dsnmonMatri xToOpNHCOCt ets, then this
object will contain the nmost significant 32 bits of the
associ at ed dsmonMat ri xTopNHCRevPkt Rat e obj ect, ot herw se
this object will contain the value zero.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
::= { dsnmonMatrixTopNEntry 11 }

dsnonMat ri xTopNHCRevPkt Rat e OBJECT- TYPE
SYNTAX Count er BasedGauge64
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of packets seen of this protocol fromthe
destination host to the source host during this sanpling
interval, counted using the rules for counting the
dsnonMat ri xDSHCPkt s obj ect (note that the correspondi ng
dsnonMat ri xSDHCPkt s obj ect sel ected is the one whose source
address is equal to dsnonMatri xTopNDest Address and whose
destinati on address is equal to
dsnonMat ri xTopNSour ceAddr ess. )

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported."”
::= { dsnmonMatrixTopNEntry 12 }

dsnonMat ri xTopNCct et Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets seen of this protocol fromthe source
host to the destination host during this sanmpling interval,
counted using the rules for counting the dsnonMatri xSDCct et's
obj ect.

If the value of dsnmonMatri xTopNCt| Rat eBase is
dsnonMat ri xTopNCctets, this variable will be used to sort
this report.

If the value of the dsnmonMatri xTopNCt| Rat eBase is
dsnonMat ri XTOpNHCPkt s or dsnmonMatri xTopNHCCctets, then this
object will contain the the |least significant 32 bits of the
associ at ed dsnmonMat ri xTopNHCPkt Rat e obj ect .

::= { dsnonMatrixTopNEntry 13 }

dsnonMat ri xTopNCct et Rat eOvfl OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- only
STATUS depr ecat ed
DESCRI PTI ON
"The nobst significant 32 bits of the associated
dsnonMat ri XTopNHCCct et Rat e obj ect .

If the associ ated dsnmonMatri xTopNCt | Rat eBase is equal to
dsnonMat ri XTOpNHCPkt s or dsnmonMatri xTopNHCCctets, then this
object will contain the nost significant 32 bits of the
associ at ed dsnonMat ri xTopNHCCct et Rat e obj ect, otherwi se this
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object will contain the value zero.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
::= { dsnonMatri xTopNEntry 14 }

dsnonMat ri xXTopNHCOct et Rat e OBJECT- TYPE

SYNTAX Count er BasedGauge64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets seen of this protocol fromthe source
host to the destination host during this sanmpling interval,
counted using the rules for counting the
dsnonMat ri xSDHCCct et s obj ect .

If the value of dsnmonMatri xTopNCt| Rat eBase i s
dsnonMat ri XTOpNHCCOctets, this variable will be used to sort
this report.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
::= { dsnonMatrixTopNEntry 15 }

dsnonMat ri xTopNRevCct et Rat e OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of octets seen of this protocol fromthe
destination host to the source host during this sanpling
interval, counted using the rules for counting the
dsnonMat ri xDSCct et s obj ect (note that the correspondi ng
dsnonMat ri xSDOct et s obj ect selected is the one whose source
address is equal to dsnonMatri xTopNDest Address and whose
destination address is equal to
dsnonMat ri xTopNSour ceAddr ess. )"

::= { dsnmonMatrixTopNEntry 16 }

dsnonMat ri xTopNRevCct et Rat eOvfl OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nost significant 32 bits of the associ ated
dsnonMat ri xTopNHCRevCct et Rat e obj ect .

If the associ ated dsnonMatri xTopNCt | Rat eBase is equal to
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dsnonMat ri XTOopNHCPkt s or dsnmonMatri xTopNHCOCt ets, then this
object will contain the nmost significant 32 bits of the
associ at ed dsnmonMat ri xTopNHCRevPkt Rat e obj ect, ot herw se
this object will contain the value zero.

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported."”
::= { dsnmonMatrixTopNEntry 17 }

dsnonMat ri xTOpNHCRevCct et Rat e OBJECT- TYPE

SYNTAX Count er BasedGauge64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of octets seen of this protocol fromthe
destination host to the source host during this sanpling
interval, counted using the rules for counting the
dsnonMat ri xDSHCCct et s object (note that the corresponding
dsnonMat ri xSDHCCOct et s obj ect sel ected is the one whose
source address is equal to dsnmonMatri xTopNDest Address and
whose destination address is equal to
dsnonMat ri xTopNSour ceAddr ess. )

The agent MAY choose not to instantiate this object if High
Capacity nonitoring is not supported.”
.= { dsnonMatrixTopNEntry 18 }

-- Confornance Section

dsnonConpl i ances OBJECT | DENTI FI ER : :
dsnonGr oups OBJECT | DENTI FI ER ::

{ dsnonConf ornmance 1 }
{ dsnonConf or mance 2 }

-- Conpliance for agents that do not support HC or Counter64

dsnonConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to the
Differentiated Services Mnitoring MB."
MODULE -- this nodul e
MANDATCORY- GROUPS {
dsnonCount er AggCont r ol G- oup,
dsnonSt at sG oup,
dsnonCapsG oup
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}

GROUP  dsnonSt at sHCG oup

DESCRI PTI ON
"The dsnonStat sHCG oup is mandatory for systems which
i mpl enent Hi gh Capacity nonitoring."

GROUP  dsnonPdi st Group

DESCRI PTI ON
"The dsnonPdi st Group is mandatory for systems which
i mpl enent RMON- 2 prot ocol Di r Tabl e based pr ot ocol
di stribution nonitoring."

GROUP dsnonPdi st HCG oup

DESCRI PTI ON
"The dsnonPdi st HCG oup is mandatory for systems which
i mpl enent RMON- 2 prot ocol Di r Tabl e based pr ot ocol
di stribution nonitoring on high capacity interfaces."

GROUP dsnpnHost Group

DESCRI PTI ON
"The dsnobnHost G oup is mandatory for systens which i npl enent
RMON- 2 nl Host Tabl e based network protocol nonitoring."

GROUP dsnpnHost HCGr oup

DESCRI PTI ON
"The dsnobnHost HCGroup i s nandatory for systenms which
i mpl enent RMON- 2 nl Host Tabl e based network protocol
nmoni toring, on high capacity interfaces."”

GROUP dsnonMatri xG oup

DESCRI PTI ON
"The dsnonMatrixGoup is nmandatory for systenms which
i mpl enent RMON-2 al Matri x based application protocol
nmoni toring. "

GROUP dsnoniat ri xHCG oup

DESCRI PTI ON
"The dsnonMatri xHCG oup is mandatory for systens which
i mpl enent RMON-2 al Matri x based application protocol
nmoni toring, on high capacity interfaces."”

.= { dsnonConpliances 1 }

-- Compliance for agents that support HC and Counter 64
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dsnonHCConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for confornmance to the
Differentiated Services Mnitoring MB for agents which al so
support High Capacity nonitoring and the Counter64 data
type. "
MODULE -- this nodul e
MANDATCORY- GROUPS {
dsnonCount er AggCont r ol G- oup,
dsnonSt at sG oup,
dsnonSt at sHCG oup,
dsnonCapsG oup

}

GROUP  dsnonPdi st Group

DESCRI PTI ON
"The dsnonPdi st Group is mandatory for systens which
i mpl enent RMON-2 protocol Di r Tabl e based protocol
di stribution nonitoring."

GROUP dsnonPdi st HCG oup

DESCRI PTI ON
"The dsnonPdi st HCG oup is nmandatory for systens which
i mpl enent RMON-2 protocol Di r Tabl e based protocol
di stribution nonitoring."

GROUP dsnonHost Group

DESCRI PTI ON
"The dsnpbnHost Group is mandatory for systens which inpl enent
RMON- 2 nl Host Tabl e based network protocol nonitoring."

GROUP  dsnonHost HCG oup

DESCRI PTI ON
"The dsnobnHost HCGroup i s nmandatory for systems which
i mpl enent RMON- 2 nl Host Tabl e based network protocol
noni toring."

GROUP dsnonhMatri xG oup

DESCRI PTI ON
"The dsnonMatri xGoup i s nmandatory for systems which
i npl enent RMON-2 al Matri x based application protocol
noni toring."

GROUP dsnoniat ri xHCG oup

DESCRI PTI ON
"The dsnonMatri xHCG oup is mandatory for systens which
i npl enent RMON-2 al Matri x based application protocol
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noni toring."

::= { dsnonConpliances 2 }

-- Compliance for agents that support HC, but not Counter64

dsnonHCNoC64Conpl i ance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"Describes the requirenents for conformance to the
Differentiated Services Mnitoring MB for an agent which
supports high capacity nonitoring, but does not support the
Counter64 data type (e.g., only supports the SNWPv1
protocol)."
MODULE -- this nodul e
MANDATORY- GROUPS {
dsnonCount er AggCont r ol Gr oup,
dsnonSt at sGroup,
dsnonSt at sOvf | G oup,
dsnmonCapsG oup

}

GROUP  dsnonSt at sHCG oup

DESCRI PTI ON
"I npl erent ati on of the dsnonStatsHCG oup is not required.
Hi gh Capacity nonitoring."

GROUP  dsnonPdi st Group

DESCRI PTI ON
"The dsnonPdi st Group is mandatory for systenms which
i mpl enent RMON-2 protocol Di r Tabl e based pr ot ocol
di stribution monitoring."

GROUP  dsnonPdi st Ovf | G oup

DESCRI PTI ON
"The dsnonPdi st Group is mandatory for systens which
i mpl enent RMON- 2 protocol Di r Tabl e based pr ot ocol
di stribution nmonitoring."

GROUP dsnonPdi st HCG oup
DESCRI PTI ON
“I npl erentati on of the dsnonPdi st HCG oup is not required."”

GROUP dsnopnHost G oup

DESCRI PTI ON
"The dsnbnHost Group is mandatory for systens which inpl enent
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RMON- 2 nl Host Tabl e based network protocol nonitoring."

GROUP dsnonHost Ovf | Group

DESCRI PTI ON
"The dsnobnHost G oup is mandatory for systens which inpl enent
RMON- 2 nl Host Tabl e based network protocol nonitoring."

GROUP  dsnpnHost HCGr oup
DESCRI PTI ON
"I npl erent ati on of the dsnonHost HCGroup is not required.”

GROUP dsnonMatri xG oup

DESCRI PTI ON
"The dsnonMatri xGroup is nandatory for systens which
i mpl enent RMON-2 al Matri x based application protocol
noni tori ng. "

GROUP dsnoniMatri xOvfl Group

DESCRI PTI ON
"The dsnonMatri xGroup is nandatory for systens which
i mpl enent RMON-2 al Matri x based application protocol
noni tori ng. "

GROUP dsnonMat ri xHCG oup
DESCRI PTI ON
“I npl erentati on of the dsnonMatri xHCG oup is not required."

::= { dsnonConpliances 3 }

-- hject Goups

dsnonCount er AggCont r ol G- oup OBJECT- GROUP
OBJECTS {

dsnonMaxAggG oups,
dsnonAggCont r ol Locked,
dsnonAggCont r ol Changes,
dsnonAggCont r ol Last ChangeTi ne,
dsnonAggCont r ol Descr,
dsnonAggCont r ol Oaner,
dsnonAggCont r ol St at us,
dsnonAggGr oupl ndex,
dsnonAggGr oupDescr,
dsnonAggG oupSt at us

}
STATUS current
DESCRI PTI ON
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"A collection of objects used to configure and nmanage
counter aggregation groups for DSMON col |l ecti on purposes."
::={ dsnonGroups 1 }

dsnonSt at sG oup OBJECT- GROUP
OBJECTS {

dsnonSt at sCont r ol Dat aSour ce,
dsnonSt at sCont r ol AggProfile,
dsnonSt at sCont r ol Dr oppedFr anes,
dsnonSt at sCont r ol Cr eat eTi ne,
dsnonSt at sCont r ol Owner,
dsnonSt at sCont r ol St at us,
dsnonSt at sl nPkt s,
dsnmonSt at sl nCct et s,
dsnmonSt at sQut Pkt s,
dsnmonSt at sQut Cct et s

}
STATUS current
DESCRI PTI ON
"A collection of objects providing per DSCP statistics."
::={ dsnonGroups 2 }

dsnonSt at sOvf | G oup OBJECT- GROUP
OBJECTS {
dsnonSt at sl nOvf | Pkt s,
dsnmonSt at sl nOvf |l Cct et s,
dsnmonSt at sQut Ovf | Pkt s,
dsnmonSt at sQut Ovfl Cct et s

}

STATUS deprecat ed

DESCRI PTI ON
"A collection of objects providing per-DSCP overfl ow
counters for systens with high capacity data sources, but
wi t hout support for the Counter64 data type."

::={ dsnonG oups 3}

dsnonSt at sHCG oup OBJECT- GROUP
OBJECTS {
dsnmonSt at sl nHCPkt s,
dsnmonSt at sl nHCCct et s,
dsnmonSt at sQut HCPKt s,
dsnmonSt at sQut HCCct et s

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per DSCP statistics for
hi gh capacity data sources."”

;.= { dsnonGroups 4 }
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dsnonPdi st G oup OBJECT- GROUP
OBJECTS {

}
STATUS

dsnonPdi
dsnonPdi
dsnonPdi
dsnmonPdi
dsnmonPdi
dsnmonPdi
dsnmonPdi
dsnonPdi
dsnonPdi
dsnmonPdi
dsnmonPdi
dsnmonPdi
dsnonPdi
dsnonPdi
dsnonPdi
dsnmonPdi
dsnmonPdi
dsnmonPdi
dsnonPdi
dsnonPdi
dsnonPdi
dsnmonPdi
dsnmonPdi
dsnmonPdi
dsnmonPdi

current

DESCRI PTI ON
"A collection of objects providing per protocol

noni tori

st Ct | Dat aSour ce,

st Ct 1 AggProfile,

st Ct | MaxDesiredEntri es,
st &t | Dr oppedFr anes,
stCtllInserts,

st Ct | Del etes,

st Creat eTi e,

st &t | Owner,

stCt |l St at us,

st St at sPkt s,

st St at sCct et s,

st St at sCr eat eTi e,

st TopNCt | Pdi st | ndex,

st TopNCt | Rat eBase,

st TopNCt | Ti neRemai ni ng,
st TopNCt | Gener at edReprts,
st TopNCt | Dur ati on,

st TopNCt | Request edSi ze,
st TopNCt | Grant edSi ze,
st TopNCt | St art Ti e,

st TopNCt | Onner

st TopNCt | St at us,

st TopNPDLocal | ndex,

st TopNAggG oup,

st TopNRat e

ng extensions to the RMONN2 MB."

::={ dsnonGroups 5 }

dsnonPdi st Ovf | G oup OBJECT- GROUP
OBJECTS {

dsnmonPdi
dsnmonPdi
dsnonPdi

st St at sOvf | Pkt s,
st Stat sOvfl Oct et s,
st TopNRat eOvf |

}

STATUS deprecat ed
DESCRI PTI ON
"A collection of objects providing per-protocol
overfl ow counters for systems with high capacity data

but without support for the Counter64 data type."
::={ dsnonGroups 6 }

sources,

dsnonPdi st HCG oup OBJECT- GROUP

Bi er man
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OBJECTS {
dsnmonPdi st St at sHCPkt s,
dsnonPdi st St at sHCCct et s,
dsnonPdi st TopNHCRat e

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per protocol DSCP
noni toring extensions to the RMON-2 MB for Hi gh Capacity
net wor ks. "

::={ dsnonGoups 7 }

dsnonHost G- oup OBJECT- GROUP
OBJECTS {

dsnonHost Ct | Dat aSour ce,
dsnonHost Ct | AggProfil e,
dsnonHost Ct | MaxDesi redEntri es,
dsnmonHost Ct | | Pv4Prefi xLen,
dsnmonHost Ct | | Pv6Pr ef i xLen,
dsnonHost C | Dr oppedFr anes,
dsnonHost Ct |l I nserts,
dsrmonHost Ct | Del et es,
dsnonHost Ct | Cr eat eTi ne,
dsnmonHost Ct | Oaner
dsnmonHost Ct | St at us,
dsnonHost | nPkt s,
dsnonHost I nCct et s,
dsnmonHost Qut Pkt s,
dsnonHost Qut Cct et s,
dsnonHost Cr eat eTi e,
dsnonHost TopNCt | Host | ndex,
dsnonHost TopNCt | Rat eBase,
dsnonHost TopNCt | Ti meRemai ni ng,
dsnonHost TopNCt | Gener at edReport s,
dsnonHost TopNCt | Dur at i on,
dsnonHost TopNCt | Request edSi ze,
dsnonHost TopNCt | Gr ant edSi ze,
dsnonHost TopNCt | St art Ti ne,
dsnonHost TopNCt | Oaner
dsnonHost TopNCt | St at us,
dsnonHost TopNPDLocal | ndex,
dsnonHost TopNAddr ess,
dsnonHost TopNAggG oup,
dsnonHost TopNRat e

}
STATUS current

DESCRI PTI ON
"A collection of objects providing per Host nonitoring
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functions."
::={ dsnonGroups 8 }

dsnonHost Ovf | Group OBJECT- GROUP
OBJECTS {
dsnmonHost | nOvf | Pkt s,
dsnmonHost | nOvf |l Cct et s,
dsnmonHost Qut Ovf | Pkt s,
dsnmonHost Qut Ovfl Cct et s,
dsnonHost TopNRat eOvf |

}

STATUS deprecat ed

DESCRI PTI ON
"A collection of objects providing per host DSCP overfl ow
counters for systens with high capacity data sources, but
wi t hout support for the Counter64 data type."

::= { dsnonG oups 9 }

dsnonHost HCGr oup OBJECT- GROUP
OBJECTS {
dsnmonHost | nHCPKt s,
dsnmonHost | nHCCct et s,
dsnmonHost Qut HCPkt s,
dsnonHost Qut HCCct et s,
dsnonHost TopNHCRat e

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per Host nonitoring
functions for H gh Capacity networks."

;.= { dsnonG oups 10 }

dsnonCapsG oup OBJECT- GROUP
OBJECTS {
dsnonCapabilities

}

STATUS current

DESCRI PTI ON
"A collection of objects providing an indication of the
DSMON moni toring functions supported by the agent."

::= { dsnonG oups 11 }

dsnonMat ri xGr oup OBJECT- GROUP
OBJECTS {
dsnonMat ri xCt | Dat aSour ce,
dsnonMat ri xCt | AggProfil e,
dsnonMat ri xCt | MaxDesi redEntri es,
dsnonMat ri xCt | Dr oppedFr anes,
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}
STATUS

dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri
dsmonMatri

current

DESCRI PTI ON
"A collection of objects providing per conversation
noni toring functions.™

::= { dsnonGoups 12 }

DSMON M B July 2002

xCllnserts,

xCt | Del et es,

xCt | CreateTi ne,

xCt | Onner,

xCt| St at us,

x SDPkt s,

xSDCct et s,

xSDCr eat eTi e,

xDSPkt s,

xDSCct et s,

xDSCr eat eTi e,
XxTopNCt | Mat ri xI ndex,
xTopNCt | Rat eBase,
xTopNCt | Ti reRenai ni ng,
XTopNCt | Gener at edRpt s,
xTopNCt | Dur at i on,
xTopNCt | Request edSi ze,
XxTopNCt | Gr ant edSi ze,
XxTopNCt | Start Ti ne,
xTopNCt | Owner,

xTopNCt | St at us,
xTopNAggG oup,
XTopNNLI ndex,
xTopNSour ceAddr ess,
xTopNDest Addr ess,
XxTopNALI ndex,

xTopNPkt Rat e,
xTopNRevPkt Rat e,
xTopNCct et Rat e,
xTopNRevCct et Rat e

dsnonMat ri xOvf | Group OBJECT- GROUP
OBJECTS {

Bi er man

dsnmonMatri
dsnmonhatri
dsmonMatri
dsnmonMatri
dsmonMatri
dsnmonMatri
dsnmonMatri
dsnmonhatri

xSDOvf | Pkt s,

xSDOvf | Cct et s,
xDSOvf | Pkt s,

xDSOvf | Cct et s,
xTopNPkt Rat eOvf I,
xTopNRevPkt Rat eOvf I ,
xTopNCct et Rat eOvf |,
xTopNRevCct et Rat eOvf |
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STATUS deprecat ed
DESCRI PTI ON
"A collection of objects providing per conversation
nmoni toring functions for systems with high capacity data
sources, but w thout support for the Counter64 data type."
;.= { dsnonG oups 13 }

dsnonMat ri xHCGr oup OBJECT- GROUP
OBJECTS {

dsrmonMat ri x SDHCPKt s,
dsnonMat ri xSDHCCct et s,
dsnmonMat r i xDSHCPkt s,
dsmonMat ri xDSHCCct et s,
dsnonMat ri X TOpNHCPkt Rat e,
dsnonMat ri xTopNHCRev Pkt Rat e,
dsnonMat ri xTopNHCCct et Rat e,
dsnonMat ri xTopNHCRevCct et Rat e

}
STATUS current
DESCRI PTI ON
"A collection of objects providing per conversation
nmoni toring functions for Hi gh Capacity networks."
::= { dsnonG oups 14 }
END
5. Counter Aggregation Configuration Usage Exanples
Thi s section contains an exanple of the steps that may be foll owed by
a nanagenent station to configure the objects in the
dsnonCount er AggCont r ol Gr oup.
A note about these exanpl es:
- they do not define a standard
- an agent is not obligated to support them

- a managenent application is not constrai ned by them

- the SET(object = value [, ...]) notation is only conceptual, and
is not neant to represent an actual SNWVP Set PDU.
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5.1. Step 1: Unlock the Counter Aggregation Configuration
Before any wite operations to the tabular objects in this group can
be made, the counter aggregation configuration nust be unl ocked by
setting the dsnonAggControl Locked scal ar to fal se:
SET(dsnmonAggCont r ol Locked. 0 = fal se(2));
5.2. Step 2: Check the Maxi num nunber of Counter Aggregation G oups

Make sure the desired counter aggregation groups have a chance of
bei ng configured on the agent.

maxG oups = CGET(dsnobnAggMaxAggG oups. 0) ;
For this exanple, maxGoups is greater or equal to 64.
5.3. Step 3: Check if the counter aggregation profiles already exist

Make sure the desired counter aggregation profiles have not already
been configured, or perhaps recreated after an agent restart. The
followi ng exanple is oversinplified, in that the entire counter
aggregation configuration should actually be verified.

profilelDescr = GET(dsnonAggControl Descr.1);
profil elOmer = GET(dsnonAggControl Owner. 1);
profil elStatus = CGET(dsnonAggControl Status.1);

For this exanple, none of the counter aggregation profiles already
exi st.

5.4. Step 4: Create the Counter Aggregation Control Entries

The management station should create one entry in the
dsnonAggCont rol Tabl e for each counter aggregation profile to be
configured on the agent.

Steps 4, 5, and 6 are repeated for each counter aggregation profile
to be configured on the agent. There are 3 exanple counter
aggregation profiles shown in each of these steps.

Exampl e 1: Each DSCP in its own counter aggregation group.
SET(dsnmonAggControl Status. 1 = creat eAndGo(4),

dsnonAggCont r ol Oaner . 1 "Exanpl e App 1",
dsnonAggCont r ol Descr. 1 "1 DSCP Per Group");
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Exampl e 2:

DSMON M B

a coll ection of DI FFSERV PHBs.

SET(dsnmonAggCont rol Status. 2 = creat eAndGo(4),

dsnonAggCont r ol Oaner . 2
dsnonAggCont r ol Descr. 2

Exampl e 3:

"Exanpl e App 2",

an aggregated collection of D FFSERV PHBs.

SET(dsnmonAggCont rol St atus. 3 = creat eAndGo(4),

dsnonAggCont r ol Oaner . 3
dsnonAggCont r ol Descr . 3

"Exanpl e App 3",

"June 2000 DI FFSERV PHBs");

"Limted June 2000 PHBs");

July 2002

5.5. Step 5: Create the Counter Aggregation Goup Descriptions

Exanmpl e 1: Each DSCP in its own counter aggregati on group.

is created for each codepoint, for a total of 64 rows.

SET(dsnmonAggG oupSt atus. 1. 0 = creat eAndGo(4),
dsnonAggG oupDescr. 1.0 = "DSCP 0");
SET(dsnmonAggG oupStatus. 1.1 = creat eAndGo(4),
dsnonAggG oupDescr. 1.1 = "DSCP 1");
SET(dsnmonAggG oupSt atus. 1. 2 = creat eAndGo(4),
dsnonAggG oupDescr. 1.2 = "DSCP 2");
SET(dsnmonAggG oupSt at us. 1. 3 = creat eAndGo(4),
dsnonAggG oupDescr. 1.3 = "DSCP 3");

SET(dsnmonAggG oupSt at us. 1. 63 = creat eAndCGo(4),
dsnonAggG oupDescr. 1. 63 = "DSCP 63");

Bi er man
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Exampl e 2:
created for

DSMON M B

a collection of current DI FFSERV PHBs.
each PHB to be nonitored.

SET(dsnmonAggG oupSt at us. 2. 0 = creat eAndGo(4),

dsnonAggG oupDescr. 2.0 = "CS0");

SET(dsnmonAggG oupSt atus. 2. 1 = creat eAndGo(4),

dsnonAggGroupDescr. 2.1 = "CS1");

SET(dsnmonAggG oupSt at us. 2. 2 = creat eAndGo(4),

dsnonAggGroupDescr. 2.2 = "CS2");

SET(dsnmonAggG oupSt at us. 2. 3 = creat eAndGo(4),

dsnonAggG oupDescr. 2.3 = "CS3");

SET(dsnmonAggG oupSt at us. 2. 4 = creat eAndGo(4),

dsnonAggGroupDescr. 2.4 = "Cs4");

SET(dsnmonAggG oupSt atus. 2. 5 = creat eAndGo(4),

dsnonAggGr oupDescr. 2.5 = "CS5");

SET(dsnmonAggG oupSt at us. 2. 6 = creat eAndGo(4),

dsnonAggG oupDescr. 2.6 = "CS6");

SET(dsnmonAggG oupSt at us. 2. 7 = creat eAndGo(4),

dsnonAggGroupDescr. 2.7 = "CS7");

SET(dsnmonAggG oupSt at us. 2. 8 = creat eAndGo(4),

dsnmonAggG oupDescr. 2.8 = "EF");

SET(dsnmonAggG oupSt at us. 2. 9 = creat eAndGo(4),

dsnmonAggG oupDescr. 2.9 = "AF11");
SET(dsnmonAggG oupSt at us. 2. 10
dsnonAggG oupDescr. 2. 10 = "AF12");

creat eAndGo( 4),

SET(dsnmonAggG oupSt at us. 2. 11 = creat eAndCGo(4),

dsmonAggG oupDescr. 2. 11 = "AF13");
SET(dsnmonAggG oupSt at us. 2. 12
dsnmonAggG oupDescr. 2. 12 = "AF21");

creat eAndCGo( 4),

SET(dsnmonAggG oupSt at us. 2. 13 = creat eAndGo(4),

dsnonAggG oupDescr. 2. 13 = "AF22");
SET(dsnmonAggG oupSt at us. 2. 14
dsnonAggG oupDescr. 2. 14 = "AF23");

creat eAndGo( 4),

SET(dsnmonAggG oupSt at us. 2. 15 = creat eAndCGo(4),

dsnmonAggG oupDescr. 2. 15 = "AF31");

SET(dsnmonAggG oupSt at us. 2. 16 = creat eAndGo(4),

dsnonAggG oupDescr. 2. 16 = "AF32");
SET(dsnmonAggG oupSt at us. 2. 17
dsmonAggG oupDescr. 2. 17 = "AF33");

creat eAndGo( 4),

SET(dsnmonAggG oupSt at us. 2. 18 = creat eAndCGo(4),

dsnmonAggG oupDescr. 2.18 = "AF41");
SET(dsnmonAggG oupSt at us. 2. 19
dsnonAggG oupDescr. 2.19 = "AF42");

creat eAndGo( 4),

SET(dsnmonAggG oupSt at us. 2. 20 = creat eAndCGo(4),

dsmonAggG oupDescr. 2. 20 = "AF43");

SET(dsnmonAggG oupSt at us. 2. 21 = creat eAndCGo(4),

Bi er man
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dsnonAggG oupDescr. 2. 21 = "Nonzero Default");
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Exampl e 3: an aggregated representation of current DI FFSERV PHBs.
One group is created for each counter aggregation to be nonitored (8
rows in this exanple).

SET(dsnmonAggG oupSt at us. 3. 0 = creat eAndGo(4),
dsnonAggG oupDescr. 3.0 = "Zero CS");
SET(dsnmonAggG oupSt at us. 3.1 = creat eAndGo(4),

dsmonAggG oupDescr. 3.1 = "Nonzero CS");
SET(dsnmonAggG oupSt at us. 3.2 = creat eAndGo(4),
dsnonAggG oupDescr. 3.2 = "EF");
SET(dsnmonAggG oupSt at us. 3.3 = creat eAndGo(4),
dsnonAggGr oupDescr. 3.3 = "AF1");
SET(dsnmonAggG oupSt at us. 3.4 = creat eAndGo(4),
dsnonAggGroupDescr. 3.4 = "AF2");
SET(dsnmonAggG oupSt atus. 3.5 = creat eAndGo(4),
dsnonAggG oupDescr. 3.5 = "AF3");
SET(dsnmonAggG oupSt at us. 3. 6 = creat eAndGo(4),
dsnonAggG oupDescr. 3.6 = "AF4");
SET(dsnmonAggG oupSt at us. 3. 7 = creat eAndGo(4),
dsnmonAggG oupDescr. 3.7 = "Nonzero Default");

5.6. Step 6: Create the Counter Aggregation Profile Mappings

After the dsnonAggControl Entries are activated, the associated read-
wite dsnonAggProfileEntries will be created. The managenent station
nmust create 64 entries in the dsnmonAggProfil eTable for each counter
aggregation profile configured in the dsmonAggContr ol Tabl e.

Exampl e 1: Each DSCP in its own counter aggregation group

SET(dsnmonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.

WNEFO

e
WN RO

dsmonAggG oupl ndex. 1. 63 = 63)

Exanmpl e 2: a collection of current DI FFSERV PHBs.

SET(dsnmonAggG oupl ndex. 2.0 = 0, -- CS0
dsnmonAggG oupl ndex. 2.1 = 21, -- Nonzero Default
dsnonAggG oupl ndex. 2.2 = 21,
dsnonAggG oupl ndex. 2.3 = 21,
dsnmonAggG oupl ndex. 2.4 = 21,
dsnonAggG oupl ndex. 2.5 = 21,
dsnonAggG oupl ndex. 2. 6 = 21,
dsnmonAggG oupl ndex. 2.7 = 21,
dsnonAggG oupl ndex. 2.8 = 1, -- Cs1
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dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.

DSMON M B
2.9 = 21,
2.10 = 9,
2.11 = 21,
2.12 = 10,
2.13 = 21,
2.14 = 11,
2.15 = 21,
2.16 = 2,
2.17 = 21,
2.18 = 12,
2.19 = 21,
2.20 = 13,
2.21 = 21,
2.22 = 14,
2.23 = 21,
2.24 = 3,
2.25 = 21,
2.26 = 15,
2.27 = 21,
2.28 = 16,
2.29 = 8,
2.30 = 17,
2.31 = 21,
2.32 = 4,
2.33 = 21,
2.34 = 18,
2.35 = 21,
2.36 = 19,
2.37 = 21,
2.38 = 20,
2.39 = 21,
2.40 = 5,
2.41 = 21,
2.42 = 21,
2.43 = 21,
2.44 = 21,
2.45 = 21,
2.46 = 21,
2.47 = 21,
2.48 = 6,
2.49 = 21,
2.50 = 21,
2.51 = 21,
2.52 = 21,
2.53 = 21,
2.54 = 21,
2.55 = 21,
2.56 = 7,
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AF11
AF12
AF13
cs2

AF21
AF22
AF23
CS3

AF31
AF32

EF
AF33

AF41

AF42

AF43

CS5

CS6

Cs7
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Exanpl e 3:

SET(dsnmonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.

Bi er man

dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggGr oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggG oupl ndex.
dsnonAggGr oupl ndex.
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2.57 = 21,
2.58 = 21,
2.59 = 21,
2.60 = 21,
2.61 = 21,
2.62 = 21,
2.63 = 21);

OCO~NOUITA~WNEO

WWWWWWWNNNNNNNNNNRRRRR R R R PR
CURWONROOONOUIEWNROWOON®UTAWNRO
TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR

w
~

an aggregated collection of current D FFSERV PHBs.

-- Zero CS
-- Nonzero Default

-- Nonzero CS

NP NNNNNNNO

NONONRPNUNUNUNRPNRANRANRA NP NONWNWT

.- AF1

-~ AF2

-- AF3

-- EF

-- AF4
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5.

7.

dsnonAggGr oupl ndex. 3. 38 = 6,
dsnonAggG oupl ndex. 3.39 = 7,
dsnmonAggG oupl ndex. 3.40 = 1
dsnonAggG oupl ndex. 3.41 = 7,
dsnmonAggG oupl ndex. 3. 42 = 7
dsnonAggG oupl ndex. 3.43 = 7
dsnonAggGr oupl ndex. 3. 44 = 7,
dsnmonAggG oupl ndex. 3. 45 = 7,
dsnmonAggG oupl ndex. 3. 46 = 7,
dsnonAggG oupl ndex. 3. 47 = 7,
dsnonAggG oupl ndex. 3.48 = 1,
dsnonAggG oupl ndex. 3.49 = 7
dsnonAggG oupl ndex. 3.50 = 7,
dsnonAggG oupl ndex. 3.51 = 7,
dsnonAggG oupl ndex. 3.52 = 7,
dsnonAggG oupl ndex. 3.53 = 7,
dsnmonAggG oupl ndex. 3.54 = 7
dsnonAggG oupl ndex. 3.55 = 7
dsnonAggG oupl ndex. 3.56 = 1,
dsnonAggG oupl ndex. 3. 57 = 7,
dsnonAggG oupl ndex. 3.58 = 7,
dsnonAggG oupl ndex. 3.59 = 7,
dsnmonAggG oupl ndex. 3. 60 = 7
dsnonAggG oupl ndex. 3. 61 = 7
dsnonAggGr oupl ndex. 3.62 = 7,
dsnonAggGr oupl ndex. 3. 63 = 7);

Step 7: Lock the Counter Aggregation Configuration

Bef ore any existing collections can be activated by the agent, the
counter aggregation configuration nust be | ocked, by setting the
dsnonAggCont rol Locked scalar to 'true’

SET(dsnmonAggCont rol Locked. 0 = true(1));
Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights
m ght or mght not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP 11, RFC 2028.
Copies of claims of rights made avail able for publication and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
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such proprietary rights by inplenentors or users of this
specification can be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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9. Security Considerations

In order to inplement this MB, a probe nust capture all packets on
the |l ocally-attached network, including packets between third
parties. These packets are analyzed to collect network addresses,
protocol usage information, and conversation statistics. Data of
this nature may be considered sensitive in sone environnents. In
such environnments the adm nistrator may wi sh to restrict SNMP access
to the probe.

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
net wor k operations.

SNWPv1l by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

CGET/ SET (read/ change/create/ delete) the objects in this MB

It is recormended that the inplenentors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [ RFC2575] is recomrended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to i ndeed GET or SET

(change/ create/ del ete) them
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