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1. Applicability Statenent

Thi s docunent describes private extensions to SIP [1] that enable a
network of trusted SIP servers to assert the identity of end users or
end systens, and to convey indications of end-user requested privacy.
The use of these extensions is only applicable inside a ' Trust
Domain’ as defined in Short termrequirements for Network Asserted
Identity [5]. Nodes in such a Trust Domain are explicitly trusted by
its users and end-systens to publicly assert the identity of each
party, and to be responsible for withholding that identity outside of
the Trust Donmmi n when privacy is requested. The nmeans by which the
network deternmines the identity to assert is outside the scope of
this docunment (though it commonly entails some form of

aut henti cation).

A key requirenent of [5] is that the behavior of all nodes within a
given Trust Domain 'T is known to conply to a certain set of
specifications known as 'Spec(T)'. Spec(T) MIST specify behavior for
the follow ng:

1. The manner in which users are authenticated

2. The nechani sns used to secure the comruni cati on anong nodes within
the Trust Domai n

3. The nechani sns used to secure the communi cati on bet ween UAs and
nodes within the Trust Domain
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4. The manner used to determ ne which hosts are part of the Trust
Donmai n

5. The default privacy handling when no Privacy header field is
pr esent

6. That nodes in the Trust Donmmin are conpliant to SIP [1]

7. That nodes in the Trust Domain are conpliant to this docunent
8. Privacy handling for identity as described in Section 7.

An exanpl e of a suitable Spec(T) is shown in Section 11

Thi s docunent does NOT offer a general privacy or identity nodel
suitable for inter-domain use or use in the Internet at large. |Its
assunptions about the trust rel ationship between the user and the
network may not apply in many applications. For exanple, these

ext ensi ons do not accommodate a nodel whereby end users can

i ndependently assert their identity by use of the extensions defined
here. Furthernore, since the asserted identities are not
cryptographically certified, they are subject to forgery, replay, and
falsification in any architecture that does not meet the requirements
of [5].

The asserted identities also |ack an indication of who specifically
is asserting the identity, and so it must be assuned that the Trust
Domain is asserting the identity. Therefore, the information is only
meani ngf ul when securely received froma node known to be a nenber of
the Trust Domain.

Despite these limtations, there are sufficiently useful specialized
depl oyments that neet the assunptions described above, and can accept
the limtations that result, to warrant informational publication of
this mechanism An exanpl e depl oynent would be a cl osed network
which emul ates a traditional circuit sw tched tel ephone network.

2. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [3].
Thr oughout this document requirenents for or references to proxy

servers or proxy behavior apply simlarly to other internediaries
within a Trust Dommin (ex: B2BUAs).
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The ternms ldentity, Network Asserted Identity and Trust Domain in
thi s docunent have neanings as defined in [5].

3. Introduction

Various providers offering a tel ephony service over |P networks have
selected SIP as a call establishnent protocol. Their environnents
require a way for trusted network el ements operated by the service
providers (for exanple SIP proxy servers) to conmunicate the identity
of the subscribers to such a service, yet also need to withhold this
information fromentities that are not trusted when necessary. Such
networks typically assune sone |evel of transitive trust anongst

provi ders and the devices they operate.

These networks need to support certain traditional tel ephony services
and neet basic regulatory and public safety requirenents. These
include Calling ldentity Delivery services, Calling Identity Delivery
Bl ocking, and the ability to trace the originator of a call. Wile
baseline SIP can support each of these services independently,
certai n conbinati ons cannot be supported wi thout the extensions
described in this docunent. For exanple, a caller that wants to

mai ntai n privacy and consequently provides limted information in the
SIP From header field will not be identifiable by recipients of the
call unless they rely on sone other neans to discover the identity of
the caller. Msking identity information at the originating user
agent will prevent certain services, e.g., call trace, fromworking
in the Public Switched Tel ephone Network (PSTN) or being perforned at
internediaries not privy to the authenticated identity of the user.

Thi s docunent attenpts to provide a network asserted identity service
using a very limted, sinple nmechanism based on requirenents in [5].
This work is derived froma previous attenpt, [6], to solve severa
problems related to privacy and identity in Trust Domains. A nore
conpr ehensi ve mechanism [7] which uses cryptography to address this
problemis the subject of current study by the SIP working group

Providing privacy in a SIP network is nore conplicated than in the
PSTN. In SIP networks, the participants in a session are typically
able to exchange IP traffic directly w thout involving any SIP
service provider. The |IP addresses used for these sessions my
thensel ves reveal private information. A general purpose nechani sm
for providing privacy in a SIP environnent is discussed in [2]. This
docunent applies that privacy nechanismto the probl em of network
asserted identity.
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4. Overview

The mechani sm proposed in this docunment relies on a new header field
called 'P-Asserted-ldentity’ that contains a URI (commonly a SIP URl)
and an optional display-name, for exanple:

P- Asserted-ldentity: "Cullen Jennings" <sip:fluffy@isco.conr

A proxy server which handles a nessage can, after authenticating the
originating user in some way (for exanple: Digest authentication),
insert such a P-Asserted-ldentity header field into the nmessage and
forward it to other trusted proxies. A proxy that is about to
forward a nessage to a proxy server or UA that it does not trust MJST
renove all the P-Asserted-ldentity header field values if the user
requested that this information be kept private. Users can request
this type of privacy as described in Section 7.

The formal syntax for the P-Asserted-ldentity header is presented in
Section 9.

5. Proxy Behavi or

A proxy in a Trust Domain can receive a nessage froma node that it
trusts, or a node that it does not trust. Wen a proxy receives a
nessage froma node it does not trust and it wishes to add a P-
Asserted-ldentity header field, the proxy MJUST authenticate the
originator of the nmessage, and use the identity which results from
this authentication to insert a P-Asserted-ldentity header field into
the message.

If the proxy receives a nessage (request or response) froma node
that it trusts, it can use the information in the P-Asserted-ldentity
header field, if any, as if it had authenticated the user itself.

If there is no P-Asserted-ldentity header field present, a proxy MAY
add one containing at nost one SIP or SIPS URI, and at npbst one te
URL. |If the proxy received the nessage froman elenent that it does
not trust and there is a P-Asserted-ldentity header present which
contains a SIP or SIPS URI, the proxy MJST replace that SIP or SIPS
URI with a single SIP or SIPS URI or renove this header field.
Simlarly, if the proxy received the nmessage froman elenent that it
does not trust and there is a P-Asserted-ldentity header present
which contains a tel URI, the proxy MJST replace that tel URI with a
single tel URI or renove the header field.

VWhen a proxy forwards a nessage to another node, it nust first

determine if it trusts that node or not. |If it trusts the node, the
proxy does not renove any P-Asserted-ldentity header fields that it
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generated itself, or that it received froma trusted source. If it
does not trust the elenent, then the proxy MJUST exam ne the Privacy
header field (if present) to deternmine if the user requested that
asserted identity informati on be kept private.

6. Hints for Multiple Identities

If a P-Preferred-ldentity header field is present in the nessage that
a proxy receives froman entity that it does not trust, the proxy MAY
use this information as a hint suggesting which of multiple valid
identities for the authenticated user should be asserted. |If such a
hi nt does not correspond to any valid identity known to the proxy for
that user, the proxy can add a P-Asserted-ldentity header of its own
construction, or it can reject the request (for exanple, with a 403
For bi dden). The proxy MJST renove the user-provided P-Preferred-
Identity header from any message it forwards.

A user agent only sends a P-Preferred-ldentity header field to proxy
servers in a Trust Domai n; user agents MJST NOT popul ate the P-
Preferred-ldentity header field in a nmessage that is not sent
directly to a proxy that is trusted by the user agent. \Wre a user
agent to send a nmessage containing a P-Preferred-ldentity header
field to a node outside a Trust Domain, then the hinted identity

m ght not be nanaged appropriately by the network, which could have
negative ram fications for privacy.

7. Requesting Privacy

Parties who wish to request the renoval of P-Asserted-ldentity header
fields before they are transmitted to an elenment that is not trusted
may add the "id" privacy token defined in this docurment to the
Privacy header field. The Privacy header field is defined in [6].

If this token is present, proxies MJST renove all the P-Asserted-
Identity header fields before forwarding nessages to el ements that
are not trusted. |If the Privacy header field value is set to "none"
then the proxy MJUST NOT renove the P-Asserted-ldentity header fields.

When a proxy is forwarding the request to an elenment that is not
trusted and there is no Privacy header field, the proxy MAY include
the P-Asserted-ldentity header field or it MAY renove it. This
decision is a policy matter of the Trust Domain and MJST be specified
in Spec(T). It is RECOVWENDED that the P-Asserted-ldentity header
fields SHOULD NOT be renpoved unl ess |ocal privacy policies prevent

it, because renoval may cause services based on Asserted ldentity to
fail.
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However, it should be noted that unless all users of the Trust Domain
have access to appropriate privacy services, forwarding of the P-
Asserted-ldentity may result in disclosure of information which the
user has not requested and cannot prevent. It is therefore STRONGLY
RECOMVENDED t hat all users have access to privacy services as
described in this docunent.

Formal specification of the "id" Privacy header priv-value is
described in Section 9.3. Sonme general guidelines for when users
require privacy are given in [2].

If nmultiple P-Asserted-ldentity header field values are present in a
nessage, and privacy of the P-Asserted-ldentity header field is

requested, then all instances of the header field values MJST be
renoved before forwarding the request to an entity that is not
t rust ed.

8. User Agent Server Behavi or

Typically, a user agent renders the value of a P-Asserted-ldentity
header field that it receives to its user. It nmay consider the
identity provided by a Trust Donain to be privileged, or
intrinsically nore trustworthy than the From header field of a
request. However, any specific behavior is specific to

i npl enentati ons or services. This docunent al so does not nmandate any
user agent handling for multiple P-Asserted-ldentity header field

val ues that happen to appear in a nessage (such as a SIP UR

al ongside a tel URL).

However, if a User Agent Server receives a nessage froma previous
el enent that it does not trust, it MJUST NOT use the P-Asserted-
Identity header field in any way.

If a UAis part of the Trust Domain fromwhich it received a nessage
containing a P-Asserted-ldentity header field, then it can use the
value freely but it MJST ensure that it does not forward the
information to any elenment that is not part of the Trust Domain, if
the user has requested that asserted identity information be kept
private.

If a UAis not part of the Trust Domain fromwhich it received a
nessage containing a P-Asserted-ldentity header field, then it can
assune this informati on does not need to be kept private.

9. Formal Syntax

The foll owi ng syntax specification uses the augnmented Backus- Naur
Form (BNF) as described in RFC-2234 [4].
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9.1 The P-Asserted-ldentity Header

The P-Asserted-ldentity header field is used among trusted SIP
entities (typically internediaries) to carry the identity of the user
sending a SIP nessage as it was verified by authentication

PAssertedl D = "P-Asserted-ldentity" HCOLON PAssertedl D-val ue
*( COMVA PAssert edl D-val ue)
PAssert edl D-val ue = nane-addr / addr-spec

A P-Asserted-ldentity header field value MJST consist of exactly one
nane- addr or addr-spec. There nay be one or two P-Asserted-ldentity

values. |If there is one value, it MJST be a sip, sips, or tel URI.
If there are two val ues, one value MJST be a sip or sips UR and the
other MJUST be a tel URI. It is worth noting that proxies can (and

will) add and renove this header field.
Thi s docunent adds the following entry to Table 2 of [1]:

Header field wher e pr oxy ACK BYE CAN INV OPT REG

P- Asserted-ldentity adr - o] - o] o] -

SUB NOT REF INF UPD PRA

0 0 0 - - -
9.2 The P-Preferred-ldentity Header

The P-Preferred-ldentity header field is used froma user agent to a
trusted proxy to carry the identity the user sending the SIP nessage
wi shes to be used for the P-Asserted-Header field value that the
trusted elenment will insert.

PPreferredlD = "P-Preferred-Identity" HCOLON PPreferredl D-val ue
*( COWA PPr ef erredl D-val ue)
PPr ef erredl D-val ue = nane-addr / addr-spec

A P-Preferred-ldentity header field value MUST consist of exactly one
nane- addr or addr-spec. There may be one or two P-Preferred-ldentity

values. |If there is one value, it MJST be a sip, sips, or tel URI.
If there are two val ues, one value MJST be a sip or sips UR and the
other MJUST be a tel URI. It is worth noting that proxies can (and

will) renove this header field.
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Thi s docunent adds the following entry to Table 2 of [1]:

Header field wher e pr oxy ACK BYE CAN INV OPT REG

P-Preferred-ldentity adr - o] - o] o] -

SUB NOT REF INF UPD PRA

0 0 0 - - -
9.3 The "id" Privacy Type

Thi s specification adds a new privacy type ("priv-value") to the
Privacy header, defined in [2]. The presence of this privacy type in
a Privacy header field indicates that the user would like the Network
Asserted ldentity to be kept private with respect to SIP entities
outside the Trust Domain with which the user authenticated. Note
that a user requesting multiple types of privacy MJST include all of
the requested privacy types in its Privacy header field val ue.

priv-value = "id"
Exanpl e:
Privacy: id
10. Exanples

10.1 Network Asserted ldentity passed to trusted gateway

In this exanple, proxy.cisco.comcreates a P-Asserted-ldentity header
field froman identity it discovered fromSIP Digest authentication
It forwards this information to a trusted proxy which forwards it to
a trusted gateway. Note that these exanples consist of partial SIP
nessages that illustrate only those headers relevant to the

aut henticated identity problem

* F1 user agent. ci sco.com -> proxy.ci Sco.com

I NVI TE si p: +14085551212@i sco.com SI P/ 2.0

Via: SIP/2.0/ TCP useragent.cisco.com branch=z9hG4bK- 123

To: <sip: +14085551212@i sco. conp

From "Anonynmous" <sip:anonynous@nonynous.invali d>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 1 INVITE

Max- Forwar ds: 70

Privacy: id
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* F2  proxy.cisco.com-> useragent.ci sco.com

SIP/2.0 407 Proxy Authorization

Via: SIP/2.0/ TCP useragent.ci sco.com branch=z9hG4bK- 123

To: <sip:+14085551212@i sco. conp; t ag=123456

From "Anonynous" <si p:anonynous@nonynous.invalid>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 1 INVITE

Proxy- Aut henticate: .... real m="sip.cisco.cont

* F3 user agent. ci sco.com -> proxy.ci Sco.com

I NVI TE si p: +14085551212@i sco.com SIP/ 2.0

Via: SIP/2.0/ TCP useragent.ci sco.com branch=z9hG4bK- 124

To: <sip: +14085551212@i sco. conp

From "Anonynous" <sip:anonynous@nonynous.invalid>;tag=9802748
Cal |l -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 70

Privacy: id

Proxy- Aut hori zation: .... real n&"sip.cisco.con user="fluffy"

* F4 proxy. ci sco.com -> proxy.pstn.net (trusted)

I NVI TE si p: +14085551212@r oxy. pstn.net SIP/ 2.0

Via: SIP/2.0/ TCP useragent.ci sco.com branch=z9hG4bK- 124

Via: SIP/2.0/ TCP proxy. cisco.comnm branch=z9h&4bK- abc

To: <sip: +14085551212@i sco. conp

From "Anonynmous" <sip:anonynous@nonynous.invalid>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 69

P- Asserted-ldentity: "Cullen Jennings" <sip:fluffy@isco.conp
P- Asserted-ldentity: tel:+14085264000

Privacy: id
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* F5 proxy. pstn.net -> gw. pstn.net (trusted)

I NVI TE si p: +14085551212@w. pstn. net SIP/ 2.0

Via: SIP/2.0/ TCP useragent.ci sco.com branch=z9hG4bK- 124

Via: SIP/2.0/ TCP proxy.cisco.com branch=z9h&4bK- abc

Via: SIP/2.0/ TCP proxy.pstn.net; branch=z9hG4bK- alb2

To: <sip: +14085551212@i sco. conP

From "Anonynmous" <sip:anonynous@nonynous. i nvali d>;tag=9802748
Call -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 68

P- Asserted-ldentity: "Cullen Jennings" <sip:fluffy@isco.conr
P- Asserted-ldentity: tel:+14085264000

Privacy: id

10.2 Network Asserted ldentity Wthhel d

In this exanple, the User Agent sends an INVITE that indicates it
woul d prefer the identity sip:fluffy@isco.comto the first proxy,

whi ch authenticates this with SIP Digest. The first proxy creates a
P- Asserted-ldentity header field and forwards it to a trusted proxy
(out bound. ci sco.com). The next proxy renoves the P-Asserted-ldentity
header field and the request for Privacy before forwarding this
request onward to the biloxi.comproxy server which it does not
trust.

* F1 user agent. ci sco.com -> proxy.ci Sco.com

I NVI TE si p: bob@i | oxi.com SIP/2.0

Via: SIP/2.0/ TCP useragent.cisco.com branch=z9hG4bK-alll

To: <sip: bob@il oxi.conp

From "Anonynmous" <sip:anonynous@nonynous. i nvali d>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 1 INVITE

Max- Forwar ds: 70

Privacy: id

P-Preferred-ldentity: "Cullen Jennings" <sip:fluffy@isco.conpr

* F2 proxy. ci sco. com -> useragent.ci sco.com

SIP/ 2.0 407 Proxy Authorization

Via: SIP/2.0/ TCP useragent.cisco.com branch=z9ht4bK-alll

To: <sip: bob@il oxi.conp;tag=123456

From "Anonynmous" <sip:anonynous@nonynous.invali d>;tag=9802748
Call -1 D: 245780247857024504

CSeq: 1 INVITE

Proxy- Aut henticate: .... real me"cisco.cont
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* F3 useragent. ci SCo. com -> proxy. ci Sco. com

I NVI TE si p: bob@i | oxi.com SIP/ 2.0

Via: SIP/2.0/ TCP useragent.ci sco.conm branch=z9hG4bK-al23

To: <si p: bob@i | oxi . conp

From "Anonynous" <si p:anonynous@nonynous.invalid>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwards: 70

Privacy: id

P-Preferred-ldentity: "Cullen Jennings" <sip:fluffy@isco.conpr
Proxy-Aut hori zation: .... real me"cisco.conm user="fluffy"

* F4 pr oxy. ci sco. com - > out bound. ci sco. com (trusted)

I NVI TE si p: bob@i |l oxi SIP/2.0

Via: SIP/2.0/ TCP useragent.ci sco.com branch=z9h&4bK-al23

Via: SIP/2.0/ TCP proxy.cisco.com branch=z9h&4bK- bh234

To: <sip: bob@il oxi.conp

From "Anonynmous" <sip:anonynous@nonynous. i nvali d>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 69

P- Asserted-ldentity: "Cullen Jennings" <sip:fluffy@ovida.org>
Privacy: id

* F5 out bound. ci sco. com -> proxy. bil oxi.com (not trusted)

I NVI TE si p: bob@i | oxi SIP/2.0

Via: SIP/2.0/ TCP useragent.cisco.com branch=z9hG4bK-al23

Via: SIP/2.0/ TCP proxy.cisco.com branch=z9h&4bK- b234

Via: SIP/2.0/ TCP out bound. ci sco. com branch=z9h&4bK- c345

To: <sip: bob@il oxi . conp

From "Anonynous" <sip:anonynous@nonynous.invalid>;tag=9802748
Cal | -1 D: 245780247857024504

CSeq: 2 INVITE

Max- Forwar ds: 68

Privacy: id
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* F6 proxy. bil oxi .com -> bobster. bil oxi.com

I NVI TE si p: bob@obster. biloxi.comSIP/2.0
Via: SIP/2.0/ TCP useragent.ci sco.conm branch=z9hG4bK-al23
Via: SIP/2.0/ TCP proxy.cisco.com branch=z9h&4bK- b234
Via: SIP/2.0/ TCP out bound. ci sco. com branch=z9hG4bK- c345
Via: SIP/2.0/ TCP proxy. bil oxi.com branch=z9hG4bK- d456
To: <sip: bob@il oxi.conp
From "Anonynmous" <sip:anonynous@nonynous.invali d>;tag=9802748
Cal | -1 D: 245780247857024504
CSeq: 2 INVITE
Max- Forwar ds: 67
Privacy: id

11. Exanpl e of Spec(T)
The integrity of the mechani smdescribed in this docunent relies on
one node knowi ng (through configuration) that all of the nodes in a
Trust Domain will behave in a predeternined way. This requires the
predet ermi ned behavior to be clearly defined and for all nodes in the
Trust Domain to be conpliant. The specification set that all nodes
in a Trust Domain T rmust conmply with is termed ' Spec(T)’.

The remai nder of this section presents an exanple Spec(T), which is
not normative in any way.

1. Protocol requirements
The foll owi ng specifications MIST be supported:
1. RFC 3261
2. RFC 3325
2. Authentication requirenents
Users MJST be authenticated using SIP Digest Authentication
3. Security requirenents
Connections between nodes within the Trust Domai n and between
UAs and nodes in the Trust Domain MJST use TLS using a cipher
suite of RSA WTH AES 128 CBC SHAl. Miutual authentication

bet ween nodes in the trust domain MJUST be perfornmed and
confidentiality MJUST be negoti at ed.
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12.

13.

13.

4. Scope of Trust Domain

The Trust Donmin specified in this agreement consists of hosts
whi ch posses a valid certificate which is a) signed by

exanpl eroot ca. org; b) whose subjectAltName ends with one of the
foll owi ng donmai n nanes: trusted.divl.carrier-a.net,
trusted.div2.carrier-a.net, sip.carrier-b.com and c) whose
donmai n nane corresponds to the hostnanme in the subjectAl tNane
in the certificate.

5. Inplicit handling when no Privacy header is present

The elenments in the trust dommi n nmust support the 'id privacy
service therefore absence of a Privacy header can be assuned to
i ndicate that the user is not requesting any privacy. If no
Privacy header field is present in a request, elenments in this
Trust Domain MJUST act as if no privacy is requested.

Security Considerations

The nmechani sm provided in this docunment is a partial consideration of
the problemof identity and privacy in SIP. For exanple, these
mechani sns provi de no nmeans by which end users can securely share
identity information end-to-end without a trusted service provider
Identity informati on that the user designates as ’'private’ can be

i nspected by any internediaries participating in the Trust Domain
This information is secured by transitive trust, which is only as
reliable as the weakest link in the chain of trust.

When a trusted entity sends a nessage to any destination with that
party’s identity in a P-Asserted-ldentity header field, the entity
MUST take precautions to protect the identity information from
eavesdroppi ng and interception to protect the confidentiality and
integrity of that identity information. The use of transport or
networ k | ayer hop-by-hop security nechani sns, such as TLS or | PSec
with appropriate cipher suites, can satisfy this requirenent.

| ANA Consi derati ons
1 Registration of new SIP header fields

Thi s docunent defines two new private SIP header fields, "P-
Asserted-ldentity"” and "P-Preferred-ldentity". As recomended by the
policy of the Transport Area, these headers have been registered by
the 1ANA in the SIP header registry, using the RFC nunber of this
docurent as its reference
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13.

14.

Nane of Header: P- Asserted-ldentity
Short form none
Regi strant: Cul I en Jenni ngs

fluffy@isco.com

Nor mative description:
Section 9.1 of this docunent

Nane of Header: P-Preferred-ldentity
Short form none
Regi strant: Cul I en Jenni ngs

fluffy@isco.com

Nor mat i ve description:
Section 9.2 of this docunent

2 Registration of "id" privacy type for SIP Privacy header

Nane of privacy type: id

Short Description: Privacy requested for Third-Party Asserted
| dentity

Regi strant: Cul I en Jenni ngs

fluffy@isco.com

Nor mat i ve description:
Section 9.3 of this docunent
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Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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