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Abst r act

Thi s docunent describes policy-based accounting which is an approach
to provide flexibility to accounting architectures. Accounting
pol i cies describe the configuration of an accounting architecture in
a standardi zed way. They are used to instrunent the accounting
architecture and can be exchanged between Aut hentication

Aut hori zation and Accounting (AAA) entities in order to share
configuration information.

Thi s docunent describes buil di ng bl ocks and nessage sequences for
pol i cy-based accounting in the generic AAA architecture (RFC 2903).
Exampl es are given for the usage of accounting policies in different
scenarios. It is also shown how accounting conponents can be
integrated into the AAA authorization framework (RFC 2904). This
docunent does not propose a | anguage for the description of
accounting policies. Rather, it is assuned that a suitable policy

| anguage can be chosen from exi sting or upconi ng standards.
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1. Introduction
1.1 Motivation

Even if we will have much nore bandwidth in the future than now, the
control of network resource utilization remains essential for the
support of applications with special demands and for the prevention
of (malicious or accidental) waste of bandw dth. Charging provides a
possibility to control utilization and sharing of network resources.
Charging in nulti-service networks can be done based on the reserved
or the actual used resources. Charging on reserved resources is an

i mportant concept since reservation usually precludes other users
fromusing the reserved resources. Nevertheless, if charging is
limted to reservation paraneters only, the applied charge depends on
the ability of the user to give a good prediction of the expected
traffic characteristics. This can be extenuated by using a charging
schenme that is based on both the reserved and the used resources. In
order to support usage-based charging, the collection of information
about the resource reservation and utilization is required. The

coll ection of data about resource usage is called accounting.
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Service providers have various options for service differentiation
chargi ng schenmes and the provisioning of accounting services. The
appl i ed chargi ng schenmes for the provided services are one
significant feature used by providers to distinguish thenselves from
conpetitors. Therefore, providers use different charging schenes and
may change the schenes in accordance with their business plan
Providers can also offer different accounting services (e.qg.
standard, conprehensive, etc.) in order to allow custoners/users to
choose one schene that neets the custoners/users needs. Furthernore,
it may be advantageous for a provider to outsource accounting
functionality to a third party. Users introduce various traffic
profiles and nmay have individual preferences regardi ng accounting
services (like item zed invoices, accounting indications, spending
l[imts etc.).

One further challenge for the configuration of accounting services
are heterogeneous netering and accounting infrastructures wthin
provi der dommins. Also, the usage of different accounting and
netering solutions used in different provider networks conplicates
the sharing of configuration paraneters (e.g. in roam ng scenarios).

The configuration and dynam c adaptation of the accounting process to
the busi ness nodel and specific user demands requires a flexible
configurabl e accounting infrastructure. The utilization of
standardi zed policies for the expression of conditions and rel ated
configuration actions also allows the configuration of heterogeneous
infrastructures. For this purpose we propose to use accounting
policies to configure the accounting infrastructure and use the

Aut henti cation, Authorization and Accounting (AAA) architecture to
exchange and to depl oy these policies.

1.2 Docunent Scope

Thi s docunent describes the structure and usage of accounting
policies. 1t shows how the characteristics of the provider network

i nfluence the requirenents for accounting. The relations between the
different roles that are involved in the accounting process and the
requi red building bl ocks for an accounting architecture are

i ntroduced. This docunment describes an architecture and mechani sns

to configure the accounting service. It proposes to use the AAA
protocol for the exchange of accounting configuration informtion
expressed in policies. |t does not propose a specific protocol for

the accounting configuration itself. The configuration itself can be
done by existing protocols (e.g. Common Open Policy Service Protoco
for Support of Policy Provisioning - COPS-PR, Sinple Network
Management Protocol - SNMP, etc.). Furthernore, it is shown how

di fferent accounting services can be provided in intra- and inter-
domai n scenari os. Exanples are given for the usage of accounting
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policies in different scenarios. They show how accounting components
can be integrated into the authorization framework proposed in
[ RFC2904] .

Accounti ng management architectures and objectives as well as the
transport of accounting records are discussed in [RFC2975] and are
not further explained here. This docurment focuses on the
configuration of the accounting architecture and measurenment devices.

The policy-based accounting architecture represented in this docunent
descri bes policy-based accounting fromthe perspective of a Generic
AAA Server [RFC2903]. Such a server conbines into a single entity
the functions of mamnagi ng accounting policy, together with the
functions of nmanagi ng user-specific authentication, authorization and
service provisioning. Sone service providers may choose to inpl enment
an approach that does not conbine these functions into a single
entity or protocol, in which case that particul ar aspect of this
architecture does not apply.

Thi s docunent does not propose a | anguage for the description of
accounting policies. It is rather assuned that a suitable policy
| anguage can be chosen from exi sting or upconi ng standards.

2. Term nol ogy

Accounting Indication/Confirmation
Accounting indication nmessages are pushed fromthe
originating AAA server (the server where the accounting
i nformati on was generated) to the recipient which can be an
AAA server or a custoner/user application. Accounting
i ndi cations contain accounting records which describe the
resource consunption for a service. Accounting indication
nessages can al so contain aggregated information for multiple
services. There can be interimand end-of -session accounting
i ndi cati on messages. Interimindications are delivered in
specified intervals to the recipient during the service
session whil e end-of -session indications are given to the
reci pient at the end of the session only. Accounting
i ndi cati ons may be acknow edged by accounting confirnmations
to provide application layer reliability.

Accounting Policy Indication/Confirmation
Accounting policy indication nessages contain accounting
policies and are sent froma custoner/user or a AAA server to
anot her AAA server. Accounting policy indications may be
acknow edged by accounting policy confirmations to provide
application layer reliability.
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Accounti ng Request/ Answer

Account i

Account i

Accounting requests are sent by an AAA server to another AAA
server to request the current accounting information for a
particul ar session set (polling). The request is answered
wi th an accounting answer which contains the accounting
records.

ng Policy Request/Answer

Accounting policy requests are sent by an AAA server to

anot her AAA server or a custoner/user to request accounting
policies for a service. The request is answered by an
accounting policy answer that contains the accounting policy.

ng Policies

Accounting policies describe rules for generation, transport
and storage of accounting data. These rules are used for the
configuration of the accounting process.

Application Specific Mdule (ASM

An ASM provides the functionalities required for the user
configuration of a service to an authenticated and authorized
user. It gets application specific information (ASI) (e.qg.
for user configuration) fromthe AAA server, either in a
generic format or in an application specific format,

encapsul ated in a standard nessage sent to the ASM The ASM
either extracts the ASI fromthe nessage or converts
information given in a generic format into the appropriate
application specific format. Further information on how the
ASM i s used can be found in [ RFC2903].

Char gi ng Schenes

C assifi

Zseby,

et.

A charging schenme is an instruction for calculating a charge.
Usual |y, a charging scheme is represented by a formula that
consi sts of charging variables (e.g. volune, time, reserved
peak rate) and charging coefficients (e.g. price per tine
unit). The charging variables are usually filled by

i nformati on from accounting data.

er
Thi s docunent uses the definition of classifier as given in

[ RFC2475]. Since this docunment assunes that meters already

i nclude classification functions, the termclassifier is only
used for entities that perform additional classification
(e.g. as part of data post processing).
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Met er
Thi s docunent uses the definition of neter as given in
[RFC2722]. This meter definition already includes the
classification of packets. It differs fromthe DiffServ
nodel [RFC2475] where classifier and nmeter are considered as
separate entities.

Met er Reader/ Col | ect or
This docunent uses the definition of nmeter reader and
collector as given in [RFC2722].

Met er Manager
Thi s docunent uses the definition of neter nanager as given
in [ RFC2722].

Policy, policy condition, policy action
The terms policy, policy condition and policy action are used
as defined in [ RFC3198].

QoS Auditing
Quality of Service (QS) Auditing is the process of
eval uati ng whether a given quality of service guarantee (e.qg.
threshol ds for QoS paranmeters given in a Service Leve
Agreenent - SLA) has been net during the service
provi si oni ng.

Service O ass
A service class specifies the handling of a service (as
defined in [RFC3198]) belonging to that class by the service
provider. A service class has sone kind of identifier (e.g.
nane) and the handling of the service is defined by a Service
Level Specification (SLS) as described in [RFC3198].

User Configuration
We refer to User Configuration as the process of configuring
a service for a user which has been authenticated and
aut horized by the AAA architecture. Although an AAA
architecture is not directly responsible for this user-
dependent configuration, it may be responsible for triggering
the process.

Further definitions of service related terns (Service, Service
Subscri ber, Service User, Network Provider, Service Provider, Broker)
can be found in section 4 (business roles and their relations).
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3. Inpact of Provider Network Characteristics on Accounting

There are many options for future service providers for the
realization of service differentiation and provisioning. Therefore,
provi der networks can vary with respect to several characteristics
that inpact accounting and charging:

- Size and Purpose

A small ISP that deals with individual custoners may charge
i ndi vi dual users based on single flows. Backbone operators often
have small |1SPs and | arge corporations as custonmers, and usually

charge based on traffic aggregates instead of individual flows.

- QoS provisioning techni que
Di ffserv accounting requirements differ fromlntserv accounting
requirements (e.g. meter granularity).

- Service cl asses

The definition of service classes within a network and the degree of
freedomthat custoners are given (e.g. gold/silver/bronze service vs.
a free choice of individual traffic profile paraneters) is inportant,
e.g. for the flow classification within the network, and influences
the accounting functions required.

- Chargi ng schene

There exists a wide variety of charging schemes using tariff

vari abl es based on different technical and/or econonic nodels. The
chosen chargi ng schene(s) influence the accounting requirements for
the provider. While sonme charging schenes lead to zero or only few
accounting requirenments, other charging schemes may be highly
demandi ng. For instance, flat rate charging schenes require no
accounting infrastructure at all. |In contrast to this, vol une-based
chargi ng schenes require the nmeasurement of the transnitted vol unme
and, with this, increases the conplexity for accounting. Tariffs
that introduce variable prices may require to provide the users
regularly with accounting information (e.g. by interimaccounting

i ndi cations).

- Accounting Services
Providers may offer different accounting services (e.g. accounting
i ndication, item zed invoice, etc.)

- Accounting agreenments with other providers
Provi ders nmay have agreenments with other providers in order to share
accounting tasks and distribute accounting data so that, e.g.

nmetering need only be done once. If so, it may be useful if
provi ders can not only exchange accounting data, but also information
on the configuration of accounting nodules (e.g. nmeters). It is
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i nportant for providers to agree beforehand how accounting data wll
be coll ected and nonitored, and how di sputes concerning accounting
data will be resolved. |In order to mnimnze disputes between
providers, it is inportant for themto agree that either both will
coll ect accounting data - and will conpare it with the other’'s data
at regular intervals, e.g. monthly - or both will use a single source
of accounting data provided by one of them (or by a trusted third

party).

- Exploiting Capabilities of Existing Infrastructure (neters, data
col l ection points)

Provi ders may al ready have functions within the network that can
provi de accounting functions (e.g. MB objects, profile neters,
proprietary accounting solutions). In order to avoid duplicated
functionality, it should be possible to use these accounting
resources. Therefore, the configuration of different types of
accounting nodules (e.g. neters) should be possible. A comon

| anguage to express accounting nodul e configurations would be usefu
for this purpose.

4. Business roles and rel ations

In investigating service provisions in the current and forthcom ng
Internet, we identified different business roles which are part of
the service usage lifecycle. In this section we first define the
termservice. Afterwards, the different roles and their

rel ati onships are defined. The business roles in this nodel are used
in the later exanples.

- Service
A service is a set of capabilities offered by a provider to a
customer. In this definition, provider and custoner can be one of

the business roles defined |later. Different kinds of services have
to be recognized.

- Information services handle the delivery of information to the

customer on top of transport services. |n content-based
services, the service subscriber pays for the content (e.g. for
a file, an image, a video, etc.). In comrunication-based

services, the service subscriber pays for the provisioning of a
certain formof communication (e.g. video conferencing or IP
t el ephony).

- Transport services describe the provisioning of pure
transportation of IP packets. At the IP layer, this may include
the differentiation of packets (e.g. nunber of packets with a
certain DSCP), Intserv based reservation or other methods for
QS enhancenent (e.g. Automatic Repeat reQuest - ARQ Forward
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Error Correction - FEC). A transport service mght also
i ncl ude nechani sns on other layers for inproving the transport
(e.g. MPLS)

- Management services are responsible for the nanagenent of
resources (e.g. configuration, accounting, security).
Accounting services describe the provisioning of data about the
current or previous resource reservation and usage. Accounting
services are needed by providers to generate a bill or by users
to nonitor their resource usage.

- Service Subscri ber

The service subscriber is the entity that has subscribed to a service
and thus has a contractual relationship with a service provider and a
net wor k provi der which provides the underlying transport service. A
servi ce subscriber can also act as a service user. The service
subscri ber m ght have a relationship with a broker that provides
service relevant information.

- Service User

The service user is the entity that uses the service. The service
user can be identical to the service subscriber. |In cases where
subscri ber and user are not identical, the service subscriber should
be able to control the service usage for all service users she is
responsi ble for.

- Network Provider

A network provider is the entity that provides the underlying network
infrastructure for the service user, service subscriber, service
provi der and broker. A network provider provides transport services.
The services are delivered on top of the network infrastructure. The
service provider has a contractual relationship with the service
subscri ber and service provider (and the broker). The transport
network of a network provider is probably not a gl obal network which
connects all subscribers, providers and brokers. The transport
network is segnented into a nunber of sub-networks or donmins
controlled by different network providers with business relations

exi sting between them Each domain is responsible for intra-domain
management and accounting. For inter-domai n managenment and
accounting, appropriate comruni cation interfaces between network
provi ders nust exist.

- Service Provider

A service provider entity provides a service. A service provider can
offer a service directly to the service subscriber/user. A service
provi der can also act like a wholesaler selling a service to anot her
service provider (retailer) which re-sells the service to the service
subscriber. The service provider has contractual relationships with
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ot her service providers, subscribers, brokers and network providers.
A service provider provides information services on top of transport
services provided by network providers.

- Broker

The broker entity allows the other roles to access the infornmation
controll ed by the broker. The broker can provide different
information to different business roles. For exanple, a service
subscri ber can get references to appropriate service providers and/or
network providers (e.g. a broker gives the subscriber a reference to
a network provider which can provide bandwi dth as required by the
subscriber). A broker can also interact with other brokers to
conplete their information. |In this case, broker-to-broker business
rel ati onshi ps exist.

Figure 1 depicts the different roles and the business rel ations
bet ween t hem

+----+
\Y |
Fommm e e aaaaa +
| Br oker | <-+
o e - - >| |< ----------------- +
| Fom e e e e oo oo + |
| n |
| | |
| V V
| S + S +
| | Service | | Servi ce |
| | Subscri ber | <------ >| Provi der
| | | | | <-+
| I + | B +
| | | Service User | | N N |
| | B +| | +----+
| S + |
| A |
| | |
| \Y |
| Fommm e e aaaaa + |
R >| Net wor k R +
| Provider | <-+
Fom e e e e oo oo + |
n |
+----+

Figure 1: Rol es and business rel ations
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The foll owi ng exanpl es show how this business rel ati onshi p nodel can
be applied to different services.

Exampl e 1: This exanpl e describes an Internet printing scenario
according to the "print-by-reference" nodel [RFC2566]. The
subscriber is a conpany and the users are the enpl oyees of that
conpany. The file server and print server belong to two different
service providers. The conpany subscribes to the print server
service which acts as reseller for the file service. The file server
servi ce chooses the appropriate transport service (maybe based on
user preference), thus the file server has a contract with a network
provi der using the offered transport service for downl oadi ng the data
fromthe given location and sending themto the print server.

Exanmpl e 2: A conpany (service subscriber) has a contract with a video
archive (service provider). An enployee can download clips in
different qualities fromthe archive. The enpl oyee can use different
transport mechanisns for the download. 1In order to get the
appropriate transport, the user contacts an agency (broker) that
returns a reference to a network provider which provides the required
transport service. As an alternative, the content (video) can be
delivered in different qualities via different transport nechani sns
by the service provider. The service provider chooses an appropriate
net wor k provi der which provides a transport service conpliant with
the conditions the service provider offers to the subscribers. In
this case the service provider can use the facilities of a broker to
get a reference to appropriate network providers.

5. Reference Mddel and Buil di ng Bl ocks

We have devel oped a reference nodel for describing the interactions
between the different nmetering, accounting and chargi ng processes and
their configuration via policies. This reference nodel is shown in
Figure 2. At the right side, five layers show the different building
bl ocks. The bl ocks are | ayered according to the processing of the
data fromthe bottomlevel nmetering via accounting, up to the fina
billing process. Data aggregation is not only done at the collection
layer, it can also be done at the other layers. The building bl ocks
on the different |ayers are configured through the policies shown on
the left side. Higher layer policies can be translated into | ower

| ayer policies. The configuration paraneters are extracted fromthe
policy and passed to the correspondi ng building block. The tasks of
the different building blocks are as foll ows:

- Metering
Meters are needed for capturing data about resource consunption in
the network (e.g. transmtted volune). They will probably be placed

at the edges of the network. Two types of neters can be
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di stingui shed: Static neters and configurable neters. |n the case of
static meters, all flows are neasured with a fixed granularity, not
di stinguishing if a subsequent chargi ng process needs the specific
nmeter data or not. In nost cases the |arge amount of captured data
makes filtering and/ or aggregation after the metering necessary. 1In
case of a configurable meter, the neter collects nmeter data only for
fl ows specified by nmetering policies.

For configuration of the meter process, the follow ng i ssues nmust be
addressed: (a) netering scope (whether to meter all flows or only
selected flows), (b) flow granularity (e.g. mcro flows or traffic
aggregates) (c) netered flow attributes (i.e. which data is to be
collected for a specific flow), and (d) nmeter accuracy (neasurenent
intervals etc.).

- Collection

The data gathered by the nmeter(s) has to be collected for further
processing. Collection of neter data can be initiated by the neter
itself (push nodel) or by a collector entity (pull nodel). Collected
data can be aggregated before being passed to the accounting | ayer.
Metering policies define how collection and aggregation is done.
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POLI CY CONFI GURATI ON BUI LDI NG BLOCKS
oo + o e e e e e e oo +
| [ ----mmmm - >| Billing |
| Billing & | R R +
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Figure 2: Reference Mdde

- Accounting

Accounting describes the collection of data about resource
consunption. This includes the control of data gathering (via
nmetering), transport and storage of accounting data. For subsequent
charging, the netered data nmust be associated with a user that is the
initiator of a flow and a custoner (service subscriber) that is
responsi ble for paynment. For initiation of an accounting process, a
user or foreign provider nmust be authenticated and authorized. These
three functions can be perforned by the AAA server. The accounting
process is configured through accounting policies.

- Charging

Char gi ng derives non-nonetary costs for accounting data sets based on
service and custoner specific tariff parameters. Different cost
nmetrics may be applied to the same accounting records even in

paral lel. Charging policies define the tariffs and paraneters which
are appli ed.
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- Billing

Billing translates costs cal culated by the Charging into nonetary
units and generates a final bill for the customer. Billing policies
define anmong others the type (e.g. invoice, credit card), the form of
the bill (e.g. item zed or not, partial anyom zation, etc.) and the
time for billing (e.g. weekly, nonthly, etc.).

We propose to use policies expressed in a standardized way to
appropriately configure the neter, neter data collection and
accounting processes.

6. Accounting Policies

Accounting policies describe rules for generation, transport and
storage of accounting data. They can be exchanged between AAA

i nstances at the user or provider prem ses. They provide a
standardi zed representati on of configuration information that can be
converted into the appropriate settings for different el ements of the
accounting infrastructures (e.g. different neters).

As shown in Figure 2, accounting policies configure the accounting
process. Policies for the configuration of the netering and
col l ection process can be derived from accounting policies.
Accounting policies are not used to configure the charging or billing
process. Accounting policies reside in the AAA server (loca
policies) or are received fromother AAA servers (extra-domain
policies) or custoners/users. Two different nodel s of obtaining
accounting policies can be differentiated: push and pull nodel

Push Mode

In the push nodel, accounting policies are pushed from anot her AAA
server or customer/user in order to establish the policies in the

| ocal accounting infrastructure. The acceptance and use of pushed
policies requires special security considerations. The evaluation of
the policy should not take place w thout an appropriate security
check of the policy in advance. Al so, the evaluation of the
condition can |lead to unwanted actions in the AAA server if the
condition contains critical data either intentionally (to attack the
system) or by accident. Even the evaluation of the condition can
cause problens (e.g. DoS). Therefore, not only the action, but also
the condition, has to be checked for potential security hazards
before it is eval uated.

Pul | Mode

In the pull nodel, the AAA server requests the policy froma renote
AAA server or custoner/user by sending an accounting policy request.
The renote AAA server sends an accounting policy reply as an answer
that contains the appropriate policy.
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Accounting policies are enforced by the network el enents that are
configured in accordance with the policies. They influence the
follow ng settings in the accounting architecture:

- meter configuration
- data collection and aggregation
- accounting record distribution and storage

6.1 Accounting Policy Condition

An accounting policy consists of one or nore rules, each having a
condition part and an action part. The condition part expresses
under which condition the policy should be enforced. The follow ng
attributes are exanples for variables in a policy condition

st at enent .

- custoner/user ID

The custoner/user IDidentifies the custoner or user of the service.
It can be used in a policy condition in order to select a custoner or
user specific accounting configuration (as policy action). For
exanpl e, it can be user-dependent whether accounting indications are
sent to the user or not.

- | P address

| P addresses specify the devices or networks from which the service
usage takes place. The address of specific hosts or subnets can be
used to select accounting strategies specific to the customer or a
user group associated with this address (e.g. all customers of an
ISP, all public termnals etc.).

- tinme of day

The tine of day can be used, for instance, to configure the |evel of
detail for the accounting record, the report interval and the

desti nati on.

- service class

Service classes are defined by the provider. They describe different
| evel s or different kinds of services that are offered by the

provi der and are usually defined based on a busi ness nodel .

Cust oners/users select a service class. This selected class can be
used in accounting policies to define appropriate accounting settings
per class. Wth this it is possible, for instance, to provide nore
detail ed accounting records for higher prioritized services than for
standard services.
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- accounting type

Accounting types conbine nultiple accounting settings under one
keyword. Like service classes, the offered accounting types are
defined by the provider in accordance with the business nodel. Wth
this, providers can offer, for instance, different accounting types
for one service and all ow the custoner/user to select one. The

conbi nati on of settings under one keyword sinplifies the selection
for users. An exanple is the conbination of high granular accounting
records with short report intervals under a keyword (e.qg.

"conpr ehensi ve accounting"), or |less frequent generation of |ess
detail ed records accessed by anot her keyword ("standard accounting").
The definition of accounting types can also help in inter-domain
scenarios if providers agree on accounting types.

6.2 Accounting Policy Action

The action part defines the action that takes place if the condition
is true. The action for an accounting policy is usually the
configuration of the accounting infrastructure. This can already

i nclude settings for neters and collection entities. The follow ng
list gives exanples for paraneters of the accounting infrastructure
that can be configured by an accounting policy action:

- accounting record type/structure

The required accounting data depends on the chargi ng schene.
Therefore, different accounting records should be supported. There
are two possibilities: Either different record types are defined, or
a flexible record is used that consists of a variable set of
accounting attributes. Accounting policies can be used to

conmuni cate to nei ghbor providers which kind of accounting record is
needed to provide appropriate data for the chargi ng schene. The
specification of the required accounting attributes can influence the
settings of different conponents of the accounting architecture (e.g.
which attributes have to be nmeasured). An overview of accounting
attributes and records can be found in [RFC2924].

- accounting record destination

The accounting record destination describes to which entities
accounting records are sent. The accounting record destination can
be a charging entity, a neighbor provider, a user entity or a

speci fic database. |In these cases, authentication and authorization
nmechani sns have to be applied in order to ensure that unauthorized
entities cannot get access to confidential data.

- report interva

The report interval specifies in what tine intervals accounting
records are generated and sent. This influences the configuration of
neters and collectors in the accounting architecture.
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- storage tine

If the accounting record destination is a database or a log file, the
storage time specifies how |l ong the accounting records have to be

st ored.

- access |ist
The access |ist specifies who has the pernissions to read the stored
accounting records.

- flow granularity

The flow granul arity determ nes how fine grained (in coverage) the
flows in the network are neasured. The granularity usually is
configured by installing specific classification rules in the neter.
It is also possible to set a specific granularity by configuring
aggregati on schenes that are applied after the nmetering process. The
granul arity can range fromindividual mcro flows (e.g. determ ned by
the quintuple <src, dest, proto, src-port, dest-port>) up to coarse
granul ar traffic aggregates (e.g. all traffic fromone network).

- nmeter accuracy

The paranmeters for the meter accuracy can determne, for instance,
how of ten neasurenments take place at the neter, how accurate

ti mestanps should be, etc. Meter accuracy paraneters can al so be
used to configure sanpling schenes.

6.3 Exanple for Meter Configuration

Note: In the foll owi ng exanples, the use of NeTraMet or NetFlow to
col l ect accounting information does not guarantee exact
accounting data, so it is not recommended for use in situations
where exact accounting data are needed.

The foll owi ng two exanpl es show how accounting policies can be used
to configure different meters. The accounting policy is sent from
the AAA server to the ASM and there converted to the appropriate
configuration information for the used neter.

If the nmeter NeTraMet [RFC2123] is used, the policy is converted into
a NeTraMet rul eset that contains the relevant flows, attributes and
reader instructions for the data collection. This information is
passed to the NeTraMet nmmnager that configures the nmeter and neter
reader in accordance with the given configuration

Zseby, et. al. Experi ment al [ Page 17]



RFC 3334 Pol i cy- Based Accounti ng Cct ober 2002

o e e oo +
| AAA |
| |
Fom e oo - +
| N
Policy | | Accounting Records
v |
o e e e oo +
| ASM |
| |
o e e e e e oo - +
| N
| | |
| config R T +
| |
o m m e e e e e e e e e me e oo +|
| | Account i ng |
| v ||
| e + | |
| | Meter Manager | | | Accounting Records
| e + |
| | | ||
|  SNWP \Y, |
| (conf)+-----mmncmmnnn- + | ]
| | | Meter Reader |--------- +
I B e RER e + |
| | " |
| v | |
| s +o |
| | Meter [----- + |
| +----------- + SNVP( DATA)
| |
o m e e e e e e aaa oo +

Figure 3: Policy based Accounting with NeTraMet

If the nmeter NetFlow [NetFlow] is used, the nmeter policies are
translated by the ASMinto filter instructions for the flow
collector. The nmeter itself is static and therefore is not affected
by the configuration information.
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Figure 4: Policy based Accounting with NetFl ow
7. Accounting Services

Accounting can be seen as part of the service provisioning process
(integrated accounting) or as a separate service (discrete
accounting). The different views and their inmpact on the accounting
architecture are descri bed bel ow

7.1 Integrated Accounting
In the integrated accounting nodel, the accounting is seen as part of
the provisioned service. That neans the accounting is coupled with a

specific service. Therefore, the accounting process is tailored to
the specific service and might collect accounting infornmation by

Zseby, et. al. Experi ment al [ Page 19]



RFC 3334 Pol i cy- Based Accounti ng Cct ober 2002

directly exploiting sone service specific entities. For exanple,
accounting for IP tel ephony could use call signaling information from
a SIP server. The configuration of the accounting architecture is
done as part of the user configuration of the service equipnent.
Accounting policies are defined as part of the contractual agreement.
The ASM converts the instructions fromthe AAA server into the
appropriate user configuration including settings for the accounting
architecture.

<---1---> Ceneric AAA Server |<---1--->

| Rule based engine |<----]|----- > Policy
| | 3| -
AR T L
N +--> Event s
[
2
|
V
R R T R e
| Application specific |<--3--> Acct Policy
Modul e | e
o e e e e e oo +
N
|
5
|
\Y,
o e m e e e e e e e e e e e e e e e oo - +
| Service |
| +----mme--- + R R +
| | Service | <-->| Accounting/ | <--3-->: Accounting
| | Provision | | Metering | | : Data :
| +----mm--- + R + |
o e m e e e e e e e e e e e e e e e oo - +

Figure 5. AAA Server with Integrated Accounting

Dat a about the resource consunption is sent back to the AAA server
via the ASM The accounting process within the service converts the
netered data into accounting records which are sent to the AAA
server. For generating accounting records data conversion
aggregation and filtering of data m ght be perforned.
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7.2 Discrete Accounting

In contrast to the integrated accounting approach, accounting can

al so be seen as a separate or discrete service on its owm. In this
case the accounting does not have to be coupled with a specific
service. Discrete Accounting can be used for outsourcing the
accounting task. The accounting service can be provided by a genera
accounting systemwhich is able to account for different services.

For exanple, a generalized nmeter can do accounting for web traffic,
FTP traffic and voice over IP traffic. |If accounting is a separate
service, one provider can do the accounting (charging and billing)
for several other service providers. Accounting is offered just like
any other service. This nmeans authentication and authorization m ght
be required prior to the accounting service provisioning.
Furthernore, it is inportant that the involved parties agree

bef orehand how the accounting service is provided, what paraneters
can be set and how disputes will be resolved. After the accounting
servi ce has been configured, the AAA server can do the user
configuration of the service.

<---1---> Ceneric AAA Server |<---1--->

| Rule based engine |<----]|----- > Policy
| | 3| -
AR T L
N N +--> Event s
| [
2 2
| |
V V
R + R L e
| Application | | Application |<--3--> Acct Policy :
| Specific | | Specific | e
| Modul e | | Modul e |
S + oo +
N N
| |
5 5
| |
\Y, \Y,
R L + Fom - +
| Service | | Accounting/ |<--3-->: Accounting
| | | Metering | . Data
Fom e e e e oo - + Fom e e e e oo - +

Figure 6: AAA Server with Discrete Accounting
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A service provider that has outsourced the accounting service has to
request this service froman accounting service provider. The
generated accounting records are sent fromthe accounting provider to
the service provider who may nake nodifications to the records before
sending themto the final destination. Having such a genera
accounting service mght speed up the creation of new services -
especially specialized content services - in the Internet. This
separation is also beneficial to support special accounting services
(e.g. sending accounting indications to users) that are not directly
coupled to a network service. Furthernore, this separation is usefu
if the same set of accounting strategies can be applied to different
services (e.g. different tariffs which can be used for a set of

servi ces).

Anot her option is to outsource only the netering service. The neter
service provider generates neter data and sends themto the service
provi der who has requested them The service provider then generates
accounting records based on the received neter data. A separate
accounting or netering service provider can be used to validate the
accounting data generated by a service provider. |f the custoner
does not trust a service provider, or in the case of a legal action

a trusted accounting or nmetering provider is able to validate the
correctness of the accounting data generated by the service provider

7.3 Intra-Donmai n Accounti ng

In Intra-Domai n accounting [ RFC2975], the data about resource
consunption is collected in one adm nistrative domain for usage in
that domain. Accounting policies are enforced locally. Since no
exchange of accounting data with other donmains is required in this
scenari o, accounting policies do not need to be exchanged with ot her
entities.
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Figure 7: Intra-Domain Accounting
7.4 Inter-Donmai n Accounti ng

For Inter-Domain Accounting, at |east two adm nistratively separated
networks are involved in the accounting process. These can be a
Hone- and a Foreign-Provider in a Roami ng/ Mobile |IP Scenario

[ RFC2002] or a chain of providers if service provisioning involves
data transfer and/or services fromdifferent domains. |In these
scenarios, the exchange of accounting policies between providers is
necessary if accounting tasks are del egated to one provider or shared
anmong multiple providers. The exchange of accounting policies is
done by the AAA servers as shown in the figure bel ow
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Figure 8: Inter-Donmain Accounting (Roam ng Exanpl e)

In this exanple, the foreign provider takes over the collection of
accounting data. The honme provider is responsible for applying a
chargi ng schenme and sending the bill. Therefore, the home provider
needs accounting data fromthe foreign provider. |In order to
instruct the foreign provider about the desired accounting record
type and report frequency, the home AAA server sends an accounting
policy indication to the foreign AAA server. The indication contains
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the accounting policy. Instead of sending an indication, the
accounting policies could al so be piggy backed onto an authorization
reply. |If the foreign AAA server is able to configure devices in a

way to enforce the desired policy (e.g. the neters are capabl e of
metering the requested attributes) the accounting policy indication
is acknow edged. In case the requested policy cannot be enforced,
the accounting service is denied. Reasons to deny the enforcenent of
a specific accounting policy could be, e.g. because the neter is not
capabl e of measuring the requested attributes or the frequency of
records cannot be provided, or the home provider is not authorized to
get the requested detailed data. 1In this case procedures would be
useful to negotiate the smallest common denom nator for the invol ved
AAA servers regarding the provisioning of accounting data.

8. Accounting with different Authorization Mdels

The AAA aut horization framework [ RFC2904] introduces different
nessage sequences for authorization. The integration of configurable
accounting services for the nessage sequences can be done as
described in the foll owi ng sections.

8.1 Agent Sequence

The appropriate accounting policy for the authorized service is
either stored together with the authorization policy or in a separate
repository. The configuration of the accounting infrastructure can
be done together with the user configuration of the service equi pment
(messages 2 and 3 in Figure 9). User-specific configuration of the
service equi prent and the accounting infrastructure configuration

m ght involve the transfer of configuration data to nultiple entities
in the network (e.g. to different routers for setting up QS

provi sioning or to dedicated accounting neters).
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Figure 9: Accounting and Agent Sequence

In the agent sequence, it is possible to allow the user to send
accounting policies (e.g. for accounting indications) together with
the authorization request to the AAA server. Figure 9 shows the
agent sequence authorization and accounti ng nessages.

8.2 Pull Sequence

The configuration of the accounting infrastructure can be done
simlar to the agent sequence during the user configuration of the
service equi prment. Since the pull sequence does not involve the
sendi ng of a specific authorization request (e.g. if the service
equi pment is a Network Access Server (NAS) and the authorization
sequence sinply starts with the dial-in process), it would need
addi ti onal communication to support accounting policy indications
from users.
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Figure 10: Accounting and Pull Sequence

This can be, for instance, achieved by a hybrid nodel of agent and
pul | sequence where the user sends an accounting policy indication to
the AAA server in addition to the nessages exchange for the pul
sequence. Figure 10 shows the pull sequence authorization and
accounting nessages.

8.3 Push Sequence

In the push sequence, there is no direct connection between the AAA
server and the service equipnment. In this sequence there are three
possibilities for setting up the accounting infrastructure:

a) A standard fixed accounting procedure that has been assigned in
advance for the specific conbination of authorized user and service
i s used.

b) The ticket (nessage 3 in Figure 11) contains information about the
accounting policies used (e.g. different tickets for the sane service
with different accounting policies).

c) The ticket acts as a kind of digital coin and no further

accounting is needed. This nodel also supports the anonymous usage
of a service
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Figure 11 shows push sequence authorization and accounting nessages.
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| | <----- +- - ||
| | 2 | Ao +
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| | | | AcctRec |
| | | | |
| |3 ] b +
| | ------ +- > Servi ce |
| | <o Equi prrent |
| I B RCREREEEEEEEEEE v
oo + | |
o e e e e e e e +

Figure 11: Accounting and Push Sequence
8.4 Roam ng

If the provisioning of the service and the final authentication/

aut hori zation process is done by different organi zations, accounting
is rather coupled to the service provisioning process than to the

aut henti cation/authorization process. Since the data doesn’'t have to
traverse the honme providers network, the honme provider has no
possibility of collecting data about the resource consunption
Therefore, accounting will usually take place in the foreign provider
domain (i.e. in the domain that does the service provisioning).
Nevert hel ess, in order to ensure consistency of the authentication
aut hori zati on and accounting processes (e.g. allocation of user IDs
to accounting records) and the production of a bill, a connection

bet ween t he accounting process in the service provisioning domain and
the decidi ng authentication/authorization process (e.g. at the hone
provider) is needed.

A possible way of doing this is if the foreign provider gets the
accounting policies fromthe home provider and sets up the accounting
architecture in accordance to the given policies, the foreign

provi der can generate accounting records and send them back to the
home provider. The honme provider then can apply charging and can
produce a bill. An exanple for this is given in section 9.2. This
scenario requires a prior agreenent between the involved providers
about the possible policies and paraneters that are allowed to be
set.
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9. Exanpl es

The following exanples illustrate the use of policy-based accounting.
Pl ease note that the services used in the exanples are used only for
illustration purposes and their use in reality requires different
nmessages and paraneters.

9.1 Printing Service Exanple

The Internet Printing Protocol (IPP) [RFC2566], and especially the
"print-by-reference" nodel, provides a very interesting exanple
scenario for accounting and the interaction between authorization and
accounting. We will describe possible solutions for the accounting
of this service and how the accounting is triggered by the

aut hori zation. We will show how the nodel presented above can be
used for this exanple.

| PP "print-by-reference" allows a user to request a print service to
print a particular file. The file to be printed is not on the client
system but rather on a public server. That is, the clients print
request can contain a reference, or pointer, to the docunment instead
of the actual document itself. The print service nmust then read the
file to a file server (used for spooling) prior to the printing.
There are two possible setups: The file and print server either

bel ong to a single organi zation (Intra-Domain Accounting) or to two

di fferent organizations (Inter-Domain Accounting). |In the first
case, the user nust be authorized by a single service provider for
service usage. In the second case, two different possibilities for

establishing a trust relationships between the involved entities have
to be distingui shed [ RFC2905] .

9.1.1 I ntra-Donmai n Accounti ng

In the case of a single organization, the file and print service is
provided by a single service provider. The service subscriber and
user role are either one entity (e.g. private hone user) or different
entities (e.g. conpany as subscriber, enployee as user). For data
transport via the underlying network, the transportation service of a
network provider is used. |In this case, the AAA server of the
provider controls the access to the file and the print server. This
nmeans the AAA server enforces the accounting policies and collects
accounting data for both servers.
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9.1.2 I nter-Domai n Accounti ng

If two different organizations are involved there are two
possibilities for trust relationships as shown in [RFC2905]:

1. The user has an agreenment with the print server; the print
server has an agreenent with the file server.
2. The user has agreenents with both print and file server.

In case 1, the user is first authorized by the print service and the
request is forwarded to the file server. The file server authorizes
the print server and determines if the printer is allowed to access
the file. 1In this case which is shown in Figure 12, the accounting
policies fromthe user arrive at the print service AAA server.

| | Print Server | |
| | and Printer | | | |
| |

USER DOVAI N PRI NT SERVI CE DOVAI N FI LE SERVI CE DOVAI N
| |
R + | |
| | |
| | |
| | | . + . +
| User |---1-->| Print Service |---1-->| File Service
| | <--2---| AAA Server | <--2---| AAA Server
| | | o e e e e e oo + | o e e e oo +
| |
| |

1: AccPol I nd, 2: AccPol Conf
Figure 12: Inter-Donmain Accounting and Printing Service

The print service AAA server has to decide which policies can be
enforced |l ocally and which nmust be passed further to the file service
AAA server. The print service can add additional accounting
policies. 1In case the file server does not support the desired
accounting policies, the print server nust notify the user’s AAA
server and some policy conflict resolution nust occur. After the
file server has transferred the file to the print service, it
generates an accounting record according to the accounting policy and
passes it to the print service. The print service generates the
final accounting record for the service session based on its own and
the file service data after finishing printing. This record will be
used for the later billing process. Additionally, the print server
can send the final record to the user’s AAA server. There it can be
used for later authorization decisions based on used resources, i.e.
if the customer is a conpany and the user is an enpl oyee.
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In case 2, the custoner AAA server has an agreenent with file and
print server. In this case, the user’s AAA server sends accounting
policies to the file and the print server. After finishing the
service, both servers generate accounting records for the delivered
services which are used for later billing. As in the former case,
the accounting data can be sent to the user’s AAA server for use in
| ater authorization decisions. The user’s AAA server can tie both
accounting records together and assign themto the user using audited
session information (authorization and accounting nmessages for a
particul ar session could be coupled via a session ID) and policies
that define which activities a certain session is conposed of.

9.1.3 User Accounting Indication

For the printing service, there are a nunber of possible options for
sendi ng accounting indications to the user. Accounting indications
gi ve the user an indication of how much resources have been used
until the time of the indication. A user can receive accounting

i ndi cations or not depending on the accounting policy for the user

For Internet printing with the "print-by-reference" nodel, such

i ndi cati ons would be very hel pful for the user. Since the file is
not on the clients site, the user mght not have information on the
file size or the nunber of pages that will be printed. This neans
the user has no idea of the costs of the service usage. |f user and
subscriber are a single entity, accounting indications would help
users to avoid exceeding their spending linmit. Additionally,
accounting indications give the user a hint as to which resource
usage has caused the charges. This can be conmpared to an item zed
tel ephony bill where not only the nonetary sum per nonth is printed
but, in addition, information for every call (start tine, duration
di stance etc.) and its correspondi ng charge.

9.2 Mbil e/ Roam ng Exanpl e

In this section, the "Dial-in with Roanm ng" exanple fromthe

aut hori zati on exanpl es [ RFC2905], [RFC2002] is used to show how
accounting functions could interact with authorization functions.
The accounting nmodul es (e.g. collectors and neters) are seen here as
part of the service equiprment which is, in this exanple, |ocated at
the visited | SP premises. The basic configuration of the accounting
nodul es is probably done by the visited ISP itself, but the visited
| SP can allow the home ISP to influence certain paraneters (like
report interval or accounting record format). This is useful if the
hone provi der generates the invoice and therefore needs appropriate
accounting records to calculate the prices.
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The exchange of authorization data corresponds to the exanple in

[ RFC2905]. As an additional component, we introduce an ASM bet ween
hone AAA and service equi pnent for the user configuration which
happens after successful authorization. The extended roam ng exanpl e
is showmn in Figure 13. Steps (1), (2) and (3) describe the
forwardi ng of an authentication/authorization request fromthe user
via the AAA sever of the visited ISP to the hone AAA server. | n step
(4), user specific service paraneters are given to the visited ISP s
AAA server and are forwarded to the service equiprment (5) where the
user configuration is done. The user-specific service paraneters
could additionally include the desired policies for the configuration
of the accounting infrastructure of the visited SP. An accounting
policy could be, for instance, "for user X one accounting record of
type Y has to be generated every 30 seconds". This accounting policy
is used by the visited ISP to configure his nodules (e.g. netering,
data col |l ection).

User - dependent service paraneters are converted by the ASMinto the
appropriate configuration information (6). Then the user is infornmed
about the conpl eted authentication/authorization process (7). The
accounting architecture starts netering the resource usage and sends
nmetering records to the ASM (8). The ASM uses the netered data to
fill the required accounting records and sends themto the visited

| SP"s AAA server (9). The visited ISP can either post-process the
data or directly forward themto the home ISP (10). Wth this data
as input, an invoice is generated by the charging and billing nodul es
within the hone providers domain (11) by using charging policies
(tariff formulas), and then sent to the user/customer (12).

As an additional option, accounting records can also be offered to
the user (accounting indication) as a special service. For this
speci al service a separate authorization is required.

9.3 Diffserv Exanple

Thi s exanpl e explains how integrated accounting is configured via
policies for a Diffserv service [ RFC2475] based on bandw dth brokers
[12-BB]. The service is the transport of packets with a higher
priority and the service includes accounting and QoS auditi ng.

Figure 14 shows the service setup. The user issues a Service Request
(SR) for a Diffserv service to the AAA server. The request contains
a user ID and the paraneter for the desired service class.

User - >AAA: user-x@w a, service=diffserv, class=gold,
amount =2Moit, dest= nwb

Zseby, et. al. Experi ment al [ Page 33]



RFC 3334 Pol i cy- Based Accounti ng Cct ober 2002

In this exanple, user-x is |located at network A (nwa) and requests a
gold class service for all flows fromthis network to the destination
network B (nwb). After authentication and authorization has been
conpl et ed successfully, the AAA server extracts the ASI fromthe
request and passes themto the ASM of the Diffserv service.

AAA- >ASM  servi ce=di ffserv, class=gold, amount=2Miit, src=nwa
dest=nwb

The ASM takes over the task of translating the application specific
information into appropriate user configuration information for the
service equiprment. For the given Diffserv exanple, the service

equi prent consi sts of three conponents: accounting equi pnent, the QS
audi ti ng equi prment and t he bandwi dth broker architecture. The ASM
has to address all three conponents to set up the requested service
for the user. The translation of the ASI into configuration

i nformati on for the conponents can be done by eval uating service

provi sioning policies. For exanple, the ASM coul d have the follow ng
servi ce provisioning policy:

if class==gold {
set bwrequest.class = gold
set accounting.type = conprehensive
set qos-audit.netric = one-way-del ay

}

This results in sending a bandwi dth request to the BB which asks for
a gold service with the given parameters. Furthernore, the ASM

i ssues a request to the accounting equi pnent for conprehensive
accounting and a request to the QoS auditing equi pnent for a one-
way-del ay measurenment between the given networks.

ASM >BB: BWrequest (gol d, src=nwa, dest=nwb, anmount=2Mit)

ASM >Acct: Acct-request (conprehensive, src=nw a)

ASM >QoS: QoS- audit-request (one-way-del ay, src=nwa, dest=nwb)

The bandwi dth broker then sets up the Diffserv infrastructure to
provide the prioritized forwarding according to the definition of a
gold class. This is done in accordance with the actual bandw dth
broker’s architecture and is not further considered here. For the

Accounting Configuration and the QS Audit Control, |oca
configuration policies exist for setting up the service.
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Accounting-Pol i cy:
i f type==conprehensive {
set neter-location = access-point(nw a)
set record type =detail ed
set report interval = 120 s
set report target = 193.175.12.8
N indent of last two lines

}

QoS- Measurenent - Pol i cy:
if metric==one-way-del ay {
set nethod = passive
set tinestanpsize = 48 bit
set ingress-nmeter-location = access-point (nw a)
set egress-neter-location = access-poi nt (nw b)

}
In this case, the local accounting policy sets the neter location to
the network access point of network A, It states that for

conpr ehensi ve accounting, a detailed record type is required with a
report interval of 120 s. The resulting records have to be sent to
the given report target. The QoS neasurenent policy sets the

measur enment nmethod to passive nmeasurement. It sets the size used for
timestanp representation to 48 bits. As nmeter |ocations, the neters
at the access points of network A and network B are used.

After evaluating these policies, the instructions for the neter
configuration are passed down to the measurenment infrastructure. In
our exanple, the accounting configuration instructs the neter at the
first measurenent point (MP1l) to add a new rule with the given flow
attributes and settings for storage and reporting of results.
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Acct->M: MP1: add rul e dscp=23, src=a.a.al24, dest=b.b.b.b/24
save vol une
set report interval = 120 s
set report target = 193.175.12.8

SR e +
User ----------------- > AAA
Fommm o - +
|
| ASI
vV
R, +
e | ASM |-------------- R +
| Pol i cy e + Policy | BW Request |
| Par aret er s Paranmeters | |

\Y, \Y, \Y,
R e e e S +
| Accounting | <-->: Local 1<-->] QS | | Bandwi dt h
| | : Policies : | Auditing | | Broker
R + - Fommam- - S R +
| Meter Instructions | Measurenment Setup
V V
T +

| Measurenent
| Infrastructure |

Figure 14: Diffserv Service Provision Setup

The QoS audit control instructs two neters (at MP1 and MP2) to set up
a passive one-way-del ay nmeasurenent.

Q@S->M: MP1: add rul e dscp=23, src=a.a.a.al 24 dest=b.b.b.b/24,
save tinmestanp-48

MP2: add rul e dscp=23, src=a.a.a.al24, dest=b.b.b.b/24,
save timestanp-48
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9.4 User Accounting Indication Exanple

Thi s exanpl e expl ai ns how di screte accounting can be used to provide
accounting indications for the user. Accounting indications are sent
to the user in order to informthe user about current resource
consunption. The accounting indication is a special accounting
service that can be provided in addition to the standard accounting
performed by the provider. Like for any other service, an

aut hori zati on shoul d take place before the accounting indication
service provisioning. Therefore, the accounting here is seen as a
separate service. That neans the accounting service is independent
of the nmain service and therefore can be applied to different
services. It mght be used as an addition to an integrated
accounting that is part of the service. The authorization process
for the accounting service is out of the scope of this document and
therefore is not further explained here.

Figure 15 illustrates the configuration nessage sequence for setting
up the accounting service. First, the user sends an Accounting
Service Request (ASR) to the AAA server which includes desired
paraneters for the provisioning of the accounting service (e.g.
report interval).

user - >AAA: user-x@w a, service= accounting indications,
report interval= 60 s

The AAA server passes the ASI to the ASM of the accounting service
after the user has been authenticated and authorized for the service
usage.

AAA- >ASM  user-x@w- a, service=accounting indications,
report interval= 60 s
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The ASM generates an accounting policy based on the ASI and passes
this policy to the Accounting Configuration

ASM >Acct: If src=a.a.a.x {
acc-indication = on

report interval = 60s
report target= a.a.a.x
}
ASR Fomm - +
User --------------- > AAA |
E +
|
| ASI
Y,
B +
| ASM |
E +
|
T T et
Servi ce Equi pnent | Accounting Policy
Y,
T +
| Accounting | <---->: Local Acct
| | Pol i ci es
o e e oo +

| Meter Instructions

| Measurenent |
| Infrastructure

Fi gure 15: Accounting Indication Configuration

The Accounting Configuration generates nmeter instructions according
to the accounting policies fromthe ASM and | ocal accounting policies
and passes themto the neasurenent infrastructure.

| ocal Acct-Policy: if acc-indication {
record type = conpact

}

Acct->M: MP1: set report interva

= 60 s
add report target = a.a

Las X
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10. Security Considerations

Accounting services provide the basis for billing. Therefore, the

i ncentives (mainly saving noney) and potential for fraud is extrenely
high in the field of configuration of the accounting architecture and
the collection of accounting data. |In the presented framework, two
types of data conmunications are required, the exchange of accounting
policies and the collection of accounting records. Both

comuni cations introduce potential security hazards.

The foll owi ng potential security hazards can be identified:

- Forgery of accounting policies and accounting record information
Bot h accounting policies and accounting records can be the target of
forgery of information. Accounting policies contain configuration
information. Modifying this information can |lead to a mal-configured
accounting and netering systemwhich either allows data to traverse
the accounting system undetected (w thout being accounted for, e.g.
by changing the classification rules of a neter) or produces bogus
accounting records. Accounting records contain data about resource
consunption and provide the basis for billing. Modifying accounting
records may lead to erroneous bills. Furthermore, it is imnportant
that policies or accounting records are not redirected or renoved and
that forged policies or records are not inserted.

- Eavesdr oppi ng
It may be required to keep accounting policies and accounting records
confidential between the involved parties.

- Denial of Service (DoS) attacks

Both the AAA server and the accounting/ netering subsystemcan be the
target of denial of service attacks. A denial of service attack
agai nst the AAA server may |lead to mal function and even breakdown of

the server. This nmeans the server will not be able to provide proper
aut henti cation, authorization and accounting functionality. The
service provided by the AAA server will becone unavail abl e or

unusable. An attack to the server can be worse than an attack to the
service equiprment itself, especially if nmultiple services use one AAA
server. An attack against the accounting/metering systemwll cause

| oss of netering data and/or |oss of accounting records.

This leads to the follow ng security requirenents:
- Secrecy of accounting policies and accounting data
Unaut hori zed entities should not be able to read or nodify accounting

policies or accounting records. This can be achieved with standard
encryption mnethods.
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- Authentication of accounting data and accounting policy sources
It should be ensured that the data is originated by the origina
source. Source-authentication can be achieved by using digita

si gnat ur es.

- Protection of the integrity of accounting policies and records

It should be ensured that the data was not nodified on the way from
sender to receiver. Data-authentication can also be achieved with
di gital signatures.

- Verify correctness of generated accounting data

It nust be ensured that the accounting data generated by the service
provider is correct. A provider may generate incorrect accounting
records either deliberately (i.e. forging) or unintentionally (e.g.
faulty configuration). These incorrect accounting records probably
have t he consequence of incorrect bills. Custoners can verify the
correctness of the accounting data through their measurenents and/or
through data collected by a trusted third party. A trusted third
party can be an independent accounting service provider as described
in section 7.2 or a nore general entity providing an auditing

servi ce.

- Prevention and protection agai nst Denial of Service attacks

The AAA protocol and all building blocks should be designed and

i npl enented in a way as resistant as possible to denial of service
attacks. An additional strategy to defend against DoS attacks is to
add a component to the neter systemthat is able to detect suspicious
traffic patterns. Upon detection, further actions can be taken
according to a pre-defined policy.

The prevention of these hazards has to be considered for the
protocol s used for accounting policy exchange and the transportation
of accounting records. Since the security requirements for

aut hentication, transm ssion |l evel security, data object
confidentiality and integrity are addressed in the criteria for AAA
protocol eval uation [ RFC2989], we assume that the future AAA
protocol (s) will be suited for secure accounting record transfer and
probably al so for secure accounting policy transport. Furthernore,
we assume that existing or upcomng solutions for secure
transportation and enforcenent of policies can be used. Rea
prevention of DoS attacks is quite difficult. A selective dropping
of the attackers packets is inpossible if the malicious packets
cannot be separated fromthe valid custonmer traffic. Dropping of al
packets of a certain type nay prevent authorized custoners from using
the service and therefore help the attacker to achi eve her goal
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