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Abst r act

The I nternet Message Action Protocol (1MAP4) CHI LDREN extension
provides a nmechanismfor a client to efficiently determine if a

particul ar mail box has children, without issuing a LIST "" * or a
LIST "" % for each mail box.

1. Conventions used in this docunent
In exanples, "C.:" and "S:" indicate lines sent by the client and
server respectively. |If such |ines are wapped without a new "C." or
"S:" label, then the wapping is for editorial clarity and is not

part of the comand.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC 2119].

2. Introduction and Overvi ew

Many | MAP4 [ RFC-2060] clients present to the user a hierarchical view
of the nmil boxes that a user has access to. Rather than initially
presenting to the user the entire mail box hierarchy, it is often
preferable to show to the user a collapsed outline list of the
mai | box hierarchy (particularly if there is a |arge nunber of

mai | boxes). The user can then expand the coll apsed outline hierarchy
as needed. It is comon to include within the collapsed hierarchy a
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visual clue (such as a "+") to indicate that there are child
nmai | boxes under a particular nmail box. Wen the visual clue is
clicked the hierarchy list is expanded to show the child mail boxes.

Several | MAP vendors inplemented this proposal, and it is proposed to
docunent this behavior and functionality as an Informational RFC.

There is interest in addressing the general extensibility of the | MAP
LI ST command t hrough an | MAP LI ST Extension draft. Simlar
functionality to the \HasChildren and \ HasNoChildren flags could be
incorporated into this new LI ST Extension. It is proposed that the
nore general LIST Extension draft proceed on the standards track with
this proposal being relegated to informational status only.

If the functionality of the \HasChildren and \ HasNoChil dren fl ags
were incorporated into a nore general LIST extension, this would have
the advantage that a client could then have the opportunity to
request whether or not the server should return this information.
This woul d be an advantage over the current draft for servers where
this information is expensive to conpute, since the server would only
need to conpute the information when it knew that the client
requesting the information was able to consune it.

3. Requirenents

| MAP4 servers that support this extension MJST |ist the keyword
CHI LDREN in their CAPABILITY response.

The CHI LDREN ext ension defines two new attri butes that MAY be
returned within a LI ST response.

\ HasChildren - The presence of this attribute indicates that the
mai | box has child nail boxes.

Servers SHOULD NOT return \HasChildren if child mail boxes exist, but
none will be displayed to the current user in a LIST response (as
shoul d be the case where child nmail boxes exist, but a client does not
have perni ssions to access them) |In this case, \HasNoChildren
SHOULD be used.

In many cases, however, a server may not be able to efficiently
conput e whether a user has access to all child nmil boxes, or nmultiple
users nmay be accessing the same account and sinultaneously changi ng
the mail box hierarchy. As such a client MJST be prepared to accept
the \HasChildren attribute as a hint. That is, a mailbox MAY be
flagged with the \HasChildren attribute, but no child mail boxes wll
appear in a subsequent LIST response.
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Exampl e 3. 1:

[*** Consider a server that has the follow ng mail box hierarchy:

I NBOX
| TEM 1
| TEM 1A
| TEM 2
TOP_SECRET
VWhere INBOX, ITEM1 and ITEM 2 are top |level nailboxes. |ITEM1 a
child mailbox of ITEM1 and TOP_SECRET is a child mailbox of IT
that the currently | ogged on user does NOT have access to.

Ais
EM 2

Note that in this case, the server is not able to efficiently compute
access rights to child mail boxes and responds with a \HasChil dren
attribute for mailbox I TEM 2, even though | TEM 2/ TOP_SECRET does not
appear in the list response. ***/

A001 LIST "" *

* LIST (\HasNoChildren) "/" | NBOX

* LIST (\HasChildren) "/" ITEM 1

* LIST (\HasNoChildren) "/" ITEM 1/1 TEM 1A
* LIST (\HasChildren) "/" ITEM 2

A001 OK LI ST Conpl eted

VULV O

\ HasNoChi |l dren - The presence of this attribute indicates that the
mai | box has NO child mail boxes that are accessible to the currently
authenticated user. |f a mailbox has the \Noinferiors attribute, the
\ HasNoChi Il dren attribute is redundant and SHOULD be onitted in the

LI ST response.

In sonme instances a server that supports the CH LDREN ext ensi on MAY
NOT be able to determ ne whether a mail box has children. For exanple
it may have difficulty determ ning whether there are child mail boxes
when LI STing nai |l boxes while operating in a particul ar nanespace.

In these cases, a server MAY exclude both the \HasChildren and

\ HasNoChi Il dren attributes in the LIST response. As such, a client
can not make any assunptions about whether a mail box has chil dren
based upon the absence of a single attribute.

It is an error for the server to return both a \HasChildren and a
\ HasNoChi I dren attribute in a LIST response.
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It is an error for the server to return both a \HasChildren and a
\Nol nferiors attribute in a LIST response.

Not e: the \HasNoChildren attri bute should not be confused with the
| MAP4 [ RFC-2060] defined attribute \Noinferiors which indicates that
no child mail boxes exi st now and none can be created in the future.

The \HasChil dren and \HasNoChildren attributes m ght not be returned
in response to a LSUB response. Many servers maintain a sinple
mai | box subscription list that is not updated when the underlying
mai | box structure is changed. A client MJST NOT assume that

hi erarchy information will be maintained in the subscription list.

RLIST is a conmand defined in [RFC-2193] that includes in a LIST
response mmil boxes that are accessible only via referral. That is, a
client nust explicitly issue an RLI ST command to see a list of these
mai | boxes. Thus in the case where a mail box has child mail boxes that
are available only via referral, the nmil boxes woul d appear as

\ HasNoChi |l dren in response to the LI ST command, and \HasChildren in
response to the RLI ST command.

5. Formal Syntax

The foll owi ng syntax specification uses the augmented Backus- Naur
Form (BNF) as described in [ ABNF].

Two new mai |l box attributes are defined as flag_extensions to the
| MAP4 mai | box_I|ist response

HasChil dren = "\ HasChil dren"
HasNoChi | dren = "\ HasNoChi | dren"
6. Security Considerations
This extension provides a client a nore efficient neans of
det erm ni ng whet her a particular nmailbox has children. [If a mail box

has children, but the currently authenticated user does not have
access to any of them the server SHOULD respond with a

\ HasNoChi |l dren attribute. |In many cases, however, a server my not
be able to efficiently conmpute whether a user has access to all child
mai | boxes. |f such a server responds with a \HasChildren attribute,

when in fact the currently authenticated user does not have access to
any child mail boxes, potentially nore information is conveyed about
the mail box than intended. A server designed with such |evels of
security in mnd SHOULD NOT attach the \HasChildren attribute to a
mai | box unl ess the server is certain that the user has access to at

| east one of the child nail boxes.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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