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The popul arity of gateways that interwork between the PSTN (Public
Swi t ched Tel ephone Network) and SIP networks has notivated the
publication of a set of conmon practices that can assure consi stent
behavi or across inplenentations. This docunment taxonom zes the uses
of PSTN-SI P gateways, provides uses cases, and identifies mechani snms
necessary for interworking. The nmechanisns detail how SIP provides
for both "encapsulation’ (bridging the PSTN signaling across a SIP
network) and 'translation’ (gatewaying).
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1. Introduction

The Session Initiation Protocol (SIP [1]) is an application-I|ayer
control protocol that can establish, nodify and term nate multinmedi a
sessions or calls. These multimedia sessions include nultinedia
conferences, Internet tel ephony and simlar applications. SIP is one
of the key protocols used to inplenent Voice over |IP (VolP).

Al t hough perform ng tel ephony call signaling and transporting the
associ ated audi o nedi a over |IP yields significant advantages over
traditional tel ephony, a VolP network cannot exist in isolation from
traditional tel ephone networks. It is vital for a SIP tel ephony
network to interwork with the PSTN

The popul arity of gateways that interwork between the PSTN and SIP
networ ks has notivated the publication of a set of common practices
that can assure consi stent behavior across inplenentations. The
scarcity of SIP expertise outside the |IETF suggests that the IETF is
the best place to stage this work, especially since SIPis in a
relative state of flux conpared to the core protocols of the PSTN
Mor eover, the | ETF working groups that focus on SIP (SIP and S| PPI NG
are best positioned to ascertain whether or not any new extensions to
SIP are justified for PSTN i nterworking. This framework addresses
the overall context in which PSTN SIP interworking gateways m ght be
depl oyed, provides use cases and identifies the nmechani sns necessary
for interworking.

An inportant characteristic of any SIP tel ephony network is feature
transparency with respect to the PSTN. Traditional telecom services
such as call waiting, freephone nunmbers, etc., inplemented in PSTN
protocol s such as Signaling SystemNo. 7 (SS7 [6]) should be offered
by a SIP network in a manner that precludes any debilitating
difference in user experience while not limting the flexibility of
SIP. On the one hand, it is necessary that SIP support the
primtives for the delivery of such services where the term nating
point is a regular SIP phone (see definition in Section 2 bel ow)
rather than a device that is fluent in SS7. However, it is also
essential that SS7 information be avail abl e at gat eways, the points
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of SS7-SIP interconnection, to ensure transparency of features not
ot herwi se supported in SIP. |f possible, SS7 information should be
available in its entirety and without any loss to trusted parties in
the SIP network across the PSTN-1P interface; one conpelling need to
do so also arises fromthe fact that certain networks utilize
proprietary SS7 paraneters to transmt certain infornmation through
their networks.

Anot her inportant characteristic of a SIP tel ephony network is
routability of SIP requests - a SIP request that sets up a tel ephone
call should contain sufficient information in its headers to enable
it to be appropriately routed to its destination by proxy servers in
the SIP network. Mst commonly this entails that paraneters of a
call like the dialed nunber should be carried over from SS7 signaling
to SIP requests. Routing in a SIP network may in turn be influenced
by mechani sms such as TRIP [8] or ENUM[7].

The SIP-T (SIP for Tel ephones) effort provides a framework for the

i ntegration of |egacy tel ephony signaling into SIP nmessages. SIP-T
provi des the above two characteristics through techniques known as
"encapsul ation’ and 'translation’” respectively. At a SIP-1SUP

gat eway, SS7 | SUP messages are encapsulated within SIP in order that
i nformati on necessary for services is not discarded in the SIP
request. However, internmediaries |ike proxy servers that nmke
routing decisions for SIP requests cannot be expected to understand
| SUP, so sinultaneously, sone critical information is translated from
an | SUP nmessage into the corresponding SIP headers in order to
determ ne how the SIP request will be routed.

While pure SIP has all the requisite instruments for the
establ i shnent and termination of calls, it does not have any baseline

nmechanismto carry any md-call information (such as the |ISUP I NF/ I NR
query) along the SIP signaling path during the session. This md-
call information does not result in any change in the state of SIP

calls or the paraneters of the sessions that SIP initiates. A
provision to transmt such optional application-layer information is
al so needed.
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Probl em definition: To provide | SUP transparency across SS7-SIP
i nt erwor ki ng

SS7-SI P | nt erwor ki ng Requi renents SIP-T Functions

Transpar ency of | SUP Encapsul ation of ISUP in the

Si gnal i ng SI P body

Routability of SIP nmessages with Transl ation of |SUP information
dependenci es on | SUP into the SIP header

Transfer of md-call |SUP signaling Use of the I NFO Method for m d-
nessages call signaling

Table 1: SIP-T features that fulfill PSTN-IP inter-connection
Requi renent s

Wil e this docunment specifies the requirements above, it provide
nmechani sns to satisfy them - however, this docunent does serve as an
framework for the documents that do provide these nechanisns, all of
which are referenced in Section 5.

Not e that many nodes of signaling are used in tel ephony (SS7 | SUP
BTNUP, Q 931, M etc.). This docunent focuses on SS7 | SUP and ai ns
to specify the behavior across ISUP-SIP interfaces only. The scope
of the SIP-T enterprise may, over tine, cone to enconpass ot her
signaling systens as wel | .

2. SIP-T for ISUP-SIP | nterconnections

SIP-T is not a new protocol - it is a set of mechanisnms for
interfacing traditional tel ephone signaling with SIP. The purpose of
SIP-T is to provide protocol translation and feature transparency
across points of PSTN-SIP interconnection. It intended for use where
a Vol P network (a SIP network, for the purposes of this docunent)
interfaces with the PSTN

Using SIP-T, there are three basic nodels for howcalls interact with
gateways. Calls that originate in the PSTN can traverse a gateway to
term nate at a SIP endpoint, such as an I P phone. Conversely, an IP
phone can nake a call that traverses a gateway to terminate in the
PSTN. Finally, an IP network using SIP may serve as a transit
networ k between gateways - a call nmay originate and termnate in the
PSTN, but cross a SIP-based network somewhere in the mddle.
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The SS7 interfaces of a particular gateway determ ne the | SUP
variants that that gateway supports. Wether or nor a gateway
supports a particular version of |SUP deternines whether it can
provide feature transparency while termnating a call

The following are the primary agents in a SIP-T-enabl ed network.

o PSTN (Public Switched Tel ephone Network): This refers to the
entire interconnected collection of l|ocal, |ong-distance and
i nternational phone conpanies. |In the exanples below, the term
Local Exchange Carrier (LEC) is used to denote a portion (usually,
a regional division) of the PSTN

o |P endpoints: Any SIP user agent that can act as an originator or
reci pient of calls. Thus, the followi ng devices are classified as
| P endpoi nts:

*  Gteways: A telephony gateway provides a point of conversion
bet ween signaling protocols (such as ISUP and SIP) as well as
circuit-switch and packet-switched audio nedia. The term Media
Gateway Controller (M3C) is also used in the exanples and
di agrams in this document to denote | arge-scale clusters of
deconposed gateways and control logic that are frequently
depl oyed today. So for exanple, a SIP-1SUP gateway speaks | SUP
to the PSTN and SIP to the Internet and is responsible for
converting between the types of signaling, as well as
i nterchangi ng any associ ated bearer audi o nedi a.

* SIP phones: The termused to represent all end-user devices
that originate or terminate SIP Vol P calls.

* Interface points between networks where administrative policies
are enforced (potentially mddl eboxes, proxy servers, or
gat eways) .

o Proxy Servers: A proxy server is a SIP internediary that routes
SIP requests to their destinations. For exanple, a proxy server
m ght direct a SIP request to another proxy, a gateway or a SIP
phone.
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Figure 1: Mtivation for SIP-T in |ISUP-SIP interconnection

In Figure 2 a Vol P cloud serves as a transit network for tel ephone
calls originating in a pair of LECs, where SIP is enployed as the
Vol P protocol used to set up and tear down these VolP calls. At the
edge of the depicted network, an M3C converts the |ISUP signals to SIP
requests, and sends themto a proxy server which in turn routes
calls on other MCs. Although this figure depicts only two MXCs,
Vol P depl oynents woul d commonly have nany such points of

i nterconnection with the PSTN (usually to diversify anong PSTN rate
centers). For a call originating fromLECL and be term nating in
LEC2, the originator in SIP-T is the gateway that generates the SIP
request for a VolP call, and the termnator is the gateway that is
the consuner of the SIP request; M3C1L would thus be the originator
and M3C2, the terminator. Note that one or nore proxies may be used
to route the call fromthe originator to the term nator

In this flow, in order to seam essly integrate the IP network with
the PSTN, it is important to preserve the received SS7 informtion
within SIP requests at the originating gateway and reuse this SS7

i nformati on when signaling to the PSTN at the term nating gateway.

By encapsulating | SUP information in the SIP signaling, a SIP network
can ensure that no SS7 information that is critical to the
instantiation of features is | ost when SIP bridges calls between two
segnents of the PSTN

That much said, if only the exchange of | SUP between gateways were
rel evant here, any protocol for the transport of signaling

i nformati on nay be used to achieve this, obviating the need for SIP
and consequently that of SIP-T. SIP-T is enployed in order to

| everage the intrinsic benefits of utilizing SIP: request routing and
call control |everaging proxy servers (including the use of forking),
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ease of SIP service creation, SIP's capability negotiation systens,
and so on. Translation of information fromthe received | SUP nessage
paranmeters to SIP header fields enables SIP internediaries to
consider this information as they handl e requests. SIP-T thus
facilitates call establishnent and the enabling of new tel ephony
services over the I P network while sinultaneously providing a nethod
of feature-rich interconnection with the PSTN

Finally, the scenario in Figure 2 is just one of several flows in
which SIP-T can be used - voice calls do not always both originate
and termnate in the PSTN (via gateways); SIP phones can al so be
endpoints in a SIP-T session. |n subsequent sections, the follow ng
possible flows will be further detail ed:

1. PSTN origination - PSTN termnation: The originating gateway
receives |SUP fromthe PSTN and it preserves this information
(via encapsul ation and translation) in the SIP nmessages that it
transmts towards the termnating gateway. The term nator
extracts the ISUP content fromthe SIP nessage that it receives
and it reuses this information in signaling sent to the PSTN

2. PSTN origination - IP termnation: The originating gateway
receives |SUP fromthe PSTN and it preserves this | SUP
information in the SIP nessages (via encapsul ation and
translation) that it directs towards the termnating SIP user
agent. The ternminator has no use for the encapsul ated | SUP and
ignores it.

3. IPorigination - PSTN termnation: A SIP phone originates a VolP
call that is routed by one or nore proxy servers to the
appropriate ternmi nating gateway. The term nating gateway
converts to I SUP signaling and directs the call to an appropriate
PSTN i nterface, based on information that is present in the
recei ved SI P header.

4. |P origination - IPtermnation: This is a case for pure SIP
SIP-T (either encapsulation or translation of |SUP) does not cone
into play as there is no PSTN interworKking.

3. SIP-T Fl ows

The foll ow sections explore the essential SIP-T flows in detail
Not e t hat because proxy servers are usually responsible for routing
SIP requests (based on the Request-URI) the eventual endpoints at
which a SIP request will terminate is generally not known to the
originator. So the originator does not select fromthe flows
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described in this section, as a matter of static configuration or on
a per-call basis - rather, each call is routed by the SIP network

i ndependently, and it may instantiate any of the flows bel ow as the
routing logic of the network dictates.

3.1 SIP Bridging (PSTN - IP - PSTN)

kkhkkkkhhkkkhkhkhkkkhkhkkkhkhkkkk*x

* k% * k%

* *
* o e e e - o *
* | proxy]| "
| ---] | ---]
/] MC| Vol P Net wor k | MC)\
[ --- -\
/ * * \
/ L * \
/ * | proxy| * \
| PSTN | *xx *xx | PSTN |

khkkkhkhkkhkhkkhkhkkhkhkkhrkhkhk*k

Figure 2: PSTN origination - PSTN term nation (SIP Bridging)

A scenario in which a SIP network connects two segnents of the PSTN
is referred to as 'SIP bridging’. Wen a call destined for the SIP
network originates in the PSTN, an SS7 | SUP nessage will eventually
be received by the gateway that is the point of interconnection with
the PSTN network. This gateway is fromthe perspective of the SIP
protocol the user agent client for this call setup request.
Traditional SIP routing is used in the IP network to determ ne the
appropriate point of termination (in this instance a gateway) and to
establish a SIP dialog and begin negoti ation of a media session
between the origination and term nati on endpoints. The egress
gateway then signals ISUP to the PSTN, reusing any encapsul ated | SUP
present in the SIP request it receives as appropriate.
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A very elenmentary call-flow for SIP bridging is shown bel ow.

PSTN MGC#1  Proxy MGCH#2 PSTN
A | AM - - - - - >| | | |
| |----- | NVI TE- - - - > |
| | |----- | AM - - - - >
| | <--100 TRYING - - | |
| | | | <----ACM----- |
| | <----- 18x------- | |
| <------ ACM - - - - - - | |

| | | | <---- ANM """ |
| | <----200 OK----- | |
| <------ ANM: - - - - - - | | | |
| [------ ACK- - - - - - >| |
| —=—=—=—=—=—=—=—=—=—=—=—=—=—=—====Cgnversat i 0n:::::::::::::::::|
[ REL- - - - - - >| | | |
| <------ RLG ------ |------ BYE- - - - - - >| |
| | | |----- REL----- >|
| | <----200 OK----- | |
I I | | <----RLG------ |

3.2 PSTN origination - IP termnation

EE R I I R I R R I R

* *
* *
* *
|---- | ----- |
/] MC | Vol P Net wor k | proxy]\
1 \
/ * * \
/ * * \
/ * \
| PSTN | ** ** | SIP phone |

kkhkkkhkkkhkhkkhkhkkhkhkkhkk ik *

Figure 3: PSTN origination - IP termnation
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originates fromthe PSTN and term nates at a SIP phone. Note

in Figure 5, the proxy server acts as the registrar for the SIP
phone in question.

A simple call-flow depicting the I SUP and SIP signaling for a PSTN

originated call

termnating at a SIP endpoint follows:

PSTN MGC Pr oxy SI P phone
|- T AM - - - > | |
| [-------- I N\VI TE- - - - - - >| |
| | | ------- I NVI TE------- >|
| | <------ 100 TRYING - - - | |
| | | <----e- 18- - === - |
| S EREEETEE 18- ------- | |
| <----ACM----| | |
| | | <------- 200 OK------- |
| | <------- 200 OK------- | |
| <o ANME- - | | |
| |--------- ACK-------- >| |
| | |- ACK- - - - - - - - >
| —===—=—=—=—=—=—=—=—=—=—=—=—======Cgnversati On::::::::::::::::::::::::|
| ----- REL---->| | |
| | ---------- BYE------- >| |
| <----RLG----- | | --------- BYE-------- >|
| | | <------- 200 OK------- |
| | <------- 200 OK------- | |
I I I I
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3.3 P origination - PSTN term nation

KRR S S R R O

* k% * k%
* *
* *
* *
* *
| ----- | | ---- ]
/] proxy| Vol P Net wor k | MC |\
/- ---- 0\
/ * * \
/ * * \
/ * * \
____________ * * e e e e e e e -
| SI P phone | * * | PSTN

khkkkhkkkhkkkhkkkhkkkhkkkxx  _________

Figure 4: IP origination - PSTN term nation

A call originates froma SIP phone and term nates in the PSTN

Unli ke the previous two flows, there is therefore no | SUP

encapsul ation in the request - the term nating gateway therefore only
perforns translation on the SIP headers to derive values for |SUP

par amet ers.

A sinple call-flowillustrating the different legs in the call is as
shown bel ow.

Vermuri & Peterson Best Current Practice [ Page 11]



RFC 3372 SIP-T Sept enber 2002

SI P phone Pr oxy MC PSTN
| ----- | NVI TE- - - - - >| | |
[ R INVITE-------- > |
| <---100 TRYING --| | ----- | AM - - - >
| | <------ 100 TRYING ----- | |
| | | <----ACM----|
| ESEREEETEE 18- - === - | |
| <------ 18- --- - -- | | |
| | | <----ANM - -
| S 200 OK-------- | |
| <----- 200 OK----- | | |
- ACK- - - - - - >| | |
| IEEEEEEEEEE ACK--------- >| |
EEEREEE BYE------ > | |
| EERREEEEEE BYE--------- > |
| | [EEREE REL- - - - >]
| <mmmmm--- 200 OK-------- | |
| <----- 200 OK----- | | <----RLG----- |

4. SIP-T Rol es and Behavi or

There are three distinct sorts of elenents (froma functional point
of view) in a SIP VolP network that interconnects with the PSTN

1. The originators of SIP signaling
2. The terminators of SIP signaling

3. The internediaries that route SIP requests fromthe originator to
the term nator

Behavi or for the Section 4.1, Section 4.2 and Section 4.3
internediary roles in a SIP-T call are described in the foll ow ng
secti ons.

4.1 Originator

The function of the originating user agent client is to generate the
SIP Call setup requests (i.e., INVITEs). Wen a call originates in
the PSTN, a gateway is the UAC, otherwi se sone native SIP endpoint is
the UAC. In either case, note that the originator generally cannot
anticipate what sort of entity the terminator will be, i.e., whether
final destination of the request is in a SIP network or the PSTN
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In the case of calls originating in the PSTN (see Figure 3 and Figure
5), the originating gateway takes the necessary steps to preserve the
| SUP information by encapsulating it in the SIP request it creates.
The originating gateway is entrusted with the responsibility of
identifying the version of the ISUP (ETSI, ANSI, etc.) that it has
received and providing this information in the encapsul ated | SUP
(usually by adding a nultipart M ME body with appropriate MM
headers). It then fornulates the headers of the SIP | NVITE request
fromthe paraneters of the ISUP that it has received fromthe PSTN as
appropriate (see Section 5). This mght, for instance, entai

setting the 'To:’ header field in the INVITE to the reflect dialed
nunber (Called Party Nunber) of the received | SUP | AM

In other cases (like Figure 7), a SIP phone is the originator of a
Vol P call. Usually, the SIP phone sends requests to a SIP proxy that
is responsible for routing the request to an appropriate destination
There is no I SUP to encapsul ate at the user agent client, as there is
no PSTN interface. Although the call may term nate in the tel ephone
network and need to signal ISUP in order for that to take place, the
originator has no way to anticipate this and it would be fool hardy to
require that all SIP Vol P user agents have the capability to generate
ISUP. It is therefore not the responsibility of an I P endpoints like
a SI P phone to generate encapsul ated | SUP. Thus, an originator nust
generate the SIP signaling while perform ng | SUP encapsul ati on and
transl ati on when possi bl e (nmeaning when the call has originated in
the PSTN).

Oiginator requirements: encapsulate |SUP, translate information from
ISUP to SIP, nultipart M ME support (for gateways only)

4.2 Term nat or
The SIP-T termnator is a consuner of the SIP calls. The term nator

is a standard SIP UA that can be either a gateway that interworks
with the PSTN or a SIP phone.
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In case of PSTN terninations (see Figure 3 and Figure 7) the egress
gateway terminates the call to its PSTN interface. The term nator
generates the | SUP appropriate for signaling to the PSTN fromthe

i ncom ng SIP nessage. Values for certain | SUP paraneters may be

gl eaned fromthe SIP headers or extracted directly from an

encapsul ated | SUP body. Generally speaking, a gateway uses any
encapsul ated ISUP as a tenplate for the nmessage it will send, but it
overwites paraneter values in the tenplate as it translates SIP
headers or adds any parameter values that reflect its local policies
(see Appendix Aitem1).

In case of an IP termination (Figure 5), the SIP UAS that receives
SI P nessages with encapsul ated | SUP typically disregards the | SUP
nessage. This does introduce a general requirenent, however, that
devices like SIP phones handle multipart M ME nessages and unknown

M ME types gracefully (this is a baseline SIP requirenment, but also a
pl ace where vendors have been known to nake shortcuts).

Term nator requirenents: standard SIP processing, interpretation of
encapsul ated | SUP (for gateways only), support for multipart MM
graceful handling of unknown M ME content (for non-gateways only)

4.3 Internediary

Internediaries |like proxy servers are entrusted with the task of
routi ng nessages to one another, as well as gateways and SIP phones.
Each proxy server nmakes a forwardi ng decision for a SIP request based
on val ues of various headers, or 'routable elenents’ (including the
Request-URI, route headers, and potentially many other elenments of a
SI P request).

SI P-T does introduce sone additional considerations for forwarding a
request that could lead to new features and requirenents for
internediaries. Feature transparency of ISUP is central to the
notion of SIP-T. Conpatibility between the | SUP variants of the
originating and termnating PSTN interfaces automatically leads to
feature transparency. Thus, proxy servers mght take an interest in
the variants of ISUP that are encapsul ated with requests - the
variant itself could becone a routable element. The termination of a
call at a point that results in greater proximty to the fina
destination (rate considerations) is also an inportant consideration
The preference of one over the other results in a trade-off between
sinmplicity of operation and cost. The requirenment of procuring a
reasonable rate may dictate that a SIP-T call spans dissimlar PSTN
interfaces (SIP bridging across different gateways that don’'t support
any | SUP variants in common). |In order to optimze for maxi mum
feature transparency and rate, sonme operators of intermediaries m ght
want to consider practices along the follow ng |ines:
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a) The need for |SUP feature transparency nmay necessitate | SUP
variant translation (conversion), i.e., conversion from one
variant of ISUP to another in order to facilitate the term nation
of that call over a gateway interface that does not support the
| SUP variant of the originating PSTN interface. (See Appendix A
item2.) Although in theory conversion nay be perforned at any
point in the path of the request, it is optinmal to performit at a
point that is at the greatest proximty to the term nating
gateway. This could be acconplished by delivering the call to an
application that m ght performthe conversion between variants.
Feature transparency in this case is contingent on the
avai lability of resources to performI|SUP conversion, and it
incurs an increase in the call-set up tine.

b) An alternative would be to sacrifice |ISUP transparency by handi ng
the call off to a gateway that does not support the version of the
originating ISUP. The term nating M3C woul d then just ignore the
encapsul ated |1 SUP and use the information in the SIP header to
termnate the call

So, it may be desirable for proxy servers to have the intelligence to
make a judicious choice given the options available to it.

Proxy requirenents: ability to route based on choice of routable
el enent s

4.4 Behavi oral Requirenents Sunmary

If the SIP-T originator is a gateway that received an | SUP request,
it must always perform both encapsul ation and translation | SUP
regardl ess of where the originator mght guess that the request wll
term nate.

If the term nator does not understand ISUP, it ignores it while
perform ng standard SIP processing. |If the term nator does
understand |1 SUP, and needs to signal to the PSTN, it should reuse the
encapsulated I1SUP if it understands the variant. The term nator
shoul d performthe follow ng steps:

o Extract the ISUP fromthe nmessage body, and use this ISUP as a
nmessage tenplate. Note that if there is no encapsulated |ISUP in
the nessage, the gateway should use a canonical tenplate for the
nessage type in question (a pre-popul ated | SUP nessage confi gured
in the gateway) instead
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o Translate the headers of the SIP request into | SUP paraneters,
overwiting any values in the nessage tenpl ate.

o Apply any local policies in popul ating paraneters.

An internediary nust be able to route a call based on the choice of
routable elenents in the SIP headers.

5. Components of the SIP-T Protoco

The nechani sns described in the foll owi ng sections are the conponents
of SIP-T that provide the protocol functions entailed by the
requirenents.

5.1 Core SIP
SIP-T uses the nethods and procedures of SIP as defined by RFC 3261
5.2 Encapsul ation

Encapsul ati on of the PSTN signaling is one of the major requirenents
of SIP-T. SIP-T uses multipart MM bodies to enable SIP nmessages to
contain multiple payl oads (Session Description Protocol or SDP [5],

| SUP, etc.). Nunerous ISUP variants are in existence today; the |SUP
M ME type enable recipients too recognize the | SUP type (and thus

det erm ne whether or not they support the variant) in the nost
expedi ti ous possible manner. One schene for perform ng | SUP
encapsul ati on using nulti-part M ME has been described in [2].

5.3 Transl ation

Transl ati on enconpasses all aspects of signaling protocol conversion
between SIP and | SUP. There are essentially two conmponents to the
probl em of translation:

1. [|SUP SIP nessage mapping: This describes a mapping between | SUP
and SIP at the nessage level. 1In SIP-T deploynents gateways are
entrusted with the task of generating a specific |ISUP nessage for
each SIP nessage received and vice versa. It is necessary to
specify the rules that govern the mappi ng between | SUP and SIP
messages (i.e., what |SUP nessages is sent when a particular SIP
nessage is received: an | AM nust be sent on receipt of an INVITE
a REL for BYE, and so on). A potential mapping between | SUP and
SI P messages has been described in [10].
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2. | SUP paraneter-SIP header mapping: A SIP request that is used to
set up a tel ephone call should contain information that enables
it to be appropriately routed to its destination by proxy servers
inthe SIP network - for exanple, the tel ephone number dial ed by
the originating user. It is inmportant to standardize a set of
practices that defines the procedure for translation of
information fromISUP to SIP (for exanple, the Called Party
Nunber in an | SUP | AM nust be mapped onto the SIP ' To' header
field and Request-URI, etc.). This issue becones inherently nore
conplicated by virtue of the fact that the headers of a SIP
request (especially an INVITE) may be transforned by
i nternediari es, and that consequently, the SIP headers and
encapsul ated | SUP bodi es cone to express conflicting val ues -
effectively, a part of the encapsulated | SUP may be rendered
irrelevant and obsol ete.

5.4 Support for md-call signaling

Pure SI P does not have any provision for carrying any md-cal

control information that is generated during a session. The INFO [ 3]
nmet hod shoul d be used for this purpose. Note however that INFOis
not suitable for managi ng overlap dialing (for one way of

i mpl enenting overlap dialing see [11]). Also note that the use of

I NFO for signaling md-call DITMF signals is not recomended (see
RFC2833 [9] for a recommended mechani sm

6. SIP Content Negotiation

The originator of a SIP-T request m ght package both SDP and | SUP

el ements into the sane SIP nmessage by using the MM multipart
format. Traditionally in SIP, if the term nating device does not
support a multipart payload (rmultipart/mxed) and/or the | SUP M ME
type, it would then reject the SIP request with a 415 Unsupported
Medi a Type specifying the nedia types it supports (by default,
"application/SDP"). The originator would subsequently have to re-
send the SIP request after stripping out the | SUP payload (i.e. wth
only the SDP payl oad) and this would then be accepted.

This is a rather cunbersone flow, and it is thus highly desirable to
have a nmechani sm by which the originator could signify which bodies
are required and which are optional so that the term nator can
silently discard optional bodies that it does not understand
(allowing a SIP phone to ignore an | SUP payl oad when processi ng | SUP
is not critical). This is contingent upon the termninator having
support for a Content-type of nultipart/m xed and access to the
Content-Di sposition header to express criticality.
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1. Support for ISUP is optional. Therefore, UA2 accepts the INVITE
irrespective of whether it can process the | SUP

UAL UA2
| NVI TE- - >
(Content-type: mul tipart/ m xed;
Content-type: application/sdp;
Cont ent -di sposition: session; handling=required;
Content-type: application/isup;
Cont ent -di sposition: signal; handling=optional;)

<--18x

2. Support for ISUP is preferred. UA2 does not support the | SUP and
rejects the INVITE with a 415 Unsupported Media Type. UAL strips
off the 1SUP and re-sends the INVITE with SDP only and this is
the accept ed.

UAL UA2

I NVI TE--> (Content-type: nultipart/m xed;
Content-type: application/sdp;
Cont ent - di sposition: session; handling=required;
Content-type: application/isup
Content -di sposition: signal; handling=required;)

<--415
(Accept: application/sdp)
ACK- - >

I NVI TE- - >
(Content-type: application/sdp)

<--18x
3. Support for ISUP is mandatory for call establishment. UA2 does

not support the I1SUP and rejects the INVITE with a 415
Unsupported Media type. UA1l then directs its request to UA3.
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UAL UA2

I NVI TE--> (Content-type: nultipart/m xed;
Content-type: application/sdp;
Cont ent - di sposition: session; handling=required;
Content-type: application/isup
Content -di sposition: signal; handling=required;)

<--415
(Accept: application/sdp)
ACK- - >
UAL UA3

I NVI TE--> (Content-type: nultipart/m xed;
Content-type: application/sdp;
Cont ent - di sposition: session; handling=required;
Content-type: application/isup
Content -di sposition: signal; handling=required;)

Note that the exchanges of nessages above are not conplete; only the
nmessages relevant to this discussion are shown. Specifics of the

| SUP M ME type can be obtained from[2]. The 'version and ’'base
paraneters are not shown here, but nust be used in accordance with
the rules of [2].

7. Security Considerations

SIP-T can be enployed as an interdomain signaling mechani smthat may
be subject to pre-existing trust relationshi ps between adm nistrative
domains. In many | egal environments, distribution of ISUP is
restricted to licensed carriers; SIP-T introduces sone challenges in
so far as it bridges carrier signaling with end-user signaling. Any
admi ni strative domain inplementing SIP-T should have an adequat e
security apparatus (including elenments that manage any appropriate
policies to manage fraud and billing in an interdomain environnent)
in place to ensure that the transm ssion of |SUP informati on does not
result in any security violations.

Transporting I SUP in SIP bodies may provide opportunities for abuse,
fraud, and privacy concerns, especially when SIP-T requests can be
generated, inspected or nodified by arbitrary SIP endpoints. |SUP
M ME bodi es shoul d be secured (preferably with SSMMe [4]) to
alleviate this concern, as is described in the Security

Consi derations of the core SIP specification [1]. Authentication
properties provided by SSMMe would allow the recipient of a SIP-T
nmessage to ensure that the |1 SUP M ME body was generated by an
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aut horized entity. Encryption would ensure that only carriers
possessing a particular decryption key are capable of inspecting
encapsul ated | SUP M ME bodies in a SIP request.

SIP-T endpoi nts MJST support S/ M ME signatures (CVS SignedData), and
SHOULD support encryption (CVS Envel opedDat a) .

8. | ANA Consi derati ons
Thi s docunent introduces no new considerations for | ANA
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Appendi x A. Notes

1. Some terminating MCs nay alter the encapsulated I1SUP in order to
renove any conditions specific to the originating circuit; for
exanpl e, continuity test flags in the Nature of Connection
I ndi cators, etc.

2. Even so, the relevance of ANSI-specific information in an ETSI
network (or vice versa) is questionable. Cearly, the strength
of SIP-T is realized when the encapsul ated | SUP i nvol ves the
usage of proprietary paraneters.
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the copyright notice or references to the Internet Society or other
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Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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