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Abst r act

Thi s docunent describes high-level functional and interface
requirenments for a client-server protocol for the registration and
managenent of Internet domain names in shared registries. Specific
technical requirenents detailed for protocol design are not presented
here. Instead, this document focuses on the basic functions and
interfaces required of a protocol to support multiple registry and
regi strar operational nodels.

Conventions Used In This Document
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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1. Introduction

The advent of shared donmain nanme registration systens illustrates the
utility of a common, generic protocol for registry-registrar
interaction. A standard generic protocol will allow registrars to
conmuni cate with nultiple registries through a conmon interface,
reduci ng operational conplexity. This docunment describes high |eve
functional and interface requirenents for a generic provisioning
protocol suitable for registry-registrar operations. Detailed
technical requirenments are not addressed in this docunent.

1.1 Definitions, Acronyns, and Abbreviations

ccTLD: Country Code Top Level Domain. ".us" is an exanple of a
ccTLD.

DNS: Domai n Name System

gTLD: Ceneric Top Level Domamin. ".com is an exanple of a gTLD.
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| ANA: I nternet Assigned Nunmbers Authority

| ETF: Internet Engineering Task Force

| P Address: Either or both IPv4 or |Pv6 address.
| Pv4: Internet Protocol version 4

| Pv6: Internet Protocol version 6

RRP: Regi stry-Regi strar Protoco

TLD: Top Level Domain. A generic termused to describe both gTLDs
and ccTLDs that exist under the top-level root of the domain nane
hi er ar chy.

Excl usi ve Registration System A domain name registration systemin
which registry services are limted to a single registrar. Exclusive
Regi stration Systens are either | oosely coupled (in which case the
separati on between registry and registrar systens is readily
evident), or tightly coupled (in which case the separation between
registry and registrar systens is obscure).

Nane Space: The range of values that can be assigned within a
particul ar node of the domain nane hierarchy.

hject: A generic termused to describe entities that are created,
updat ed, del eted, and otherw se managed by a generic registry-
regi strar protocol

Registrant: An entity that registers donmain names in a registry
through the services provided by a registrar. Registrants include
i ndi vi dual s, organizations, and corporations.

Registrar: An entity that provides front-end domain name registration
services to registrants, providing a public interface to registry
servi ces.

Regi stry: An entity that provides back-end domai n nane registration
services to registrars, nmanaging a central repository of information
associ ated with domain nane del egations. A registry is typically
responsi ble for publication and distribution of zone files used by
the Domai n Nane System

Shared Regi stration System A domain nane registration systemin
whi ch registry services are shared anong multipl e i ndependent
registrars. Shared Registration Systens require a | oose coupling
bet ween registrars and a registry.
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Thi ck Registry: Aregistry in which all of the information associ ated
with registered entities, including both technical information
(informati on needed to produce zone files) and social informtion
(information needed to inplenent operational, business, or |ega
practices), is stored within the registry repository.

Thin Registry: Aregistry in which all elenents of the socia
i nformati on associated with registered entities is distributed
between a shared registry and the registrars served by the registry.

Zone: The complete set of information for a particular "pruned”
subtree of the domain space. The zone concept is described fully in
[ RFC1035] .

2. Ceneral Description

A basi ¢ understandi ng of domain nane registration systens provides
focus for the enuneration of functional and interface requirenents of
a protocol to serve those systens. This section provides a high-

| evel description of domain nanme registration systens to provide
context for the requirenents identified later in this docunent.

2.1 System Perspective

A donmmi n nane registration system consists of a protocol and

associ ated software and hardware that pernmits registrars to provide

I nternet donmain name registration services within the name spaces
admi ni stered by a registry. A registration system can be shared
among mul tiple conpeting registrars, or it can be served by a single
registrar that is either tightly or |oosely coupled w th back-end
registry services. The system providing registration services for
the .com .net, and .org gTLDs is an exanple of a shared registration
system serving multiple conmpeting registrars. The systens providing
registration services for sone ccTLDs and the .gov and .mil|l gTLDs are
exanpl es of registration systens served by a single registrar

2.2 System Functions

Regi strars access a registry through a protocol to register objects
and perform obj ect managenent functions. Required functions include
sessi on managenent; object creation, update, renewal, and deletion
obj ect query; and object transfer.

A registry generates DNS zone files for the name spaces it serves.

Zone files are created and distributed to a series of nane servers
that provide the foundation for the domai n nane system
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2.3 User Characteristics

Protocol users fall into two broad categories: entities that use
protocol client inplenentations and entities that use protocol server
i mpl enent ati ons, though an entity can provide both client and server
services if it provides internediate services. A protocol provides a
| oose coupling between these conmunicating entities.

2.4 Assunptions

There is one and only one registry that is authoritative for a given
name space and zone.

A registry can be authoritative for nore than one name space and
zone. Sone registry operations can be billable. The inmpact of a
bill abl e operation can be nmitigated through the specification of
non-bill abl e operations that allow a registrar to make inforned
deci si ons before executing bill able operations.

A registry can choose to inplement a subset of the features provided
by a generic registry-registrar protocol. A thin registry, for
exanpl e, m ght not provide services to register social information
Specification of mnimal inplenentation conpliance requirenments is
thus an exercise left for a formal protocol definition docunment that
addresses the functional requirenents specified here.

A protocol that neets the requirenments described here can be called
somet hing other than "Generic Registry Registrar Protocol"

The requirenents described in this docunment are not intended to Iimt
the set of objects that can be managed by a generic registry-
regi strar protocol
3. Functional Requirements
This section describes functional requirenents for a registry-

regi strar protocol. Technical requirenents that describe how these
requirenents are to be net are out of scope for this docunent.
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3.1 Sessi on Managenent

[1] The protocol MJST provide services to explicitly establish a
client session with a registry server.

[2] In a connection-oriented environnent, a server MJST respond to
connection attenpts with information that identifies the server and
the default server protocol version

[3] The protocol MJST provide services that allow a client to request
use of a specific protocol version as part of negotiating a session

[4] The protocol MJST provide services that allow a server to decline
use of a specific protocol version as part of negotiating a session

[5] A session MJUST NOT be established if the client and server are
unabl e to reach agreenent on the protocol version to be used for the
request ed session.

[6] The protocol MJST provide services to explicitly end an
est abl i shed session

[7] The protocol MJIST provide services that provide transactiona
atomcity, consistency, isolation, and durability in the advent of
sessi on managenent fail ures.

[8] The protocol MJST provide services to confirmthat a transaction
has been completed if a session is aborted prematurely.

3.2 ldentification and Aut henticati on

[1] The protocol or another |ayered protocol MJST provide services to
identify registrar clients and registry servers before granting
access to other protocol services.

[2] The protocol or another |ayered protocol MJST provide services to
authenticate registrar clients and registry servers before granting
access to other protocol services.

[3] The protocol or another |ayered protocol MJST provide services to

negoti ate an authenticati on nechani sm acceptable to both client and
server.
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3.3 Transaction ldentification

[1] Registry operations that create, nodify, or del ete objects MJST
be associated with a registry-unique identifier. The protocol MJST
al l ow each transaction to be identified in a permanent and gl obally
uni que manner to facilitate tenmporal ordering and state managenent
servi ces.

3.4 Obj ect Managenent

This section describes requirenents for object managenent, including
identification, registration, association, update, transfer, renewal,
del eti on, and query.

3.4.1 Cbject ldentification

Sone objects, such as nane servers and contacts, have utility in
nultiple registries. However, maintaining disjoint copies of object
information in nultiple registries can |ead to inconsistencies that
have adverse consequences for the Internet. For exanple, changing a
nane server name in one registry, but not in a second registry that
refers to the server for domai n nane del egati on, can produce
unexpected DNS query results.

[1] The protocol MJST provide services to associate an object
identifier with every object.

[2] bject identifiers MUST be gl obally unique.

[3] An object’s identifier MJUST NOT change during the lifetine of the
object in a particular repository, even if admnistrative control of
the object changes over tine.

[4] An object identifier MJIST contain information that unambi guously
identifies the object.

[5] Object identifier format specified by the protocol SHOULD be
easi |y parsed and understood by humans.

[6] An object’s identifier MJST be generated and stored when an
object is created.
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3.4.2 (bject Registration

[1] The protocol MJIST provide services to register Internet donain
nanes.

[2] The protocol MJST permit a starting and ending tinme for a domain
nane registration to be negotiated, thereby allowing a registry to

i mpl enent policies allowing a range of registration validity periods
(the start and end points in tine during which one normally assunes
that an object will be active), and enabling registrars to select a
period for each registration they submt fromw thin the valid range
based on out-of-band negoti ati on between the registrar and the
registrant. Registries SHOULD be allowed to accept indefinitely
valid registrations if the policy that they are inplenenting pernmts,
and to specify a default validity period if one is not selected by a
registrar. Registries MIST be allowed to specify minimal validity
peri ods consistent with prevailing or preferred practices for fee-
for-service recovery. The protocol MJST provide features to ensure
that both registry and regi strar have a nutual understandi ng of the
validity period at the conclusion of a successful registration event.

[3] The protocol MJST provide services to register name servers.
Nane server registration MJST NOT be linmted to a specific period of
time. Nanme servers MJST be registered with a valid IPv4 or |Pv6
address when a "glue record" is required for del egation. A nane
server MAY be registered with nultiple | P addresses. Miltiple nanme
servers using distinct server nanes MAY share an | P address.

[4] The protocol MJIST provide services to manage del egation of zone
authority. Nanmes of name servers MJST NOT be required to be tied to
the nane of the zone(s) for which the server is authoritative.

[5] The protocol MJST provide services to register social information
descri bi ng human and organi zational entities. Registration of socia
i nformati on MJUST NOT be limted to a specific period of tinme. Socia
i nformati on MAY include a nane (individual nanme, organization naneg,
or both), address (including street address, city, state or province
(if applicable), postal code, and country), voice tel ephone nunber
emai | address, and facsinile tel ephone nunber.

[6] Protocol services to register an object MJST be available to al
aut horized registrars.
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3.4.3 (bj ect Association

[1] The protocol MJST provide services to associate name servers with
domai n nanes to del egate authority for zones. A donmain name MAY have
mul tiple authoritative name servers. Name servers NMAY be
authoritative for nultiple zones.

[2] The protocol MJST provide services to associate | P addresses with
name servers. A nane server MAY have nultiple IP addresses. An IP
address MAY be associated with nmultiple name server registrations.

[3] The protocol MJST provide services to associate socia

information with other objects. Social information associations MJST
be identified by type. "Registrant" is an exanple social information
type that mght be associated with an object such as a domai n namne.

[4] The protocol MJST provide services to associ ate object managenent
capabilities on a per-registrar basis.

[5] Some managed objects represent shared resources that m ght be
referenced by nmultiple registrars. The protocol MJST provide
services that allow a registrar to associate an exi sting shared
resource object with other registered objects sponsored by a second
registrar. For exanple, authority for the exanple.tld zone
(exanple.tld donain obj ect managed by registrar X) and authority for
the test.tld zone (test.tld dommi n object nanaged by registrar Y)

m ght be del egated to server nsl.exanple.tld (rmanaged by registrar
X). Registrar X maintains adm nistrative control over domai n object
exanple.tld and server object nsl.exanple.tld, and registrar Y

mai ntai ns adm nistrative control over donmmin object test.tld.

Regi strar Y does not have adm nistrative control over server object
nsl. exanple.tld.

3.4.4 bject Update

[1] The protocol MJST provide services to update information
associated with registered Internet donmai n names.

[2] The protocol MJST provide services to update information
associ ated with regi stered name servers.

[3] The protocol MJST provide services to update social information
associated with regi stered human and organi zati onal entities.

[4] The protocol MJST provide services to limt requests to update a

regi stered object to the registrar that currently sponsors the
regi stered object.
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[5] The protocol MJST provide services to explicitly reject
unaut hori zed attenpts to update a regi stered object.

3.4.5 (bject Transfer

[1] The protocol MJST provide services to transfer dommi n nanes anong
aut horized registrars. Name servers registered in a domain being
transferred MJST be transferred along with the domain itself. For
exanpl e, name servers "nsl.exanple.tld" and "ns2.exanmple.tld" MJST be
implicitly transferred when domain "exanple.tld" is transferred.

[2] The protocol MJST provide services to describe all objects,
i ncludi ng associ ated objects, that are transferred as a result of an
obj ect transfer.

[3] The protocol MJIST provide services to transfer social information
obj ects anong aut horized registrars.

[4] Protocol transfer requests MJUST be initiated by the registrar who
wi shes to beconme the new admi ni strator of an object.

[5] The protocol MJST provide services to confirmregistrar
aut horization to transfer an object.

[6] The protocol MJST provide services that allow the requesting

regi strar to cancel a requested object transfer before the request
has been approved or rejected by the original sponsoring registrar
Requests to cancel the transfer of registered objects MJST be limted
to the registrar that requested transfer of the regi stered object.
Unaut hori zed attenpts to cancel the transfer of a registered object
MUST be explicitly rejected.

[7] The protocol MJST provide services that allow the origina
sponsoring registrar to approve or reject a requested object
transfer. Requests to approve or reject the transfer of registered
objects MJUST be limted to the registrar that currently sponsors the
regi stered object. Unauthorized attenpts to approve or reject the
transfer of a regi stered object MIST be explicitly rejected.

[8] The protocol MJIST provide services that allow both the origina
sponsoring registrar and the potential new registrar to nonitor the
status of both pending and conpleted transfer requests.

[9] Transfer of an object MAY extend the object’s registration
period. |If an object’s registration period will be extended as the
result of a transfer, the new expiration date and ti ne MJUST be
returned after successful conpletion of a transfer request.
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[10] Requests to initiate the transfer of a registered object MJST be
available to all authorized registrars.

[11] Registrars mght becone non-functional and unable to respond to
transfer requests. It mght be necessary for one registrar to assume
managenent responsibility for the objects associated wth another
registrar in the event of registrar failure. The protocol MJST NOT
restrict the ability to transfer objects in the event of registrar
failure.

3.4.6 (bject Renewal / Ext ensi on

[1] The protocol MJST provide services to renew or extend the
validity period of registered domain nanes. |f applicable, the new
expiration date and tine MJST be returned after successful conpletion
of a request to renew or extend the validity period.

[2] Requests to renew or extend the validity period of a registered
object MUST be Iimted to the registrar that currently sponsors the
regi stered object. Unauthorized attenpts to renew or extend the

validity period of a registered object MIST be explicitly rejected.

3.4.7 (bject Deletion

[1] The protocol MJST provide services to renpbve a domain nane from
the registry.

[2] The protocol MJIST provide services to renpbve a name server from
the registry.

[3] The protocol MJST provide services to renpbve a social information
object fromthe registry.

[4] Requests to renove a registered object MIST be limted to the
registrar that currently sponsors the regi stered object.

Unaut hori zed attenpts to renove a regi stered object MIST be
explicitly rejected.

3.4.8 (bj ect Existence Query

This section describes requirenents for a |lightweight query mechani sm
whose sol e purpose is to determne if an object exists in a registry.

[1] The protocol MJST provide services to deternmine if a donain nane

exists in the registry. Donmain nanes MJST be searchable by fully
qual i fied nane.
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[2] The protocol MJST provide services to deternmine if a nane server
exists in the registry. Nane servers MJST be searchable by fully
qual i fied nane.

[3] The protocol MJIST provide services to determne if a socia
i nfornmati on object exists in the registry. Social information MJST
be searchable by a registry-unique identifier

[4] A query to determine if an object exists in the registry MJST
return only a positive or negative response so that server software
that responds to this query can be optim zed for speed.

[5] Requests to deternine the existence of a registered object MJST
be available to all authorized registrars.

3.4.9 (bject Informati on Query

Thi s section describes requirenents for a query nechani sm whose
purpose is to provide detailed information describing objects that
exist in a registry.

[1] The protocol MJST provide services to retrieve information
describing a domain name fromthe registry. Returned information
MUST include the identifier of the current sponsoring registrar, the
identifier of the registrar that originally registered the domain,
the creation date and tine, the expiration date and time (if any),
the date and tinme of the [ast successful update (if any), the
identifier of the registrar that perforned the [ ast update, the date
and time of last conpleted transfer (if any), the current status of
the domain, authorization information, identifiers describing socia
i nformation associated with the domain, and the subordi nate nane
servers registered in the domain. Authorization information MJUST
only be returned to the current sponsoring registrar

[2] The protocol MJST provide services to retrieve information

descri bing a nane server fromthe registry. Returned information
MUST include the identifier of the current sponsoring registrar, the
identifier of the registrar that originally registered the nane
server, the creation date and tinme, the date and time of the |ast
successful update (if any), the identifier of the registrar that
performed the | ast update, the date and tinme of |ast conpleted
transfer (if any), and the |IP addresses currently associated with the
name server.

[3] The protocol MJST provide services to retrieve social information
fromthe registry. Returned information MJST include identification
attributes (which MAY include nanme, address, tel ephone nunbers, and
emai | address), the identifier of the registrar that originally
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regi stered the information, the creation date and tine, the date and
time of the last successful update (if any), the identifier of the
registrar that perforned the | ast update, the date and tine of |ast
conpleted transfer (if any), and authorization information

Aut hori zation informati on MUST only be returned to the current
sponsoring registrar

[4] The protocol MJST provide services to identify all associated
obj ect references, such as name servers associated with domai ns
(including del egati ons and hi erarchical relationships) and contacts
associ ated with domains. This information MJIST be visible if the
obj ect associ ations have an inpact on the success or failure of

pr ot ocol operations.

[5] Requests to retrieve information describing a registered object
MAY be granted by the registrar that currently sponsors the

regi stered object. Unauthorized attenpts to retrieve information
describing a regi stered object MIST be explicitly rejected.

3.5 Domain Status |ndicators

[1] The protocol MJST provide status indicators that identify the
operational state of a domain nanme. |ndicators MAY be provided to
identify a newy created state (the domai n has been registered but
has not yet appeared in a zone), a normal active state (the domain
can be nodified and is published in a zone), an inactive state (the
domai n can be nodified but is not published in a zone because it has
no authoritative name servers), a hold state (the domain can not be
nodi fied and is not published in a zone), a lock state (the domain
can not be nodified and is published in a zone), a pending transfer
state, and a pending renoval state.

[2] If provided, protocol indicators for hold and | ock status MJST
al I ow i ndependent setting by both registry and registrar

[3] A domain MAY have multiple statuses at any given tine. Sone
statuses MAY be nutual |y exclusive.

3.6 Transaction Conpl etion Status
[1] The protocol MJIST provide services that unanmbi guously note the

success or failure of every transaction. |Individual success and
error conditions MJUST be noted distinctly.

Hol | enbeck I nf or mati onal [ Page 13]



RFC 3375 Generic RRP Requirenents Sept ember 2002

4. External Interface Requirenents

External interfaces define the interaction points between a system
and entities that conmunicate with the system Specific areas of
interest include user interfaces, hardware interfaces, software

i nterfaces, and comuni cations interfaces.

4.1 User, Hardware, and Software |nterfaces

[1] The protocol MJIST define a wire format for data exchange, not an
application design for user, hardware, or software interfaces so that
any application able to create the sane bits on the wire, and to
maintain the image of the sane integrity constraints, is a valid

i mpl ement ati on of the protocol

4.2 Communi cations |Interfaces

[1] Registries, registrars, and registrants interact using a w de
spect rum of communi cations interfaces built upon multiple protocols,

i ncludi ng transport |ayer protocols such as TCP and application |ayer
protocol s such as SMIP. The protocol MJST only be run over |ETF
approved protocols that feature congestion control, such as TCP and
SCTP.

5. Performance Requirenents

[1] Run-tinme performance is an absolutely critical aspect of protoco
usability. While performance is very heavily dependent on the
hardware and software architecture that inplements a protocol
protocol features can have a direct inpact on the ability of the
underlying architecture to provide optinal perfornmance. The protoco
MUST be usable in both high volune and | ow vol ume operating

envi ronnents.

6. Design Constraints

Prot ocol designers need to be aware of issues beyond functional and
i nterface requirenments when bal anci ng protocol design decisions.
This section describes additional factors that m ght have an i npact
on protocol design, including standards conpliance and hardware
[imtations.

6.1 Standards Conpliance
[1] The protocol MJST conformto current |ETF standards. Standards
for domain and host name syntax, |P address syntax, security, and

transport are particularly relevant. Energing standards for the
Domai n Nane System MJST be considered as they approach naturity.
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[2] The protocol MJST NOT reinvent services offered by |ower |ayer
protocol standards. For exanple, the use of a transport that
provides reliability is to be chosen over use of a non-reliable
transport with the protocol itself using retransm ssion to achieve
reliability.

6.2 Hardware Limtations

[1] The protocol MJST NOT define any features that preclude hardware
i ndependence.

7. Service Attributes

El ements of service beyond functional and interface requirenents are
essential factors to consider as part of a protocol design effort.
Thi s section describes several inportant service elenments to be
addressed by protocol designers, including reliability, availability,
scalability, maintainability, extensibility, and security.

7.1 Reliability

[1] Reliability is a neasure of the extent to which a protoco

provi des a consi stent, dependable |evel of service. Reliability is
an inportant attribute for a domain nane nmanagenment protocol. An
unreliabl e protocol increases the risk of data exchange errors, which
at one extrene can have a direct inpact on protocol usability and at
the other extreme can introduce discontinuity between registry and
regi strar data stores. The protocol MJST include features that
maximze reliability at the application protocol |ayer. Services
provi ded by underlying transport, session, and presentation protocols
SHOULD al so be consi dered when addressing application protoco
reliability.

[2] The protocol MJST be run over the nost reliable transport option
avail able in a given environnent. The protocol MJST NOT inpl enent a
service that is otherwi se available in an applicable standard
transport.

[3] Default protocol actions for when a request or event tinmes out
MJUST be wel | defi ned.

7.2 Availability
[1] Availability is a nmeasure of the extent to which the services
provi ded by a protocol are accessible for an intended use.

Availability of an application |layer protocol is primarily dependent
on the software and hardware systens that inplenment the protocol
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The protocol MJST NOT include any features that inpinge on the
underlying availability of the software and hardware systens needed
to service the protocol

7.3 Scalability

[1] Scalability is a nmeasure of the extent to which a protocol can
accommodat e use growt h whil e preserving acceptabl e operationa
characteristics. The protocol MJST be capable of operating at an
acceptable level as the load on registry and regi strar systens

i ncreases.

7.4 Maintainability

[1] Maintainability is a measure of the extent to which a protoco
can be adapted or nmodified to address unforeseen operational needs or
defects. The protocol SHOULD be devel oped under the nom nal worKking
group processes of the IETF to provide a well-known mechani sm for
ongoi ng nmi nt enance.

7.5 Extensibility

[1] Extensibility is a neasure of the extent to which a protocol can
be adapted for future uses that were not readily evident when the
protocol was originally designed. The protocol SHOULD provide
features that at a nmininmumallow for the managenent of new object
types without requiring revisions to the protocol itself.

[2] The requirenents described in this docunment are not intended to

limt the set of objects that m ght be nanaged by the protocol. The
protocol MJST include features that allow extension to object types

that are not described in this docunment.

[3] The protocol MJIST provide an optional field within all commands
whose format and use will be controlled by individual registry

policy.
7.6 Security

[1] Transactional privacy and integrity services MJST be avail abl e at
some protocol |ayer.

[2] This docunent describes requirenments for basic user
identification and authentication services. A generic protocol MY
i ncl ude additional security services to protect against the attacks
descri bed here. A generic protocol MJIST depend on other-I|ayered
protocols to provide security services that are not provided in the
generic protocol itself. A generic protocol that relies on security
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services fromother-|ayered protocols MJST specify the protoco
| ayers needed to provide security services.

8. O her Requirements

Certain aspects of anticipated operational environnents have to be
consi dered when designing a generic registry-registrar protocol
Areas of concern include database operations, operations, site
adaptation, and data collection.

8.1 Dat abase Requirenents

[1] The protocol MJST NOT have any dat abase dependenci es. However,

ef ficient use of database operations and resources has to be

consi dered as part of the protocol design effort. The protoco
SHOULD provide atom c features that can be efficiently inplemented to
m ni m ze dat abase | oad.

8.2 (Operational Requirenents

[1] Registry-registrar interactions at the protocol |evel SHOULD
operate w thout human intervention. However, internediate services
that preserve the integrity of the protocol MAY be provided. For
exanpl e, an internediate service that determnes if a registrant is
authorized to register a nane in a name space can be provided.

[2] The protocol MJST provide services that allow clients and servers
to maintain a consistent understanding of the current date and tine
to effectively manage objects with tenporal properties.

8.3 Site Adaptation Requirenents

[1] Registries and registrars have varying busi ness and operationa
requi rements. Several factors, including governance standards, |oca
| aws, customs, and business practices all play roles in determning
how regi stries and registrars are operated. The protocol MJST be

fl exi bl e enough to operate in diverse registry-registrar

envi ronnent s.

8.4 Data Col |l ection Requirenents

[1] Sone of the data exchanged between a registrar and registry m ght
be consi dered personal, private, or otherw se sensitive. D sclosure
of such information mght be restricted by |aws and/or busi ness
practices. The protocol MJIST provide services to identify data
col l ection policies.
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10.

11.

[2] Sone of the social information exchanged between a registrar and
registry mght be required to create, manage, or operate Internet or
DNS infrastructure facilities, such as zone files. Such information
is subject to public disclosure per relevant |ETF standards.

Internationalization Requirenents

[1] [RFC1035] describes Internet host and donai n names using
characters traditionally found in a subset of the 7-bit US-ASCl
character set. Mdre recent standards, such as [RFC2130] and

[ RFC2277], describe the need to devel op protocols for an
international Internet. These and ot her standards MJST be consi dered
during the protocol design process to ensure world-w de usability of
a generic registry registrar protocol

[2] The protocol MJIST all ow exchange of data in formats consistent
with current international agreenents for the representation of such
objects. In particular, this neans that addresses MJST incl ude
country, that tel ephone nunbers MJST start with the internationa
prefix "+", and that appropriate thought be given to the usability of
information in both [ocal and international contexts. This neans
that some elenents (like nanes and addresses) might need to be
represented multiple tines, or formatted for different contexts (for
i nstance English/French in Canada, or Latin/ideographic in Japan).

[3] Al date and tinme values specified in a generic registry-

regi strar protocol MJST be expressed in Universal Coordinated Time.
Dates and times MJST include information to represent a four-digit
cal endar year, a cal endar month, a cal endar day, hours, m nutes,
seconds, fractional seconds, and the time zone for Universa
Coordinated Tinme. Calendars apart fromthe G egorian cal endar MJST
NOT be used

| ANA Consi der ati ons

Thi s docunent does not require any action on the part of |ANA
Prot ocol specifications that require I ANA acti on MJST foll ow the
gui del i nes described in [RFC2434].

Security Consi derations

Security services, including confidentiality, authentication, access
control, integrity, and non-repudiati on SHOULD be applied to protect

i nteractions between registries and registrars as appropriate.
Confidentiality services protect sensitive exchanged information from
i nadvertent disclosure. Authentication services confirmthe clained
identity of registries and registrars before engaging in online
transactions. Access control services control access to data and
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services based on identity. |Integrity services guarantee that
exchanged data has not been altered between the registry and the

regi strar. Non-repudiation services provide assurance that the
sender of a transaction can not deny being the source of the
transaction, and that the recipient cannot deny being the receiver of
the transacti on.
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