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Et her | P: Tunneling Ethernet Franes in |P Datagrans
Status of this Meno

This menmo provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst r act

Thi s docunent describes the Etherl P, an early tunneling protocol, to
provide informational and historical context for the assignnent of IP
protocol 97. EtherlP tunnels Ethernet and | EEE 802. 3 nedi a access
control frames in |IP datagrans so that non-IP traffic can traverse an
IP internet. The protocol is very lightweight, and it does not
provi de protection against infinite |oops.

1. Introduction

Et herI P was first designed and devel oped in 1991. This docunent was
witten to docurment the protocol for informational purposes and to
provide historical context for the assignnent of |IP protocol 97 by

I ANA.

The | ETF Layer Two Tunnel i ng Protocol Extensions (L2TPEXT) Worki ng
Group and | ETF Pseudo Wre Enul ati on Edge-to- Edge (PWE3) Wbrki ng
Group are devel opi ng protocols that overcone the deficiencies of
Etherl P. In general, the standards track protocols produced by these
| ETF wor ki ng groups shoul d be used instead of EtherlP

The Etherl P protocol is used to tunnel Ethernet [DIX] and | EEE 802. 3
[ CSMA/ CD] nedia access control (MAC) frames (including | EEE 802.1Q

[ VLAN] datagrans) across an I[P internet. Tunneling is usually
perfornmed when the | ayer three protocol carried in the MAC franes is
not | P or when encryption obscures the |ayer three protocol contro

i nformati on needed for routing. EtherlP may be inplemented in an end
station to enable tunneling for that single station, or it may be

i mpl enented in a bridge-like station to enable tunneling for multiple
stations connected to a particular |ocal area network (LAN) segment.
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Et her| P may be used to enabl e conmuni cati ons between stations that

i mpl enent Ethernet or | EEE 802.3 with a | ayer three protocol other
than IP. For exanmple, two stations connected to different Ethernet
LANs using the Xerox Network Systens |nternetwork Datagram Protoco
(IDP) [XNS] could enploy Etherl P to enabl e comuni cati ons across the
I nternet.

Et her| P may be used to enabl e conmuni cations between stations that
encrypt the Ethernet or | EEE 802.3 payl oad. Regardless of the |ayer
three protocol used, encryption obscures the |ayer three protoco
control information, making routing inpossible. For exanple, two
stations connected to different Ethernet LANs using | EEE 802. 10b

[ SDE] could enploy EtherlP to enabl e encrypted comruni cati ons across
the Internet.

Et herl P may be inplenented in a single station to provide tunneling
of Ethernet or |EEE 802.3 frames for either of the reasons stated
above. Such inplementations require processing rules to determ ne
whi ch MAC franes to tunnel and which MAC franes to ignore. Mbst
often, these processing rules are based on the destination address or
the EtherType.

Et herI P may be inplenmented in a bridge-like station to provide
tunneling services for all stations connected to a particular LAN
segnent. Such inplenmentations prom scuously listen to all of the
traffic on the LAN segnment, then apply processing rules to determn ne
whi ch MAC franes to tunnel and which MAC franmes to ignore. NMAC
franes that require tunneling are encapsulated with EtherlP and |IP,
then transmitted to the local IP router for delivery to the bridge-
like station serving the renote LAN. Mbst often, these processing
rul es are based on the source address, the destination address, or
the EtherType. Care in establishing these rules nust be exercised to
ensure that the same MAC frane does not get transnmitted endl essly
bet ween several bridge-like stations, especially when broadcast or
mul ticast destination MAC addresses are used as selection criteria.
Infinite | oops can result if the topology is not restricted to a
tree, but the construction of the tree is left to the hunman that is
configuring the bridge-like stations.

1.1. Conventions Used In This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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2. Protocol Formt

Et her| P segnents are sent and received as internet datagranms. An
Internet Protocol (1P) header carries several information fields,
including an identifier for the next |evel protocol. An EtherlP
header follows the internet header, providing information specific to
the Etherl P protocol

Internet Protocol version 4 (I1Pv4) [RFC791] defines an 8-bit field
called "Protocol" to identify the next |evel protocol. The value of
this field MIUST be set to 97 decimal (141 octal, 61 hex) to identify
an Etherl P datagram

Et her| P datagrams contain a 16-bit header and a variabl e-l1ength
encapsul ated Ethernet or | EEE 802.3 frane that imediately follows IP
fields.

Figure 1. Etherl P Datagram Description

The 16-bit Ether| P header field consists of two parts: a 4-bit
version field that identifies the EtherlP protocol version and a
12-bit field reserved for future use. The value of the version field
MJUST be 3 (three, '0011" binary). The value of the reserved field
MUST be O (zero). Earlier versions of this protocol used an 8-bit
header field. The Xerox Ethernet Tunnel (XET) enpl oyed the 8-bit
header. The 16-bit header field provides nmenory alignnent advantages
in some inplenmentation environnents.

In summary, the Etherl P Header has two fields:

Bits 0-3: Protocol version
Bits 4-15: Reserved for future use

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
T e e T S S

| | |
| VERSION | RESERVED |

S S

Figure 2: Etherl P Header Format (in bits)
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The encapsul ated Ethernet frame field contains a conplete Ethernet or
| EEE 802.3 frame of any type |less the frame check sequence (FCS)
value. The | P checksum does not provide integrity protection for the
Et hernet /| EEE 802. 3 frane, so some hi gher-layer protocol encapsul ated
by the Ethernet/IEEE 802.3 franme is expected to provide the integrity
protection.

3. Sendi ng Procedures

Thi s section describes the processing to encapsul ate an Ethernet or

| EEE 802.3 MAC frame in an Etherl P datagram First, the

i npl enent ati on determ nes whether the MAC franme requires tunneling.
Then, if tunneling is required, the MAC frane is processed accordi ng
to the steps provided in this section. Stations processing VLAN

dat agrans MAY need to exam ne the VLAN header to nake appropriate
tunnel i ng deci si ons.

An end station that inplenents Etherl P may tunnel sone traffic, but
not all traffic. Thus, the first step in processing a MAC frane is
to determine if the frame needs to be tunneled or not. |If the

reci pient station is connected to the same LAN as the source station
then tunneling is not needed. |If the network connecting the stations
can route the layer three protocol, then tunneling is not needed.

O her environnment specific criteria MAY also be applied. |If
tunneling is not needed, skip all EtherlP processing and perform
normal data link |layer processing to transmt the MAC frane.

O herwi se, follow the steps described bel ow.

A bridge-like station prom scuously listens to all of the MAC franes
on the LAN. Each MAC frame read fromthe LAN is exam ned to

determine if it needs to be tunneled. |If the recipient stationis
connected to the sane LAN as the source station, then tunneling is
not needed. |If the destination MAC address is a router serving the
LAN, then tunneling is not needed. O her environment specific
criteria MAY al so be applied. If tunneling is not needed, then

discard the MAC frame. Oherw se, follow the steps described bel ow
The Ether| P encapsul ation process is as foll ows:

1. Prepend the 16-bit EtherlP header to the MAC frame. The EtherlP
Version field MIST be set to 3 (three), and the EtherlP Reserved
field MUST be set to O (zero). The MAC frame MJUST NOT include the
FCs.

2. Determine the destination |P address of the renpte EtherlP
station. This address is usually determned fromthe destination
MAC addr ess.
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3. Encapsulate the Etherl P datagramin an | P datagramw th the
destination | P address determined in the previous step, and the
| Pv4 Protocol field MJST be set to 97 (decimal).

4. Transmit the resulting |IP datagramto the renote Etherl P station
via the IP router serving the LAN.

4. Receiving Procedures

Thi s section describes the processing to decapsul ate an Ethernet or
| EEE 802.3 MAC frane from an Etherl P datagram

Since a bridge-like station prom scuously listens to all of the MAC
franes on the LAN, it may need to separate the MAC franmes that
encapsul ate | P datagranms addressed to it from MAC frames that are
candi dat es for decapsul ation. The process for identifying MAC franes
that are candi dates for decapsulation is as foll ows:

1. Performnornmal data |ink |ayer processing to receive a suspected
Et her | P dat agr am

2. If the recipient station is connected to the same LAN as the
source station, then ignore the frane. In nost environnents,
franes with a source MAC address other than the I P router serving
the LAN are ignored.

3. If the network connecting the stations can route the |ayer three
protocol, then decapsulation is not needed, and the frane is
i gnor ed.

4. lgnore frames that do not contain an | P datagram

5. Examine the I Pv4 protocol field to confirmthat the value of the
field is 97 (decimal). |If not, ignore the frame.

O her environnment specific criteria MAY al so be appli ed.

Upon reception of an IPv4 datagramwith the Protocol field set to 97
(decimal), the MAC frane is processed as foll ows:

1. Examine the 16-bit Etherl P header. Confirmthat the value of the
version field is 3 (three), and that the value of the Reserved
field is O (zero). Frames with other values MJUST be di scarded.

2. Extract the encapsulated MAC frane fromthe Etherl P datagram
Note that the extracted frame MUST NOT include a FCS val ue.
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3. Performnormal data |ink |ayer processing to transnmit the
extracted MAC frame to the destination station on the LAN. The
FCS MUST be cal cul ated and appended to the frame as part of the
data |ink |ayer transm ssion processing.

5. 1 ANA Consi derati ons

| ANA has assigned | P protocol value 97 (decimal) for EtherlP. No
further action or review is required.

6. Security Considerations

Et herl P can be used to enable the transfer of encrypted Ethernet or

| EEE 802.3 frame payloads. |In this regard, EtherlP can inprove
security. However, if a firewall permts EtherlP traffic to pass in
and out of a protected enclave, arbitrary comruni cati ons are enabl ed.

Therefore, if a firewall is configured to permt comruni cati on using
Et herI P, then additional checking of each frame is probably necessary
to ensure that the security policy that the firewall is installed to

enforce is not violated.

Further, the addition of EtherlP can expose a particul ar environment
to additional security threats. Assunptions that m ght be
appropriate when all conmuni cating nodes are attached to one Ethernet
segnent or switch may no | onger hold when nodes are attached to

di fferent Ethernet segnents or switches are bridged together with
EtherlP. It is outside the scope of this specification, which
docunents an existing practice, to fully analyze and review the risks
of Ethernet tunneling. The |IETF Pseudo-w re Enul ati on Wrking G oup
is doing work in this area, and this group is expected to provide

i nformati on about general |ayering as well as specific Ethernet over
| P docunents. An exanple should nmake the concern clear. A nunber of
| ETF standards enploy relatively weak security mechani snms when
conmuni cati ng nodes are expected to be connected to the sanme | oca
area network. The Virtual Router Redundancy Protocol [RFC2338] is
one instance. The relatively weak security mechani sns represent a
greater vulnerability in an enul ated Ethernet. One solutionis to
protect the |P datagrans that carry EtherlP with | Psec [ RFC2401].

The | ETF Pseudo-wi re Enul ati on Wrking Group nay docunent other
security nmechanisnms as well.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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