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Abst r act

Thi s docunent specifies the requirenents for Del egated Path

Val idation (DPV) and Del egated Path Di scovery (DPD) for Public Key
Certificates. It also specifies the requirenments for DPV and DPD
pol i cy managenent.

1. Introduction

Thi s docunent specifies the requirenents for Del egated Path
Val idation (DPV) and Del egated Path Di scovery (DPD) for Public Key
Certificates, using two main request/response pairs.

Del egat ed processing provides two prinmary services: DPV and DPD.
Sone clients require a server to performcertification path
val i dation and have no need for data acquisition, while sone other
clients require only path discovery in support of local path

val i dati on.

The DPV request/response pair, can be used to fully del egate path
val i dation processing to an DPV server, according to a set of rules,
called a validation policy.

The DPD request/response pair can be used to obtain froma DPD server
all the information needed (e.g., the end-entity certificate, the CA
certificates, full CRLs, delta-CRLs, OCSP responses) to locally
validate a certificate. The DPD server uses a set of rules, called a
path di scovery policy, to determ ne which information to return
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A third request/response pair allows clients to obtain references for
the policies supported by a DPV or DPD server.

1.1. Terni nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent (in uppercase, as shown) are to be interpreted as described
in [ RFC2119].

2. Rationale and Benefits for DPV (Del egated Path Validati on)

DPV all ows a server to performa real tine certificate validation for
a validation tine T, where T nmay be the current tinme or atinme in the
recent past.

In order to validate a certificate, a chain of multiple certificates,
called a certification path, may be needed, conprising a certificate
of the public key owner (the end entity) signed by one CA and zero
or nore additional certificates of CAs signed by other CAs.

O floading path validation to a server may be required by a client
that |acks the processing, and/or comrunication capabilities to fetch
the necessary certificates and revocation information, perform
certification path construction, and performlocal path validation

In constrai ned execution environnents, such as tel ephones and PDAs,
menory and processing limtations may preclude | ocal inplenmentation
of complete, PKIX-conpliant certification path validation [PKIX-1].

In applications where mninmumlatency is critical, delegating
validation to a trusted server can offer significant advantages. The
time required to send the target certificate to the validation
server, receive the response, and authenticate the response, can be
considerably less than the time required for the client to perform
certification path discovery and validation. Even if a certification
path were readily available to the client, the processing tine
associated with signature verification for each certificate in the
path might (especially when validating very long paths or using a
l[imted processor) be greater than the delay associated with use of a
val i dation server.
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4.

4.

Anot her notivation for offloading path validation is that it allows
val i dati on agai nst managenent -defined validation policies in a

consi stent fashion across an enterprise. Cients that are able to do
their own path validation may rely on a trusted server to do path
validation if centralized nmanagenent of validation policies is
needed, or the clients rely on a trusted server to maintain
centralized records of such activities.

When a client uses this service, it inherently trusts the server as
much as it would its own path validation software (if it contained
such software). Clients can direct the server to performpath
validation in accordance with a particular validation policy.

Rati onal e and Benefits for DPD (Del egated Path Di scovery)

DPD is valuable for clients that do nuch of the PKI processing
thensel ves and sinmply want a server to collect information for them
The server is trusted to return the nost current information that is
available to it (which may not be the nbst current information that
has been issued). The client will ultimately performcertification
pat h validation.

A client that perfornms path validation for itself nmay get benefit in
several ways fromusing a server to acquire certificates, CRLs, and
OCSP responses [OCSP] as inputs to the validation process. 1In this
context, the client is relying on the server to interact with
repositories to acquire the data that the client would otherw se have
to acquire using LDAP, HTTP, FTP [LDAP, FTP&HTTP] or another
repository access protocol. Since these data itens are digitally
signed, the client need not trust the server any nore than the client
woul d trust the repositories.

DPD provi des several benefits. For exanple, a single query to a
server can replace nultiple repository queries, and caching by the
server can reduce latency. Another benefit to the client systemis
that it need not incorporate a diverse set of software to interact
with various forns of repositories, perhaps via different protocols,
nor to performthe graph processi ng necessary to discover
certification paths, separate from making the queries to acquire path
val i dati on dat a.

Del egated Path Validation Protocol Requirenents
1. Basic Protocol
The Del egated Path Validation (DPV) protocol allows a server to

validate one or nore public key certificates on behalf of a client
according to a validation policy.
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If the DPV server does not support the client requested validation
policy, then the DPV server MJST return an error.

If the DPV request does not specify a validation policy, the server
response MJST indicate the validation policy that was used.

Policy definitions can be quite | ong and conpl ex, and sone policies
may allow for the setting of a few paraneters (such as root self-
signed certificates). The protocol MJST allow the client to include
these policy dependent parameters in the DPV request; however, it is
expected that nmost clients will sinmply reference a validation policy
for a given application or accept the DPV server’'s default validation

pol i cy.

The client can request that the server deternines the certificate
validity at a tine other than the current time. The DPV server MJST
obtain revocation status information for the validation tine in the
client request.

In order to obtain the revocation status information of any
certificate fromthe certification path, the DPV server might use, in
accordance with the validation policy, different sources of
revocation informati on. For exanple, a conbination of OCSP
responses, CRLs, and delta CRLs could be used. Alternatively, a
response from anot her DPV server coul d be used.

If the revocation status information for the requested validation
tinme is unavail able, then the DPV server MJST return a status
indicating that the certificate is invalid. Additional information
about the reason for invalidity MAY al so be provided.

The certificate to be validated MUST either be directly provided in
the request or unanbi guously referenced, such as the CA distinguished
nane, certificate serial number, and the hash of the certificate,
like ESSCertI D as defined in [ESS] or O herSigningCertificate as
defined in [ES-F].

The DPV client MJST be able to provide to the validation server,
associated with each certificate to be validated, usefu
certificates, as well as useful revocation information. Revocation
i nformation includes OCSP responses, CRLs, and delta CRLs. As an
exanpl e, an S/M ME nessage m ght include such information, and the
client can sinply copy that infornation into the DPV request.
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The DPV server MJST have the certificate to be validated. Wen the
certificate is not provided in the request, the server MJST obtain
the certificate and then verify that the certificate is indeed the
one bei ng unambi guous referenced by the client. The DPV server MJST
include either the certificate or an unambi guous reference to the
certificate (in case of a CA key conprom se) in the DPV response

The DPV response MJST indicate one of the follow ng status
alternatives:

1) the certificate is valid according to the validation policy.
2) the certificate is not valid according to the validation policy.

3) the validity of the certificate is unknown according to the
val i dation policy.

4) the validity could not be determ ned due to an error

When the certificate is not valid according to the validation policy,
then the reason MJST al so be indicated. |Invalidity reasons include:

a) the DPV server cannot determine the validity of the certificate
because a certification path cannot be constructed.

b) the DPV server successfully constructed a certification path, but
it was not valid according to the validation algorithmin
[ PKI X-1].

c) the certificate is not valid at this tinme. |f another request
could be nmade later on, the certificate could possibly be
determ ned as valid. This condition may occur before a
certificate validity period has begun or while a certificate is
suspended.

The protocol MJST prevent replay attacks, and the replay prevention
nmechani sm enpl oyed by the protocol MJST NOT rely on synchroni zed
cl ocks.

The DPV request MJUST allow the client to request that the server
include in its response additional information which will allow
relying parties not trusting the DPV server to be confident that the
certificate validation has correctly been performed. Such

i nformati on may (not necessarily exclusively) consist of a
certification path, revocation status information from authorized CRL
i ssuers or authorized OCSP responders, revocation status informtion
fromCRL i ssuers or OCSP responders trusted under the validation
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policy, tinme-stanp tokens from TSAs responders trusted under the
val idation policy, or a DPV response froma DPV server that is
trusted under the validation policy. Wen the certificate is valid
according to the validation policy, the server MJST, upon request,
include that information in the response. However, the server MAY
omt that information when the certificate is invalid or when it
cannot determne the validity.

The DPV server MJST be abl e, upon request, copy a text field provided
by the client into the DPV response. As an exanple, this field may
relate to the nature or reason for the DPV query.

The DPV response MJST be bound to the DPV request so that the client
can be sure that all the paraneters fromthe request have been taken
into consideration by the DPV server to build the response. This can
be acconplished by including a one-way hash of the request in the
response.

In sonme environments it nay be necessary to present only a DPV
response to another relying party w thout the correspondi ng request.
In this case the response MJST be self contained. This can be
acconpl i shed by repeating only the inportant components fromthe
request in the response.

For the client to be confident that the certificate validation was
handl ed by the expected DPV server, the DPV response MJST be

aut henticated, unless an error is reported (such as a badly formatted
request or unknown validation policy).

For the client to be able prove to a third party that trusts the sane
DPV server that the certificate validation was handl ed correctly, the
DPV response MJST be digitally signed, unless an error is reported.
The DPV server’'s certificate MJIST authenticate the DPV server.

The DPV server MAY require client authentication, therefore, the DPV
request MJST be able to be authenticated.

When the DPV request is authenticated, the client SHOULD be able to
include a client identifier in the request for the DPV server to copy
into the response. Mechanisns for matching this identifier with the
aut henticated identity depends on | ocal DPV server conditions and/or
the validation policy. The DPV server MAY choose to blindly copy the
identifier, onmit the identifier, or return an error response.

There are no specific confidentiality requirements within this

application | ayer protocol. However, when confidentiality is needed,
it can be achieved with a | ower-layer security protocol
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4.2. Relaying, Re-direction and Milticasting

In some network environments, especially ones that include firewalls,
a DPV server mght not be able to obtain all of the information that
it needs to process a request. However, the DPV server mght be
configured to use the services of one or nore other DPV servers to
fulfill all requests. |In such cases, the client is unaware that the
queried DPV server is using the services of other DPV servers, and
the client-queried DPV server acts as a DPV client to another DPV
server. Unlike the original client, the DPV server is expected to
have noderate computing and nenory resources, enabling the use of
relay, re-direct or nulticasting nechanisns. The requirenents in
this section support DPV server-to-DPV server exchanges w t hout

i mposi ng them on DPV client-to-DPV server exchanges.

Prot ocol s designed to satisfy these requirements MAY include optiona
fields and/ or extensions to support relaying, re-direction or
nmulticasting. However, DPV clients are not expected to support
relay, re-direct or nmulticast. |f the protocol supports such
features, the protocol MJST include provisions for DPV clients and
DPV servers that do not support such features, allowing themto
conformto the basic set of requirenents.

- When a server supports a relay nechanism a nechanismto detect
| oops or repetition MJST be provided.

- When a protocol provides the capability for a DPV server to re-
direct a request to another DPV server (that is, the protoco
chooses to provide a referral nechanisn), a nmechanismto provide
information to be used for the re-directi on SHOULD be supported.

If such re-direction information is sent back to clients, then the
protocol MJST allow confornming clients to ignore it.

- Optional paraneters in the protocol request and/or response MAY be
provi de support for relaying, re-direction or nmulticasting. DPV
clients that ignore any such optional paraneters MJST be able to
use the DPV service. DPV servers that ignore any such optiona

paraneters MJST still be able to offer the DPV service, although
they m ght not be able to overcone the linmtations inposed by the
network topology. In this way, protocol inplenenters do not need

to understand the syntax or semantics of any such optiona
par amet ers.

5. Del egated Path Discovery Protocol Requirenents
The Del egated Path Di scovery (DPD) protocol allows the client to use

a single request to collect at one time froma single server the data
el ements available at the current tinme that m ght be collected using
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di fferent protocols (such as LDAP, HTTP, FTP, or OCSP) or by querying
multiple servers, to locally validate a public key certificate
according to a single path discovery policy. The returned

i nformati on can be used to locally validate one or nore certificates
for the current tinme.

Clients MJST be able to specify whether they want, in addition to the
certification path, the revocation information associated with the
path, for the end-entity certificate, for the CA certificates, or for
bot h.

If the DPD server does not support the client requested path

di scovery policy, the DPD server MJST return an error. Sone forns of
path di scovery policy can be sinple. In that case it is acceptable
to pass the paraneters fromthe path discovery policy with each

i ndi vidual request. For exanple, the client mght provide a set of
trust anchors and separate revocation status conditions for the end-
entity certificate and for the other certificates. The DPD request
MUST al | ow nore el aborated path di scovery policies to be referenced.
However, it is expected that nmost of the time clients will only be
aware of the referenced path discovery policy for a given
appl i cati on.

The DPD server response includes zero, one, or several certification
paths. Each path consists of a sequence of certificates, starting
with the certificate to be validated and ending with a trust anchor.
If the trust anchor is a self-signed certificate, that self-signed
certificate MUST NOT be included. |In addition, if requested, the
revocation i nformati on associated with each certificate in the path
MUST al so be returned.

By default, the DPD server MJST return a single certification path
for each end-entity certificate in the DPD request. However, the
returned path may need to match sone additional |ocal criteria known
only to the client. For exanple, the client mght require the
presence of a particular certificate extension or a particular nane
form Therefore, the DPD client MJST have a neans of obtaining nore
than one certification path for each end-entity certificate in the
DPD request. At the sane tine, the nechani smfor obtaining
additional certification paths MJST NOT i npose protocol state on the
DPD server. Avoiding the maintenance of state information associated
with previous requests mnimzes potential denial of service attacks
and other problens associated with server crashes.

Pat h di scovery MUST be performed according to the path di scovery

policy. The DPD response MJST indicate one of the follow ng status
al ternatives:
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1) one or nore certification paths was found according to the path
di scovery policy, with all of the requested revocation information
present.

2) one or nore certification paths was found according to the path
di scovery policy, with a subset of the requested revocation
i nfornmati on present.

3) one or nore certification paths was found according to the path
di scovery policy, with none of the requested revocation
i nformati on present.

4) no certification path was found according to the path di scovery
policy.

5) path construction could not be performed due to an error

When no errors are detected, the information that is returned

consi sts of one or nore certification paths and, if requested, its
associ ated revocation status information for each certificate in the
pat h.

For the client to be confident that all of the elenments fromthe
response originate fromthe expected DPD server, an authenticated
response MAY be required. For exanple, the server mght sign the
response or data authentication mght also be achieved using a

| ower -1 ayer security protocol

The DPD server MAY require client authentication, allow ng the DPD
request MJST to be authenti cat ed.

There are no specific confidentiality requirement within the
application | ayer protocol. However, when confidentiality is needed,
it can be achieved with a | ower-layer security protocol

6. DPV and DPD Policy Query
Using a separate request/response pair, the DPV or DPD client MJST be
able to obtain references for the default policy or for all of the
pol i cies supported by the server. The response can include
references to previously defined policies or to a priori known
pol i ci es.

7. Validation Policy

A validation policy is a set of rules against which the validation of
the certificate is performed
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A validation policy MAY include several trust anchors. A trust
anchor is defined as one public key, a CA nanme, and a validity tine
interval; a trust anchor optionally includes additional constraints.
The use of a self-signed certificate is one way to specify the public
key to be used, the issuer nanme, and the validity period of the
public key.

Addi tional constraints for each trust anchor MAY be defined. These
constraints might include a set of certification policy constraints
or a set of naming constraints. These constraints MAY al so be
included in self-signed certificates.

Addi tional conditions that apply to the certificates in the path MAY
al so be specified in the validation policy. For exanple, specific
val ues could be provided for the inputs to the certification path
validation algorithmin [PKIX-1], such as user-initial-policy-set,
initial-policy-mapping-inhibit, initial-explicit-policy, or initial-
any-policy-inhibit.

Addi tional conditions that apply to the end-entity certificate MAY

al so be specified in the validation policy. For example, a specific

nanme form m ght be required.

In order to succeed, one valid certification path (none of the

certificates in the path are expired or revoked) MJST be found

bet ween an end-entity certificate and a trust anchor and al

constraints that apply to the certification path MJUST be verified.
7.1. Conponents for a Validation Policy

A validation policy is built fromthree conponents:

1. Certification path requirenents,

2. Revocation requirements, and

3. End-entity certificate specific requirenents.

Note: [ES-P] defines ASN. 1 data el enents that may be useful while
defining the conponents of a validation policy.

7.2. Certificate Path Requirenents
The path requirenments identify a sequence of trust anchors used to

start certification path processing and initial conditions for
certification path validation as defined in [PKIX-1].
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7.3. Revocation Requirenents

7.

Revocation i nformati on m ght be obtained through CRLs, delta CRLs or
OCSP responses. Certificate revocation requirements are specified in
terns of checks required on the end-entity certificate and CA
certificates.

Revocation requirenents for the end-entity certificate nay not be the
sane as the requirements for the CA certificates. For exanple, an
OCSP response may be needed for the end-entity certificate while CRLs
may be sufficient for the CA certificates.

The validation policy MJIST specify the source of revocation
i nfornmation:

- full CRLs (or full Authority Revocation Lists) have to be
col | ect ed.

- OCSP responses, using [OCSP], have to be coll ected.

- delta CRLs and the relevant associated full CRLs (or full Authority
Revocation Lists) are to be coll ected.

- any avail abl e revocation information has to be coll ected.
- no revocation information need be coll ected.
End-entity Certificate Specific Requirenents

The validation policy mght require the end-entity certificate to
contain specific extensions with specific types or values (it does
not matter whether they are critical or non-critical). For exanple,
the validation policy might require an end-entity certificate that
contains an el ectronic mail address (either in the rfc822 subject alt
nane or in the emnil Address naming attribute in the subject nane).

Path Di scovery Policy

A path discovery policy is a set of rules against which the discovery
of a certification path is perforned. A path discovery policy is a
subset of a validation policy. A path discovery policy MAY either be
a reference to a validation policy or contain only sone mmj or

el ements froma validation policy, such as the trust anchors.

Since the DPD client is "PKI aware", it can locally apply additiona
selection criteria to the certification paths returned by the server.
Thus, a sinpler policy can be defined and used for path di scovery.
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8.1. Conponents for a Path Discovery Policy

10.

The path discovery policy includes certification path requirenents,
revocation requirenents, and end-entity certificate specific

requi rements. These requirenents are the sane as those specified in
sections 7.2, 7.3, and 7.4, respectively.

Security Considerations

A DPV client nust trust a DPV server to provide the correct answer.
However, this does not nean that all DPV clients will trust the same
DPV servers. Wiile a positive answer mght be sufficient for one DPV
client, that sane positive answer will not necessarily convince

anot her DPV client.

O her clients may trust their own DPV servers, or they m ght perform
certification path validation thenselves. DPV clients operating
under an organi zational validation policy nmust ensure that each of
the DPV servers they trust is operating under that organi zati ona

val i dation policy.

VWhen no policy reference is present in the DPV request, the DPV
client ought to verify that the policy selected by the DPV server is
appropri ate.

The revocation status information is obtained for the validation
time. |In case of a digital signature, it is not necessarily
identical to the time when the private key was used. The validation
time ought to be adjusted by the DPV client to conpensate for:

1) tine for the end-entity to realize that its private key has been
or could possibly be conprom sed, and/or

2) time for the end-entity to report the key conprom se, and/or

3) time for the revocation authority to process the revocation
request fromthe end-entity, and/or

4) time for the revocation authority to update and distribute the
revocation status information.
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