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Abst r act

This menmo defines extensions to the Protocol Identifier Reference
docunent for the identification of application verb information. It
updates the Protocol ldentifier Reference docurment but does not
obsol ete any portion of that docunent. |In particular, it describes
the algorithnms required to identify protocol operations (verbs)
within the protocol encapsul ati ons managed with M Bs such as the
Renote Network Munitoring MB Version 2, RFC 2021.
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1. The SNWP Networ k Managenent Franewor k

The SNVP Managenent Framework presently consists of five mgjor
conponent s:

o0 An overall architecture, described in RFC 2571 [ RFC2571].
o Mechani snms for describing and nami ng objects and events for the
pur pose of managenment. The first version of this Structure of

Managenent Information (SM) is called SMvl and is described
in STD 16, RFC 1155 [ RFC1155], STD 16, RFC 1212 [RFC1212] and

Bi erman, et. al. St andards Track [ Page 2]



RFC 3395 RMON Verb Identifiers Sept ember 2002

RFC 1215 [ RFC1215]. The second version, called SMv2, is
described in STD 58, RFC 2578 [ RFC2578], RFC 2579 [RFC2579] and
RFC 2580 [ RFC2580] .

o Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
is described in STD 15, RFC 1157 [RFC1157]. A second version
of the SNMP message protocol, which is not an Internet
standards track protocol, is called SNWPv2c and is described in
RFC 1901 [ RFC1901] and RFC 1906 [RFC1906]. The third version
of the nessage protocol is called SNMPv3 and is described in
RFC 1906 [ RFC1906], RFC 2572 [RFC2572] and RFC 2574 [ RFC2574].

o Protocol operations for accessing nmanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of
prot ocol operations and associated PDU formats is described in
RFC 1905 [ RFC1905].

o A set of fundanental applications is described in RFC 2573
[ RFC2573]. The vi ew based access control nechanismis
described in RFC 2575 [ RFC2575] .

A nore detailed introduction to the current SNVP Managenent Franmework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using the mechani snms defined in the SM.

This meno does not specify a M B nodul e.
2. Overview

There is a need for a standardi zed way of identifying the protoco
operations defined for particular application protocols. Different
protocol operations can have very different performance
characteristics, and it is desirable to collect certain nmetrics at
this level of granularity. This neno defines extensions to the

exi sting protocol identifier structure [RFC2895] and is intended to
update, not obsolete, the existing protocol identifier encoding

rul es.

2.1 Protocol Identifier Framework
The RMON Protocol ldentifier (Pl) structure [RFC2895] allows for a

vari abl e nunber of layer identifiers. Each layer contributes 4
octets to the protocol Dirl D OCTET STRING and one octet to the

Bi erman, et. al. St andards Track [ Page 3]



RFC 3395 RMON Verb Identifiers Sept ember 2002

protocol DirParaneters OCTET STRING These two M B objects conpri se
the index in the protocol D rTabl e [ RFC2021] and represent a globally
uni que identifier for a particular protocol encapsulation (or set of
encapsul ations if the wild-card base |layer is used).

2.2 Protocol Identifier Extensions for Application Verbs

The existing RMON protocol identifier architecture requires that an
application verb be represented by one additional protocol |ayer,
appended to the protocol identifier for the parent application.

Since some application verbs are defined as strings which can exceed
4 octets in length, an integer mapping nust be provided for each
string. This neno specifies howthe verb layer is structured, as
well as a verb identifier macro syntax for specification of verb nane
to integer nmappings.

2.3 Termns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses sone terns defined in the RMON Protocol Identifier
Ref erence docunent [RFC2895] and sone new terns that need
i ntroduction here.

Application Verb

Also called sinply 'verb’. Refers to one of potentially many
prot ocol operations that are defined by a particular application
pr ot ocol

Note that an application verb is not equivalent to an application
prot ocol sub-comrand or opcode within a packet containing a PDU
for the application. An application verb is a transaction type
and may invol ve several PDU types within the application protoco
(e.g., SNWP Get-PDU and Response-PDU). |In sone applications, a
verb may enconpass protocol operations pertaining to nore than one
protocol entry in the protocol directory (e.g., ftp and ftp-data).

Connect Verb
The special application verb associated with connection or session
setup and tear-down traffic, and not attributed to any other verb
for the application. This verb is assigned the enuneration val ue
of zero, and the verb 'connect(0)’ is inplicitly defined for al
application protocols.
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Parent Application
One of potentially many protocol encapsul ations which identifies a

particul ar application protocol. This termrefers generically to
any or all such encapsul ations for a given set of application
ver bs.

Verb Layer

The portion of the protocol identifier octet string which
identifies the application verb

Verb Set
The group of verbs enunerated for a particular application
protocol. The list of verb strings within a particular verb-

identifier macro invocation is also called the verb set for that
verb identifier.

2.4 Relationship to the RMONN2 M B

The RMON-2 M B [ RFC2021] contains the protocol DirTable M B objects
used to identify all protocol encapsul ati ons that can be nonitored by
a particular RMON agent.

This menmo descri bes how these M B objects are mapped by an

i npl enentation for entries which identify application verbs. This
docunent does not define any new M B objects to identify application
verbs. The applicability of the definitions in this docunent is not
l[limted to the RMONN2 MB. O her specifications which utilize the
RMON- 2 protocol Di r Tabl e and/ or the protocol identifier macros which
it represents can also utilize the application verb macro definitions
contained in this docunent.

2.5 Relationship to the RMON M B Protocol Identifier Reference

The RMON M B Protocol Identifier Reference [ RFC2895] defines the RVON
Protocol ldentifier Macro Specification Language as well as the
encoding rules for the Protocol Dirl D and protocol DirParaneters OCTET
STRINGs. This neno defines extensions to the Protocol Identifier

Ref erence for the identification of application verb information. It
does not obsol ete any portion of the Protocol Identifier Reference
docunent .

3. Definitions
3.1 Verb lIdentifier Micro Format
The following exanple is nmeant to introduce the verb-identifier

macro. This macro-like construct is used to represent protocol verbs
for a specific parent application
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3.1.1 Lexical Conventions
The foll owi ng keyword is added to the Pl |anguage:
VERB- | DENTI FI ER
3.1.2 Extended Grammar for the Pl Language

The following is the extended BNF notation for the granmar with
starting synbol <piFile> It is for representing verb identifier
macros. Note that only the term<piFile> is actually nodified from
the definition in [ RFC2895]. The <piDefinition> syntax i s not
reproduced here, since this neno is intended to extend that
definition, not replace it.

-- a file containing one or nore
-- Protocol Ildentifier (Pl) definitions
<piFile> = [ <piDefinition> | <piVerbDefinition>]...

-- a Pl definition
<pi VerbDefinition> =
[ <wspace>] <parent Prot oName> <wspace> "VERB- | DENTI FI ER'
<wspace> "DESCRI PTI ON' <wspace> string
[ <wspace> "REFERENCE" <wspace> string ]
[ <wspace>] "::=" [<wspace>]
"{" [<wspace>] <verbList> [<wspace>] "}" [<wspace>]

-- alist of verb identifier string

<verbList> = <verbld> [ [<wspace>] "," [<wspace>] <verbld>]...
-- averb identifier string
<verbl d> = <verbName> [ <wspace>] "(" [<wspace>]

<ver bEnume [ <wspace>] ")" [<wspace>]

-- a protocol name
<par ent Pr ot oNanme> = <pr ot oNane>

-- a verb name
<ver bName> = <| cnane>

-- a verb enuneration
<ver bEnun> = <posNunp

-- a positive integer
<posNunm> = any integer value greater than zero and
| ess than 16, 777, 216

-- <piDefinition> syntax is defined in [ RFC2895]
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-- <protoNanme> syntax is defined in [ RFC2895]
-- <wspace> syntax is defined in [ RFC2895]
-- <lcname> syntax is defined in [ RFC2895]

3.1.3 Mapping of the Parent Protocol Nane

The "parent Prot oNane" val ue, called the "parent protocol nanme",
SHOULD be an ASCII string consisting of 1 to 64 characters. (These
nanes are intended to appear in | ETF docunentation, so the use of
UTF-8 is not appropriate.) The encoding rules are exactly as
specified in section 6.2.4 of [RFC2895] for the mapping of the
protocol name field. The value for <parentProtoNanme> (which is
called the "parent protocol nane") MJIST be the value of a protoco
identifier defined as specified for <protoNane> in section 3.2.4 of

[ RFC2895]. The val ue of <parent Prot oNane> MJST specify a <prot oName>
defined in the <piFile>.

A protocol identifier macro SHOULD exist in the <piFile> for at |east
one encapsul ation of the parent application protocol if any verb
identifier macros referencing that parent application are present in
the <piFil e>.

3.1.4 WMapping of the DESCRI PTION C ause

The DESCRI PTI ON cl ause provides a textual description of the protoco
verb set identified by this macro. |t SHOULD NOT contain details
about itens covered by the REFERENCE cl ause. The DESCRI PTI ON cl ause
MJST be present in all verb-identifier nmacro decl arations.

3.1.5 Mapping of the REFERENCE C ause

If a publicly avail able reference document exists for this set of
application protocol verbs, it SHOULD be listed here. Typically this
will be a URL, otherwise it will be the nane and address of the
control | i ng body.

The REFERENCE cl ause is optional but SHOULD be present if an
authoritative reference exists which specifies the application
protocol verbs defined in the <verbList> section of this nacro.

3.1.6 Mpping of the Verb List C ause

The verb list clause MJST be present. It is used to identify a |ist
of application verb nanes and associate a nunmeric constant with each
verb name. At |east one verb MJST be specified and a maxi num of

16, 777,215 (2~"24 - 1) verbs MAY be specified. This enunerated |i st
SHOULD be densely nunbered (i.e., valued from’'1 to "N, where 'N
is the total nunber of verbs defined in the nmacro).
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3.1.6.1 Mapping of the Verb Nanme Field

The <verbNane> field is case-sensitive and SHOULD be set to the npst

appropriate string name for each application verb. If such a
descriptive string is defined in an authoritative docunent then that
string SHOULD be used. |If no such string exists then an appropriate

but arbitrary string should be selected for this val ue.

Verb names MJST be unique for a particular parent application. Note
that the special 'connect(0)’ verb is inplicitly defined for each
application protocol. It is possible for an explicit definition of
this verb (e.g., 'connect(8)' for http) to exist for a protocol, as
well as the inplicit 'connect(0)’' verb

3.1.6.2 Mapping of the Verb Enum Fi el d
The <verbEnunme> field MJST be unique for all verbs associated with a
particul ar parent application. This field SHOULD contain a val ue
between '1' and ' 16,777,215’ i ncl usive.

3.2 Protocol Directory Requirenents

This section defines how the protocol Di r Tabl e shoul d be popul ated for
any application verb identified with a verb-identifier macro.

An agent MJST inplenment all applicable protocol DirTable M B objects
on behal f of each supported application verb

3.2.1 Mapping of the Verb Layer Nunbering Space

The verb | ayer consists of the 4 octets within the protocolDirlD
I NDEX field which identify a particular application verb

Figure 1
Verb Layer Format

B - - - +
| resrvd | |
| set to | verb enuneration val ue
| zero | (&) (b) (c) |
R et e e e + octet
| 1 | 3 | count

The first octet is reserved for future use and MJUST be set to zero.
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The next three octets identify the <verbEnunk> field used to enunerate
the particular application verb represented by the <verbNane> fi el d.
This field is a 24-bit unsigned integer, encoded in network byte
order.

The value zero is reserved to identify the special ’'connect(0)’ verb
This verb enuneration value (i.e., "0 part of 'connect(0)’') MJST NOT
be redefined in a verb identifier nacro verb list. Note that the
verb nanme 'connect’ is not reserved and MAY be redefined in a verb
list.

3.2.2 Mapping of the Protocol DirlD object

The protocol Dirl D OCTET STRI NG val ue for a particular application
verb is represented by the protocolDirlD value for the parent
application, appended with the verb’s |ayer identifier val ue.

Figure 2
Protocol DirlI D Format for Verbs

Fomm e Fomm e Fomm e Fomm e +

| par ent | verb

| protocol DirlD | layer |

| string | value |
- - - - - - - - - - - - - - - - + oct et
| | ength of parent ID | 4 | count

The protocol Dirl D object is encoded as the protocol DirlD val ue of the
parent application, followed by four additional octets representing
the verb layer. The verb layer value is encoded as [0.a.b.c] where
"a'’ is the high order byte, b’ is the mddle order byte, and "¢’ is
the | ow order byte of the <verbEnune field for the specific
application verb value. A valid PI verb enuneration will be encoded
in the range "0.0.0.0" to "0.255.255. 255", where the special value
"0.0.0.0" is reserved for the inplicitly defined 'connect(0)’ verb

3.2.3 Mapping of the Protocol D rParanet ers object

The protocol DirParaneters OCTET STRI NG val ue for a particul ar
application verb is represented by the protocol DirParaneters val ue
for the parent application, appended with one octet containing the
val ue zero. Although not actually used, this field is included to
conformto the encoding rules defined in the Protocol Identifiers
Ref erence [ RFC2895].
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3.2.4 WMapping of the Protocol DirLocal | ndex object

The agent MJST assign an appropriate protocol DirLocal | ndex val ue for
each application verb according to the encoding rules defined for
this object in [RFC2021] and [ RFC2895].

3.2.5 Mapping of the protocol D rDescr object

The agent MJST convey the <verbName> value for a particul ar
application verb in the protocol Di rDescr object. This object SHOULD
be encoded as the protocol DirDescr value for the parent application
appended with a 'dot’ character, followed by the exact text contained
in the <verbNanme> field.

3.2.6 Mpping of the protocol Di r Type object

The agent MJST set the protocol Dir Type object for each application
verb to the value representing the enpty bit set ( {} ).

3.2.7 Mapping of the protocol D r Addr essMapConfi g obj ect

The agent MJST set the protocol Di r AddressMapConfi g obj ect for each
application verb to the val ue ’not Supported(l)’.

3.2.8 Mapping of the protocol Di rHost Config object

The agent MJST set the protocol DirHost Config object for each
application verb present in the protocol directory according to the
noni toring capabilities for each verb. The agent MAY set this object
to the same value as configured in the parent application

prot ocol Di r Host Confi g object. The agent MAY choose to transition
this object fromthe val ue 'supportedOn(2)’ to 'supportedOff(3)’ if
the parent application protocol Di rHost Config object first transitions
from’supportedOn(2)’ to 'supportedOif(3)’.

3.2.9 Mapping of the protocol DirMatrixConfig object

The agent MJST set the protocol DirMatri xConfig object for each
application verb according to the nonitoring capabilities for each
verb. The agent MAY set this object to the same val ue as configured
in the parent application protocol DirMatrixConfig object. The agent
MAY choose to transition this object fromthe value 'supportedOn(2)’
to 'supportedOrf(3)’ if the parent application

protocol DirMatri xConfig object first transitions from
"supportedOn(2)’ to 'supportedOif(3)’.
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3.2.10 Mapping of the protocol DirOwer object

This object is encoded exactly the same for application verbs as for
ot her protocol DirTable entries, according to the rules specified in
the RMON-2 M B [ RFC2021].

3.2.11 Mapping of the protocol DirStatus object

This object is encoded exactly the sanme for application verbs as for
ot her protocol DirTable entries, according to the rules specified in
RMON-2 M B [ RFC2021] .

4. I npl enentati on Considerations

This section discusses the inplenentation inplications for agents
whi ch support verbs in the protocol directory and the RVON
coll ections which utilize the protocol directory.

4.1 Stateful Protocol Decoding

| mpl ement ati ons of the RMON-2 M B for application | ayer and network
| ayer protocols typically require little if any state to be

mai nt ai ned by the probe. The probe can generally deci de whether to
count a packet and its octets on the packet’s own nmerits, without
referencing or updating any state infornation.

| npl enentations of the RMON-2 MB at the verb layer will, for many
protocols, need to maintain state information in order to correctly
classify a packet as "bel onging” to one verb or another. The
exanpl es below illustrate this point.

For SNMP over UDP, a Response-PDU for an SNWP Cet-PDU can’t be

di stingui shed froma Response-PDU for a Getnext-PDU. A probe woul d
need to maintain state information in order to correlate a Response-
PDU fromB to Awith a previous request fromA to B

For application protocols carried over a stream based transport such
as TCP, the information required to identify an application verb can
span several packets. A probe would need to follow the transport-
| ayer flow in order to correctly parse the application-I|layer data.

4.2 Packet Capture
For packet capture based on verb-layer protocol directory filtering,

the decision to include a packet in the capture buffer may need to be
deferred until the packet can be conclusively attributed to a
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particular verb. A probe nay need to pre-buffer packets while
deciding to include or exclude them from capture based on ot her
packets that have not yet arrived.

4.3 RMON-2 MB Collections

Data col | ections such as the protocol distribution or Application
Layer Host Tabl e (al Host Table) require that each packet is counted
only once, i.e., a given packet is fully classified as a single

prot ocol encapsul ati on which resolves to a single leaf entry in the
protocol directory. Also, octet counters related to protoco
classification are increnmented by the entire size of packet, not just
the octets associated with a particul ar encapsul ation |ayer.

It is possible that particular application protocols will allow
multiple types of verbs to be present in a single packet. |In this
case, the agent MJST choose one verb type, and therefore one protoco
directory entry, in order to properly count such a packet.

It is an inplementation-specific matter as to which verb type an
agent selects to identify a packet in the event nore than one verb
type is present in that packet. Sone possible choices include:

- the first verb type encountered in the packet

the verb type with the nost instances in the packet
- the verb type using the | argest nunmber of octets in the packet

- the nbst 'interesting’ verb type in the packet (based on
know edge of that application protocol).

5. Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.
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The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which may cover technol ogy that nmay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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9. | ANA Consi derations

At this time there are no application protocol verbs defined that
require 1 ANA registration, simlar to the ’'ianaAssigned protoco
identifiers found in RFC 2895. It is renpotely possible that a future
version of this docunent will contain application verb definitions
whi ch require assignment in the 'ianaAssigned protocol identifier
subtree.

10. Security Considerations

This menpo defines the structure of a portion of the Renpte Monitoring
M B franmework, but does not define any M B objects or protoco
operations. |Instead, it defines algorithnms for representing
application protocol verbs in RMON Protocol ldentifiers. |t does not
i ntroduce any new security risks into a managed system

However, if an MB collection is designed which utilizes this type of
Protocol ldentifier, then such a collection nay expose which verbs in
an application protocol are used in a network. Inclusion of this
additional information may require nore consideration for protection
M B witers shoul d address such consi derations.
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Appendi x A: Usage Exanpl es

The foll owi ng exanples are listed to denonstrate how RMON verb
identifiers are decl ared.

A.1 FTP Exanpl e

Thi s exanpl e defines verb enuneration values for the File Transfer
Protocol as defined in RFC 959 and updated by RFC 2228 and RFC 2640.
Note that verb name strings specified in the <verbNane> field are not
l[imted to 4 characters in length. In the FTP protocol, all the
conmand nanes are 4 characters in length and the verb nanme string
shoul d match the official command nane as closely as possible.

ftp VERB-1DENTI FI ER
DESCRI PTI ON
"The set of verbs for FTP is derived fromthe |i st
of commands defined for the File Transfer Protocol
which are identified by case-insensitive strings.
The commands are sinply listed in the order found
in the FTP docunentation.”
REFERENCE
"File Transfer Protocol, RFC 959, Section 4.1;
FTP Security Extensions, RFC 2228, Section 3;
Internationalization of the File Transfer Protocol
RFC 2640, Section 4.1."

user (1), -- USER NAME

pass(2), - - PASSWORD

acct(3), - - ACCOUNT

cwd(4), - - CHANGE WORKI NG DI RECTORY
cdup(5), -- CHANGE TO PARENT DI RECTORY
smt ( 6), -- STRUCTURE MOUNT
rein(7), -- REINITI ALI ZE

qui t(8), -- Locour

port(9), -- DATA PORT

pasv(10), -- PASSI VE

type(11), - - REPRESENTATI ON TYPE
stru(12), -- FILE STRUCTURE
node(13), - - TRANSFER MODE
retr(14), -- RETRI EVE

stor(15), -- STORE

stou(16), -- STORE UNI QUE
appe(17), -- APPEND (with create)
allo(18), -- ALLOCATE

rest(19), -- RESTART

rnfr(20), - - RENAME FROM
rnto(21), -- RENAME TO
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abor (22), -- ABORT

del e(23), -- DELETE

rmd(24), -- REMOVE DI RECTORY

mkd( 25) , -- MAKE DI RECTORY

pwd( 26) , -- PRI NT WORKI NG DI RECTORY
list(27), -- LIST

nl st (28), -- NAME LI ST

site(29), -- SI TE PARAVETERS

syst (30), -- SYSTEM

stat (31), -- STATUS

hel p(32), -- HELP

noop( 33), - - NOOP

aut h(34), - - AUTHENTI CATI ON/ SECURI TY MECHANI SM
adat ( 35), - - AUTHENTI CATI ON/ SECURI TY DATA
pbsz(36), - - PROTECTI ON BUFFER SI ZE

prot (37), -- DATA CHANNEL PROTECTI ON LEVEL
ccc(38), -- CLEAR COVMAND CHANNEL

m c(39), -- INTEGRI TY PROTECTED COMVAND
conf (40), -- CONFI DENTI ALI TY PROTECTED COVVMAND
enc(41), -- PRI VACY PROTECTED COVIVAND
 ang(42) - - LANGUAGE

}
A.2 POP3 Exanple

Thi s exanpl e defines verb enuneration values for the Post Ofice
Protocol, Version 3, as defined in RFC 1939 and updated by RFC 2449.

pop3 VERB- | DENTI FI ER
DESCRI PTI ON
"The set of verbs for POP3 is derived fromthe I|ist
of commands defined for the Post O fice Protocol
which are identified by case-insensitive strings.
The conmmands are sinply listed in the order found
in the POP3 command sumary.”
REFERENCE
"Post Office Protocol, Version 3, RFC 1939, Section 9;
POP3 Ext ensi on Mechani sm RFC 2449, Section 5."
user (1),
pass(2),
quit(3),
stat (4),
list(5),
retr(6),
del e(7),
noop( 8),
rset(9),
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apop( 10),

top(11),

ui dl (12),

capa(13)
}

A.3 SNWP Exanpl e

Thi s exanpl e defines verb enuneration values for the Sinple Network
Management Protocol, as defined in RFC 1905.

snnp VERB- | DENTI FI ER
DESCRI PTI ON
"The set of verbs for SNWP is derived fromthe |i st
of PDU transaction types in the Protocol Operations
docunent for SNWMPv2. Note that the ’'Response
and ' Report’ PDUs are not considered verbs, but are
classified as belonging to the transaction type
associated with the request PDU. "
REFERENCE
"Protocol Operations for Version 2 of the
Si npl e Net work Management Protocol (SNWPv2),
RFC 1905, Section 3."
get (1),
get - next (2),
get - bul k(3),
set(4),
i nf ormrequest (5),
trap(6)
}

A 4 HTTP Exanpl e

Thi s exanpl e defines verb enuneration values for the Hypertext
Transfer Protocol, version 1.1, as defined in RFC 2616.

http VERB-I| DENTI Fl ER
DESCRI PTI ON
"The set of verbs for HTTP is derived fromthe Iist
of methods defined for the Hypertext Transfer Protocol
which are identified by case-sensitive strings.
The commands are sinply listed in the order found
in the HTTP/ 1.1 docunentation. Methods comronly used
in HTTP/1.0 are a proper subset of those used in HITP/1.1.
Both versions of the protocol are in current use."
REFERENCE
"Hypertext Transfer Protocol -- HTTP/1.1, RFC 2616,
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Section 9; Hypertext Transfer Protocol -- HITP/ 1.0, RFC
1945, Section 8."

options(1),

get(2),

head(3),

post (4),

put (5),

del et e(6),

trace(7),

connect(8) -- reserved for future use by HITP/ 1.1

}
A.5 SMIP Exanpl e

Thi s exanpl e defines verb enunmeration values for the Sinple Mi
Transfer Protocol as defined in RFC 2821.

snt p VERB-| DENTI FI ER

DESCRI PTI ON
"The set of verbs for SMIP is derived fromthe set of comrands
defined for the protocol. These commands are identified

by case-insensitive strings. Commands are listed in the
order found in RFC 2821. The special "xcnd" verb is defined
here as a catch-all for private-use comands, which nust
start with the letter "X ."

REFERENCE
"Sinple Mail Transfer Protocol -- RFC 2821, sections 4.1.1
and 4.1.5."
ehlo(1l), -- Extended HELLO (4.1.1.1)
hel o(2), -- HELLO (4.1.1.1)
mail (3), -- MAIL (4.1.1.2)
rcpt(4), -- RECIPIENT (4.1.1.3)
data(5), -- DATA (4.1.1.4)
rset(6), -- RESET (4.1.1.5)
vrfy(7), -- VERIFY (4.1.1.6)
expn(8), -- EXPAND (4.1.1.7)
hel p(9), -- HELP (4.1.1.8)
noop(10), -- NOOP (4.1.1.9)
quit(1l), -- QUT (4.1.1.10)
xcnmd(12) -- Catch-all for private-use "X' comands (4.1.5)
}
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Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
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and distributed, in whole or in part, without restriction of any
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i ncluded on all such copies and derivative works. However, this
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Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
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