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Abst r act

Thi s docunent describes the Dynam ¢ Del egati on Di scovery System
(DDDS) al gorithm for applying dynamically retrieved string
transformation rules to an application-unique string. Well-forned
transformation rules will reflect the del egati on of managenent of

i nfornmati on associated with the string. This docunment is also part
of a series that is conpletely specified in "Dynanic Del egation

Di scovery System (DDDS) Part One: The Conprehensive DDDS' (RFC 3401).
It is very inportant to note that it is inpossible to read and
under stand any document in this series w thout reading the others.
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1. Introduction

The Dynami c Del egati on Di scovery System (DDDS) is used to inplenent
| azy binding of strings to data, in order to support dynamically
configured del egati on systenms. The DDDS functions by mappi ng sone
uni que string to data stored within a DDDS Dat abase by iteratively
applying string transformation rules until a terminal condition is
reached.

Thi s docunent describes the general DDDS al gorithm not any
particul ar application or usage scenario. The entire series of
docunents is specified in "Dynam c Del egati on Di scovery System ( DDDS)
Part One: The Conprehensive DDDS' (RFC 3401) [1]. It is very
important to note that it is inpossible to read and understand a
singl e docunent in that series w thout reading the related docunents.

The DDDS s history is an evolution fromwork done by the Uniform
Resource Name Working Group. When Uniform Resource Nanes (URNs) [ 6]
were originally fornulated there was the desire to | ocate an
authoritative server for a URN that (by design) contained no

i nformati on about network | ocations. A systemwas fornmul ated that
could use a database of rules that could be applied to a URN to find
out information about specific chunks of syntax. This system was
originally called the Resol ver Discovery Service (RDS) [7] and only
applied to URNs.
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Over tine other systens began to apply this sane al gorithm and
infrastructure to other, non-URN rel ated, systens (see Section 6 for
exanpl es of other ways of using the DDDS). This caused sone of the
under | yi ng assunptions to change and need clarification. These
docunents are an update of those original URN specifications in order
to allow new applications and rul e dat abases to be developed in a

st andar di zed nmanner.

Thi s docunent obsol etes RFC 2168 [11] and RFC 2915 [9] as well as
updates RFC 2276 [7].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

Application Unique String
A string that is the initial input to a DDDS application. The
| exi cal structure of this string nmust inply a uni que del egation
path, which is analyzed and traced by the repeated sel ection and
application of Rewite Rules.

Rewrite Rule
Arule that is applied to an Application Unique String to produce
either a new key to select a newrewite rule fromthe rule
dat abase, or a final result string that is returned to the calling
application. Also sinmply known as a Rul e.

First Well Known Rule
This is arewite rule that is defined by the application and not
actually in the Rule Database. It is used to produce the first
valid key.

Term nal Rule
A Rewite Rule that, when used, yields a string that is the fina
result of the DDDS process, rather than another database key.

Appli cation
A set of protocols and specifications that specify actual val ues

for the various generalized parts of the DDDS al gorithm An
Application nust define the syntax and semantics of the
Application Unique String, the First Wl Known Rule, and one or
nore Databases that are valid for the Application
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Rul e Dat abase
Any store of Rules such that a unique key can identify a set of
Rul es that specify the del egation step used when that particul ar
Key is used.

Servi ces
A common rul e dat abase may be used to associate different services
with a given Application Unique String; e.g., different protoco
functions, different operational characteristics, geographic
segregation, backwards conpatibility, etc. Possible service
di fferences m ght be message receiving services for email/fax/
voi cemai |, | oad bal anci ng over web servers, selection of a nearby
mrror server, cost vs performance trade-offs, etc. These
Services are included as part of a Rule to allow the Application
to make branchi ng deci sions based on the applicability of one
branch or the other froma Service standpoint.

Fl ags
Most Applications will require a way for a Rule to signal to the
Application that some Rul es provide particul ar outcones that
others do not; e.g., different output formats, extensibility
mechani sns, termnal rule signaling, etc. Mst Databases wll
define a Flags field that an Application can use to encode various
val ues that express these signals.

3. The Al gorithm

The DDDS al gorithmis based on the concept of Rewite Rules. These
rules are collected into a DDDS Rul e Dat abase, and accessed by given
uni que keys. A given Rule, when applied to an Application Uni que
String, transforns that String into new Key that can be used to
retrieve a new Rule fromthe Rule Database. This newrule is then
reapplied to the original Application Unique String and the cycle
repeats itself until a terminating condition is reached. An
Application MIJST NOT apply a Rule to the output of a previous Rule.
Al Rewite Rules for all Applications nust ALWAYS apply to the exact
sanme Application Unique String that the algorithmstarted with.

It is a fundanental assunption that the Application Unique String has
some kind of regular, lexical structure that the rules can be applied
to. It is an assunption of the DDDS that the |exical elenment used to
nmake a del egation decision is sinple enough to be contained within
the Application Unique String itself. The DDDS does not solve the
case where a del egation decision is made using know edge contai ned
outside the AUS and the Rule (time of day, financial transactions,

ri ghts managenent, etc.).
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Di agranmmatically the algorithm | ooks |ike this:

S I Application Unique String
| +-- - - +
| | i nput |
| R, + R +
| | First Well Known Rul e
| S - + S +
| | out put |
| [ +
| First Key
I L----< -------------- Commmmeea oo +
| | |
| key (a DDDS dat abase al ways
| +----- + takes a key and returns
| | i nput | a rule) n
| R + S + |
| | Lookup key in DDDS Dat abase]| |
| - + e + |
| | out put | |
| oo + |
| rul e set |
| | |
| | (the input to arule |
| rule set is the rule and the AUS. N
| e - + The output is always
Fome - >| i nput | either a key or the result) |
R + oo o - + |
| Apply Rules to Application Unique String| |
| until non-enpty result are obtained | |
| that neet the applications requirenents |
Fommm e e aaaaa + o m e e e + |
| out put | |
S + A
key |
| |
v |
S + |
| Was the last matching rule termnal? | No >------ +
o e e e e e e e e e e e e e e e e e m o +
Yes (if the rule isn't termnal then

| its output is the new key which
| is used to find a new rul e set)

| The output of the last rule is the
| result desired by the application
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3.1 Components of a Rule
A Rule is made up of 4 pieces of information:

A Priority
Sinply a nunber used to show which of two otherw se equal rules
may have precedence. This allows the database to express rules
that may of fer roughly the sane results but one del egation path
may be faster, better, cheaper than the other

A Set of Flags
Flags are used to specify attributes of the rule that determne if
this rule is the last one to be applied. The last rule is called
the terminal rule and its output should be the intended result for
the application. Flags are unique across Applications. An
Application may specify that it is using a flag defined by yet
anot her Application but it nmust use that other Application’s
definition. One Application cannot redefine a Flag used by
another Application. This may nmean that a registry of Flags will
be needed in the future but at this time it is not a requirenent.

A Description of Services
Services are used to specify semantic attributes of a particul ar
del egation branch. There are many cases where two del egation
branches are identical except that one del egates down to a result
that provides one set of features while another provides sone
ot her set. Features may include operational issues such as | oad
bal anci ng, geographically based traffic segregation, degraded but
backwardly conpatible functions for older clients, etc. For
exanple, two rules may equally apply to a specific del egation
decision for a string. One rule can lead to a terminal rule that
produces information for use in high availability environments
whil e another may | ead to an archival service that may be sl ower
but is nore stable over |ong periods of tinme.

A Substitution Expression
This is the actual string nodification part of the rule. It is a
conbi nati on of a POSI X Extended Regul ar Expression [8] and a
repl acenent string sinmlar to Unix sed-style substitution
expr essi on.

3.2 Substitution Expression Syntax

The character set(s) that the substitution expression is in and can
act on are dependent both on the Application and on the Database
bei ng used. An Application nust define what the allowed character
sets are for the Application Unique String. A DDDS Dat abase
specification nust define what character sets are required for
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producing its keys and for how the substitution expression itself is
encoded. The grammar-required characters bel ow only have neaning
once a specific character set is defined for the Database and/or

Appl i cati on.

The syntax of the Substitution Expression part of the rule is a
sed-styl e substitution expression. True sed-style substitution
expressions are not appropriate for use in this application for a
variety of reasons, therefore the contents of the regexp field MJST
follow this grammar:

subst - expr = delimchar ere delimchar repl delimchar *flags

del i m char ="/" /] "I" | <Any octet not in 'POS-DIG@T or 'flags >
; Al'l occurrences of a delimchar in a subst_expr
; must be the same character.>

ere = <POSI X Ext ended Regul ar Expressi on>

repl = *(string / backref)

string = *(anychar / escapeddelin

anychar = <any character other than deli mchar>

escapeddelim= "\" delimchar

backr ef ="\" PCS-DIAT

flags ="i"

POS-DIAT ="/ "2/ "3"/ "4" ] "5" [ "6" [ "7" [ "8" [ "9"

Mea

The result of applying the substitution expression to the String MJST
result in a key which obeys the rules of the Database (unless of
course it is a Terminal Rule in which case the output follows the
rules of the application). Since it is possible for the regular
expression to be inmproperly specified, such that a non-conformng key
can be constructed, client software SHOULD verify that the result is
a | egal database key before using it.

Backref expressions in the repl portion of the substitution
expression are replaced by the (possibly enpty) string of characters
enclosed by "(° and ')’ in the ERE portion of the substitution

expression. Nis a single digit from1 through 9, inclusive. It
specifies the N th backref expression, the one that begins with the
Nth (' and continues to the matching ')’. For exanple, the ERE

(A(B(ODE)(F)Q

has backref expressions:

\1 = ABCDEFG

\2 = BCDE

\3 =¢C

\4 = F

\5..\9 = error - no nmatching subexpression
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The "i" flag indicates that the ERE nmatching SHALL be performed in a
case-insensitive fashion. Furthernore, any backref replacenents MAY
be normalized to | ower case when the "i" flag is given. This flag

has meani ng only when both the Application and Dat abase define a
character set where case insensitivity is valid.

The first character in the substitution expression shall be used as
the character that delimts the conponents of the substitution
expression. There nmust be exactly three non-escaped occurrences of
the delimter character in a substitution expression. Since escaped
occurrences of the delimter character will be interpreted as
occurrences of that character, digits MJUST NOT be used as delimters.
Backrefs would be confused with literal digits were this allowed.
Simlarly, if flags are specified in the substitution expression, the
delimter character nust not also be a flag character.

3.3 The Compl ete Al gorithm
The following is the exact DDDS al gorithm

1. The First Wll Known Rule is applied to the Application Unique
String which produces a Key.

2. The Application asks the Database for the ordered set of Rules
that are bound to that Key (see NOTE bel ow on order details).

3. The Substitution Expression for each Rule in the list is applied,
in order, to the Application Unique String until a non-enpty
string is produced. The position in the list is noted and the
Rul e that produced the non-enpty string is used for the next

step. |If the next step rejects this rule and returns to this
step then the Substitution Expression application process
continues at the point where it left off. |If the list is

exhausted without a valid match then the application is notified
that no valid output was avail abl e.

4. |f the Service description of the rule does not neet the client’s
requi renents, go back to step 3 and continue through the already
retrieved list of rules. |If it does match the client’s
requirements then this Rule is used for the next step. |If and
only if the client is capable of handling it and if it is deened
safe to do so by the Application’s specification, the client nmay
nake a note of the current Rule but still return to step 3 as
though it had rejected it. |In either case, the output of this
step is one and only one Rule.
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5. If the Flags part of the Rule designate that this Rule is NOT
Terminal, go back to step 2 with the substitution result as the
new Key.

6. Notify the Application that the process has finished and provide
the Application with the Flags and Services part of the Rule
along with the output of the last Substitution Expression

NOTE 1: In sone applications and/ or databases the result set can
express the case where two or nore Rules are considered equal. These
Rul es are treated as the sanme Rule, each one possibly having a
Priority which is used to comunicate a preference for otherw se
equivalent Rules. This allows for Rules to act as fallbacks for

others. It should be noted that this is a real Preference, not a
| oad bal anci ng nechanism  Applications should define the difference
careful ly.

NOTE 2: Databases nay or may not have rul es that determ ne when and
how records within that database expire (expiration dates, tinmes to
live, etc.). These expiration mechani sms nust be adhered to in al
cases. Specifically, since the expiration of a databases record
could cause a new Rule to be retrieved that is inconsistent with
previous Rules, while in the algorithmany attenpts to optim ze the
process by falling back to previous keys and Rul es MJST ensure that
no previously retrieved Rule has expired. |If a Rule has expired then
the application MIUST start over at Step 1.

4. Specifying an Application

In order for this algorithmto have any useful ness, a specification
nmust be written describing an application and one or nore databases.
In order to specify an application the foll ow ng pieces of

i nformati on are required:

Application Unique String:
This is the only string that the rewite rules will apply to. The
string must have sone regular structure and be unique within the
application such that anyone applying Rules taken fromthe sane
Dat abase will end up with the sane Keys. For exanmple, the UR
Resol ution application defines the Application Unique String to be
a URI.

No application is allowed to define an Application Unique String
such that the Key obtained by a rewite rule is treated as the
Application Unique String for input to a newrule. This leads to
sendmail style rewite rules which are fragile and error prone.
The one single exception to this is when an Application defines
sone flag or state where the rules for that application are
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suspended and a new DDDS Application or some other arbitrary set
of rules take over. |If this is the case then, by definition, none
of these rules apply. One such case can be found in the UR
Resol uti on application which defines the 'p° flag which states
that the next step is 'protocol specific’ and thus outside of the
scope of DDDS

First Well Known Rul e:
This is the first rule that, when applied to the Application
Uni que String, produces the first valid Key. It can be expressed
in the same formas a Rule or it can be sonething nore conpl ex.
For exanple, the URI Resolution application nmght specify that the
rule is that the sequence of characters in the URI up to but not
including the first colon (the URI schene) is the first Key.

Va

i d Dat abases:

The application can define which Databases are valid. For each
Dat abase the Application nmust define how the First Wll Known

Rul e’s output (the first Key) is turned into sonething that is
valid for that Database. For exanple, the URI Resol ution
application could use the Donain Name System (DNS) as a Dat abase.
The operation for turning this first Key into sonething that was
valid for the database would be to to turn it into sonme DNS-valid
domai n-nane. Additionally, for each Database an Application
defines, it nust also specify what the valid character sets are
that will produce the correct Keys. 1In the URI Resol ution exanple
shown here, the character set of a URI is 7 bit ASCI| which

mat ches fairly well with DNS's 8 bit linmitation on characters in
its zone files.

Expect ed Qutput:
The Application nust define what the expected output of the
Term nal Rule should be. For exanple, the URI Resolution
application is concerned with finding servers that contain
authoritative data about a given URI. Thus the output of the
termnal rule would be information (hosts, ports, protocols, etc.)
that woul d be used to contact that authoritative server.

In the past there has been sone confusion concerning | oad bal anci ng
and the use of the DDDS 'Priority’'. Applications should be aware
that the Priority of a given rule is just that: a way of specifying
that one rule is "better, faster, cheaper" than another. If an
applicati on needs sone nethod of allowing a client to | oad bal ance
bet ween servers (i.e., weighted random sel ection, etc.) then it
shoul d do so outside the DDDS al gorithm For exanple, Applications
that make use of the DNS Dat abase may use the SRV record as a way of
signifying that a particular service is actually handl ed by severa
hosts cooperating with each other. The difference being that |oad
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bal anci ng i s done between hosts that are identical to each other
where as DDDS is concerned with del egation paths that have sone
particul ar feature set or adm nistrative domain.

5. Specifying A Dat abase

Additionally, any Application nust have at | east one corresponding
Dat abase fromwhich to retrieve the Rules. It is inportant to note
that a given Database may be used by nore than one Application. |If
this is the case, each rule nmust be use sone conbination of its
Servi ces and/or substitution expression to match only those
Application Unique Strings for which it is valid.

A Dat abase specification nust include the follow ng pieces of
i nformation:

General Specification:
The Dat abase must have a general specification. This can
ref erence other standards (SQ., DNS, etc.) or it can fully specify
a novel database system This specification MJST be clear as to
what al | owed character sets exist in order to know in which
character set the Keys and Rul es are encoded.

Lookup Procedure:
This specifies how a query is formulated and submitted to the
dat abase. In the case of databases that are used for other
purposes (such as DNS), the specification nust be clear as to how
a query is formulated specifically for the database to be a DDDS
dat abase. For exanmple, a DNS based Database nust specify which
Resource Records or Query Types are used

Key Format:
If any operations are needed in order to turn a Key into sonething
that is valid for the database then these nust be clearly defined.
For exanple, in the case of a DNS database, the Keys nust be
constructed as valid donmi n-nanes.

Rul e For mat :
The specification for the output format of a rule.

Rul e I nsertion Procedure:
A specification for howa Rule is inserted into the database.
This can include policy statements about whether or not a Rule is
al l owed to be added.

Meal |'i ng St andards Track [ Page 11]



RFC 3402 DDDS - The Al gorithm Cct ober 2002

Rul e Col I'i si on Avoi dance:
Since a Database may be used by multiple Applications (ENUM and
URI Resolution for exanple), the specification nust be clear about
how rule collisions will be avoided. There are usually two
nmet hods for handling this: 1) disallow one key frombeing valid in
two different Applications; 2) if 1 isn't possible then wite the
substitution expression such that the regul ar expression part
contai ns enough of the Application Unique String as part of its
match to differentiate between the two Applications.

6. Exanples

The exanpl es given here are for pedagogi cal purposes only. They are
specifically taken fromficticious applications that have not been
specified in any published docunent.

6.1 An Autonobile Parts ldentification System

In this exanple i magi ne a system setup where all autonobile

manuf acturers conme together and create a standardi zed part nunbering
system for the various parts (nuts, bolts, frames, instruments, etc.)
that make up the autonobile manufacturing and repair process. The
problemw th such a systemis that the auto industry is a very

di stributed systemwhere parts are built by various third parties
distributed around the world. 1In order to find information about a
given part a systemmust be able to find out who nmakes that part and
contact them about it.

To facilitate this distributed systemthe identification nunber
assigned to a part is assigned hierarchically such that the first 5
digits nake up a parts manufacturer ID nunber. The next 3 digits are
an auto line identifier (Ford, Toyota, etc.). The rest of the digits
are assigned by the parts manufacturer according to rules that the
manuf act urer deci des.

The auto industry decides to use the DDDS to create a distributed
information retrieval systemthat routes queries to the actual owner
of the data. The industry specifies a database and a query syntax
for retrieving rewite rules (the APIDA Network) and then specifies
the Auto Parts ldentification DDDS Application (APIDA)

The API DA specification would define the follow ng:

o Application Unique String: the part nunber

o First Well Known Rule: take the first 5 digits (the manufacturers
I D nunber) and use that as the Key.
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o Valid Databases: The API DA Network.
0 Expected Qutput: EDIFAC i nformation about the part.
The API DA Net wor k Dat abase specification would define the foll ow ng:

o GCeneral Specification: a network of EDI enabl ed databases and
services that, when given a subconmponent of a part nunber will
return an XM. encoded rewite rule.

0 Lookup Procedure: follow ng normal APIDA Network protocols, ask
the network for arewite rule for the Key.

o Key Format: no conversion is required.
0 Rule Format: see API DA Networ k docunentation for the XM. DTD.

o Rule Insertion Procedure: determined by the authority that has
control over each section of the part nunmber. 1|.e., in order to
get a manufacturer |ID you nmust be a nenber of the Auto Parts
Manuf act urers Associ ation

In order to illustrate how the system woul d work, imagine the part
nunber "4747301AB7D'. The systemwould take the first 5 digits,
"47473 and ask the network for that Rewite Rule. This Rule would
be provided by the parts manufacturers database and woul d all ow t he
manuf acturer to either further sub-del egate the space or point the
querier directly at the ED FAC information in the system

In this exanple let’s suppose that the manufacturer returns a Rule
that states that the next 3 digits should be used as part of a query
to their service in order to find a new Rule. This new Rul e woul d
allow the parts manufacturer to further del egate the query to their
parts factories for each auto line. |In our exanple part nunber the
nunber *01A' denotes the Toyota line of cars. The Rule that the
manuf acturer returns further del egates the query to a supply house in
Japan. This rule also denotes that this Rule is terminal and thus
the result of this last query will be the actual infornmation about
the part.
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6.2 A Docunent ldentification Service

This exanple is very simlar to the last since the docunments in this
system can sinply be thought of as the auto part in the |ast exanple.
The difference here is that the information about the docurment is
kept very close to the author (usually on their desktop). Thus there
is the probability that the number of del egations can be very deep

Al so, in order to keep fromhaving a |arge flat space of authors, the
aut hors are organi zed by organi zati ons and departnents.

Let’ s suppose that the Application Unique String in this exanple
| ooks like the foll ow ng:

<or gani zat i on>- <depart nent >- <aut hor >: <pr 0j ect >- <bookcase>- <book>
The Application specification would | ook Iike this:
o Application Unique String: the Docunent ID string given above.

o First Well Known Rule: the characters up to but not including the
first '-" is treated as the first Key.

o Valid Databases: the DIS LDAP Directory.

0 Expected Qutput: a record froman LDAP server contai ning
bi bl i ographi ¢ i nformati on about the docunment in XM.

The Dat abase specification for the DIS LDAP Directory would | ook like
this:

0 GCeneral Specification: the Database uses the LDAP directory
service. Each LDAP server has a record that contains the Rewite
Rule. Rules refer to other LDAP servers using the LDAP URL
schene.

0 Lookup Procedure: using standard LDAP queries, the client asks the
LDAP server for information about the Key.

0 Key Format: no conversion is necessary.
o Rule Format: See the LDAP Rewite Rul e specification
o Rule Insertion Procedure: See the procedures published by the

entity that has authority over that section of the DIS tree. The
first section, the organization, is owned by the D' S Agency.
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In this exanple, the first | ookup is for the organization’s Rule. At
that point the organization may point the client directly at sone

| arge, organization w de database that contains the expected output.
O her organi zations nmay decentralize this process so that Rules end
up del egating the query all the way down to the authors docunent
managenent environnent of choi ce.

7. Security Considerations

Thi s docunent sinply defines the DDDS al gorithmand thus, by itself,
does not inply any security issues. It is when this algorithmis
coupled with a Database and an Application that security

consi derati ons can be known well enough to enunerate them beyond
sinply saying that dynamic del egation points are a possible point of
attack.

8. | ANA Consi derati ons
Thi s docunent does not create any requirenents on the | ANA. Dat abase
and Application specifications nay have consi derabl e requirements but
they cannot be enunerated here.
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