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Abst ract

Thi s docunent defines a set of Session Description Protocol (SDP)
attributes that enables SDP to provide a mninmal and backwards
conpati bl e capability declaration nmechanism Such capability

decl arati ons can be used as input to a subsequent session
negoti ati on, which is done by means outside the scope of this
docunent. This provides a sinple and limted solution to the genera
capability negotiation problem being addressed by the next generation
of SDP, al so known as SDPng.

1. Conventions Used in this Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [2].

2. Introduction

The Session Description Protocol (SDP) [3] describes nultinedia
sessions for the purposes of session announcenent, session
invitation, and other forms of multinedia session initiation. SDP
was not intended to provide capability negotiation. However, as the
need for this has beconme increasingly inportant, work has begun on a
"next generation SDP" (SDPng) [4,5] that supports both session
description and capability negotiation. SDPng is not anticipated to
be backwards conpatible with SDP and work on SDPng is currently in
the early stages. However, several other protocols, e.g. SIP [6] and
Medi a Gateway Control Protocol (M3CP) [7], use SDP and are likely to

Andr easen St andards Track [ Page 1]



RFC 3407 SDP Sinmpl e Capability Decl aration Cct ober 2002

continue doing so for the foreseeable future. Nevertheless, in nany
cases these signaling protocols have an urgent need for sonme linmted
formof capability negotiation.

For exanpl e, an endpoint may support G 711 audio (over RTP) as well
as T.38 fax relay (over UDP or TCP). Unless the endpoint is willing
to support two nedia streans at the same tinme, this cannot currently
be expressed in SDP. Another exanple involves support for multiple
codecs. An endpoint indicates this by including all the codecs in
the "m=" line in the session description. However, the endpoint
thereby al so commts to sinmultaneous support for each of these
codecs. In practice, Digital Signal Processor (DSP) nmenory and
processing power limtations may not nmake this feasible.

As noted in [4], the problemw th SDP is that media descriptions are
used to describe session parameters as well as capabilities without a
clear distinction between the two.

In this docunent, we define a mninml and backwards conpati bl e
capability declaration feature in SDP by defining a set of new SDP
attributes. Together, these attributes define a capability set,

whi ch consists of a capability set sequence number followed by one or
nore capability descriptions. Each capability description in the set
contains information about supported nedia formats, but the endpoint
is not coomtting to use any of these. |n order to actually use a
decl ared capability, session negotiation will have to be done by
nmeans outside the scope of this docunent, e.g., using the

of f er/ answer mnodel [8].

It should be noted that the nechanismis not intended to solve the
general capability negotiation problemtargeted by SDPng. It is
nerely intended as a sinple and linited solution to the nost urgent
probl ems facing current users of SDP

3. Sinmple Capability Declaration Attributes

The SDP Sinple Capability Declaration (sincap) is defined by a set of
SDP attributes. Together, these attributes forma capability set

whi ch describes the conplete nedia capabilities of the endpoint. Any
previous capability sets issued by the endpoint for the session in
guestion no |onger apply. The capability set consists of a sequence
nunber and one or nore capability descriptions. Each such capability
description describes the nedia type and nedia formats supported and
may include one or nore capability paraneters to further define the
capability. A session description MJST NOT contain nore than one
capability set, however the capability set can describe capabilities
at both the session and nedia level. Capability descriptions
provided at the session |level apply to all nmedia streans of the nedia

Andr easen St andards Track [ Page 2]



RFC 3407 SDP Sinmpl e Capability Decl aration Cct ober 2002

type indicated, whereas capability descriptions provided at the nedia
level apply to that particular nedia streamonly. W refer to these

respectively as session capabilities and nedia stream capabilities.

A media stream capability may or may not be of the same media type as
the media streamto which it applies.

The capability set MUST begin with a single sequence nunber foll owed
by one or nore capability descriptions listing all media fornmats the
endpoint is currently able and willing to support. More
specifically, if a nedia format is included in a media ("m=") I|ine,
then by definition the media format MJST be included in either a
session capability or a nedia streamcapability for that nmedia |line.
The endpoi nt MAY include additional nedia formats in a capability if
it is capable of supporting those nedia formats in a session with its
peer. An endpoint MJST NOT include capabilities it knows it cannot
use in a particular session. An endpoint receiving a capability set
from anot her endpoi nt MAY use any of the nmedia formats included in
that capability set in a later attenpt to negotiate nedia streans
with the other endpoint, e.g., using the offer/answer nodel [8]. |If
a new capability set is received fromthe other endpoint, the old
capability set MJUST NOT be used any longer. Session capabilities can
be used for any nedia streanms of the indicated nedia type, whereas
nmedi a stream capabilities can only be used for their associated nedia
line. However, an endpoint receiving a capability set with a given
nedi a format MUST NOT assune that a subsequent attenpt to negotiate a
nmedi a streamusing just this nmedia format will succeed.

The individual capability descriptions in a capability set can be
provi ded contiguously or they can be scattered throughout the session
description. The first capability description MJST, however, follow
i medi ately after the sequence nunber.

The sequence numnber is on the form
a=sqgn: <sgn-nunv

where <sqn-nun®» is an integer between 0 and 255 (both included). The
initial sequence nunber MJST be 0 (zero) and it MJST be increnented
by 1 nodulo 256 with each new capability set issued by the endpoint.
Recei vers may not necessarily see all capability sets issued and
hence MJUST NOT reject a capability set due to gaps in sequence
nunbers. The sequence nunber MJST either be provided as a session-

| evel or media-level attribute, however there MJUST NOT be nore than
one occurrence of the sequence nunber attribute in the session
description (since there cannot be nore than one capability set).
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Each capability description in the capability set is on the form
a=cdsc: <cap-nunt <nedi a> <transport> <fnt |ist>

where <cap-nun® is an integer between 1 and 255 (both included) used
to nunber the capabilities, and <nedi a> <transport>, and <fnt |ist>
are defined as in the SDP "me" line. The capability description
refers to a send and receive capability by default. Wen generating
a capability set, the capability nunmber MJST start with 1 in the
first capability description, and be increnented by the nunber of
media formats in the <fnt |ist> for each subsequent capability
description. The nmedia formats in the <fnt |ist> are nunbered from
left to right. Receivers of a capability set MJUST NOT, however,
reject capability descriptions due to gaps in the capability nunbers.
The capability nunber provides a convenient handle w thin the context
of the capability set (as referenced by the sequence nunber) which
may be used to reference a particular capability by neans outside of
this specification.

A capability description can include one or nore capability paraneter
lines on the form

a=cpar: <cap-par>
a=cparmn: <cap-par>
a=cpar max: <cap-par>

where <cap-par> is either bandwidth information ("b=") or an
attribute ("a=") inits full ’'<type>=<value> form(see [3]). A
capability paraneter |ine provides additional paraneters for the
precedi ng "cdsc" attribute line. Capability paraneter lines for a
capability description SHOULD i mredi ately follow the "cdsc" |line they
refer to. Nevertheless, the capability description includes al
capability paraneter lines until the next capability description
("cdsc") or nedia ("m=") line in the session description.

The "cpar" attribute should nornmally be used when capability
par anmet er values are to be specified. Wen provided, it nmeans that
the endpoint is declaring that it supports the nedia formats in the

precedi ng "cdsc" line in accordance with the <cap-par> val ue
specified. This can, for exanple, be used to specify "fntp"
paranmeters. |f a session negotiation is attenpted wi thout

consi dering the <cap-par> value, it may fail due to | ack of endpoint
support. A capability description nay contain zero, one, or nore
“cpar" attribute lines describing either the same or different
paranmeters. Describing the same paraneter nore than once can be used
to specify alternatives.
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VWhere a m ni mum nunerical value is to be specified, the "cparm n"
attribute should be used. There nay be zero, one, or nore "cparmn"
attribute lines in a capability description, however a given

par amet er MUST NOT be described by a "cparnmn" attribute nore than
once.

Where a maxi mum nunerical value is to be specified, the "cparnmax"
attribute should be used. There nay be zero, one, or nore "cparnax"
attribute lines in a capability description, however a given

par amet er MUST NOT be described by a "cparmax" attribute nore than
once.

Ranges of nunerical values can be expressed by using a "cparnm n" and

a "cparnmax" attribute for a given paraneter. It follows fromthe
previous rules, that only a single range can be specified for a given
par anet er .

Capability descriptions may be provided at both the session-|evel and
nedi a-1 evel. A capability description provided at the session-|eve
applies to all the nedia streans of the indicated nedia type in the
session description. A capability description provided at the
nmedi a-1 evel only applies to that particul ar nedia stream (regardl ess
of media type). |If a capability description with nmedia type X is
provi ded at the session-level, and there are no nedia streanms of type
X in the session description, then it is undefined which of the nedia
streans the capability description applies to (except if there is
only one nedia stream). It is therefore RECOWENDED, that such
capabilities are provided at the nedia-Ilevel instead.

Bel ow we show an exanpl e session description using the above sinple
capability declaration nechani sm

v=0

0=- 25678 753849 IN IP4 128.96.41.1
s=

c=INI1P4 128.96.41.1

t=0 0

mFaudi o 3456 RTP/ AVP 18 96

a=rt pmap: 96 tel ephone-event
a=f nt p: 96 0-15, 32-35

a=sqgn: O

a=cdsc: 1 audio RTP/AVP 0 18 96
a=cpar: a=fmp:96 0-16, 32-35
a=cdsc: 4 inmage udptl t38
a=cdsc: 5 image tcp t38
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The sender of this session descriptionis currently prepared to send
and receive G 729 audio as well as tel ephone-events 0-15 and 32- 35.
The sender is furthernore capabl e of supporting:

*  PCMJ encoding for the audio nmedia stream
t el ephone events 0-16 and 32- 35,
* T.38 fax relay using udp or tcp (see [9]).

Note, that the first capability nunber specified is 1, whereas the
next is 4 since three media formats were included in the first
capability description. Also note that the rtpmap for payl oad type
96 was not included in the capability description, as it was al ready
specified for the nedia ("m") line. Conversely, it would of course
not have been valid to provide the rtpmap in the capability
description and then omit the "a=rtpmap" |ine.

Bel ow, we show anot her exanple of the sinple capability declaration
mechanism this tine with nultiple nedia streans:

v=0

0=- 25678 753849 IN |IP4 128.96.41.1
S=

c=IN P4 128.96.41.1

t=0 0

mrFaudi o 3456 RTP/ AVP 18

a=sqgn: O

a=cdsc: 1 audio RTP/AVP O 18

nmevi deo 3458 RTP/ AVP 31

a=cdsc: 3 video RTP/AVP 31 34

The sender of this session descriptionis currently prepared to send
and receive G 729 audio and H. 261 video. The sender is furthernore
capabl e of supporting:

*  PCMJ encoding for the audio nmedia stream
* H 263 for the video nmedia stream

Note that the first capability number specified is 1, whereas the
next is 3, since two media formats were included in the first
capability description. Also note that the sequence nunber applies
to the entire capability set, i.e. both audio and video, and hence is
only supplied once. Finally, note that the nmedia formats 18 and 31
are listed in both the nedia lines and the capability set as

requi red. The above session description could have equally been
supplied as foll ows:
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v=0
=- 25678 753849 IN | P4 128.96.41.1
S:
c=IN P4 128.96.41.1
t=0 0
a=sqgn: O
a=cdsc: 1 audio RTP/AVP O 18
a=cdsc: 3 video RTP/AVP 31 34

mFaudi o 3456 RTP/ AVP 18
mevi deo 3458 RTP/ AVP 31

i.e., with the capability set provided at the session-|evel.

4. Security Considerations
Capability negotiation of security-sensitive paraneters is a delicate
process, and should not be done w thout careful evaluation of the
design, including the possible susceptibility to downgrade attacks.
Use of capability re-negotiation my nmake the session susceptible to
deni al of service, without design care as to authentication

5. |1 ANA Consi derati ons

Thi s docunent defines the follow ng new SDP paraneters of type "att-

field" (attribute names):

Attribute nane:
Long form nare:
Type of attribute:

Subj ect to charset:

Pur pose:

Appropriate val ues:

Attribute name:
Long form narne:
Type of attribute:

Subj ect to charset:

Pur pose:

Appropriate val ues:

Attribute name:
Long form nane:
Type of attribute:

Subj ect to charset:

Pur pose:

Appropriate val ues:

Andr easen

sqgn
Sequence numnber.

Sessi on-1evel and nedi a-1 evel .
No.

Capabi lity set nunbering.

See Section 3.

cdsc

Capabi lity description

Sessi on-1 evel and nedi a-1 evel .
No

Descri be capabilities in a capability set.

See Section 3.

cpar

Capabi lity paraneter |ine.
Sessi on-1 evel and nedi a-1 evel .
No

Provi de capability description paraneters.

See Section 3.
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Attribute nane:
Long form nane:
Type of attribute:

Subj ect to charset:

Pur pose:

Appropriate val ues:

Attribute nane:
Long form nare:
Type of attribute:

Subj ect to charset:

Pur pose:

Appropriate val ues:
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10. Full Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
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