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Abst r act

The purpose of this docunent is to provide an overview of the third
versi on of the Internet-Standard Managenent Franmework, terned the
SNWP version 3 Framework (SNWMPv3). This Franework is derived from
and builds upon both the original |nternet-Standard Managenent
Framewor k (SNWMPv1) and the second Internet-Standard Managenent
Framewor k ( SNVPv2) .

The architecture is designed to be nodular to allow the evolution of
the Framework over tine.

The docurent expl ai ns why using SNMPv3 instead of SNMPv1l or SNMPvV2 is
strongly recommended. The document al so recomends that RFCs 1157,
1441, 1901, 1909 and 1910 be retired by noving themto Hi storic
status. This docunment obsol etes RFC 2570.
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1. Introduction
This docunent is an introduction to the third version of the

I nt ernet - Standard Managenent Franmework, termed the SNMP version 3
Management Framework (SNMPv3) and has mul tipl e purposes.
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First, it describes the relationship between the SNWP version 3
(SNWPv3) specifications and the specifications of the SNWP version 1
(SNWPv1) Managenent Franmework, the SNMP version 2 (SNWPv2) Managenent
Framewor k, and the Conmunity-based Adm nistrative Framework for
SNVPv 2.

Second, it provides a roadmap to the multiple docunents which contain
the rel evant specifications.

Third, this docunment provides a brief easy-to-read sunmmary of the
contents of each of the rel evant specification docunents.

This docunent is intentionally tutorial in nature and, as such, may
occasionally be "guilty" of oversinplification. 1In the event of a
conflict or contradiction between this docunent and the nore detail ed
docunents for which this docunment is a roadmap, the specifications in
the nore detail ed documents shall prevail

Further, the detailed docunents attenpt to nmintain separation

bet ween the various conponent nodules in order to specify well -
defined interfaces between them This roadmap docunent, however,
takes a different approach and attenpts to provide an integrated view
of the various conponent nodules in the interest of readability.

Thi s docunent is a work product of the SNMPv3 Worki ng Group of the
I nt ernet Engi neering Task Force (I ETF).

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].

2. The Internet Standard Managenent Franmework

The third version of the Internet Standard Management Framework (the
SNWPv3 Framework) is derived fromand builds upon both the origina

I nt ernet- Standard Managenent Franework (SNMPv1l) and the second

I nt ernet - Standard Managenent Franework (SNVPv2).

Al'l versions (SNWMPv1l, SNMPv2, and SNMPv3) of the Internet Standard
Management SNMP Framewor k share the same basic structure and
conponents. Furthernore, all versions of the specifications of the
I nternet Standard Managenent Franework follow the sane architecture
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2.1. Basic Structure and Conponents

An enterprise deploying the Internet Standard Managenent Franework
contai ns four basic conponents:

* several (typically nany) nmanaged nodes, each with an SNWP entity
whi ch provides renpte access to nanagenent instrumentation
(traditionally called an agent);

* at |least one SNWP entity with managenment applications (typically
call ed a manager),

* a managenent protocol used to convey nanagenent infornation
bet ween the SNMP entities, and

* managenent information.

The managenent protocol is used to convey managenent information
bet ween SNMP entities such as managers and agents.

This basic structure is conmon to all versions of the Internet
St andard Managenent Framework; i.e., SNMPv1l, SNMPv2, and SNWVPv3.

2.2. Architecture of the Internet Standard Managenent Franewor k

The specifications of the Internet Standard Managenent Franework are
based on a nmodul ar architecture. This franework is nore than just a
protocol for noving data. It consists of:

* a data definition |anguage,

* definitions of nanagenent information (the Managenment |nformation
Base, or M B),

* a protocol definition, and
* security and admnistration

Over tine, as the Framework has evolved from SNWPv1l, through SNWPv2,
to SNMPv3, the definitions of each of these architectural conponents
have becone richer and nore clearly defined, but the fundamenta
architecture has remained consistent.

One prine notivator for this nodularity was to enabl e the ongoing
evol ution of the Framework, as is documented in RFC 1052 [2]. When
originally envisioned, this capability was to be used to ease the
transition from SNVP-based managenent of internets to managenent
based on OSI protocols. To this end, the framework was architected
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with a protocol -i ndependent data definition | anguage and Managenent

I nformati on Base along with a M B-independent protocol. This
separati on was designed to allow the SNWP-based protocol to be

repl aced without requiring the nanagenent information to be redefined
or reinstrumented. History has shown that the selection of this
architecture was the right decision for the wong reason -- it turned
out that this architecture has eased the transition from SNVWPvl to
SNVPv2 and from SNMPv2 to SNMPv3 rather than easing the transition
away from managenment based on the Sinple Network Managenment Protocol

The SNWPv3 Framewor k buil ds and extends these architectura
principles by:

* building on these four basic architectural conponents, in sone
cases incorporating themfromthe SNVWPv2 Franmework by reference,
and

* by using these sanme layering principles in the definition of new
capabilities in the security and adm nistration portion of the
architecture.

Those who are familiar with the architecture of the SNMPv1l Managenent
Framewor k and the SNWMPv2 Managenent Framework will find many famliar
concepts in the architecture of the SNMPv3 Managenent FranmeworK.
However, in sone cases, the term nology may be sonewhat different.

3. The SNWPv1l Managenent Framewor k

The original Internet-Standard Network Managenent Franmework (SNVPv1)
is defined in the followi ng docunents:

* STD 16, RFC 1155 [3] which defines the Structure of Managenent
Information (SM), the mechanisnms used for describing and nam ng
objects for the purpose of managenent.

* STD 16, RFC 1212 [4] which defines a nore concise description
nmechani sm for descri bing and nanm ng nanagenent i nfornation
obj ects, but which is wholly consistent with the SM.

* STD 15, RFC 1157 [5] which defines the Sinple Network Managenent
Protocol (SNWP), the protocol used for network access to nanaged
objects and event notification. Note this docunent al so defines
an initial set of event notifications.
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Additionally, two docunents are generally consi dered conpanions to
these three:

* STD 17, RFC 1213 [6] which contains definitions for the base set
of managenent information

* RFC 1215 [7] defines a concise description nmechani smfor defining
event notifications, which are called traps in the SNWv1
protocol. It also specifies the generic traps fromRFC 1157 in
the conci se notati on.

These docunents describe the four parts of the first version of the
SNVP Fr amewor k.

3.1. The SNWPv1l Data Definition Language

The first two and the | ast docunent, i.e., RFCs 1155, 1212, and 1215,
descri be the SNWPvl data definition | anguage and are often
collectively referred to as "SMv1l". Note that due to the initia
requi rement that the SM be protocol -independent, the first two SM
docunments do not provide a neans for defining event notifications
(traps). Instead, the SNVP protocol docunent defines a few
standardi zed event notifications (generic traps) and provi des a neans
for additional event notifications to be defined. The |ast docunent
specifies a straight-forward approach towards defining event
notifications used with the SNMPvl protocol. At the tinme that it was
witten, use of traps in the Internet-Standard network nanagenent
framework was controversial. As such, RFC 1215 was put forward with
the status of "Informational”, which was never updated because it was
bel i eved that the second version of the SNWP Franmework woul d repl ace
the first version.

3.2. Managenent |nfornation

The data definition | anguage described in the first two docunments was
first used to define the nowhistoric MB-I as specified in RFC 1066

[8], and was subsequently used to define MB-11 as specified in RFC
1213 [6].
Later, after the publication of MB-I11, a different approach to the

managenment i nformation definition was taken fromthe earlier approach
of having a single commttee staffed by generalists work on a single
docunent to define the Internet-Standard MB. Rather, many nini-MB
docunents were produced in a parallel and distributed fashion by
groups chartered to produce a specification for a focused portion of
the Internet-Standard M B and staffed by personnel with expertise in
those particul ar areas ranging fromvarious aspects of network
managenent, to system managenent, and applicati on managenent.
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3.3. Protocol Operations

The third docunent, STD 15 [5], describes the SNVMPv1l protoco
operations perforned by protocol data units (PDUs) on lists of

vari abl e bi ndi ngs and describes the format of SNMPvl nessages. The
operators defined by SNMPvl are: get, get-next, get-response, set-
request, and trap. Typical |ayering of SNMP on a connectionl ess
transport service is also defined.

3.4. SNWPv1l Security and Adninistration

STD 15 [5] al so describes an approach to security and adm nistration
Many of these concepts are carried forward and sone, particularly
security, are extended by the SNWPv3 FraneworKk.

The SNWMPv1 Franework describes the encapsul ation of SNMPv1l PDUs in
SNVP messages between SNVWP entities and distingui shes between
application entities and protocol entities. |In SNWv3, these are
renamed applications and engi nes, respectively.

The SNWPv1l Franework al so introduces the concept of an authentication
service supporting one or nore authentication schenes. 1In addition
to authentication, SNMPv3 defines the additional security capability
referred to as privacy. (Note: sonme literature fromthe security
conmunity woul d describe SNVMPv3 security capabilities as providing
data integrity, source authenticity, and confidentiality.) The
nodul ar nature of the SNWMPv3 Franework pernits both changes and
additions to the security capabilities.

Finally, the SNMPvl Franmework introduces access control based on a
concept called an SNMP M B view. The SNWPv3 Franmework specifies a
fundanental ly simlar concept called view based access control. Wth
this capability, SNMPv3 provides the neans for controlling access to
i nformati on on managed devi ces.

However, while the SNMPvl Framework anticipated the definition of
nmul tiple authentication schenes, it did not define any such schenes
other than a trivial authentication scheme based on conmunity
strings. This was a known fundanental weakness in the SNMPv1
Framework but it was thought at that tine that the definition of
conmer ci al grade security mght be contentious in its design and
difficult to get approved because "security" nmeans nany different
things to different people. To that end, and because sone users do
not require strong authentication, the SNMPvl architected an

aut hentication service as a separate block to be defined "later" and
the SNWMPv3 Framework provides an architecture for use within that

bl ock as well as a definition for its subsystens.
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4.

The SNMPv2 Managenent Franewor k
The SNMPv2 Managenent Framework is described in [8-13] and
coexi stence and transition issues relating to SNMPvl and SNWPv2 are
di scussed in [15].
SNVPv2 provi des several advantages over SNMPv1, including:
* expanded data types (e.g., 64 bit counter)
* inproved efficiency and performance (get-bul k operator)
* confirned event notification (inform operator)
* richer error handling (errors and exceptions)
* inproved sets, especially row creation and del etion
* fine tuning of the data definition |anguage
However, the SNMPv2 Franework, as described in these docunments, is
inconplete in that it does not neet the original design goals of the
SNWPv2 project. The unnmet goal s included provision of security and

adm ni stration delivering so-called "commercial grade" security with:

* authentication: origin identification, message integrity, and
some aspects of replay protection

* privacy: confidentiality;
* authorization and access control; and

* gsuitable renote configuration and administration capabilities for
these features.

The SNMPv3 Managenent Franmework, as described in this docunent and
t he conpani on docunents, addresses these significant deficiencies.

The SNWPv3 Wor ki ng Group

Thi s docunent, and its conpani on docunents, were produced by the
SNWVPv3 Worki ng Group of the Internet Engineering Task Force (I ETF).
The SNMPv3 Worki ng Group was chartered to prepare reconmendati ons for
the next generation of SNMP. The goal of the Wirking Goup was to
produce the necessary set of docunments that provide a single standard
for the next generation of core SNWP functions. The single, npst
critical need in the next generation is a definition of security and
adm ni stration that nakes SNVP-based managenent transactions secure
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in a way which is useful for users who wish to use SNMPv3 to manage
networ ks, the systens that nmake up those networks, and the
applicati ons which reside on those systens, including nanager-to-
agent, agent-to-nanager, and manager-to- manager transactions.

In the several years prior to the chartering of the Wrking G oup
there were a number of activities ainmed at incorporating security and
ot her inprovenents to SNMP. These efforts included:

* "SNWP Security" circa 1991-1992 (RFC 1351 - RFC 1353),
*  "SMP' circa 1992-1993, and

* "The Party-based SNWPv2" (sonetines called "SNMPv2p") circa
1993-1995 (RFC 1441 - RFC 1452).

Each of these efforts incorporated comercial grade, industria
strength security including authentication, privacy, authorization
vi ew based access control, and administration, including renpte
configurati on.

These efforts fed the devel opnent of the SNVPv2 Management Framewor k
as described in RFCs 1902 - 1908. However, the Franmework descri bed
in those RFCs had no standards-based security and adm nistrative
franmework of its own; rather, it was associated with nultiple
security and administrative frameworks, including:

* "The Community-based SNMPv2" (SNMPv2c) as described in RFC 1901
[16],

*  "SNWVPv2u" as described in RFCs 1909 and 1910, and
*  "SNWVPv2*."

SNWPv2c had the nost support within the | ETF but had no security and
adm ni stration whereas both SNVPv2u and SNMPv2* had security but
| acked a consensus of support within the | ETF

The SNWMPv3 Worki ng Group was chartered to produce a single set of
specifications for the next generation of SNWP, based upon a
convergence of the concepts and technical elenments of SNWVPv2u and
SNWVPv2*, as was suggested by an advisory team which was forned to
provide a single reconmended approach for SNWMP evol ution
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In so doing, the Working Group charter defined the follow ng
obj ecti ves:

* accomodate the wi de range of operational environments with
di ffering managenent demands;

* facilitate the need to transition fromprevious, nmultiple
protocols to SNWVPv3;

* facilitate the ease of setup and mmi ntenance activities.

In the initial work of the SNWMPv3 Worki ng Group, the group focused on
security and adm nistration, including:

* authentication and privacy,

* authorization and vi ew based access control, and

* standards-based renmote configurati on of the above.

The SNWPv3 Working G oup did not "reinvent the wheel", but reused the
SNWPv2 Draft Standard documents, i.e., RFCs 1902 through 1908 for

those portions of the design that were outside the focused scope.

Rat her, the primary contributors to the SNMPv3 Worki ng Group, and the
Working Group in general, devoted their considerable efforts to

addressing the nmissing link -- security and adm nistration -- and in
the process made invaluable contributions to the state-of-the-art of
managemnent .

They produced a design based on a nodul ar architecture with

evol utionary capabilities with enphasis on layering. As a result,
SNMPv3 can be thought of as SNMPv2 with additional security and
admi ni stration capabilities.

In doing so, the Working Group achi eved the goal of producing a
singl e specification which has not only the endorsenment of the | ETF
but al so has security and adm nistration

6. SNWPv3 Framewor k Modul e Specifications

The specification of the SNVMPv3 Managenment Framework is partitioned
in a nodul ar fashion anong several docunents. It is the intention of
the SNWPv3 Working Group that, with proper care, any or all of the

i ndi vi dual docunents can be revised, upgraded, or replaced as

requi rements change, new understandi ngs are obtai ned, and new
technol ogi es becone avail abl e.
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Whenever feasible, the initial document set which defines the SNWPv3
Managenment Framework | everages prior investnments defining and

i mpl enenting the SNMPv2 Managerent Framework by incorporating by

ref erence each of the specifications of the SNMPv2 Managenent

Fr amewor k.

The SNWMPv3 Franewor k augnents those specifications with
specifications for security and adm nistration for SNWVPv3.

The documents which specify the SNMPv3 Managenent Franework foll ow
the sanme architecture as those of the prior versions and can be
organi zed for expository purposes into four main categories as
fol | ows:

* the data definition |Ianguage,

* Managenent |Information Base (M B) nodul es,
* protocol operations, and

* security and administration

The first three sets of documents are incorporated from SNMPv2. The
documents in the fourth set are new to SNWPv3, but, as described
previously, build on significant prior rel ated works.

6.1. Data Definition Language

The specifications of the data definition |anguage include STD 58,
RFC 2578, "Structure of Managenent Information Version 2 (SMv2)"
[17], and related specifications. These docunents are updates of
RFCs 1902 - 1904 [9-11] which have evol ved independently fromthe
ot her parts of the franework and were republished with ninor
editorial changes as STD 58, RFCs 2578 - 2580 [17-19] when pronpted
fromDraft Standard to full Standard.

The Structure of Managenent Information (SMv2) defines fundanenta
data types, an object nodel, and the rules for witing and revising
M B nodul es. Rel ated specifications include STD 58, RFCs 2579, 2580.

STD 58, RFC 2579, "Textual Conventions for SMv2" [18], defines an
initial set of shorthand abbreviati ons which are avail able for use
within all MB npdules for the conveni ence of human readers and
witers.
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STD 58, RFC 2580, "Confornmance Statenments for SMv2" [19], defines
the format for conpliance statenents which are used for describing
requi renents for agent inplenentations and capability statenents
whi ch can be used to document the characteristics of particul ar

i mpl enent ati ons.

The term "SMv2" is sonewhat anbi guous because users of the term
intend it to have at least two different nmeanings. Sonetines the
termis used to refer the entire data definition |anguage of STD 58,
defined collectively in RFCs 2578 - 2580 whereas at other times it is
used to refer to only the portion of the data definition | anguage
defined in RFC 2578. This anbiguity is unfortunate but is rarely a
significant problemin practice.

6.2. M B Mdul es

M B nodul es usually contain object definitions, may contain
definitions of event notifications, and sonetines include conpliance
statenments specified in terns of appropriate object and event
notification groups. As such, MB nodul es define the managenent

i nformation maintained by the instrunentation i n managed nodes, nade
renotely accessi bl e by nanagenent agents, conveyed by the managenent
protocol, and mani pul ated by managenent applications.

M B nodul es are defined according to the rules defined in the
document s which specify the data definition | anguage, principally the
SM as supplemented by the related specifications.

There is a |l arge and grow ng number of standards-track M B nodul es,
as defined in the periodically updated "Internet O ficial Protoco
Standards" list [20]. As of this witing, there are nore than 100
standards-track M B nmodules with a total nunber of defined objects
exceedi ng 10,000. In addition, there is an even |larger and grow ng
nunber of enterprise-specific MB nodul es defined unilaterally by
various vendors, research groups, consortia, and the like resulting
in an unknown and virtually uncountabl e nunber of defined objects.

In general, management information defined in any M B nodul e,

regardl ess of the version of the data definition | anguage used, can
be used with any version of the protocol. For exanple, M B nodul es
defined in terms of the SNMPvl SM (SMv1l) are conpatible with the
SNVPv3 Managenent Franmework and can be conveyed by the protocols
specified therein. Furthernore, MB nodul es defined in terns of the
SNVPv2 SM (SMv2) are conpatible with SNMPv1l protocol operations and
can be conveyed by it. However, there is one noteworthy exception
the Counter64 datatype which can be defined in a M B nodul e defined
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in SMv2 format but which cannot be conveyed by an SNMPv1l protoco
engine. It can be conveyed by an SNMPv2 or an SNMPv3 engi ne, but
cannot be conveyed by an engi ne which exclusively supports SNWPv1.

6.3. Protocol Operations and Transport Mappi ngs

The specifications for the protocol operations and transport nappi ngs
of the SNWMPv3 Franework are incorporated by reference to the two
SNWPv2 Franmewor k docunments whi ch have subsequently been updat ed.

The specification for protocol operations is found in STD 62, RFC
3416, "Version 2 of the Protocol Operations for the Sinple Network
Managenent Protocol (SNWP)" [21].

The SNWMPv3 Franework is designed to allow various portions of the
architecture to evol ve independently. For exanple, it mght be
possi bl e for a new specification of protocol operations to be defined
within the Framework to allow for additional protocol operations.

The specification of transport mappings is found in STD 62, RFC 3417,
"Transport Mappings for the Sinple Network Managenent Protoco
(SNVP) " [22].

6.4. SNWMPv3 Security and Administration

The docunent series pertaining to SNMPv3 Security and Adninistration
defined by the SNMPv3 Worki ng Group consi sts of seven docunents at
this tine:

RFC 3410, "Introduction and Applicability Statements for the
I nt er net - Standard Managenent Framework", which is this docunent.

STD 62, RFC 3411, "An Architecture for Describing Sinple Network
Management Protocol (SNWVP) Managenment Franeworks" [23], describes
the overall architecture with special enphasis on the architecture
for security and adm nistration

STD 62, RFC 3412, "Message Processing and Di spatching for the

Si npl e Network Management Protocol (SNWP)" [24], describes the
possibility of nmultiple nmessage processing nodels and the

di spatcher portion that can be a part of an SNVP protocol engine.

STD 62, RFC 3413, "Sinple Network Managenment Protocol (SNWP)
Applications" [25], describes the five initial types of
applications that can be associated with an SNMPv3 engi ne and
their elements of procedure.
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STD 62, RFC 3414, "User-Based Security Mdel (USM for Version 3
of the Sinple Network Managenent Protocol (SNWPv3)" [26],

descri bes the threats against which protection is provided, as
wel | as the mechani snms, protocols, and supporting data used to
provi de SNVP nessage-|evel security with the user-based security
nodel .

STD 62, RFC 3415, "View based Access Control Model (VCAM for the
Si npl e Networ k Managenent Protocol (SNMP)" [27], describes how

vi ew based access control can be applied within conmand responder
and notification originator applications.

RFC 2576, "SNWMPv3 Coexi stence and Transition" [28], describes
coexi stence between the SNMPv3 Managenent Framework, the SNWPv2
Managenent Franmework, and the original SNVMPvl Managenent
Framework, and is in the process of being updated by a Wrk in
Progress.

7. Docunent Sumari es

The foll owi ng sections provide brief summaries of each docunment with
slightly nore detail than is provided in the overvi ews above.

7.1. Structure of Managenent Information

Managenent information is viewed as a collection of nanaged objects,
residing in a virtual information store, terned the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten in the SNVP data
definition | anguage, which evolved from an adapted subset of OSl’'s
Abstract Syntax Notation One (ASN. 1) [29] |anguage. STD 58, RFCs
2578, 2579, 2580, collectively define the data definition |anguage,
specify the base data types for objects, specify a core set of
short-hand specifications for data types called textual conventions,
and specify a few adm nistrative assignments of object identifier
(A D) val ues.

The SM is divided into three parts: nodule definitions, object
definitions, and notification definitions.

(1) Module definitions are used when describing information nodul es.
An ASN. 1 macro, MODULE-IDENTITY, is used to convey concisely the
semantics of an information nodul e.

(2) nject definitions are used when descri bi ng managed objects. An

ASN. 1 macro, OBJECT-TYPE, is used to convey concisely the syntax
and semantics of a managed object.

Case, et. al. I nf or mati onal [ Page 14]



RFC 3410 Applicability Statenments for SNWP December 2002

(3) Notification definitions are used when describing unsolicited
transm ssi ons of managenent information. An ASN. 1 nacro,
NOTI FI CATI ON-TYPE, is used to convey conci sely the syntax and
semantics of a notification.

As noted earlier, the term"SMv2" is sonmewhat anbi guous because
users of the termintend it to have at |east two different neanings.
Sonetinmes the termis used to refer to the entire data definition

| anguage of STD 58, defined collectively in RFCs 2578 - 2580 whereas
at other times it is used to refer to only the portion of the data
definition | anguage defined in RFC 2578. This anbiguity is
unfortunate but is rarely a significant problemin practice.

7.1.1. Base SM Specification

STD 58, RFC 2578 specifies the base data types for the data
definition | anguage, which include: Integer32, enunerated integers,
Unsi gned32, Gauge32, Counter32, Counter64, TinmeTicks, |NTEGER, OCTET
STRING OBJECT | DENTI FI ER, | pAddress, Opaque, and BITS. It also
assigns values to several object identifiers. STD 58, RFC 2578
further defines the follow ng constructs of the data definition

| anguage:

* |MPORTS to allow the specification of itens that are used in a MB
nodul e, but defined in another M B nodul e.

*  MODULE- I DENTITY to specify for a MB nodul e a description and
adm ni strative information such as contact and revision history.

*  OBJECT-I1DENTITY and O D val ue assignnents to specify an O D val ue

*  OBJECT-TYPE to specify the data type, status, and the semantics of
managed obj ects.

* SEQUENCE type assignment to |list the columar objects in a table.
*  NOTI FI CATI ON- TYPE construct to specify an event notification.
7.1.2. Textual Conventions

VWen designing a MB nodule, it is often useful to specify, in a
short-hand way, the senmantics for a set of objects with simlar
behavior. This is done by defining a new data type using a base data
type specified in the SM. Each new type has a different nane, and
specifies a base type with nore restrictive semantics. These newy
defined types are termed textual conventions, and are used for the
conveni ence of humans reading a M B nodul e and potentially by
"intelligent" managenent applications. It is the purpose of STD 58,
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RFC 2579, Textual Conventions for SMv2 [18], to define the
construct, TEXTUAL- CONVENTI ON, of the data definition |anguage used
to define such new types and to specify an initial set of textua
conventions available to all M B nodul es.

7.1.3. Conformance Statenents

It may be useful to define the acceptabl e | ower-bounds of

i mpl ementation, along with the actual |evel of inplenentation
achieved. It is the purpose of STD 58, RFC 2580, Confornance
Statements for SMv2 [19], to define the constructs of the data
definition | anguage used for these purposes. There are two ki nds of
constructs:

(1) Conpliance statements are used when describing requirenents for
agents with respect to object and event notification definitions.
The MODULE- COVPLI ANCE construct is used to convey concisely such
requirenents.

(2) Capability statements are used when describing capabilities of
agents with respect to object and event notification definitions.
The AGENT- CAPABI LI TI ES construct is used to convey concisely such
capabilities.

Finally, collections of related objects and collections of related
event notifications are grouped together to forma unit of
conformance. The OBJECT- GROUP construct is used to convey concisely
the objects in and the semantics of an object group. The

NOTI FI CATI ON- GROUP construct is used to convey concisely the event
notifications in and the semantics of an event notification group

7.2. Protocol Operations

The managenent protocol provides for the exchange of nessages which
convey managemnent informati on between the agents and the managenent
stations. The formof these nessages is a nessage "w apper" which
encapsul ates a Protocol Data Unit (PDU).

It is the purpose of STD 62, RFC 3416, "Version 2 of the Protoco
Operations for the Sinple Network Managenent Protocol (SNWP)" [21],
to define the operations of the protocol with respect to the sending
and receiving of the PDUs.

7.3. Transport Mappi ngs
SNVP nmessages may be used over a variety of protocol suites. It is

the purpose of STD 62, RFC 3417, "Transport Mappings for the Sinple
Net wor k Managenent Protocol (SNWP)" [22], to define how SNVP nessages
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map onto an initial set of transport donmains. Oher nmappings nay be
defined in the future.

Al t hough several mappings are defined, the mapping onto UDP is the
preferred mapping. As such, to provide for the greatest |evel of
interoperability, systens which choose to depl oy other mappings
shoul d al so provide for proxy service to the UDP nmappi ng.

7.4. Protocol Instrunentation

It is the purpose of STD 62, RFC 3418, "Managenent |nformati on Base
(MB) for the Sinple Network Managenent Protocol (SNWP)" [30], to
defi ne nanaged obj ects which describe the behavior of portions of an
SNWP entity.

7.5. Architecture / Security and Administration

It is the purpose of STD 62, RFC 3411, "An Architecture for

Descri bing Sinple Network Managenment Protocol (SNWP) Managenent
Framewor ks" [23], to define an architecture for specifying Managenent
Framewor ks. Wil e addressing general architectural issues, it
focuses on aspects related to security and adm nistration. It
defines a nunber of terns used throughout the SNVPv3 Managenent
Framework and, in so doing, clarifies and extends the nam ng of:

* engines and applications,

* entities (service providers such as the engines in agents and
managers),

* jdentities (service users), and

* managenent information, including support for nultiple |ogica
cont ext s.

The docunent contains a small M B nodul e which is inplenented by al
aut horitative SNMPv3 protocol engines.

7.6. Message Processing and Di spatch (MPD)

STD 62, RFC 3412, "Message Processing and Di spatching for the Sinple
Net wor k Managenent Protocol (SNWP)" [24], describes the Message
Processi ng and Di spatching for SNVP nessages within the SNWP
architecture. 1t defines the procedures for dispatching potentially
mul tipl e versions of SNVMP nessages to the proper SNWP Message
Processi ng Model s, and for dispatching PDUs to SNVP appli cati ons.
Thi s docunent al so descri bes one Message Processing Mdel - the
SNWPv3 Message Processing Model

Case, et. al. I nf or mati onal [ Page 17]



RFC 3410 Applicability Statenments for SNWP December 2002

An SNWPv3 protocol engine MUST support at |east one Message
Processi ng Model.  An SNMPv3 protocol engi ne MAY support nore than

one, for exanple in a multi-lingual system which provides
si mul t aneous support of SNMPv3 and SNWPv1l and/or SNWPv2c. For
exanpl e, such a tri-lingual systemwhich provides simnultaneous

support for SNMPv1l, SNWMPv2c, and SNWMPv3 supports three nessage
processi ng nodel s.

7.7. SNWP Applications

It is the purpose of STD 62, RFC 3413, "Sinple Network Managenent
Prot ocol (SNWP) Applications” [25] to describe the five types of
applications which can be associated with an SNMP engi ne. They are:
Conmand Cenerators, Comand Responders, Notification Oiginators,
Notificati on Receivers, and Proxy Forwarders.

The docurent al so defines M B nodul es for specifying targets of
managenent operations (including notifications), for notification
filtering, and for proxy forwarding.

7.8. User-based Security Model (USM

STD 62, RFC 3414, the "User-based Security Mdel (USM for version 3
of the Sinple Network Managenent Protocol (SNWPv3)" [26] describes
the User-based Security Mddel for SNWPv3. It defines the El enents of
Procedure for providing SNMP nmessage-| evel security.

The document describes the two primary and two secondary threats
whi ch are defended agai nst by the User-based Security Mdel. They
are: nodification of information, masquerade, nessage stream
nodi fi cati on, and discl osure.

The USM utilizes MD5 [31] and the Secure Hash Algorithm[32] as keyed
hashing al gorithms [33] for digest computation to provide data
integrity:

* to directly protect against data nodification attacks,

* to indirectly provide data origin authentication, and

* to defend agai nst masquerade attacks.

The USM uses | oosely synchroni zed nonotonically increasing tine

i ndicators to defend agai nst certain nmessage stream nodification
attacks. Automatic clock synchroni zati on mechani sms based on the

protocol are specified w thout dependence on third-party tine sources
and concom tant security considerations.
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The USM uses the Data Encryption Standard (DES) [34] in the cipher

bl ock chaining node (CBC) if disclosure protection is desired.
Support for DES in the USMis optional, primarily because export and
usage restrictions in many countries make it difficult to export and
use products which include cryptographic technol ogy.

The docurnent also includes a MB suitable for renptely nonitoring and
managi ng the configuration paraneters for the USM i ncluding key
di stribution and key managenent.

An entity may provide sinultaneous support for nultiple security
nodels as well as nultiple authentication and privacy protocols. Al
of the protocols used by the USM are based on pre-placed keys, i.e.
private key nechanisns. The SNWPv3 architecture pernmts the use of
symmetric and asynmetric nmechani snms and protocols (asymmetric
mechani sns are comonly called public key cryptography) but, as of
this witing, there are no SNVPv3 security nodels on the | ETF
standards track that use public key cryptography.

Work is underway to specify how AES is to be used within the User-
based Security Mdel (USM. This will be a separate docunent.

7.9. View based Access Control (VACM

The purpose of STD 62, RFC 3415, the "Vi ew based Access Control Mde
(VACM for the Sinple Network Managenent Protocol (SNWP)" [27], is to
descri be the Vi ew based Access Control Mdel for use in the SNWP
architecture. The VACM can sinultaneously be associated in a single
engi ne i nmplenentation with multiple Message Processi ng Mddel s and

nmul tiple Security Mdels.

It is architecturally possible to have nultiple, different, Access
Control Models active and present simultaneously in a single engine
i mpl enentation, but this is expected to be *_very * rare in practice
and * _far_* |less comon than simultaneous support for nultiple
Message Processing Models and/or multiple Security Models.

7.10. SNWPv3 Coexi stence and Transition

The purpose of RFC 2576, "Coexistence between Version 1, Version 2,
and Version 3 of the Internet-Standard Network Managenent Franework"
[28], is to describe coexistence between the SNVPv3 Managenent
Framewor k, the SNWPv2 Managenent Franework, and the original SNWPv1
Managenent Framework. |In particular, this document describes four
aspects of coexistence:

* Conversion of MB docunents fromSMvl to SMv2 fornat
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* Mapping of notification paraneters

* Approaches to coexi stence between entities which support the
various versions of SNMP in a multi-lingual network, in particular
the processing of protocol operations in multi-Ilingua
i npl enentati ons, as well as behavior of proxy inplenentations

*  The SNWMPv1l Message Processing Model and Conmmunity-Based Security
Model , whi ch provides nmechani sns for adapting SNMPvl and SNWPv2c
into the View Based Access Control Mddel (VACM [27]

St andar di zati on St at us

Readers should consult the |latest version of the "Internet Officia
Protocol Standards" list [20] to determ ne the standardi zati on status
of any docunent.

However, the SNMPv3 Wirking Group explicitly requested that text be
included in this docunent to anmplify on the status of SMvl, SNWPv1,
and SNWPv2c.

1. SM v1 Status

SMvl, as described in STD 16, RFCs 1155 and 1212, was pronoted to
full Standard status in 1990 and has renmined a Standard even after
SMv2 reached full Standard (see RFC 2026 [35] for nore information
about the Internet Standards Process). |n many cases, a Standard is
declared "Historic" when its replacenent reaches full Standard. For
exanple, MB-1 [8] was declared "H storic" when MB-2 [6] reached
full Standard. Simlarly, when SMv2 reached full Standard, it m ght
have been reasonable at that tinme to retire SMvl and declare it to
be "Hi storic" but as the result of a conscious decision, STD 16, RFCs
1155 and 1212 continue to have the standardi zation status of ful
"Standard" but are not recommended. These docunents were not
declared "Historic" and remain on the standards track because they
provide normative references for other docunments on the standards
track and cannot be declared "Hi storic" wthout rendering the
docunents which rely on themto also becone "Historic".

Consequently, STD 16 retains its standardization status but is not
recommended because it has been superseded by the newer SMv2
specifications which are identified sonewhat later in this docunent.

On a pragmatic | evel, since about 1993 it has been wi se for users of
the data definition |anguage to use SMv2 for all new work because
the realities of the nmarketplace have occasionally required the
support of data definitions in both the SMvl and SMv2 formats.
VWile there are tools widely available at | ow cost or no cost to
translate SMv2 definitions to SMvl definitions, it is inpractica
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to build automatic tools that automatically translate SMvl
definitions to SMv2 definitions. Consequently, if one works in
primarily SMv2, the cost of providing data definitions in both SMvl
and SMv2 formats is trivial. 1In contrast, if one works primarily in
SMvl format, providing data definitions in both SMvl and SMv2 is
significantly nore expensive. The narket requirenents today for
providing data definitions in SMvl fornat are greatly di m nished
when conpared to those of 1993, and SMv2 continues to be the
strongly preferred fornmat even though SM vl has not been decl ared
"Historic". Indeed, the I ETF currently requires that new M B nodul es
be witten using SMv2.

8.2. SNWPv1l and SNMPv2 St andardi zati on St atus

Prot ocol operations via SNWMPvl and SNMPv2c nmessage W appers support
only trivial authentication based on plain-text comunity strings
and, as a result, are fundanentally insecure. Wen the SNWPv3
specifications for security and adm nistration, which include strong
security, reached full Standard status, the full Standard SNWPv1,
formerly STD 15 [5], and the experinmental SNMPv2c specifications
described in RFC 1901 [16] were declared Historic due to their
weaknesses with respect to security and to send a cl ear nmessage that
the third version of the Internet Standard Managenent Framework is
the framework of choice. The Party-based SNVPv2 ( SNVPv2p), SNWVPv2u,
and SNWPv2* were either declared Historic circa 1995 or were never on
the standards track.

On a pragmatic level, it is expected that a nunber of vendors will
continue to produce and users will continue to deploy and use nulti-

I ingual inplenentations that support SNWVPv1l and/or SNMPv2c as well as
SNWPv3. It should be noted that the | ETF standards process does not
control actions of vendors or users who may choose to pronote or
depl oy historic protocols, such as SNMPvl and SNWPv2c, in spite of
known short-com ngs. However, it is not expected that vendors wll
produce nor that users will deploy multi-Ilingual inplenmentations that
support the Party-based SNVPv2p (SNMPv2p), SNWPv2u, or SNWVPv2*,

| ndeed, as descri bed above, one of the SNWMPv3 specifications for
security and admi nistration, RFC 2576, Coexistence between Version 1
Version 2, and Version 3 of the Internet-Standard Managenent
Framewor k [ 28], addresses these issues.

O course, it is inportant that users deploying multi-lingual systens
with insecure protocols exercise sufficient due diligence to insure
that configurations limt access via SNVMPvl and SNWVPv2c
appropriately, in keeping with the organization's security policy,
just as they should carefully limt access granted via SNVPv3 with a
security level of no authentication and no privacy which is roughly
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equi valent froma security point of view For exanple, it is
probably unwi se to allow SNMPvl or SNMPv2c a greater |evel of access
than is provided to unauthenticated SNMPv3 users, e.g., it does not
make sense to guard the front door with arnmed guards, trained attack
dogs, noats and drawbridges while providing unfettered access through
an open back door.

The SNWPv1l franmework, SNMPv2 framework, and SNWMPv2c had linmited
capabilities for administering the SNMPvl and SNWPv2c protocols. For
exanpl e, there are no objects defined to view and configure
conmunities or destinations for notifications (traps and inforns).
The result has been vendor defined mechani snms for admnistration that
range fromproprietary fornmat configuration files that cannot be

vi ewed or configured via SNVP to enterprise specific object
definitions. The SNMPv3 franmework provides a rich standards-based
approach to adm ni stration which, by design, can be used for the
SNWMPv1 and SNMPv2c protocols. Thus, to foster interoperability of
adm ni stration of SNMPvl and SNWMPv2c protocols in nulti-Ilingual
systens, the mechani snms and objects specified in [25], [27], and [28]
shoul d be used to supplenent or replace the equivalent proprietary
mechani sns.

Wor ki ng Group Recomendati on
Based on the expl anations above, the SNMPv3 Worki ng Group recomends
that RFCs 1157, 1441, 1901, 1909 and 1910 be reclassified as
Hi storical docunents.
Security Consi derations
As this docunent is primarily a roadmap docunent, it introduces no
new security considerations. The reader is referred to the rel evant
sections of each of the referenced docunments for information about
security considerations.
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