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Abst ract

Instant Messaging (IM refers to the transfer of nmessages between
users in near real-tine. These nessages are usually, but not
required to be, short. |M are often used in a conversational node,
that is, the transfer of nessages back and forth is fast enough for
participants to maintain an interactive conversation

Thi s docunent proposes the MESSAGE net hod, an extension to the
Session Initiation Protocol (SIP) that allows the transfer of Instant
Messages. Since the MESSAGE request is an extension to SIP, it
inherits all the request routing and security features of that
protocol. MESSAGE requests carry the content in the formof MM
body parts. MESSAGE requests do not themselves initiate a SIP

di al og; under nornmal usage each |Instant Message stands al one, mnuch

i ke pager nmessages. MESSACE requests nay be sent in the context of
a dialog initiated by sone other SIP request.
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Ter m nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "MAY" and "OPTIONAL" are to be interpreted as descri bed
in BCP 14, RFC 2119 [6] and indicate requirenent |levels for conpliant
SIP i npl enent ati ons.
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1. Introduction

Instant Messaging (IM is defined as the exchange of content between
a set of participants in near real tinme. GCenerally, the content is
short text nessages, although that need not be the case. Cenerally,
the messages that are exchanged are not stored, but this also need
not be the case. IMdiffers fromemil in comon usage in that

i nstant nmessages are usually grouped together into brief live
conversations, consisting of numerous small nessages sent back and
forth.

I nstant nessaging as a service has been in existence within intranets

and I P networks for quite sone tine. Early inplenmentations include
zephyr [11], the UNIX talk application, and IRC. Mre recently, IM
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has been used as a service coupled with presence and buddy |ists;
that is, when a friend cones online, a user can be nmade aware of this
and have the option of sending the friend an instant nmessage. The
protocols for acconplishing this are all proprietary, which has
seriously hanmpered interoperability.

The integration of instant nessagi ng, presence, and session-oriented
conmuni cations is very powerful. The Session Initiation Protoco
(SIP) [1] provides mechanisms that are useful for presence
applications, and for session-oriented conmuni cation applications,
but not for instant nmessages.

Thi s docunent proposes an extension nethod for SIP called the MESSAGE
nmet hod. MESSACGE requests nornmally carry the instant nmessage content
in the request body.

RFC 2778 [3] and RFC 2779 [2] give a nmpdel and requirenents for
presence and instant nessaging protocols. |nplenentations of the
MESSAGE net hod SHALL support all the instant nmessage requirenents in
RFC 2779 relevant to its scope of applicability.

2. Scope of Applicability

Thi s docunent describes the use of the MESSAGE net hod for sending

i nstant nessages using a netaphor simlar to that of a two-way pager
or SMS enabl ed handset. That is, there are no explicit association
bet ween nessages. Each | M stands al one--any sense of a
"conversation" only exists in the client user interface, or perhaps
in the user’s own imagination. W contrast this with a "session"
nodel , where there is an explicit conversation with a clear beginning
and end. In the SIP environment, an | M session would be a nedia
session initiated with an INVITE transaction and ternminated with a
BYE transacti on.

There is value in each nodel. Most nmodern IMclients offer both user
experiences. The user can choose to send an IMto a contact, or he
can choose to invite one or nbre contacts to join a conversation

The pager nodel makes sense when the user wishes to send a snal

nunber of short IMs to a single (or small nunber of) recipients. The
sessi on nodel nakes sense for extended conversations, joining chat
groups, if there is a need to associate a conversation with sone
other SIP initiated session, etc.

Thi s docunent addresses the pager nodel only. W recognize the val ue
of the session nodel as well, but we do not define it here. Such a
solution will require additional work beyond that of this document.
The SI MPLE work group currently plans to address | Msessions in a
separ at e docunent .
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There nmay be a tenptation to sinmulate a session of IMs by initiating
a dial og, then sendi ng MESSAGE requests in the context of that
dialog. This is not an adequate solution for |IMsessions, in that
this approach forces the MESSAGE requests to foll ow the sane network
path as any other SIP requests, even though the MESSAGE requests

arguably carry nedia rather than signaling. |[|Mapplications are
typically high volune, and we expect the I Mvolunme in sessions to be
even higher. This will likely cause congestion problens if sent over

a transport w thout congestion control, and there is no clear
mechanismin SIP to prevent some hop from forwardi ng a MESSAGE
request over UDP

Addi tional ly, MESSAGE requests sent over an existing dialog nust, by
the nature of SIP, go to the sane destination as any other request
sent in that dialog. This prevents any separation between the IM
endpoi nt and the signaling endpoint. This is not an acceptable
[imtation for the session-nodel of instant nessagi ng.

The authors recogni ze that there may be valid reasons to send MESSAGE
requests in the context of a dialog. For exanple, one participant in
a voice session may wish to send an IMto another participant, and
associate that IMwith the session. But inplenentations SHOULD NOT
create dialogs for the primary purpose of associati ng MESSAGE
requests with one anot her

Note that this statenent does not prohibit using SIPto initiate a
medi a session nmade up of IMs, just like any other session. |ndeed,
we expect the solution for I Msessions to use that metaphor. The
reader shoul d avoid confusing the concepts of a SIP dialog and a
medi a sessi on.

3. Overview of Operation

VWhen one user wi shes to send an instant nessage to another, the
sender formul ates and issues a SIP request using the new MESSAGE

net hod defined by this docunent. The Request-URI of this request
will normally be the "address of record" for the recipient of the

i nstant nessage, but it may be a device address in situations where
the client has current information about the recipient’s l[ocation
For exanple, the client could be coupled with a presence systemthat
supplies an up to date device contact for a given address of record.
The body of the request will contain the nmessage to be delivered.
Thi s body can be of any M ME type, including nessage/cpim[7]. Since
the nmessage/cpimformat is expected to be supported by other instant
nessage protocols, endpoints using different I M protocols, but

ot herwi se supporting message/ cpi m body types, should be able to
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exchange nessages wi t hout nodification of the content by a gateway or
other intermediary. This helps to enable end-to-end security between
endpoi nts that use different | M protocols.

The request may traverse a set of SIP proxies, using a variety of
transports, before reaching its destination. The destination for
each hop is located using the address resolution rules detailed in
the Common Profile for Instant Messaging (CPIM [8] and SIP
specifications. During traversal, each proxy may rewite the request
URI based on avail able routing informtion

Provi sional and final responses to the request will be returned to
the sender as with any other SIP request. Normally, a 200 K
response will be generated by the user agent of the request’s fina

recipient. Note that this indicates that the user agent accepted the
nmessage, not that the user has seen it.

MESSAGE requests do not establish dial ogs.
4. UAC Processing

Unl ess stated otherwise in this docunent, MESSAGE requests and
associ ated responses are constructed according to the rules in
section 8.1 of the SIP specification [1].

Al'l UACs which support the MESSAGE nmet hod MUST be prepared to send
MESSAGE requests with a body of type text/plain. They nay send
bodi es of type nessage/cpim][7].

MESSAGE requests do not initiate dialogs. User Agents MJUST NOT
i nsert Contact header fields into MESSAGE requests.

A UAC MAY associ ate a MESSACE request with an existing dialog. |If a
MESSAGE request is sent within a dialog, it is "associated" with any
nmedi a session or sessions associated with that dial og.

If the UAC receives a 200 OK response to a MESSAGE request, it nmay
assune t he nmessage has been delivered to the final destination. It
MUST NOT assune that the recipient has actually read the instant
message. |If the UAC receives a 202 Accepted response, the nessage
has been delivered to a gateway, store and forward server, or sone

ot her service that may eventually deliver the nessage. In this case,
the UAC MUST NOT assune the nessage has been delivered to the fina
destination. |If confirmation of delivery is required for a nessage
that has been responded to with a 202 Accepted, that confirmation
must be delivered via some other mechanism which is beyond the scope
of this specification
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Note that a downstream proxy could fork a MESSAGE request. |If this
occurs, the forking proxy will forward one final response upstream
even though it may receive multiple final responses. The UAC will
have no way to detect whether or not a fork occurs. Therefore the
UAC MUST NOT assune that a given final response represents the only
UAS that receives the request. For exanple, multiple branches of a
fork could have resulted in 2xx responses. Even though the UAC only
sees one of those responses, the request has in fact been received by
the second device as well.

The UAC MAY add an Expires header field to limt the validity of the
nessage content. |If the UAC adds an Expires header field with a
non-zero value, it SHOULD al so add a Date header field containing the
time the nessage is sent.

5. Use of Instant Message URI's

An instant inbox may be nobst generally referenced by an |nstant
Message URI [8] in the formof "imuser@omin". IMURIs are
abstract, and will eventually be translated to concrete, protocol -
dependent URI.

If a UAis presented with an IMURI as the address for an instant
nessage, it SHOULD resolve it to a SIP URI, and place the resulting
URI in the Request-URI of the MESSAGE request before sending. |If the
UA is unable to resolve the IMURI, it MAY place the IMUR in the
Request-URI, thus delegating the resolution to a downstream devi ce
such as proxy or gateway. Performng this translation as early as
possi bl e allows SIP proxies, which may be unaware of the im
nanespace, to route the requests nornmally.

MESSAGE requests also contain logical identifiers of the sender and
intended recipient, in the formof the Fromand To header fields.
These identifiers SHOULD contain SIP (or SIPS) URI's, but MAY incl ude
IMURIs if the SIP URIs are not known at the tinme of request
construction.

Recor d- Rout e and Route header fields MJST NOT contain IMURIs. These
header fields contain concrete SIP or SIPS URIs according to the
rules of SIP [1].

6. Proxy Processing

Proxi es route MESSACE requests according to the rules of SIP [1].
Note that the MESSACE request MAY fork; this allows for delivery of
the message to several possible term nals where the user mght be. A
proxy forking a MESSAGE request follows the normal SIP rules for
forking a non-1NVITE request. In particular, even if the fork
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results in multiple successful deliveries, the forking proxy wll
only forward one final response upstream

7. UAS Processing

A UAS that receives a MESSAGE request processes it follow ng the
rules of SIP [1].

A UAS receiving a MESSACGE request SHOULD respond with a fina
response inmredi ately. Note, however, that the UAS is not obliged to
di spl ay the nessage to the user either before or after responding
with a 200 OK. That is, a 200 OK response does not necessarily nean
the user has read the nessage.

A 2xx response to a MESSAGE request MJST NOT contain a body. A UAS
MUST NOT insert a Contact header field into a 2xx response.

A UAS which is, in fact, a nmessage relay, storing the nessage and
forwarding it later on, or forwarding it into a non-SIP donain,
SHOULD return a 202 (Accepted) [5] response indicating that the
nessage was accepted, but end to end delivery has not been
guar ant eed.

A 4xx or 5xx response indicates that the nmessage was not delivered
successfully. A 6xx response neans it was delivered successfully,
but refused.

A UAS that supports the MESSAGE net hod MUST be prepared to receive
and render bodies of type "text/plain", and may support reception and
renderi ng of bodies of type "message/cpinm [7].

A MESSACE request is said to be expired if its expiration tinme has
passed. The expiration time is determ ned by examining the Expires
header field, if present. MESSAGE requests w thout an Expires header
field do not expire. |If the MESSAGE request containing an Expires
header field also contains a Date header field, the UAS SHOULD
interpret the Expires header field value as delta tine fromthe Date
header field value. If the request does not contain a Date header
field, the UAS SHOULD i nterpret the Expires header value as delta
time fromthe tine the UAS recei ved the request.

If the MESSAGE expires before the UAS is able to present the nessage

to the user, the UAS SHOULD handl e the nessage based on | ocal policy.
This policy could nean: the nmessage is del eted undi spl ayed,
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the nmessage is still displayed to the user, or sone other policy my
be invoked. If the nessage is displayed, the UAS SHOULD clearly
indicate to the user that the nmessage has expired

If the UAS is acting as a nessage relay, and is unable to deliver the
nessage before expiration, it chooses an action based on | oca

policy. This action could involve deleting the nessage undelivered,
delivering it as is, logging the expired nessage, or any other |oca

policy.
8. Congestion Contro

Exi sting | M services have a history of very high vol une usage.

Addi tionally, MESSAGE requests differ fromother sorts of SIP
requests in that they carry nedia, in the formof |IM, as payl oad.
Conventional SIP payl oads carry signaling informati on about nedi a,
but not nedia itself. There is potential that when a SIP
infrastructure is shared between call signaling and instant
nessaging, the IMtraffic will interfere with call signaling traffic.
Congestion control in general is an issue that should be addressed at
the SIP specification |l evel rather than for an individual nethod.

But since the traffic patterns are likely to be different for MESSAGE
than for nmost other methods, it nakes sense to gi ve MESSACGE speci a
consi derati on.

Whenever possi bl e, MESSAGE requests SHOULD be sent over transports
that inplement end-to-end congestion control, such as TCP or SCTP
However, SIP does not provide a mechanismto prevent a downstream hop
fromsending a request over UDP. Even the requirenent to use TCP for
requests over a certain size can be overridden by the receiver.
Therefore use of a congestion-controlled transport by the UAC i s not
sufficient.

The size of MESSAGE requests outside of a media session MJUST NOT
exceed 1300 bytes, unless the UAC has positive know edge that the
nessage will not traverse a congestion-unsafe |link at any hop, or
that the nessage size is at |east 200 bytes | ess than the | owest MIU
val ue found en route to the UAS. Larger payloads nay be sent as part
of a media session, or using sonme type of content-indirection

At the time of this witing, there is no mechanismfor a UACto
gai n such know edge outside of trivial network architectures, or
networks that are wholly controlled by a single adm nistrative
domain. But if a nechanismfor ensuring congestion-control at
each hop is created in the future, MESSACE clients can relax the
size limt without requiring a change to this specification. The
aut hors expect that such a mechani smor mechanismw || be created
in the near future
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There have been discussi ons on nmaking the 1300 byte limt based on
the path MU to the next hop SIP device. The SIP specification
does exactly that, choosing the linmt 200 bytes |less than the path
MIU, or 1300 bytes if the device does not know the path MIU
Transport decisions are nade on a per-hop basis. However, the
point of this limt is to nake sure that no upstream proxy chooses
to send a MESSACE request with |large content over UDP. Since,
except in trivial circunstances, a MESSAGE client is very unlikely
to know the MIU for upstream devi ces beyond the next hop, an Mru
based limt is not very useful.

A UAC MUST NOT initiate a new out-of-dial og MESSACGE transaction to a
given URI if there is a previous out-of-dialog transaction pendi ng
for the same URI. Simlarly, A UAC SHOULD NOT initiate overl apping
MESSAGE transactions inside a dialog, and MJUST NOT do so unl ess the
route set for that dial og uses a congestion-controlled transport at
every hop.

The prohi bition against overl appi ng MESSAGE request provides sone
degree of congestion-safe behavior. A request and its associ ated
response rmust each cross the full path between the UAC and the
UAS. The time required for this will increase as networks becone
congested. This provides an adaptive nechanismto slow the

i ntroduction of new MESSACE requests to the sane destination.

It has been suggested that provisional responses should not be

al  owed for pager-nodel MESSAGE requests. However, it is not
possible to require special treatment for MESSAGE, since nany proxy
servers will not be aware of the MESSAGE met hod. Therefore MESSAGE
requests will receive the sane provisional response treatnent as any
ot her non-1NVI TE nethod, as described in the SIP specification

9. Method Definition

This specification defines a new SIP nethod, MESSAGE. The BNF for
this method is:

MESSAGEmM = %4D. 45. 53. 53.41. 47. 45 ; MESSACGE i n caps
As with all other nmethods, the MESSAGE nethod nane is case sensitive.
Tables 1 and 2 extend Tables 2 and 3 of SIP [1] by adding an

addi ti onal colunmm, defining the header fields that can be used in
MESSAGE requests and responses.

Canpbel |, et. al. St andards Track [ Page 9]



RFC 3428

Canpbel I,

et.

al .

SI P Message Extension

December 2002

Header Field where proxy MESSAGE
Accept R -
Accept 2XX -
Accept 415 n
Accept - Encodi ng R -
Accept - Encodi ng 2XX -
Accept - Encodi ng 415 nt
Accept - Language R -
Accept - Language 2XX -
Accept - Language 415 n
Alert-Info R -
Alert-Info 180 -
Al | ow R o]
Al ow 2XX o]
Al | ow r o]
Al | ow 405 m
Aut henti cation-1nfo 2xx 0
Aut hori zati on R 0
Call-1D C r m
Call-Info ar o]
Cont act R -
Cont act 1xx -
Cont act 2XX -
Cont act 3xX o]
Cont act 485 o]
Cont ent - Di sposition o]
Cont ent - Encodi ng o]
Cont ent - Language o]
Content - Lengt h ar t
Cont ent - Type *
CSeq C r m
Dat e a o]
Error-Info 300- 699 a o]
Expi res o]
From C r m
I n- Repl y-To R o]
Max- For war ds R anr m
Organi zati on ar o]
Table 1: Summary of header fields, A--O
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Header Field where proxy MESSAGE
Priority R ar o]
Proxy- Aut henticate 407 ar m
Proxy- Aut henticate 401 ar o]
Proxy-Aut hori zation R dr o]
Pr oxy- Require R ar o]
Recor d- Rout e ar -
Repl y-To o]
Require ar c
Retry-After 404, 413, 480, 486 0
500, 503 0
600, 603 0
Rout e R adr 0
Server r o]
Subj ect R o]
Ti mest amp o]
To c(l) r m
Unsupport ed 420 o]
User - Agent 0]
Vi a R anr m
Vi a rc dr m
VMr ni ng r o]
WAV Aut hent i cat e 401 ar m
WA Aut hent i cat e 407 ar 0

(1):

Table 2: Summary of header fields,

copied wth

possi bl e addition of tag

P--Z

A MESSACE request MAY contain a body,
fields to identify the content.

10. Exanpl e Messages

using the standard M ME header

An exanpl e nessage flowis shown in Figure 1.

an initia
"donmmi n",

domai n,

Canpbel I,

et.

| Msent from User

al .

1 to User
t hrough a single proxy.
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| F1 MESSAGE |
R > | F2 MESSAGE
[ e >

I
I
| <emmm e
I

|
|
|
|
|
| <---mmmmmee e |
| |
| |
| |
r 1 Pr oxy User 2

Figure 1. Exanple Message Fl ow
Message F1 | ooks like:

VESSAGE si p: user 2@omai n. com SI P/ 2.0

Via: SIP/2.0/ TCP user lpc. domai n. con branch=z9h&AbK776sgdkse
Max- Forwards: 70

From sip:userl@lonain. com tag=49583

To: sip:user2@omai n. com

Call -1 D: asd88asd77a@l. 2. 3.4

CSeq: 1 MESSACE

Content - Type: text/plain

Content-Length: 18

Wat son, cone here.

Userl forwards this nessage to the server for domamin.com The proxy
receives this request, and recognizes that it is the server for
domain.com It | ooks up user2 in its database (built up through

regi strations), and finds a binding fromsip:user2@omnai n.comto

si p: user2@iser 2pc. domain.com It forwards the request to user2. The
resul ting nessage, F2, |ooks I|ike:

MESSAGE si p: user 2@omai n. com SI P/ 2.0

Via: SIP/2.0/ TCP proxy.domai n.com branch=z9h4bK123dsghds

Via: SIP/2.0/ TCP user lpc. domai n. com branch=z9hG4bK776sgdkse;
recei ved=1.2.3.4

Max- Forwar ds: 69

From sip:userl@onain. comtag=49394

To: sip:user2@omai n. com

Cal | -1 D: asd88asd77a@l. 2. 3.4

CSeq: 1 MESSAGE

Cont ent - Type: text/plain

Content-Length: 18
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11.

11.

Wat son, cone here

The nessage is received by user2, displayed, and a response is
gener ated, nmessage F3, and sent to the proxy:

SIP/2.0 200 X
Via: SIP/2.0/ TCP proxy.donai n. com branch=z9hG4bK123dsghds;
received=192.0.2.1

Via: SIP/2.0/ TCP user lpc. donain. com ; branch=z9h&4bK776sgdkse;
recei ved=1.2.3.4

From sip:userl@onai n. comtag=49394

To: sip:user2@omai n. com t ag=ab8asdasd9

Cal | -1 D: asd88asd77a@. 2. 3.4

CSeq: 1 MESSAGE

Content-Length: O

Note that nost of the header fields are sinply reflected in the
response. The proxy receives this response, strips off the top Via,
and forwards to the address in the next Via, userlpc.donain.com the
result being nessage F4:

SIP/2.0 200 &K

Via: SIP/2.0/ TCP user 1lpc. domai n. com branch=z29h&AbK776sgdkse;
received=1.2.3.4

From sip:userl@onain.com ;tag=49394

To: sip:user2@onai n. com t ag=ab8asdasd9

Cal | -1 D: asd88asd77a@l. 2. 3.4

CSeq: 1 MESSAGE

Content-Length: O

Security Considerations

In normal usage, nost SIP requests are used to setup and nodify
conmuni cati on sessions. The actual conmmuni cation between

partici pants happens in the nedia sessions, not in the SIP requests
thensel ves. The MESSAGE net hod changes this assunption; MESSAGE
requests normally carry the actual conmunicati on between partici pants
as payload. This inplies that MESSAGE requests have a greater need
for security than nost other SIP requests. |In particular, UAs that
support the MESSAGE request MJST inpl enment end-to-end authentication,
body integrity, and body confidentiality nechanisns.

1 CQut bound Aut hentication

When | ocal proxies are used for transm ssion of outbound nessages,
proxy authentication, as specified in RFC 3261, is RECOMVENDED. This
is useful to verify the identity of the originator, and prevent
spoofing and spamring at the originating network.
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11.

11.

11.

2 SIPS URI's

The SIPS URI mechanism[1] allows a UA to assert that every hop nust
occur over a secure connection. This provides sonme |evel of
integrity and privacy protection. However, this requires the users
to trust that each proxy in the request path is well-behaved, that
is, they do not violate the rules for routing SIPS URIs. Also, any
unencrypted bodies are fully exposed to the proxies.

Additionally, the possibility of a forking proxy allows a MESSAGE
request to be delivered to additional endpoints w thout the know edge
of the UAC. If only hop-by-hop protection is used, the users nust
trust all proxies in the chain to not fork requests to unauthorized
desti nati ons.

3 End-to-End Protection

When the goal is to renmedy the concerns stated above, the MESSAGE
bodi es MJST be secured with SSMMe. |If bodies specified in future to
be carried by the MESSAGE net hod have different neans of providing
end-to-end security, their specification MIST descri be the usage.

SI P MESSAGE endpoi nts MJST support encryption (CVM5 Envel opeData) and
S/'M ME signatures (CV5 SignedData).

The SIMME algorithns are set by RFC 3369 [4]. The AES [10]
al gorithm should be preferred, as it is expected that AES best suits
the capabilities of many platforns. However, an | ETF specification
for this is still incomplete as of the time of this witing.

4 Replay Prevention

To prevent the replay of old SIP requests, all signed MESSAGE
requests and responses MUST contain a Date header field covered by
the message signature. Any nessage with a date ol der than severa
mnutes in the past, or which is nore than several minutes in the
future, SHOULD be answered with a 400 (Incorrect Date or Tine)
nessage, unl ess such nessages arrive repeatedly fromthe same source,
i n which case they MAY be di scarded wi thout sending a response
Qoviously, this replay attack prevention nechani sm does not work for
devi ces w t hout cl ocks.

Note that there are situations where an stale Date header field is
normal . For exanple, the MESSAGE request nay have been stored in a
store and forward server while the recipient was offline. Wen the
reci pient returns, that server mght then forward the nmessage. Fina
recei pt of the nessage would then occur sone tine after it was
originally sent.
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11.

12.

13.

14.

If a UAS receives a stale nessage that can be confirnmed to have cone
froma known store and forward server (perhaps over a TLS
connection), it makes sense for it to accept the nmessage normal ly.

Al so, if one or nore stale nessages arrive shortly after an offline
peri od, the UAS MAY accept the nessage, but SHOULD warn the user that
there is a risk the nessage has been repl ayed.

5 Usi ng nessage/ cpi m Bodi es

The nessage/cpimformat [7] allows for the S/M ME protection of
nmetadata in addition to the nessage payload itself. |In many cases,
this netadata is redundant with SIP header fields. Still,

nessage/ cpi m adds value in that the protection of netadata can extend
across protocol boundaries. For exanple, a signed nessage/cpi m body
can provi de sender authentication using the message/cpi m From header
field, even if the nessage crosses a gateway to another CPIM
conpliant instant message service that does not understand Sl P header
fields.

| ANA Consi derati ons
Thi s specification registers the MESSAGE net hod in the
http://wwv. i ana. or g/ assi gnnent s/ si p- par anmet ers/ Met hod regi stry,
according to the followi ng infornmation:
MESSAGE [ RFC3428]
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