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Abst r act

Thi s docunent describes the usage of the Transport Layer Security
(TLS) protocol, as defined in RFC 2246, over the Stream Contro
Transm ssion Protocol (SCTP), as defined in RFC 2960 and RFC 3309.

The user of TLS can take advantage of the features provided by SCTP
nanely the support of multiple streans to avoid head of |ine bl ocking

and the support of multi-homing to provide network |evel fault
tol erance.

Addi tionally, discussions of extensions of SCTP are al so supported,

meani ng especially the support of dynam c reconfiguration of |P-
addr esses.
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1. Introduction
1.1. Overview

Thi s docunent describes the usage of the Transport Layer Security
(TLS) protocol, as defined in [ RFC2246], over the Stream Contro
Transm ssion Protocol (SCTP), as defined in [ RFC2960] and [ RFC3309].

TLS is designed to run on top of a byte-streamoriented transport
protocol providing a reliable, in-sequence delivery. Thus, TLS is
currently mainly being used on top of the Transm ssion Contro
Protocol (TCP), as defined in [ RFC793].

Conparing TCP and SCTP, the latter provides additional features and
this docunment shows how TLS should be used with SCTP to provi de sone
of these additional features to the TLS user.
Thi s docunent defi nes:
- how to use the nultiple streans feature of SCTP
- how to handl e the nessage oriented nature of SCTP
It should be noted that the TLS user can take advantage of the nmulti-
hom ng support of SCTP. The dynami c reconfiguration of |P-addresses,
as currently being discussed, can al so be used with the described
sol uti on.
The nethod described in this document does not require any changes of
TLS or SCTP. It is only required that SCTP inpl enentations support
the optional feature of fragmentation of SCTP user nessages.

1.2. Termi nol ogy
Thi s docunent uses the follow ng termns:

Associ ati on:
An SCTP associ ati on.

Connecti on:
A TLS connecti on.

Sessi on:
A TLS session.

St ream

A unidirectional stream of an SCTP association. It is uniquely
identified by a streamidentifier
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1.3. Abbreviations
MIU.  Maxi mum Transmi ssion Unit
SCTP: Stream Control Transm ssion Protoco
TCP:  Transmi ssion Control Protocol
TLS: Transport Layer Security
2. Conventions

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL", in this docurment are to be interpreted as described in
BCP 14, RFC 2119 [RFC2119].

3. SCTP Requirenents
3.1. Nunber of |nbound and CQutbound Streans

An associ ati on between the endpoints A and Z provides n streans from
Ato Z and mstreans fromZ to A

A pair consisting of two streans with the sane streamidentifier is
consi dered and used as one bi-directional stream

Thus an SCTP associ ation can be considered as a set of mn(n,n) bi-
directional streans and (max(n,nm - mn(n,mM) uni-directiona
streans.

3.2. Fragnentation of User Messages

To avoid the know edge and handling of the MIU inside TLS, SCTP MJST
provi de fragmentation of user nmessages, which is an optional feature
of [RFC2960]. Since SCTP is a nessage oriented protocol, it nust be
able to transmt all TLS records as SCTP user nessages. Thus the
supported maxi mum | engt h of SCTP user nessages MJST be at |east 2714
+ 2048 + 5 = 18437 bytes, which is the maxi num |l ength of a

TLSCGi phertext, as defined in [ RFC2246] .

Pl ease note that an SCTP inpl enentati on m ght need to support the
partial delivery APl to be able to support the transport of user
nessages of this size.

Therefore, SCTP takes care of fragmenting and reassenbling the TLS
records in order to avoid |IP-fragnmentation
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4. TLS Requirenents
4.1 Supported G phersuites

A TLS inpl enentation for TLS over SCTP MUST support at |east the
ci phersuite TLS RSA WTH AES 128 CBC SHA as defined in [ RFC3268].

5. Connections and Bi-directional Streans

TLS makes use of a bi-directional stream by establishing a connection
over it. This neans that the nunber of connections for an
association is limted by the number of bi-directional streans.

The TLS handshake protocol is used on each bi-directional stream
separately. Each handshake can be:

- a full handshake or

- an abbrevi ated handshake that resumes a TLS session with a session
id from anot her connection (on the same or another association).

After conpleting the handshake for a connection, the bi-directiona
stream can be used for TLS-based user data transm ssion. It should
al so be noted that the handshakes for the different connections are
i ndependent and can be del ayed until the bi-directional streamis
used for user data transmn ssion

6. Usage of bi-directional streans

It is not required that all bi-directional streans are used for TLS-
based user data transmission. If TLS is not used, it is called SCTP-
based user data transmn ssion

6.1. SCTP-based user data transm ssion

If a bi-directional streamis not used for TLS-based comruni cati on
there are no restrictions on the features provided by SCTP for SCTP-
based user data transmn ssion

6.2. TLS-based user data transm ssion

In general, the bi-directional streamw || be used for TLS-based user
data transmission and it SHOULD NOT be used for SCTP-based user data
transm ssion. The exception to this rule is for protocols which
contai n upgrade-to-TLS nechani snms, such as those of HITP upgrade

[ RFC2817] and SMIP over TLS [ RFC3207].
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8.

8.

8.

TLS requires that the underlying transport delivers TLS records in
strict sequence. Thus, the 'unordered delivery feature of SCTP MJST
NOT be used on streams which are used for TLS based user data

transm ssion. For the same reason, TLS records delivered to SCTP for
transm ssion MJUST NOT have limted |ifetines.

Usage of uni-directional streans

The uni-directional streanms can not be used for TLS-based user data
transm ssion. Neverthel ess, they can be used w thout any
restrictions for SCTP-based conmuni cation

Exanpl es

In these exanpl es we consider the case of an association with two
bi -directional streans.

1. Two Bi-directional Streans with Full Handshake

Just after the association has been established, the client sends two
ClientHell o nessages on the bi-directional streams 0 and 1. After a
full handshake has been conpleted on each bi-directional stream

TLS- based user data transm ssion can take place on that stream It
is possible that on the bi-directional stream 0, the handshake has
been conpl eted, and user data transmi ssion is ongoing, while on the
bi -directional stream 1, the handshake has not been conpl eted, or

Vi ce versa

2. Two Bi-directional Streams with an Abbrevi at ed Handshake

After establishing the association, the client starts a ful
handshake on the bi-directional stream 0. The server provides a
session identifier which allows session resunption. After the ful
handshake has been conpleted, the client initiates an abbreviated
handshake on the bi-directional stream 1, using the session
identifier fromthe handshake on the bi-directional stream0. User
data can be transnitted on the bi-directional stream O, but not on
the bi-directional streamstream1 in that state. After conpletion
of the abbrevi ated handshake on the bi-directional stream1, user
data can be transmitted on both streans.

Whet her or not to use abbreviated handshakes during the setup phase
of a TLS connection over an SCTP associ ati on depends on severa
factors:

- the conplexity and duration of the initial handshake processing
(al so determ ned by the nunmber of connections),
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- the network performance (round-trip tines, bandw dth).

Abbr evi at ed handshakes can reduce conputational complexity of the
handshake considerably, in case this is alimting resource. If a

| arge nunber of connections need to be established, it may be

advant ageous to use the TLS session resunption feature. On the other
hand, before an abbrevi ated handshake can take place, a ful

handshake needs to have been conpleted. In networks with |arge
round-trip tine delays, it may be favorable to performa nunber of
full handshakes in parallel. Therefore, both possibilities are

al | owed.

8.3. Two Bi-directional Streans with a Del ayed Abbrevi ated Handshake

This exanpl e resenbles the |ast one, but after the conpletion of the
full handshake on the bi-directional stream O, the abbreviated
handshake on the bi-directional stream 1l is not started inmediately.
The bi-directional stream O can be used for user data transm ssion
It is only when the user also wants to transmit data on the bi-
directional stream 1 that the abbrevi ated handshake for the bi-
directional streaml1l is initiated

This allows the user of TLS to request a | arge nunber of bi-
directional streans wi thout having to provide all the resources at
association start-up if not all bi-directional streanms are used right
fromthe beginning.

8.4. Two Bi-directional Streans w thout Full Handshakes

This exanple is |like the second and third one, but an abbreviated
handshake is used for both bi-directional streans. This requires the
exi stence of a valid session identifier fromconnections handl ed by
anot her associ ati on.

9. Security Considerations

Using TLS on top of SCTP does not provide any new security issues
besi de the ones discussed in [ RFC2246] and [ RFC2960] .

It is possible to authenticate TLS endpoi nts based on | P-addresses in
certificates. Unlike TCP, SCTP associations can use multiple
addresses per SCTP endpoint. Therefore it is possible that TLS
records will be sent froma different |P-address than that originally
authenticated. This is not a problem provided that no security
deci si ons are made based on that |P-address. This is a special case
of a general rule: all decisions should be based on the peer’s
authenticated identity, not on its transport layer identity.
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13. Full Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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