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Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abst r act

The Multipart/Report Miltipurpose Internet Miil Extensions (M M)
content-type is a general "famly" or "container" type for electronic
mai | reports of any kind. Although this nmeno defines only the use of
the Multipart/Report content-type with respect to delivery status
reports, mail processing prograns will benefit if a single content-
type is used to for all kinds of reports.

Thi s docunent is part of a four document set describing the delivery
status report service. This collection includes the Sinple Mil
Transfer Protocol (SMIP) extensions to request delivery status
reports, a MME content for the reporting of delivery reports, an
enuner ati on of extended status codes, and a nultipart container for
the delivery report, the original nessage, and a human-friendly
summary of the failure.
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Docunment Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

The Mul tipart/Report Content Type

The Multipart/Report M ME content-type is a general "famly" or
"container" type for electronic mail reports of any kind. Although
this meno defines only the use of the Miultipart/Report content-type
with respect to delivery status reports, mail processing prograns
will benefit if a single content-type is used to for all kinds of
reports.

The Multipart/Report content-type is defined as foll ows:

M ME type nane: mnultipart

M ME subtype nane: report

Requi red paraneters: boundary, report-type

Optional parameters: none

Encodi ng consi derations: 7bit should al ways be adequate
Security considerations: see section 3 of this meno

The syntax of Miultipart/Report is identical to the Miultipart/M xed
content type defined in [MM]. Wen used to send a report, the

Mul tipart/Report content-type rmust be the top-level MME content type
for any report message. The report-type paraneter identifies the
type of report. The parameter is the M ME content sub-type of the
second body part of the Miltipart/Report.

User agents and gateways must be able to automatically determ ne that
a nessage is a mail systemreport and shoul d be processed as such
Placing the Miultipart/Report as the outernpst content provides a
mechani sm wher eby an aut o- processor nay detect through parsing the
RFC 822 headers that the nessage is a report.
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The Multipart/Report content-type contains either two or three sub-
parts, in the follow ng order

1) [Required] The first body part contains human readabl e message.
The purpose of this message is to provide an easily understood
description of the condition(s) that caused the report to be
generated, for a human reader who nmay not have a user agent capable
of interpreting the second section of the Miltipart/Report.

The text in the first section may be in any M ME standards-track
content-type, charset, or |anguage. Where a description of the error
is desired in several |anguages or several nedia, a

Mul tipart/Alternative construct may be used.

This body part may al so be used to send detail ed information that
cannot be easily formatted into a Message/ Report body part.

(2) [Required] A machine parsabl e body part containing an account of
the reported nessage handling event. The purpose of this body part is
to provide a nachine-readabl e description of the condition(s) that
caused the report to be generated, along with details not present in
the first body part that may be useful to human experts. An initia
body part, Message/delivery-status is defined in [DSN].

(3) [Optional] A body part containing the returned nessage or a
portion thereof. This information may be useful to aid human experts
i n diagnosing problens. (A though it may al so be useful to allow the
sender to identify the message which the report was issued, it is
hoped that the envel ope-id and original -recipient-address returned in
the Message/ Report body part will replace the traditional use of the
returned content for this purpose.)

Return of content nay be wasteful of network bandwi dth and a variety
of inplementation strategies can be used. GCenerally the sender
shoul d choose the appropriate strategy and i nformthe recipient of
the required | evel of returned content required. In the absence of
an explicit request for level of return of content such as that
provided in [DRPT], the agent that generated the delivery service
report should return the full message content.

VWhen 8-bit or binary data not encoded in a 7 bit formis to be
returned, and the return path is not guaranteed to be 8-bit or binary
capable, two options are available. The original nmessage MAY be re-
encoded into a legal 7-bit MM nessage or the Text/RFC822- Headers
content-type MAY be used to return only the original nmessage headers.
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2. The Text/RFC822- Headers content-type

The Text/RFC822-Headers M ME content-type provides a nechanismto

| abel and return only the RFC 822 headers of a failed nessage. These
headers are not the conpl ete nessage and should not be returned as a
Message/ RFC822. The returned headers are useful for identifying the
fail ed nmessage and for diagnostics based on the received lines.

The Text/RFC822-Headers content-type is defined as foll ows:

M ME type name: Text

M ME subtype nane: RFC822- Headers

Requi red paraneters: None

Optional paraneters: None

Encodi ng considerations: 7 bit is sufficient for nornal RFC822
headers, however, if the headers are broken and require
encoding to nake themlegal 7 bit content, they may be
encoded i n quoted-printable.

Security considerations: See section 3 of this nmeno.

The Text/RFC822- Headers body part should contain all the RFC822
header lines fromthe message whi ch caused the report. The RFC822
headers include all lines prior to the blank Iine in the nessage.
They include the M ME-Version and M ME Cont ent - Header s.

3. Security Considerations

Aut omat ed use of report types w thout authentication presents severa
security issues. Forging negative reports presents the opportunity
for denial -of-service attacks when the reports are used for autonated
mai nt enance of directories or mailing lists. Forging positive
reports may cause the sender to incorrectly believe a nessage was
del i vered when it was not.

A signature covering the entire nultipart/report structure could be

used to prevent such forgeries; such a signature schene is, however,
beyond the scope of this docunent.
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Appendi x A - Changes from RFC 1892
Changed Aut hors contact information
Updat ed required standards boilerplate

Edited the text to nake it spell-checker and grammar checker
conpl i ant

Aut hor’ s Address
Gregory M Vaudreuil
Lucent Technol ogi es
7291 W lianmson Rd
Dal | as Tx, 75214

Phone: +1 214 823 9325
EMai | : GregV@ eee.org
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Ful | Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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