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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
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Abst r act
Thi s docunent defines a set of extended status codes for use within
the mail systemfor delivery status reports, tracking, and inproved
di agnostics. In conbination with other information provided in the
Delivery Status Notification (DSN) delivery report, these codes
facilitate nedia and | anguage i ndependent rendering of nessage
del i very status.
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1. Overview

There is a need for a standard mechani smfor the reporting of nai
systemerrors richer than the imted set offered by SMIP and the
system specific text descriptions sent in mail messages. There is a
pressing need for a rich machi ne-readabl e, human | anguage i ndependent
status code for use in delivery status notifications [DSN]. This
docunent proposes a new set of status codes for this purpose.

SMIP [ SMIP] error codes have historically been used for reporting
mai |l systemerrors. Because of limtations in the SMIP code design
these are not suitable for use in delivery status notifications.
SMTP provi des about 12 useful codes for delivery reports. The
majority of the codes are protocol specific response codes such as
the 354 response to the SMIP data comand. Each of the 12 usefu
codes are overloaded to indicate several error conditions. SMIP
suffers some scars fromhistory, npst notably the unfortunate danage
to the reply code extension nmechani smby uncontrolled use. This
proposal facilitates future extensibility by requiring the client to
i nterpret unknown error codes according to the theory of codes while
requiring servers to register new response codes.

The SMIP theory of reply codes are partitioned in the nunber space in
such a manner that the remaining avail able codes will not provide the
space needed. The nobst critical exanple is the existence of only 5
remai ni ng codes for mail systemerrors. The mail system
classification includes both host and nail box error conditions. The
remaining third digit space would be conpletely consumed as needed to
i ndicate M ME and nedia conversion errors and security systemerrors.

A revision to the SMIP theory of reply codes to better distribute the

error conditions in the nunber space will necessarily be inconpatible
with SMIP. Further, consunption of the renaining reply-code nunber
space for delivery notification reporting will reduce the avail able

codes for new ESMIP ext ensi ons.

The foll owi ng status code set is based on the SMIP t heory of reply
codes. It adopts the success, permanent error, and transient error
semantics of the first value, with a further description and
classification in the second. This proposal re-distributes the
classifications to better distribute the error conditions, such as
separating mail box from host errors.

Docunment Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].
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2. Status Code Structure

Thi s docunent defines a new set of status codes to report nmail system
conditions. These status codes are used for media and | anguage

i ndependent status reporting. They are not intended for system

speci fic diagnostics.

The syntax of the new status codes is defined as:

status-code = cl ass subject "." detai

class = "2"/"4"/"5"
subject = 1*3digit
detail = 1*3digit

Wi t e-space characters and coments are NOT all owed within a status-
code. Each nuneric sub-code within the status-code MJST be expressed
wi t hout | eading zero digits.

St at us codes consist of three numerical fields separated by ".". The
first sub-code indicates whether the delivery attenpt was successful.
The second sub-code indicates the probabl e source of any delivery
anonal ies, and the third sub-code indicates a precise error

condi ti on.

Example: 2.1.23

The code space defined is intended to be extensible only by standards
track docurments. Mail system specific status codes shoul d be nmapped
as close as possible to the standard status codes. Servers should
send only defined, registered status codes. Systemspecific errors
and di agnostics should be carried by means other than status codes.

New subj ect and detail codes will be added over tinme. Because the
nunber space is large, it is not intended that published status codes
will ever be redefined or elimnated. dients should preserve the
extensibility of the code space by reporting the general error
described in the subject sub-code when the specific detail is

unr ecogni zed.
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The cl ass sub-code provides a broad classification of the status.
The enunerated val ues for each class are defined as:

2. XXX, XXX Success

Success specifies that the DSNis reporting a positive delivery
action. Detail sub-codes nmay provide notification of
transformations required for delivery.

4, XXX, XXX Persi stent Transient Failure

A persistent transient failure is one in which the nessage as
sent is valid, but persistence of sone tenporary condition has
caused abandonnent or delay of attenpts to send the nessage.

If this code acconpanies a delivery failure report, sending in
the future may be successful.

5. XXX. XXX Per manent Fail ure

A permanent failure is one which is not likely to be resolved
by resending the message in the current form Sone change to

the message or the destination nust be nade for successfu
del i very.

A client nmust recognize and report class sub-code even where
subsequent subj ect sub-codes are unrecogni zed.

The subject sub-code classifies the status. This value applies to
each of the three classifications. The subject sub-code, if
recogni zed, nmust be reported even if the additional detail provided

by the detail sub-code is not recognized. The enunerated val ues for
the subj ect sub-code are:

X. 0. XXX O her or Undefined Status

There is no additional subject information avail able.

X. 1. XXX Addressi ng Status

The address status reports on the originator or destination
address. It may include address syntax or validity. These
errors can generally be corrected by the sender and retried.

X. 2. XXX Mai | box Status

Mai | box status indicates that something having to do with the
mai | box has caused this DSN. Mail box issues are assumed to be
under the general control of the recipient.
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X. 3. XXX Mai | System Status

Mai | system status indicates that sonething having to do with
the destinati on system has caused this DSN. Systemissues are
assuned to be under the general control of the destination
system adm ni strator.

X. 4. XXX Network and Routing Status

The networking or routing codes report status about the
delivery systemitself. These system conponents include any
necessary infrastructure such as directory and routing
services. Network issues are assuned to be under the contro
of the destination or internediate system adm nistrator.

X. 5. XXX Mail Delivery Protocol Status

The mail delivery protocol status codes report failures
i nvol ving the nessage delivery protocol. These failures
i nclude the full range of problens resulting from
i mpl enentation errors or an unreliable connection

X. 6. XXX Message Content or Media Status

The nessage content or nedia status codes report failures

i nvol ving the content of the message. These codes report
failures due to translation, transcoding, or otherw se
unsupported message nedia. Message content or nedia issues are
under the control of both the sender and the receiver, both of
whi ch nust support a comopn set of supported content-types.

X. 7. XXX Security or Policy Status

The security or policy status codes report failures involving
pol i ci es such as per-recipient or per-host filtering and
cryptographic operations. Security and policy status issues
are assuned to be under the control of either or both the
sender and recipient. Both the sender and recipient nust
permit the exchange of nessages and arrange the exchange of
necessary keys and certificates for cryptographic operations.

3. Enunerated Status Codes
The foll owi ng section defines and describes the detail sub-code. The

detail value provides nore information about the status and is
defined relative to the subject of the status.
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3.1 O her or Undefined Status
X. 0.0 QO her undefined Status
O her undefined status is the only undefined error code. It
shoul d be used for all errors for which only the class of the
error i s known.
3.2 Address Status
X 1.0 Q her address status

Sonet hi ng about the address specified in the nessage caused
this DSN.

X 1.1 Bad destination mail box address
The mail box specified in the address does not exist. For
Internet mail nanes, this neans the address portion to the |eft
of the "@ sign is invalid. This code is only useful for
per manent fail ures.

X 1.2 Bad destination system address

The destination systemspecified in the address does not exi st

or is incapable of accepting mail. For Internet mail nanes,
this neans the address portion to the right of the "@ is
invalid for mail. This code is only useful for permanent
failures.

X. 1.3 Bad destination mail box address syntax
The destination address was syntactically invalid. This can
apply to any field in the address. This code is only usefu
for permanent failures.

X. 1.4 Destination mail box address amnbi guous
The mail box address as specified nmatches one or nore recipients
on the destination system This may result if a heuristic
address mapping algorithmis used to map the specified address
to a local nmail box nane.

X. 1.5 Destination address valid

This mai |l box address as specified was valid. This status code
shoul d be used for positive delivery reports.
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X. 1.6 Destination mail box has noved, No forwardi ng address
The mail box address provided was at one time valid, but mail is
no | onger being accepted for that address. This code is only
useful for permanent fail ures.

X 1.7 Bad sender’s nail box address syntax

The sender’s address was syntactically invalid. This can apply
to any field in the address.

X. 1.8 Bad sender’s system address

The sender’s system specified in the address does not exist or

i s incapabl e of accepting return mail. For domain names, this
nmeans the address portion to the right of the "@ is invalid
for mail.

3.3 Mail box Status
X. 2.0 O her or undefined mmil box status

The mail box exists, but something about the destination mail box
has caused the sending of this DSN

X 2.1 Mai | box di sabl ed, not accepting nmessages

The mail box exists, but is not accepting nmessages. This may be
a permanent error if the mailbox will never be re-enabled or a
transient error if the mailbox is only tenporarily disabl ed.

X 2.2 Mai | box f ul

The mail box is full because the user has exceeded a per-nmail box
adm ni strative quota or physical capacity. The genera
semantics inplies that the recipient can del ete nessages to
nake nore space available. This code should be used as a
persistent transient failure.

X. 2.3 Message | ength exceeds administrative limt
A per-mail box adm nistrative nessage length linmt has been
exceeded. This status code should be used when the per-nmail box

nmessage length limt is less than the general systemlimt.
Thi s code should be used as a pernmanent failure.
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X. 2.4 Mailing |ist expansion probl em
The mailbox is a mailing list address and the mailing list was
unabl e to be expanded. This code may represent a permanent
failure or a persistent transient failure.
3.4 Ml system status

X. 3.0 Q her or undefined mail system status

The destination system exists and nornmally accepts mail, but
sonet hi ng about the system has caused the generation of this
DSN.

X 3.1 Mai |l system ful

Mai | system storage has been exceeded. The general semantics
inmply that the individual recipient may not be able to delete
material to make room for additional messages. This is usefu
only as a persistent transient error.

X. 3.2 System not accepting network messages
The host on which the nailbox is resident is not accepting
nessages. Exanpl es of such conditions include an i manent
shut down, excessive | oad, or system mmi ntenance. This is
useful for both permanent and persistent transient errors.

X. 3.3 System not capabl e of selected features
Sel ected features specified for the nessage are not supported
by the destination system This can occur in gateways when
features fromone domai n cannot be mapped onto the supported
feature in another.

X. 3.4 Message too big for system
The nessage is |larger than per-nessage size limt. This limt
may either be for physical or administrative reasons. This is
useful only as a permanent error

X. 3.5 Systemincorrectly configured

The systemis not configured in a manner that will pernit it to
accept this nessage.

Vaudr eui | St andards Track [ Page 8]



RFC 3463 Enhanced Mail System Status Codes January 2003

3.5 Network and Routing Status
X. 4.0 O her or undefined network or routing status

Sonet hi ng went wong with the networking, but it is not clear
what the problemis, or the problem cannot be well expressed
with any of the other provided detail codes.

X 4.1 No answer from host

The out bound connection attenpt was not answered, because
either the renpte systemwas busy, or was unable to take a
call. This is useful only as a persistent transient error

X 4.2 Bad connecti on

The out bound connecti on was established, but was unable to
conpl ete the nessage transaction, either because of tine-out,
or inadequate connection quality. This is useful only as a
persi stent transient error.

X. 4.3 Directory server failure

The network system was unable to forward the nessage, because a
directory server was unavailable. This is useful only as a
persi stent transient error.

The inability to connect to an Internet DNS server is one
exanpl e of the directory server failure error

X 4.4 Unabl e to route

The mail systemwas unable to determine the next hop for the
nmessage because the necessary routing information was

unavail able fromthe directory server. This is useful for both
per manent and persistent transient errors.

A DNS | ookup returning only an SOA (Start of Adm nistration)
record for a domain name is one exanple of the unable to route
error.

X. 4.5 Mai | system congestion
The mail systemwas unable to deliver the nessage because the

mail system was congested. This is useful only as a persistent
transient error.
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X. 4.6 Routing | oop detected

A routing |l oop caused the nessage to be forwarded too many
times, either because of incorrect routing tables or a user-
forwarding loop. This is useful only as a persistent transient
error.

X 4.7 Delivery tine expired
The nessage was considered too old by the rejecting system

ei ther because it remained on that host too | ong or because the
time-to-live value specified by the sender of the nessage was

exceeded. |f possible, the code for the actual problem found
when delivery was attenpted should be returned rather than this
code.

3.6 Mail Delivery Protocol Status
X. 5.0 Q her or undefined protocol status

Sonet hi ng was wong with the protocol necessary to deliver the
nmessage to the next hop and the probl em cannot be well
expressed with any of the other provided detail codes.

X 5.1 I nvalid command

A mai|l transaction protocol command was issued which was either
out of sequence or unsupported. This is useful only as a
per manent error.

X. 5.2 Syntax error

A mail transaction protocol command was issued which coul d not
be interpreted, either because the syntax was wong or the
conmand i s unrecogni zed. This is useful only as a pernmanent
error.

X. 5.3 Too many recipients

More recipients were specified for the nessage than coul d have
been delivered by the protocol. This error should normally
result in the segnentation of the nessage into two, the

remai nder of the recipients to be delivered on a subsequent
delivery attenpt. It is included in this list in the event
that such segnentation is not possible.
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X. 5.4 Invalid comand argunents

A valid nmail transaction protocol comand was issued with

i nvalid argunments, either because the arguments were out of
range or represented unrecogni zed features. This is usefu
only as a pernanent error

X.5.5 Wong protocol version

A protocol version nmis-match exi sted which could not be
automatically resolved by the comunicating parties.

3.7 Message Content or Message Media Status
X. 6.0 Q her or undefined nmedia error

Sonet hi ng about the content of a nessage caused it to be
consi dered undel i verabl e and the probl em cannot be wel |
expressed with any of the other provided detail codes.

X.6.1 Medi a not supported

The nedi a of the nessage is not supported by either the
delivery protocol or the next systemin the forwarding path.
This is useful only as a permanent error.

X. 6.2 Conversion required and prohibited

The content of the nessage nust be converted before it can be
delivered and such conversion is not permtted. Such

prohi bitions nay be the expression of the sender in the nessage
itself or the policy of the sending host.

X. 6.3 Conversion required but not supported

The nessage content nust be converted in order to be forwarded
but such conversion is not possible or is not practical by a
host in the forwarding path. This condition may result when an
ESMIP gat eway supports 8bit transport but is not able to
downgrade the message to 7 bit as required for the next hop

X. 6.4 Conversion with | oss perforned

This is a warning sent to the sender when nessage delivery was
successfully but when the delivery required a conversion in
whi ch sone data was lost. This may also be a permanent error
if the sender has indicated that conversion with loss is

prohi bited for the nessage.

Vaudr eui | St andards Track [ Page 11]



RFC 3463 Enhanced Mail System Status Codes January 2003

X. 6.5 Conver si on Fail ed

A conversion was required but was unsuccessful. This may be
useful as a pernmanent or persistent tenporary notification

3.8 Security or Policy Status
X 7.0 Q her or undefined security status

Sonething related to security caused the nessage to be
returned, and the problem cannot be well expressed with any of
the other provided detail codes. This status code may al so be
used when the condition cannot be further described because of
security policies in force.

X 7.1 Del i very not authorized, message refused

The sender is not authorized to send to the destination. This
can be the result of per-host or per-recipient filtering. This
meno does not discuss the nerits of any such filtering, but
provi des a mechanismto report such. This is useful only as a
per manent error.

X 7.2 Mailing |ist expansion prohibited

The sender is not authorized to send a nessage to the intended
mailing list. This is useful only as a permanent error

X. 7.3 Security conversion required but not possible
A conversion fromone secure nessagi ng protocol to another was
required for delivery and such conversi on was not possible.
This is useful only as a permanent error

X 7.4 Security features not supported
A nmessage contained security features such as secure
aut hentication that could not be supported on the delivery
protocol. This is useful only as a pernanent error

X. 7.5 Cryptographic failure
A transport system otherw se authorized to validate or decrypt
a nessage in transport was unable to do so because necessary

i nformati on such as key was not avail abl e or such information
was invalid.
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X. 7.6 Cryptographic al gorithm not supported

A transport system otherw se authorized to validate or decrypt
a nessage was unable to do so because the necessary al gorithm
was not support ed.

X 7.7 Message integrity failure

A transport system ot herwi se authorized to validate a nmessage
was unable to do so because the nessage was corrupted or
altered. This may be useful as a permanent, transient

persi stent, or successful delivery code.

4. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to I ndicate
Requi renment Level s", BCP 14, RFC 2119, WMarch 1997.

[ SMTP] Postel, J., "Sinple Mail Transfer Protocol", STD 10, RFC
821, August 1982.

[ DSN] Moore, K. and G Vaudreuil, "An Extensible Message For nat
for Delivery Status Notifications", RFC 3464, January 2003.

5. Security Considerations

Thi s docunent describes a status code systemwi th increased
precision. Use of these status codes may di scl ose additiona

i nformati on about how an internal mail systemis inplenented beyond
that currently avail abl e.
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Appendi x A - Coll ected Status Codes

O her address status

Bad destination mail box address

Bad destination system address

Bad destination mail box address syntax
Destination mail box address anbi guous
Destination nail box address valid
Mai | box has noved

Bad sender’s nmil box address syntax
Bad sender’s system address

e e
O~NOURWN RO

O her or undefined nail box status

Mai | box di sabl ed, not accepting nessages
Mai | box ful

Message | ength exceeds administrative limt.
Mailing |ist expansion problem

NN
RWNRO

Q her or undefined mail system status
Mai |l system full

System not accepting network nmessages
System not capabl e of selected features
Message too big for system

Wwwww
DWNERO

Q her or undefined network or routing status
No answer from host

Bad connection

Routing server failure

Unable to route

Net wor k congesti on

Routing | oop detected

Delivery time expired

PRARRBEBRA
NOURMWNRO

O her or undefined protocol status
I nvalid command

Syntax error

Too many recipients

I nvalid comand argunents

W ong protocol version

aoaoaaoa
ORWNRO

O her or undefined nmedia error

Medi a not supported

Conversion required and prohibited
Conversion required but not supported
Conversion with | oss performed
Conversion failed

HHXAHXAXHXX HXARXHXXXX XXX AXXXX XXXXX XXX XXXXXKXXXX

R
R WNRFO
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Q her or undefined security status

Delivery not authorized, message refused
Mailing |ist expansion prohibited

Security conversion required but not possible
Security features not supported

Cryptographic failure

Cryptographic al gorithm not supported

Message integrity failure

HKARXXXXXXX
NNNNNNNA
NOURMWNRO

Appendi x B

Changes from RFC1893
Changed Aut hors contact infornmation.
Updat ed required standards boil erpl ate.

Edited the text to make it spell-checker and grammar checker
conpl i ant.

Modi fied the text describing the persistent transient failure to nore
closely reflect current practice and understandi ng.

Elimnated the restriction on the X 4.7 codes limting themto
persistent transient errors.
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Gregory M Vaudreuil
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Dal | as, Tx. 75214
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Ful | Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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