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1. Introduction
1.1. The Internet Standard Managenent Franmework

The Internet Standard Managenent Framework has many conponents. The
pur pose of this docunent is to describe effective ways of applying
those conponents to the problens of configurati on nanagenent.

For

ref erence purposes, the Internet Standard Management Framework

presently consists of five nmmjor conponents:

o

(0]

An overall architecture, described in RFC 3411 [1].

Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [15], STD 16, RFC 1212 [16] and RFC 1215 [17]. The
second version, called SMv2, is described in STD 58, RFC 2578
[2], STD 58, RFC 2579 [3] and STD 58, RFC 2580 [4].

Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [18]. A second version of the SNW
nessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [19]. The
third version of the nessage protocol is called SNWPv3 and
described in RFC 3417 [5], RFC 3412 [6] and RFC 3414 [7].
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o Protocol operations for accessing nmanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [18]. A second set of protoco
operations and associated PDU formats is described in RFC 3416

[8].

o A set of fundanental applications described in RFC 3413 [9] and
the vi ew based access control nechani smdescribed in RFC 3415
[10].

A nore detailed introduction to the current SNVP Managenent Franmework
can be found in RFC 3410 [12].

Managed objects are accessed via a virtual information store, termed
t he Management |Information Base or MB. bjects in the MB are
defined using the mechani snms defined in the SM.

1.2. Configuration and the Internet Standard Managenent Franmework

Dat a networks have grown significantly over the past decade. This
grom h can be seen in terns of:

Scal e - Networks have nore network el enents, and the network
el enents are |larger and place nore demands on the systens managi ng
them For exanmple, consider a typical number and speed of
interfaces in a nodern core network el enent. A nmanaged
netropolitan area network switch can have a port density nuch
greater than the port density built into the expectations of the
management systens that predated it. There are also many nore
interrelationships within and between devi ces and devi ce
functions.

Functionality - network devices performnore functions.
More protocols and network |layers are required for the successfu
depl oyment of network services which depend on them

Rat e of Change - the nature of nbdern network services
causes updates, additions, and deletions of device configuration
information nmore often than in the past. No longer can it be
assuned that a configuration will be specified once and then be
updated rarely. On the contrary, the trend has been towards mnuch
nore frequent changes of configuration information.

Correct configuration of network el ements that nake up data networks
is a prerequisite to the successful deploynment of the services on
them The growth in size and conplexity of nodern networks increases
the need for a standard configuration mechanismthat is tightly
integrated with performance and fault managenent systens.
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The Internet Standard Managenment Franmework has been used successfully
to devel op configuration managenent systens for a broad range of

devi ces and networks. A standard configurati on mechani smt hat
tightly integrates with performance and fault systems is needed not
only to help reduce the complexity of nanagement, but also to enable
verification of configuration activities that create revenue-
produci ng services.

Thi s docunment describes Current Practices that have been used when
designing effective configuration managenment systenms using the
Internet Standard Managenent Franmework (colloquially known as SNWP).
It covers many basic practices as well as nore conpl ex agent and
manager design issues that are rai sed by configurati on managenent.
We are not endeavoring to present a conprehensive howto docunent for
general i zed SNVMP agent, M B nodul e, or nmnagenent application design
and devel oprment. We will, however, cover points of generalized SNW
sof tware design and i nplenmentation practice, where the practice has
been seen to benefit configuration managenent software. So, for
exanpl e, the requirenent for managenent applications to be aware of
agent limtations is discussed in the context of configuration
operations, but many issues that a managenent application devel oper
shoul d consider with regard to manager-agent interactions are left
for other docunments and resources.

Si gni ficant experience has been gai ned over the past ten years in
configuring public and private data networks with SNMP. During this
time, networks have grown significantly as described above. A
response to this expl osive growmh has been the devel opnent of

pol i cy-based configuration managenent. Policy-Based Configuration
Managenent is a met hodol ogy wherein configuration information is
derived fromrules and network-w de objectives, and is distributed to
potentially many network elenents with the goal of achieving

consi stent network behavi or throughout an adninistrative donmain

Thi s docunent presents |essons |earned fromthese experiences and
applies themto both conventional and policy-based configuration
systens based on SNWP

2. Using SNWP as a Configuration Mechani sm

Configuration activity causes one or nore state changes in an
element. Wiile it often takes an arbitrary nunber of commands and
amount of data to make up configuration change, it is critical that
the configuration systemtreat the overall change operation
atomically so that the nunber of states into which an el enent
transitions is mninmzed. The goal is for a change request either to
be conpletely executed or not at all. This is called transactiona
integrity. Transactional integrity nakes it possible to devel op
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reliable configuration systens that can invoke transactions and keep
track of an elenment’s overall state and work in the presence of error
st ates.

2.1. Transactions and SNWP

Transactions can logically take place at very fine-grained | evels
such as an individual object instance or in very |arge aggregations
that could include many object instances |located in nmany tables on a
managed device. For this reason, reliance on transactional integrity
only at the SNWP protocol level is insufficient.

2.2. Practical Requirenents for Transactional Contro

A wel | -desi gned and depl oyed configuration system shoul d have the
followi ng features with regard to transactions and transacti ona
integrity.

1) Provide for flexible transaction control at nany different |evels
of granularity. At one extreme, an entire configuration rmay be
delivered and installed on an elenent, or alternately one snal
attribute may be changed.

2) The transaction control conponent should work at and understand a
notion of the kind of multi-level "defaulting" as described in
Section 7.1. The key point here is that it nay make nost sense to
configure systens at an abstract |evel rather than on an
i ndi vi dual instance by instance basis as has been conmonly
practiced. In some cases it is nore effective to send a
configuration command to a systemthat contains a set of
"defaults’ to be applied to instances that neet certain criteria.

3) An effective configurati on nanagenent system nust all ow
flexibility in the definition of a successful transaction. This
cannot be done at the protocol |evel alone, but rather nust be
provi ded for throughout the application and the infornmation that
is being managed. |In the case of SNWP, the information would be
in properly defined MB nodul es.

4) A configurati on nmanagenent system shoul d provide time-indexed
transaction control. For effective rollback control, the
configuration transactions and their successful or unsuccessfu
conpl etion status must be reported by the nmanaged el ements and
stored in a repository that supports such tinme indexing and can
record the user that made the change, even if the change was not
carried out by the systemrecordi ng the change.
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5) The nanaged system nust support transactional security. This
neans that depending on who is naking the configuration request
and where it is being made, it may be accepted or deni ed based on
security policy that is in effect in the managed el erment.

Ef fective transactional control is a responsibility shared between
design, inplenmentation, and operational practice. Transaction
control techniques for MB nodul e design are discussed in Section
3.3. Transaction control considerations for the agent inplenmentation
are discussed in Section 5.2.2.

2.3. Practices in Configuration--Verification

Verification of expected behavi or subsequent to the comm tnent of
change is an integral part of the configuration process. To reduce
the chance of making sinple errors in configuration, many

organi zati ons enploy the foll owi ng change managenent procedure:

pre-test - verify that the systemis presently working properly

change - make configuration changes and wait for convergence
(systemor network stability)

re-test - verify once again that the systemis working properly

This procedure is commonly used to verify configuration changes to
critical systems such as the domain nane system (DNS). DNS software
kits provide diagnostic tools that all ow automatic test
procedures/scripts to be conducted.

A pl anned configuration sequence can be aborted if the pre-
configuration test result shows the state of the system as unstable.
Debuggi ng the unintended effects of two sets of changes in |arge
systens is often nore challenging than an analysis of the effects of
a single set after test termnation

Net wor ks and devi ces under SNMP configuration readily support this
change nmanagenent procedure since the SNVP provides integrated

noni toring, configuration and diagnostic capabilities. The key is
the sequencing of SNMP protocol operations to effect an integrated
change procedure |ike the one described above. This is usually a

wel | -bounded affair for changes within a single network el enment or
node. However, there are tinmes when configuration of a given el enent
can i npact other elements in a network. Configuring network
protocol s such as | EEE 802. 1D Spanning Tree or OSPF is especially
chal | engi ng since the inpact of a configuration change can directly
affect stability (convergence) of the network the device is connected
to.
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An integrated view of configuration and nonitoring provides an idea
platform from which to eval uate such changes. For exanple, the MB
nodul e governi ng | EEE 802. 1D Spanni ng Tree (RFC 1493 [24]) provides
the followi ng object to nonitor stability per |ogical bridge.

dot 1dSt pTopChanges OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON

"The total number of topol ogy changes detected by
this bridge since the managenent entity was | ast
reset or initialized."

REFERENCE
"1 EEE 802. 1D- 1990: Section 6.8.1.1.3"

::={ dotldStp 4 }

Li kewi se, the CSPF M B nodul e provides a simlar netric for stability
per OSPF area.

ospf Spf Runs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tinmes that the intra-area route
tabl e has been calculated using this area’s
i nk-state database. This is typically done
using Dijkstra' s algorithm?"”

.= { ospfAreaEntry 4 }

The above object types are good exanples of a means of facilitating
the principles described in Section 2.3. That is, one needs to
under st and the behavi or of a subsystem before configuration change,
then be able to use the sane neans to retest and verify proper
operation subsequent to configuration change.

The operational effects of a given inplenentation often differ from
one to another for any given standard configuration object. The
i npact of a change to stability of systems such as OSPF shoul d be
docunented in an agent-capabilities statenment which is consistent
with "Requirenents for IP Version 4 Routers" [22], Section 1.3.4:

A vendor needs to provi de adequate docunentation on al
configuration paranmeters, their limts and effects.
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Adherence to the above nodel is not fail-safe, especially when
configuration errors are nasked by long | atencies or when
configuration errors lead to oscillations in network stability. For
exanpl e, consider the situation of |oading a new software version on
a device, which leads to small, slow, cumulative nenory | eaks brought
on by a certain traffic pattern that was not caught during vendor and
customer test lab trials.

In a network-based exanpl e, convergence in an autononpus system
cannot be guaranteed when configurati on changes are made since there
are factors beyond the control of the operator, such as the state of
ot her network elenents. Problens affecting this convergence may not
be detected for a significant period of tinme after the configuration
change. Even for factors within the operator’s control, there is
often little verification done to prevent mis-configuration (as shown
in the foll owi ng exanple).

Consi der a change made to ospflfHellolnterval and

ospflfRtrDeadl nterval [24] tinmers in the OSPF routing protocol such
that both are set to the sane value. Two routers nmay form an

adj acency but then begin to cycle in and out of adjacency, and thus
never reach a stable (converged) state. Had the configuration
process described at the beginning of this section been enpl oyed,
this particular situation would have been di scovered wi thout

i mpacting the production network.

The inportant point to renmenber fromthis discussion is that
configuration systems shoul d be designed and inplenmented wth
verification tests in mnd

3. Designing a MB Mdul e

Carefully considered M B nodul e designs are crucial to practica
configuration with SNMP. As we have just seen, M B objects designed
for configuration can be very effective since they can be associ ated
with integrated diagnostic, nmonitoring, and fault objects. MB
nodul es for configuration also scale when they expose their notion of
tenpl ate object types. Tenplate objects can represent infornmation at
a higher level of abstraction than instance-level ones. This has the
benefit of reducing the ambunt of instance-level data to nove from
managenment application to the agent on the managed el ement, when that
i nstance-level data is brought about by applying a tenplate object on
the agent. Taken together, all of these objects can provide a robust
confi guration subsystem

The remai nder of this section provides specific practices used in MB
nodul e design with SMv2 and SNWVPv3.
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3.1. MB Mdule Design - General |ssues

One of the first tasks in defining a MB nbdule is the creation of a
nodel that reflects the scope and organi zati on of the nanagenent
i nformati on an agent will expose.

M B nodul es can be thought of as |ogical nodels providing one or nore
aspects/views of a subsystem The objective for all MB nodul es
shoul d be to serve one or nore operational requirenments such as
accounting information collection, configuration of one or nore parts
of a system or fault identification. However, it is inmportant to

i nclude only those aspects of a subsystemthat are proven to be
operationally useful.

In 1993, one of nobst wi dely depl oyed M B nodul es supporting
configuration was published, RFC 1493, which contai ned the BRI DGE-
MB. It defined the criteria used to develop the MB nodul e as
fol | ows:

To be consistent with | AB directives and good engi neering
practice, an explicit attenpt was nade to keep this MB as sinple
as possible. This was acconplished by applying the follow ng
criteria to objects proposed for inclusion

(1) Start with a small set of essential objects and add only as
further objects are needed.

(2) Require objects be essential for either fault or configuration
managemnent .

(3) Consider evidence of current use and/or utility.
(4) Limt the total (sic) of objects.

(5) Exclude objects which are sinply derivable fromothers in this
or other M Bs.

(6) Avoid causing critical sections to be heavily instrunmented. The
gui deline that was followed is one counter per critical section
per | ayer.

Over the past eight years additional experience has shown a need to
expand these criteria as foll ows:

(7) Before designing a MB nodule, identify goals and objectives for

the M B nodule. How nuch of the underlying systemw Il be
exposed depends on these goals.

MacFaden, et al. I nf or mati onal [ Page 10]



RFC 3512 Configuring Networks and Devices wi th SNWP April 2003

(8 Mnimzing the total nunber of objects is not an explicit goal
but usability is. Be sure to consider deploynent and usability
requi renents.

(9) During configuration, consider supporting explicit error state,
capability and capacity objects.

(10) When evaluating rule (5) above, consider the inpact on a
managenent application. |f an object can help reduce a
management application’s conmplexity, consider defining objects
that can be derived.

3.2. Naming MB nodul es and Managed Objects

Nam ng of M B nodul es and objects infornmally follows a set of best
practices. Oiginally, standards track M B nodul es used RFC names.
As the M B nodul es evol ved, the practice changed to using nore
descriptive nanes. Presently, Standards Track M B nodul es define a
gi ven area of technol ogy such as ATMM B, and vendors then extend
such M B nodul es by prefixing the conpany nanme to a given M B nodul e
as in ACME- ATM M B.

hj ect descriptors (the "human readabl e nanmes” assigned to object
identifiers [2]) defined in standard M B nodul es shoul d be uni que
across all MB nodules. GCenerally, a prefix is added to each nanaged
object that can help reference the MB nodule it was defined in. For
exanple, the IF-MB uses "if" prefix for descriptors of object types
such as ifTable, ifStackTable and so forth.

M B nmodul e obj ect type descriptors can include an abbreviation for
the function they perform For exanple the objects that contro
configuration in the exanple MB nodule in Section 8 include "Cfg" as
part of the object descriptor, as in bl dgHVACCf gDesi r edTenp.

This is nmore fully realized when the object descriptors that include
the fault, configuration, accounting, performance and security [33]
abbrevi ations are conbined with an organi zed O D assi gnnent approach
For exanple, a vendor could create a configuration branch in their
private enterprises area. In sone cases this night be best done on a
per product basis. \Whatever the approach used, "Cfg" m ght be

i ncluded in every object descriptor in the configuration branch

This has two operational benefits. First, for those that do | ook at

i nstances of M B objects, descriptors as seen through M B browsers or
ot her command |ine tools assist in conveying the nmeaning of the
object type. Secondly, managenent applications can be pointed at
specific subtrees for fault or configuration, causing a nore
efficient retrieval of data and a sinpler managenment application with
potentially better performance.
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3.3. Transaction Control And State Tracking

Transactions and keeping track of their state is an inportant
consi derati on when perform ng any type of configuration activity

regardl ess of the protocol. Here are a few areas to consi der when
desi gning transacti on support into an SNVP-based configuration
system

3.3.1. Conceptual Table Row Modification Practices

Any di scussion of transaction control as it pertains to MB nodul e
desi gn often begins with how the creation or nodification of object
instances in a conceptual rowin the MB nodule is controll ed.

RowStatus [3] is a standard textual convention for the managenent of
conceptual rows in a table. Specifically, the RowStatus textua
convention that is used for the SYNTAX value of a single colum in a
table controls the creation, deletion, activation, and deactivation
of conceptual rows of the table. Wen a table has been defined with
a RowSt atus object as one of its colums, changing an instance of the
object to 'active causes the row in which that object instance
appears to becone 'committed’

In a nulti-table scenario where the configuration data nust be spread
over many col umar objects, a RowStatus object in one table can be
used to cause the entire set of data to be put in operation or stored
based on the definition of the objects.

In some cases, very large ampbunts of data may need to be 'committed
all at once. |In these cases, another approach is to configure all of
the rows in all the tables required and have an "activate" object
that has a set nmethod that conmts all the nodified rows.

The RowSt atus textual convention specifies that, when used in a
conceptual row, a description nust define what can be nodified.
Wil e the description of the conceptual row and its col umar object
types is the correct place to derive this information on instance
nodifiability, it is often wongly assuned in sonme inplenentations
that:

1) objects either nust all be presently set or none need be set to
nmake a conceptual RowStatus object transition to active(l)

2) objects in a conceptual row cannot be nodified once a RowSt at us
object is active(l). Restricting instance nodifiability |ike
this, so that after a RowStatus object is set to active(l) is in
fact a reasonable limtation, since such a set of RowStatus nmay
have agent system side-effects which depend on commtted col umar
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obj ect instance values. However, where this restriction exists on
an object, it should be made clear in a DESCRI PTI ON cl ause such as
the follow ng:

pr ot ocol Di r Descr OBJECT- TYPE

SYNTAX Di splayString (SIZE (1..64))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A textual description of the protocol encapsul ation.
A probe may choose to describe only a subset of the
entire encapsulation (e.g., only the highest |ayer).

This object is intended for hunman consunption only.

Thi s object may not be nodified if the associated
protocol DirStatus object is equal to active(l)."
.= { protocolDirEntry 4 }

Any such restrictions on columar object instance nodification while
a row s RowStatus object instance is set to active(l) should appear
in the DESCRI PTI ON cl ause of the RowStatus col ummar OBJECT- TYPE as
wel | .

3.3.2. Fate sharing with multiple tables

An inportant principle associated with transaction control is fate
sharing of rows in different tables. Consider the case where a

rel ati onshi p has been specified between two conceptual tables of a

M B nmodule (or tables in two different MB nodules). In this
context, fate sharing neans that when a row of a table is deleted,
the corresponding rowin the other table is also deleted. Fate
sharing in a transaction control context can also be used with the
activation of very large configuration changes. |If we have two
tables that hold a set of configuration information, a row in one
table m ght have to be put in the 'ready’ state before the second can
be put in the 'ready’ state. Wen that second table can be placed in
the "ready’ state, then the entire transaction can be considered to
have been 'committed’

Fate sharing of SNWP tabl e data should be explicitly defined where
possi bl e using the SM index qualifier AUGVENTS. |If the relationship
bet ween tabl es cannot be defined using SMv2 nmacros, then the
DESCRI PTI ON cl ause of the object types which particularly effect the
cross-table relationship should define what shoul d happen when rows
in related tables are added or del et ed.
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Consi der the relationship between the dot 1dBasePort Tabl e and t he

i f Table. These tables have a sparse relationship. If a given

i fEntry supports 802.1D bridging then there is a dot1ldBasePortEntry
that has a pointer to it via dotldBasePortlfl ndex.

Now, what shoul d happen if an ifEntry that can bridge is del eted?
Shoul d t he obj ect dot 1dBasePortlflndex sinply be set to 0 or should
the dot 1dBasePortEntry be deleted as well? A nunber of acceptable
design and practice techniques can provi de the answer to these
guestions, so it is inmportant for the M B nodul e desi gner to provide
the gui dance to guarantee consistency and interoperability.

To this end, when two tables are related in such a way, anbiguities
such as this should be avoi ded by having the DESCRI PTI ON cl auses of
the pertinent row object types define the fate sharing of entries in
the respective tables.

3.3.3. Transaction Control MB Objects

Wien a M B nodule is defined that includes configuration object
types, consider providing transaction control objects. These objects
can be used to cause a large transaction to be commtted. For
exanpl e, we m ght have several tables that define the configuration
of a portion of a system In order to avoid churn in the operationa
state of the systemwe might create a single scalar object that, when
set to a particular value, will cause the activation of the rows in
all the necessary tables. Here are sone exanples of further usage
for such object types:

o Control objects that are the "wite’ or 'conmit’ objects.

Such objects can cause all pending transactions (change M B obj ect
values as a result of SET operations) to be cormitted to a

per manent repository or operational nenory, as defined by the
semantics of the M B objects.

o Control objects at different levels of configuration granularity.

One of the decisions for a MB nodul e designer is what are the

| evel s of granularity that make sense in practice. For exanple,
in the routing area, woul d changes be all owed on a per protoco
basis such as BGP? If allowed at the BGP | evel, are sub-levels
permtted such as per autononopus systenf? The design of these
control objects will be inpacted by the underlying software
design. RowStatus (see Section 3.3.1) also has inportant

rel evance as a general transaction control object.
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3.3.4. Creating And Activating New Tabl e Rows

When designing read-create objects in a table, a M B nodul e desi gner
shoul d first consider the default state of each object in the table
when a row is created. Should an inplenentation of a standard M B
nodul e vary in terns of the objects that need to be set in order to
create an instance of a given row, an agent capabilities statenent
shoul d be used to nane the additional objects in that table using the
CREATI ON- REQUI RES cl ause.

It is useful when configuring newrows to use the notRReady status to
i ndi cate row activation cannot proceed.

When creating a row i nstance of a conceptual table, one should
consi der the state of instances of required columar objects in the
row. The DESCRI PTI ON cl ause of such a required col umar object
shoul d specify it as such.

During the period of tine when a managenent application is attenpting
to create a row, there may be a period of time when not all of these
requi red (and non-defaul table) col utmar object instances have been
set. Throughout this time, an agent should return a noSuchl nstance
error for a GET of any object instance of the row until such tinme
that all of these required instance values are set. The exception is
the RowStatus object instance, for which a not Ready(3) val ue should
be returned during this period.

One need only be concerned with the notRReady value return for a
RowSt at us obj ect when the row under creation does not yet have all of
the required, non-defaultable instance values for the row. One
approach to sinplifying in-row configuration transacti ons when
designing MB nodules is to construct table rows that have no nore

i nstance data for columar objects than will fit inside a single SET
PDU. In this case, the createAndWait() value for the RowStatus

col umar object is not required. It is possible to use createAndGo()
in the same SET PDU, thus sinplifying transactional nanagenent.

3.3.5. Summary Objects and State Tracking

Bef ore begi nning a new set of configuration transactions, a
managemnment application m ght want to checkpoint the state of the
managed devi ces whose configuration it is about to change. There are
a nunber of techniques that a M B nodul e desi gner can provide to
assist in the (re-)synchronization of the nmanaged systens. These
objects can also be used to verify that the managenent application's
noti on of the managed system state is the sane as that of the managed
devi ce.
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These techni ques i ncl ude:
1. Provide an object that reports the nunmber of rows in a table

2. Provide an object that flags when data in the table was | ast
nodi fi ed.

3. Send a notification nmessage (InfornRequests are preferable) to
del i ver configuration change.

By providing an object containing the nunber of rows in a table,
managenent applicati ons can decide how best to retrieve a given
table’s data and may choose different retrieval strategi es dependi ng
on table size. Note that the availability of and application

noni toring of such an object is not sufficient for determning the
presence of table data change over a checkpointed duration since an
equal number of row creates and del etes over that duration would
refl ect no change in the object instance value. Additionally, table
dat a change whi ch does not change the number of rows in the table
woul d not be reflected through sinple nonitoring of such an object

i nstance.

Instead, the change in the value of any table object instance data
can be tracked through an object that nonitors table change state as
a function of tinme. An exanple is found in RFC 2790, Host Resources
M B:

hr SW nst al | edLast Updat eTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTi me when the hr SWnstall edTabl e
was | ast conpletely updated. Because caching of this
data will be a popul ar inplenentation strategy,
retrieval of this object allows a managenent station
to obtain a guarantee that no data in this table is
ol der than the indicated tine."

2= { hrSWnstalled 2 }

A simlar convention found in many standards track M B nodules is the
"Last Change" type object.

For exanple, the ENTITY-M B, RFC 2737 [34], provides the follow ng
obj ect:

ent Last ChangeTi ne OBJECT- TYPE
SYNTAX Ti meSt anp
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value of sysUpTime at the tine a conceptual rowis
created, nodified, or deleted in any of these tables:
- ent Physi cal Tabl e
- entLogi cal Tabl e
- ent LPMappi ngTabl e
- ent Al'i asMappi ngTabl e
- ent Physi cal Cont ai nsTabl e"
:={ entityGeneral 1}
This convention is not formalized. There tend to be small
differences in what a table' s LastChanged object reflects. IF-MB
(RFC 2863 [20]) defines the foll ow ng:

i f Tabl eLast Change OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of sysUpTime at the tine of the |ast
creation or deletion of an entry in the ifTable. If

the nunber of entries has been unchanged since the

last re-initialization of the |ocal network nanagenent

subsystem then this object contains a zero value."
o= { ifMBObjects 5}

So, if an agent nodifies a row with an SNVP SET on ifAdm nStatus, the
val ue of ifTabl eLast Change will not be updated. It is inportant to
be specific about what can cause an object to update so that
managenment applications will be able to detect and nore properly act
on these changes.

The final way to keep distributed configuration data consistent is to
use an event-driven nodel, where configuration changes are

conmuni cated as they occur. Wen the frequency of change to
configuration is relatively low or polling a cache object is not
desired, consider defining a notification that can be used to report
all configuration change details.

When doing so, the option is available to an SNMPv3 (or SNWPv2c)

agent to deliver the notification using either a trap or an inform
The decision as to which PDU to deliver to the recipient is generally
a matter of local configuration. Vendors should recomend the use of
i nforns over traps for NOTIFI CATI ON- TYPE data since the agent can use
the presence or absence of a response to help know whether it needs
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to retransmit or not. Overall, it is preferable to use an inform
instead of a trap so that changes have a higher likelihood of
confirmed end-to-end delivery.

As a matter of M B nodul e design, when practical, the NOTIFI CATI O\
TYPE should include in the PDU all of the nodified columar objects
inarowof atable. This nakes it easier for the managenent
application receiving the notification to keep track of what has
changed in the row of a table and perform addition analysis on the
state of the managed el enents.

However, the use of notifications to comunicate the state of a

rapi dly changi ng object may not be ideal either. This |eads us back
to the M B nodul e design question of what is the right |evel of
granularity to expose.

Finally, having to poll many "Last Change" objects does not scale
wel | . Consider providing a global LastChange type object to
represent overall configuration in a given agent inplenmentation

3.3.6. Optimzing Configuration Data Transfer

Confi gurati on managenent software should keep track of the current
configuration of all devices under its control. 1t should ensure
that the result is a consistent view of the configuration of the
net wor k, which can hel p reduce inadvertent configuration errors.

In devices that have very |arge anmounts of configuration data, it can
be costly to both the agent and the nanager to have the manager
periodically poll the entire contents of these configuration tables
for synchronization purposes. A benefit of good synchronization

bet ween t he manager and the agent is that the manager can determ ne
the small est and nost effective set of data to send to nanaged

devi ces when configuration changes are required. Depending on the
tabl e organization in the managed device and the agent

i npl enentation, this practice can reduce the burden on the managed
device for activation of these configuration changes.

In the previous section, we discussed the "Last Change" style of
object. \When viewed against the requirements just described, the
Last Change object is insufficient for |arge amunts of data.

There are three design options that can be used to assist with the

synchroni zati on of the configuration data found in the managed device
with the nanager:
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1) Design nultiple indices to partition the data in a table logically
or break a table into a set of tables to partition the data based
on what an application will use the table for

2) Use a tinme-based indexing technique

3) Define a control MB nodul e that nanages a separate data delivery
pr ot oco

3.3.6.1. Index Design

I ndex design has a major inpact on the anmount of data that nust be
transferred between SNMP entities and can help to mtigate scaling
issues with |large tabl es.

Many tables in standard M B nodul es foll ow one of two indexing
nodel s:

- I ndexi ng based upon increasing Integer32 or Unsigned32 val ues of
the kind one mght find in an array.

- Associative indexing, which refers to the technique of using
potentially sparse indices based upon a "key" of the sort one
woul d use for a hash table.

When tables grow to a very | arge nunber of rows, using an associative
i ndexi ng schene offers the useful ability to efficiently retrieve
only the rows of interest.

For exanple, if an SNVWP entity exposes a copy of the default-free
Internet routing table as defined in the i pCdrRouteTable, it wll
presently contain around 100, 000 rows.

Associ ative indexing is used in the ipC drRouteTabl e and all ows one
to retrieve, for exanple, all routes for a given |IPv4 destination
192. 0. 2/ 24.

Yet, if the goal is to extract a copy of the table, the associative

i ndexi ng reduces the throughput and potentially the performance of
retrieval. This is because each of the index objects are appended to
the object identifiers for every object instance returned.

i pC dr Rout eEnt ry OBJECT- TYPE
SYNTAX | pCi dr Rout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A particular route to a particular destination,
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under a particular policy."
| NDEX {

i pG dr Rout eDest ,

i pG dr Rout eMask,

i pG dr Rout eTos,

i pG dr Rout eNext Hop

}

A sinmple array-like index works efficiently since it mnimzes the

i ndex size and conplexity while increasing the nunber of rows that
can be sent in a PDU. If the indexing is not sparse, concurrency can
be gai ned by sending nultiple asynchronous non-overl appi ng coll ection
requests as is explained in RFC 2819 [32], Page 41 (in the section
pertaining to Host G oup indexing).

Shoul d requirements dictate new methods of access, multiple
i ndi ces can be defined such that both associative and sinple
i ndexi ng can coexi st to access a single |logical table.

Two exanpl es foll ow.

First, consider the ifStackTable found in RFC 2863 [20] and the
i fInvStackTabl e RFC 2864 [33]. They are |ogical equivalents with the
order of the auxiliary (index) objects sinply reversed.

i fStackEntry OBJECT-TYPE

SYNTAX | f StackEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

“"Information on a particular relationship between

two sub-layers, specifying that one sub-layer runs

on "top’ of the other sub-layer. Each sub-Iayer

corresponds to a conceptual rowin the ifTable."

I NDEX { if StackHi gherLayer, ifStackLowerLayer }
o= { ifStackTable 1 }

i flnvStackEntry OBJECT-TYPE

SYNTAX [ flnvStackEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Information on a particular relationship between two
sub-l ayers, specifying that one sub-layer runs underneath
the other sub-layer. Each sub-layer corresponds to a
conceptual rowin the ifTable."
I NDEX { ifStackLowerLayer, ifStackH gherlLayer }

o= { iflnvStackTable 1 }
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Second, table designs that can factor data into nultiple tables with
wel | -defined rel ationshi ps can hel p reduce overall data transfer

requi rements. The RMON-M B, RFC 2819 [32], denonstrates a very
useful technique of organizing tables into control and data
conponents. Control tables contain those objects that are configured
and change infrequently, and the data tables contain information to
be collected that can be large and may change quite frequently.

As an exanpl e, the RMON host Control Tabl e provides a way to specify
how to coll ect MAC addresses | earned as a source or destination from
a given port that provides transparent bridgi ng of Ethernet packets.

Configuration is acconplished using the hostControl Table. It is

i ndexed by a sinple integer. Wile this nmay seemto be array-|li ke,
it is common practice for comrand generators to encode the iflndex
into this sinple integer to provide associative | ookup capability.

The RMON host Tabl e and host Ti neTabl e represent dependent tables that
contain the results indexed by the hostControl Table entry.

The hostTable is further indexed by the MAC address whi ch provides
the ability to reasonably search for a collection, such as the
Organi zationally Unique lIdentifier (QUI), the first three octets of
t he MAC addr ess.

The hostTi meTabl e is designed explicitly for fast transfer of bulk
RMON data. It denmonstrates how to handl e collecting | arge nunber of
rows in the face of deletions and insertions by providing

host Cont r ol Last Del et eTi ne.

host Cont r ol Last Del et eTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTine when the |ast entry
was del eted fromthe portion of the hostTable
associated with this hostControl Entry. If no
del eti ons have occurred, this value shall be zero."
::={ hostControl Entry 4 }

3.3.6.2. Tine Based | ndexing
The TineFilter as defined in RFC 2021 [44] and used in RMON2-M B and
Q BRIDGE-M B (RFC 2674 [26]) provides a way to obtain only those rows

that have changed on or after sone specified period of time has
passed.
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One drawback to TinmeFilter index tables is that a given row can
appear at many points in tinme, which artificially inflates the size
of the table when performing standard get Next or getBul k data
retrieval

3.3.6.3. Alternate Data Delivery Mechani sms

If the amount of data to transfer is larger than current SNMP design
restrictions permt, as in the case of OCTET STRI NGS (64k m nus
overhead of | P/ UDP header plus SNWP header plus varbind list plus
var bi nd encodi ng), consider delivery of the data via an alternate
met hod, such as FTP and use a MB nodule to control that data
delivery process. |In nmany cases, this problemcan be avoided via
effective MB design. 1In other words, object types requiring this
ki nd of transfer size should be used judiciously, if at all

There are many enterprise MB nodul es that provide control of the
TFTP or FTP protocol. Oten the SNVWP part defines what to send where
and setting an object initiates the operation (for an exanple, refer
to the CI SCO FTP-CLI ENT-M B, discussed in [38]).

Various approaches exist for allowi ng a | ocal agent process running
wi thin the managed node to take a tenplate for an object instance
(for exanple for a set of interfaces), and adapt and apply it to al

of the actual instances within the node. This is an architecture for
one form of policy-based configuration (see [36], for exanple). Such
an architecture, which nust be designed into the agent and sone
portions of the MB nodule, affords the efficiency of specifying nmany
copi es of instance data only once, along with the execution
efficiency of distributing the application of the instance data to
the agent.

QO her work is currently underway to inprove efficiency for bul k SNW
transfer operations [37]. The objective of these efforts is sinply
the conveyance of nore information with | ess overhead.

3.4. More Index Design |ssues

Section 3.3.5 described considerations for table row i ndex design as
it pertains to the synchronization of changes within sizable table
rows. This section sinply considers how to specify this syntactically
and how to manage indi ces senmantically.

In many respects, the design issues associated with indices in a MB
nodul e are simlar to those in a database. Care mnmust be taken during
the design phase to determi ne how often and what kind of information
must be set or retrieved. The next few points provide sone gui dance.
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3.4.1. Sinple Integer Indexing

When i ndexi ng tabl es using sinple Integer32 or Unsigned32, start with
one (1) and specify the maxi numrange of the value. Since object
identifiers are unsigned |ong values, a question that arises is why
not index fromzero (0) instead of one(l)~?

RFC 2578 [2], Section 7.7, page 28 states the follow ng: |nstances
identified by use of integer-valued objects should be nunbered
starting fromone (i.e., not fromzero). The use of zero as a val ue
for an integer-val ued i ndex object type should be avoi ded, except in
speci al cases. Consider the provisions afforded by the follow ng
textual convention fromthe Interfaces G oup MB nodul e [33]:

I nterfacel ndexOrZero :: = TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"This textual convention is an extension of the
I nterfacel ndex convention. The latter defines a greater
than zero value used to identify an interface or interface
sub-layer in the nmanaged system This extension permits the
addi ti onal value of zero. the value zero is object-specific
and nust therefore be defined as part of the description of
any object which uses this syntax. Exanples of the usage of
zero mght include situations where interface was unknown,
or when none or all interfaces need to be referenced."

SYNTAX I nteger32 (0..2147483647)

3.4.2. Indexing with Network Addresses

There are many objects that use | Pv4 addresses (SYNTAX | pAddress) as
i ndexes. One such table is the i pAddrTable from RFC 2011 [14] | P-
MB. This linmts the usefulness of the MB nodule to IPv4. To avoid
such limtations, use the addressing textual conventions | NET-
ADDRESS-M B [13] (or updates to that M B nodul e), which provides a
generic way to represent addresses for Internet Protocols. |n using
the I net Address textual convention in this MB, however, pay heed to
the follow ng advisory found in its description clause:

VWhen this textual convention is used as the syntax of an index
object, there may be issues with the limt of 128 sub-identifiers
specified in SMv2, STD 58. In this case, the OBJECT- TYPE
declaration MJUST include a 'SIZE' clause to limt the nunber of
potential instance sub-identifiers.
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limtation on the 128 sub-identifier

speci fication when using certain kinds of network address index

types. The nost
has been with DNS nanes,
The probl em can be,

i kely practica

of course

liability encountered in practice
which can in fact be in excess of 128 bytes.
conpounded when mul tipl e indices of

this type are specified for a table.

3.5. Conflicting Controls

M B nodul e desi gners shoul d avoid specifying read-wite objects that
overlap in function partly or conpletely.

Consider the follow ng situation where two read-wite objects
partially overlap when a dotldBasePortEntry has a correspondi ng

ifEntry.

The BRI DGE-M B defines the foll owi ng managed obj ect:

dot 1dSt pPor t Enabl e OBJECT- TYPE

SYNTAX | NTEGER {

enabl ed(1),

di sabl ed(2) }
ACCESS read-wite

STATUS nmndat ory
DESCRI PTI ON

"The enabl ed/ di sabl ed status of the port."

REFERENCE

"| EEE 802. 1D-1990: Section 4.5.5.2"

::= { dotldStpPortEntry 4 }

The IF-M B defines a sim|lar

i f Adm nSt at us OBJECT- TYPE

nmanaged obj ect:

SYNTAX | NTEGER {
up(1), -- ready to pass packets
down(2),
testing(3) -- in sone test node
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The desired state of the interface.
state indicates that no operationa

passed.

The testing(3)
packets can be

When a managed systeminitializes, al

interfaces start with ifAdm nStatus in the down(2) state.

As a result of either explicit managenent action or

per

configuration information retained by the managed system
i fAdm nStatus is then changed to either the up(l) or
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testing(3) states (or renains in the down(2) state)."
o= { ifEntry 7}

If ifAdminStatus is set to testing(3), the value to be returned for
dot 1dSt pPort Enabl e is not defined. Wthout clarification on how

these two objects interact, managenent inplenentations will have to
noni tor both objects if bridging is detected and correl ate behavi or

The dot 1dSt pPort Enabl e obj ect type could have been witten with nore
i nformati on about the behavior of this object when val ues of

i f Adm nSt atus which inpact it change. For exanple, text could be
added that described proper return values for the dot1dStpPortEnable
obj ect instance for each of the possible values of ifAdm nStatus.

In those cases where overl ap between objects is unavoi dable, then as
we have just described, care should be taken in the description of
each of the objects to describe their possible interactions. 1In the
case of an object type defined after an incunbent object type, it is
necessary to include in the DESCRIPTION of this |later object type the
details of these interactions.

3.6. Textual Convention Usage

Textual conventions should be used whenever possible to create a
consi stent semantic for an oft-recurring datatype

M B nodul es often define a binary state object such as enabl e/ di sabl e
or on/off. Current practice is to use existing Textual Conventions
and define the read-write object in terms of a TruthValue from
SNWPv2-TC [3]. For exanple, the Q BRI DGE-M B [ 26] defi nes:

dot 1dTraf fi cCl assesEnabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The value true(1l) indicates that Traffic Cl asses are
enabl ed on this bridge. Wen false(2), the bridge
operates with a single priority level for all traffic."
DEFVAL { true }
::= { dot 1dExt Base 2 }

Textual conventions that have a reasonabl e chance of being reused in
other M B nodul es ideally should al so be defined in a separate MB
nodul e to facilitate sharing of such object types. For exanple, al
ATM M B nodul es draw on the ATMTC-MB [39] to reference and utilize
common definitions for addressing, service class values, and the
like.
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To sinplify managenent, it is recommended that existing SNWPv2-TC
based definitions be used when possi ble. For exanmple, consider the
foll owi ng object definition:

acnePat i oLi ght s OBJECT- TYPE
SYNTAX | NTECGER {

on(1),

of f(2),
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Current status of outdoor lighting."
.= { acneQutDoorEl ectrical Entry 3 }

This could be defined as foll ows using existing SNMPv2- TC Trut hVal ue.

acnePat i oLi ght sOn OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI 2096PTI ON
"Current status of outdoor lighting. Wen set to true (1),
this neans that the lights are enabl ed and turned on
When set to false (2), the lights are turned off."

.= { acneCQutDoorEl ectrical Entry 3 }

3.7. Persistent Configuration

Many network devices have two | evels of persistence with regard to
configuration data. |In the first case, the configuration data sent
to the device is persistent only until changed with a subsequent
configuration operation, or the systemis reinitialized. The second
level is where the data is made persistent as an inherent part of the
acceptance of the configuration information. Some configuration
shares both these properties, that is, that on acceptance of new
configuration data it is saved pernmanently and in nmenory. Neither of
these necessarily neans that the data is used by the operationa

code. Sonetimnmes separate objects are required to activate this new
configuration data for use by the operational code.

However, many SNMP agents presently inplenent sinple persistence
nodel s, which do not reflect all the relationships of the
configuration data to the actual persistence nodel as described
above. Sone SNWP set requests against M B objects with MAX- ACCESS
read-write are witten automatically to a persistent store. In other
cases, they are not. In sonme of the latter cases, enterprise MB
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objects are required in order to get standard configuration stored,
thus making it difficult for a generic application to have a
consi stent effect.

There are standard conventions for saving configuration data. The
first method uses the Textual Convention known as StorageType [ 3]
which explicitly defines a given row s persistence requirenent.

Exanpl es include the RFC 3231 [25] definition for the schedTable row
obj ect schedSt orageType of syntax StorageType, as well as simlar row
objects for virtually all of the tables of the SNWP Vi ew based Access
Control Model MB [10].

A second net hod for persistence sinply uses the DESCRI PTION cl ause to
define how i nstance data shoul d persist. RFC 2674 [26] explicitly
defines Dot1gVl anStati cEntry data persistence as foll ows:

dot 1qVl anSt ati cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1qVlI anStati cEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing static configuration information for
each VLAN configured into the device by (local or
networ k) managenent. All entries are permanent and wil |
be restored after the device is reset."

::={ dotlgMan 3}

The current practice is a dual persistence nodel where one can make
changes to run-tinme configuration as well as to a non-volatile
configuration read at device initialization. The DI SMAN- SCHEDULE-M B
nodul e [ 25] provides an exanple of this practice. A rowentry of its
SchedTabl e specifies the paranmeters by which an agent M B variabl e

i nstance can be set to a specific value at some point in tinme and
governed by other constraints and directives. One of those is:

schedSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object defines whether this schedul ed action is kept
in volatile storage and | ost upon reboot or if this rowis
backed up by non-volatile or permanent storage.

Conceptual rows having the value ‘permanent’ nust all ow
wite access to the columar objects schedDescr

schedl nterval, schedCont ext Name, schedVari abl e, schedVal ue,
and schedAdm nStatus. |If an inplenentation supports the
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schedCal endar G oup, wite access nmust be also allowed to
the col umar objects schedWekDay, schedMonth, schedDay,
schedHour, schedM nute."

DEFVAL { volatile }

::={ schedEntry 19 }

It is inmportant, however, to reiterate that the persistence is
ultimately controlled by the capabilities and features (with respect
to the storage nodel of managenent data) of the underlying system on
which the M B Mdul e agent is being inplemented. This falls into
very much the sane kind of issue set as, for exanple, the situation
where the size of data storage in the systemfor a Counter object
type is not the sane as that in the corresponding MB (bject Type.
To generalize, the final word on the "when" and "how' of storage of
persistent data is dictated by the systemand the inplenentor of the
agent on the system

3.8. Configuration Sets and Activation

An essential notion for configuration of network el enments with SNWP
i s awareness of the difference between the set of one or nore
configuration objects fromthe activation of those configuration
changes in the actual subsystem That is, it often only makes sense
to activate a group of objects as a single 'transaction’

3.8.1. Operational Activation Considerations

A M B nodul e design nmust consider the inplications of the preceding
in the context of changes that will occur throughout a subsystem when
changes are activated. This is particularly true for configuration
changes that are conplex. This conplexity can be in terns of
configuration data or the operational ramfications of the activation
of the changes in the managed subsystem A practical technique to
accommodate this kind of activation is the partitioning of contained
configuration sets, as it pertains to their being activated as
changes. Any conpl ex configuration should have a master on/off
switch (MB object type) as well as strategically placed on/off
switches that partition the activation of configuration data in the
managed subsystem These controls play a pivotal role during the
configuration process as well as during subsequent diagnostics.
CGeneral ly, a series of set operations should not cause an agent to
activate each object, causing operational instability to be

i ntroduced with every changed object instance. To avoid this
liability, ideally a series of Set PDUs can install the configuration
and a final set series of PDUs can activate the changes.
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During diagnostic situations, certain on/off switches can be set to
| ocali ze the perceived error instead of having to renove the
configurati on.

An exanpl e of such an object fromthe OSPF Version 2 MB [29] is the
gl obal ospfAdnmi nSt at :

ospf Admi nSt at OBJECT- TYPE

SYNTAX St at us

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The adm nistrative status of GOSPF in the
router. The value 'enabl ed’ denotes that the
OSPF Process is active on at |east one interface;
"di sabled’ disables it on all interfaces."

::= { ospfCeneral Goup 2}

El sewhere in the OSPF M B, the semantics of setting ospfAdm nStat to
enabl ed(2) are clearly spelled out.

The Scheduling M B [25] exposes such an object on each entry in the
schedul ed actions table, along with the correspondi ng stats object
type (with read-only ACCESS) on the schedul ed actions row instance.

This reflects a recurring basic design pattern which brings about
semantic clarity in the object type usage. A table can expose one
col umar object type which is strictly for admnistrative control
VWen read, an instance of this object type will reflect its |ast set
or defaulted value. A conpani on operational columar object type,
wi th MAX- ACCESS of read-only, provides the current state of
activation or deactivation resulting fromthe |ast set of the

adnmi ni strative columar instance. It is fully expected that these
admi ni strative and operational columar instances may reflect

di fferent values over sone period of time of activation |atency,
which is why they are separate. Further sections display sone of the
probl ens which can result fromattenpting to conbine the operationa
and administrative row columms into a single object type.

Note that all of this is independent of the RowStatus col umar

object, and the notion of 'activation as it pertains to RowStatus.

A defined RowSt at us object type should be strictly concerned with the
managenent of the table rowitself (with "activation' indicating "the
conceptual row is available for use by the nanaged device" [3], and
not to be confused with any operational activation semantics).
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In the follow ng exanpl e, schedAdm nStatus controls activation of the
schedul ed action, and schedOperStatus reports on its operationa
st at us:

schedAdm nSt at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The desired state of the schedule.”
DEFVAL { disabled }
::={ schedEntry 14 }

schedOper St at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed( 1),
di sabl ed(2),
fini shed(3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current operational state of this schedule. The state
enabl ed(1) indicates this entry is active and that the
scheduler will invoke actions at appropriate times. The
di sabl ed(2) state indicates that this entry is currently
i nactive and ignored by the scheduler. The finished(3)
state indicates that the schedul e has ended. Schedul es
in the finished(3) state are ignored by the schedul er
A one-shot schedule enters the finished(3) state when it
deactivates itself."

::={ schedEntry 15 }

3.8.2. RowStatus and Deacti vation

RowSt at us obj ects shoul d not be used to contro
activation/deactivation of a configuration. While RowStatus |ooks
ideally suited for such a purpose since a management application can
set arowto active(l), then set it to notlnService(2) to disable it
then make it active(l) again, there is no guarantee that the agent
won't discard the rowwhile it is in the notlnService(2) state. RFC
2579 [ 3], page 15 states:
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The agent nust detect conceptual rows that have been in either
state for an abnornally |long period of tinme and renmove them It
is the responsibility of the DESCRI PTI ON cl ause of the status
colum to indicate what an abnormally | ong period of time would
be.

The DI SMAN- SCHEDULE- M B' s managed obj ect schedAdm nSt at us
denonstrates how to separate row control fromrow activation.

Setting the schedAdmi nStatus to disabled(2) does not cause the rowto
be aged out/renoved fromthe table.

Finally, a reasonable agent inplenentation rmust consider how many
rows will be allowed to be created in the not Ready/ notlnService state
such that resources are not exhausted by an errant application.

3.9. SET Operation Latency

Many standards track and enterprise MB nodul es that contain read-
wite objects assune that an agent can conplete a set operation as
qui ckly as an agent can send back the status of the set operation to
the application.

Consi der the subtle operational shortcomngs in the foll ow ng object.
It both reports the current state and allows a SET operation to
change to a possibly new state.

wheel Rot ati onState OBJECT- TYPE
SYNTAX | NTEGER { unknown(0),
ide(l),
spi nCl ockwi se(2),
spi nCount er C ockwi se( 3)

}
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The current state of a wheel."
= { XXX 2}
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Wth the object defined, the followi ng exanple represents one possible
transacti on.

Time Command CGenerator -------- > <--- Command Responder
| |
A Get PDU(wheel RotationState. 1.1)
|
| ResponsePDU( error-index O,
| error-code 0)
|
B wheel Rot ati onState. 1.1 == spi nCl ockw se(2)
|
C Set PDU(wheel RotationState. 1.1 =
| spi nCount er C ockwi se( 3)
|
| ResponsePDU( error -i ndex O,
| error-code 0)
|
D wheel RotationState. 1.1
== spi nCount er C ockwi se(3)
|
E Get PDU(wheel RotationState. 1. 1)
|
F ResponsePDU( error-i ndex O,
| error-code 0)
|
\% wheel RotationState. 1.1 == spi nC ockw se(2)
....sone tine, perhaps seconds, later....
|
G Get PDU( wheel RotationState. 1. 1)
|
H ResponsePDU( error-i ndex O,
| error-code 0)
| wheel RotationState. 1.1
\% == spi nCount er C ockwi se(3)

The response to the GET request at time E will often confuse
managenment applications that assunme the state of the object should be
spi nCount er G ockwi se(3). In reality, the wheel is slow ng down in
order to conme to the idle state then begin spinning counter

cl ockwi se.

This possibility of confusing and paradoxi cal interactions of

admini strative and operational state is inevitable when a single
object type is used to control and report on both types of state.

One comon practice which we have already seen is to separate out the
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desired (settable) state fromcurrent state. The objects
i f Admi nStatus and i fOperStatus from RFC 2863 [20] provide such an
exanpl e of the separation of objects into desired and current state.

3.9.1. Subsystem Latency, Persistence Latency, and Activation Latency

A second way | atency can be introduced in SET operations is caused by
delay in agent inplenentations that nust interact with | oosely
coupl ed subsystens. The time it takes the instrunented systemto
accept the new configuration information fromthe SNMP agent, process

it and "install’ the updated configuration in the system or otherw se
process the directives can often be |onger than the SNVP response
ti meout.

In these cases, it is desirable to provide a "current state" object
type which can be polled by the nmanagement application to determ ne
the state of control of the |oosely coupled subsystem whi ch was
affected by its configuration update.

More generally, sone M B objects may have high | atenci es associ at ed
with changes to their values. This could be either a function of
saving the changed value to a persistent storage type, and/or
activating a subsystemthat inherently has high | atency as di scussed
above. Wien defining such MB objects, it mght be wise to have the
agent process set operations in the nmanaged subsystem as soon as the
Set PDU has been processed, and then update appropriate status

obj ects when the save-to- persistent storage and (if applicable)
activation has succeeded or is otherw se conplete. Another approach
woul d be to cause a notification to be sent that indicates that the
operation has been conpl et ed.

When you describe an activation object, the DESCRI PTION cl auses for
these objects should give a hint about the likely latency for the
conpl etion of the operation. Keep in mnd that froma managenent

sof tware perspective (as presented in the exanple of schedAdm nStat us
in Section 3.8.1), the conbined | atency of saving-to-persistence and
activation are not distinguishable when they are part of a single
operation.

3.10. Notifications and Error Reporting

For the purpose of this section, a '"notification' is as described in
the SMv2, RFC 2578 [2], by the NOTI FI CATI ON- TYPE nacro.
Notifications can be sent in either SNMPv2c [19] or SNWPv3 TRAP or

I nf ormMRequest PDUs. G ven the sensitivity of configuration
information, it is recomrended that configuration operations always
be performed using SNVPv3 due to its enhanced security capabilities.
I nf or mMRequest PDUs shoul d be used in preference to TRAP PDUs since
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the recipient of the InfornRequest PDUs responds with a Response PDU
Thi s acknowl edgnment can be used to avoid unnecessary retransm ssion
of NOTI FI CATI ON- TYPE i nformati on when retransmni ssions are in fact
requi red. The use of |nformRequest PDUs (as opposed to TRAPS) is not
at the control of the MB npdul e desi gner or agent inplenentor. The
determ nation as to whether or not a TRAP or InfornmRequest PDU is
sent froman SNMPv2c or SNMPv3 agent is generally a function of the
agent’s local configuration (but can be controlled with MB objects
in SNMPv3). To the extent notification tinmeout and retry values are
determ ned by |l ocal configuration paraneters, care should be taken to
avoi d unnecessary retransm ssion of |nfornRequest PDUs.

Configuration change and error information conveyed in |nfornmRequest
PDUs can be an inportant part of an effective SNMP-based nanagenent

system They al so have the potential to be overused. This section
of fers sone gui dance for effective definition of NOTIFI CATI ON- TYPE

i nformati on about configuration changes that can be carried in

I nf ormMRequest PDUs. Notifications can also play a key role for al

ki nds of error reporting fromhardware failures to configuration and
general policy errors. These types of notifications should be

desi gned as described in Section 3.11 (Application Error Reporting).

3.10.1. Identifying Source of Configuration Changes

A NOTI FI CATI ON- TYPE designed to report configuration changes shoul d
report the identity of the managenent entity initiating the
configuration change. Specifically, if the entity is known to be a
SNWVP conmand generator, the transport address and SNMP paraneters as
found in table snnmpTarget ParansTabl e from RFC 3413 SNWP- TARGET- M B
shoul d be reported where possible. For reporting of configuration
changes outside of the SNWMP donmain, the applicabl e change mechani sm
(for example, CLI vs. HITP-based managenent client access) shoul d be
reported, along with whatever notion of "user ID' of the change
initiator is applicable and avail abl e.

3.10.2. Limting Unnecessary Transm ssion of Notifications

The design of event-driven synchronization nodels, essential to
confi gurati on managenment, can use notifications as an inportant
enabl i ng techni que. Proper usage of notifications allows the
manager’s view of the managed el enment’s configuration to be in close
synchroni zation with the actual state of the configuration of the
nmanaged el enment.

When desi gni ng new NOTI FI CATI ON- TYPEs, consider howto limt the
nunber of notifications PDUs that will be sent with the notification
informati on defined in the NOTI FI CATION-TYPE in response to a
configuration change or error event.
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I nf or mMRequest PDUs, when conpared to TRAP PDUs, have an inherent
advant age when the concern is the reduction of unnecessary nessages
fromthe system generating the NOTI FI CATI ON- TYPE data, when in fact
retransm ssion of this data is required. That is, an InfornmRequest
PDU i s acknow edged by the receiving entity with a Response PDU. The
recei pt of this response allows the entity which generated the

I nf ormMRequest PDU to verify (and record an audit entry, where such
facilities exist on the agent systen) that the nessage was received.
As a matter of notification protocol, this receipt guarantee is not
avai | abl e when using TRAP PDUs, and if it is required, must be
acconpl i shed by the agent using some mechani smout of band to SNWP
and usually requiring the penalty of polling.

Regardl ess of the specific PDUs used to convey them one way to limt
the unnecessary generation of notifications is to include in the

NOTI FI CATI ON- TYPE definition situations where it need not be sent. A
good example is the frDLClI St at usChange defined i n FRAME- RELAY- DTE-

M B, RFC 2115 [21].

fr DLCI St at usChange NOTI FI CATI ON- TYPE
OBJECTS { frCrcuitState }

STATUS current
DESCRI PTI ON
"This trap indicates that the indicated Virtual Circuit
has changed state. It has either been created or
i nval i dated, or has toggl ed between the active and
i nactive states. |If, however, the reason for the state

change is due to the DLCM goi ng down, per-DLCl traps
shoul d not be generated.”
.= { frameRel ayTraps 1 }

There are a nunber of other techniques which can be used to reduce
the unwant ed generation of NOTIFI CATI ON-TYPE i nformati on. When
defining notifications, the designer can specify a nunber of tenpora
[imtations on the generation of specific instances of a

NOTI FI CATI ON- TYPE. For exanple, a definition could specify that
nessages will not be sent nore frequently than once every 60 seconds
while the condition which led to the generation of the notification
persists. Alternately, a NOTIFI CATI ON- TYPE DESCRI PTI ON cl ause coul d
provide a fixed Iimt on the nunber of nessages sent over the
duration of the condition |l eading to sending the notification

I f NOTI FI CATI ON- TYPE transmi ssion i s "aggregated" in sone way -
bounded either tenporally or by absolute system state change as
descri bed above - the optimal design technique is to have the data
delivered with the notification reference the actual nunber of
under | yi ng managed el ement transitions which brought about the
notification. No matter which threshold is chosen to govern the
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actual transm ssion of NOTIFI CATION-TYPEs, the idea is to describe an
aggregated event or related set of events in as few PDUs as possi bl e.

3.10.3. Control of Notification Subsystem

There are standards track M B npdul es that define objects that either
augnent or overlap control of notifications. For instance, FRAME-
RELAY- DTE-M B RFC 2115 defines frTrapMaxRate and DOCS- CABLE- DEVI CE-
M B defines a set of objects in docsDevEvent that provide for rate
l[imting and filtering of notifications.

In the past, agents did not have a standard nmeans to configure a
notification generator. Wth the availability of the SNWP-

NOTI FI CATION-M B nodul e in RFC 3413 [9], it is strongly reconmended
that the filtering functions of this MB nodule be used. This MB
facilitates the mappi ng of given NOTIFI CATI ON-TYPEs and their

i ntended recipients.

If the mechani sms of the SNWVP-NOTI FI CATION-M B are not suitable for
this application, a explanation of why they are not suitable should
be included in the DESCRI PTI ON cl ause of any replacenent contro

obj ect s.

3.11. Application Error Reporting

M B nodul e desi gners should not rely on the SNWP protocol error
reporting nechani sns alone to report application |ayer error state
for objects that accept SET operati ons.

Most M B nodul es that exist today provide very little detail as to
why a configuration request has failed. Oten the only information
provided is via SNWP protocol errors which generally does not provide
enough infornmation about why an agent rejected a set request.
Typically, there is an incunbent and sizable burden on the
configuration application to determne if the configuration request
failure is the result of a resource issue, a security issue, or an
application error.

| deal |y, when a "badVal ue" error occurs for a given set request, an
application can query the agent for nore details on the error. A
badVal ue does not necessarily mean the command generator sent bad
data. An agent could be at fault. Additional detail ed diagnostic
information may aid in diagnosing conditions in the integrated
system
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Consi der the requirenent of conveying error information about a MB
expression 'object’ set within the D SMAN- EXPRESSI ON-M B [ 40] t hat
occurs when the expression is evaluated. Cearly, none of the
avai |l abl e protocol errors are relevant when reporting an error

condition that occurs when an expression is evaluated. Instead, the
DI SMAN- EXPRESSI ON- M B provi des objects to report such errors (the
expErrorTable). Instead, the expErrorTabl e naintains informtion

about errors that occur at evaluation tine:

expErrorEntry OBJECT- TYPE

SYNTAX ExpErrorEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on about errors in processing an expression
Entries appear in this table only when there is a matching
expExpressi onEntry and then only when there has been an
error for that expression as reflected by the error codes
defined for expErrorCode."

| NDEX { expExpressi onOwner, expExpressionNane }

More specifically, a MB nodul e can provi de configuration
applications with informati on about errors on the managed devi ce by
creating columar object types in |log tables that contain error

i nformation particular to errors that occur on row activation

Notifications with detailed failure information objects can al so be
used to signal configuration failures. |If this approach is used, the
configuration of destinations for NOTIFI CATI ON- TYPE dat a gener ated
fromconfiguration failures should be considered i ndependently of the
those for other NOTIFI CATI ON- TYPEs which are generated for other
operational reasons. In other words, in many managemnent

environnents, the network operators interested in NOTIFI CATI ON- TYPES
generated from configuration failures may not conpletely overlap with
the community of network operators interested in NOTIFI CATI ON- TYPEs
generated from for exanple, network interface failures.

3.12. Designing MB Mdules for Miltiple Mnagers

VWen designing a MB nodule for configuration, there are severa
pertinent considerations to provide support for multiple nanagers.

The first is to avoid any race conditions between two or nore
aut hori zed managenent applications issuing SET protocol operations
spanni ng over nore than a single PDU

The standard textual convention document [3] defines Test Andl ncr
often called a spinlock, which is used to avoid race conditions.
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A M B nodul e designer may explicitly define a synchronization object
of syntax TestAndlncr or nmay choose to rely on snnpSet Serial No (a
gl obal spinlock object) as defined in SNVPv2- M B.

snmpSet Seri al No OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"An advisory |l ock used to allow several cooperating
conmand generator applications to coordinate their
use of the SNWP set operation

This object is used for coarse-grain coordination
To achieve fine-grain coordination, one or nore simlar
objects m ght be defined within each M B group, as
appropriate.”

o= { snnpSet 1}

Anot her proni nent Test Andl ncr exanpl e can be found in the SNWP-
TARGET- M B [9], snnpTarget Spi nLock

Secondl y, an agent should be able to report configuration as set by
different entities as distinguishable fromconfiguration defined
external to the SNMP donmin, such as application of a default or
through an alternate nanagenent interface |ike a command |line
interface. Section 3.10.1 describes considerations for this practice
when desi gni ng NOTI FI CATI ON- TYPES. The Omner String textua

convention from RMON-M B RFC 2819 [32] has been used successfully for
this purpose. More recently, RFC 3411 [1] introduced the

SnnpAdmi nString whi ch has been designed as a UTF8 string. This is
nore suitable for representing names in nmany | anguages.

Experi ence has shown that usage of OwnerString to represent row
owner ship can be a useful diagnostic tool as well. Specifically, the
use of the string "nmonitor" to identify configuration set by an
agent/l ocal nmanagenment has been preval ent and useful in applications.

Thirdly, consider whether there is a need for nmultiple managers to
configure the same set of tables. |If so, an "OmerString" may be
used as the first conponent of a table’s index to allow VACMto be
used to protect access to subsets of rows, at |least at the |evel of
securityNanme or groupNanme provided. RFC 3231 [25], Section 6

presents this technique in detail. This technique does add
conplexity to the managed device and to the configuration managenent
application since the manager will need to be aware of these

addi ti onal col ummar objects in configuration tables and act
appropriately to set them Additionally, the agent nust be
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configured to provide the appropriate instance-level restrictions on
the nodifiability of the instances.

3.13. OQher MB Mdul e Design |Issues

3.13.1. Cctet String Aggregations
The OCTET STRI NG syntax can be used as an extrenely flexible and
useful datatype when defining managed objects that all ow SET
operation. An octet string is capable of nmodeling many things and is
[imted in size to 65535 octets by SMv2[2].
Since OCTET STRINGS are very flexible, the need to nake t hem usef ul
to applications requires careful definition. Oherw se, applications
will at nost sinply be able to display and set them
Consi der the follow ng object fromRFC 3418 SNWv2-M B [ 11].

sysLocati on OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The physical location of this node (e.g., ‘telephone
closet, 3rd floor’). |If the location is unknown, the val ue
is the zero-length string."

c:={ system©6 }

Such informati onal object types have come to be colloquially known as
"scratch pad objects". While often useful, should an application be
required to do nore with this information than be able to read and
set the value of this object, a nore precise definition of the
contents of the OCTET STRING i s needed, since the actual format of an
i nstance for such an object is unstructured. Hence, alternatively,

di viding the object type into several object type definitions can
provide the required additional structural detail

When using OCTET STRINGS, avoid platform dependent data formats.
Al so avoid using OCTET STRINGS where a nore precise SM syntax such
as SnnmpAdmi nString or BITS woul d work.

There are many M B nodul es that attenpt to optimze the anount of
data sent/received in a SET/GET PDU by packing octet strings with
aggregate data. For exanple, the PortList syntax as defined in the
Q BRIDGE-M B (RFC 2674 [26]) is defined as follows:
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PortLi st ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Each octet within this value specifies a set of eight
ports, with the first octet specifying ports 1 through
8, the second octet specifying ports 9 through 16, etc.
Wthin each octet, the nobst significant bit represents
the | owest nunbered port, and the |east significant bit
represents the highest nunmbered port. Thus, each port
of the bridge is represented by a single bit within the
value of this object. |If that bit has a value of 1
then that port is included in the set of ports; the port
is not included if its bit has a value of "0 ."

SYNTAX OCTET STRI NG

Thi s compact representati on saves on data transfer but has sone
[imtations. Such conplex instance information is difficult to
ref erence outside of the object or use as an index to a table.
Additionally, with this approach, if a value within the aggregate
requi res change, the entire aggregated object instance nust be
witten.

Providing an SNVP table to represent aggregate data avoids the
limtations of encoding data into OCTET STRINGs and is thus the
better general practice.

Finally, as previously mentioned in Section 3.3.6.3, one should
consi der the practical ramfications of instance transfer for object
types of SYNTAX OCTET STRI NG where they have typical instance data
requirenents close to the upper boundary of SMv2 OCTET STRI NG

i nstance encodi ng. Where such object types are truly necessary at
all, SNWP/UDP may not be a very scal abl e neans of transfer and
alternatives shoul d be expl ored.

3.13.2. Supporting nultiple instances of a M B Mdule

When defining new M B nodul es, one should consider if there could
ever be multiple instances of this MB nodule in a single SNWP
entity.

M B nodul es exi st that assume a one to many rel ationship, such as

M Bs for routing protocols which can accomobdate nultiple "processes"
of the underlying protocol and its adm nistrative franework.

However, the najority of MB nodul es assune a one-to-one relationship
bet ween t he objects found in the MB nodul e and how nany i nstances
will exist on a given SNWP agent. The OSPF-M B, |P-MB, BRI DGE-M B
are all exanples that are defined for a single instance of the

t echnol ogy.
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It is clear that single instancing of these MB nodules lints
i mpl enentations that m ght support multiple instances of OSPF, |IP
stacks or |ogical bridges.

In such cases, the ENTITY-M B [ RFC2737] can provide a means for
supporting the one-to-nany rel ationship through nam ng scopes using
the entLogi cal Table. Keep in mind, however, that there are sone
drawbacks to this approach

1) One cannot issue a PDU request that spans nanm ng scopes. For
exanpl e, given two instances of BRIDGE-M B active in a single
agent, one PDU cannot contain a request for dotldBaseNunPorts from
both the first and second instances.

2) Reliance on this technique creates a dependency on the Entity MB
for an application to be able to access nultiple instances of
i nf or mati on.

Alternately, conmpletely independently of the Entity MB, multiple MB
nodul e i nstances can be scoped by different SNWP contexts. This
does, however, require the coordination of this technique with the
admi ni strative establishment of contexts in the configured agent
system

3.13.3. Use of Special Optional C auses

4.

4.

When defining integer-based objects for read-create, read-wite and
read-only semantics, using the UNITS cl ause is recomended in
addition to specification in the DESCRI PTI ON cl ause of any particul ar
details of how UNITs are to be interpreted

The REFERENCE cl ause is also reconmended as a way to help an

i mpl ementer track down related information on a given object. By
addi ng a REFERENCE cl ause to the specific underlying technol ogy
docunent, nmultiple separate inplenentations will be nore likely to
i nteroperate.

| npl enenting SNMP Confi guration Agents
Oper ational Consi st ency

Successful depl oynent of SNWP configuration systens depends on
understanding the roles of MB nbdul e desi gn and agent design
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Bot h nbdul e and agent design need to be undertaken with an
under st andi ng of how UDP/ | P-based SNVP behaves. A current practice
in MB design is to consider the idenpotency of settable objects.

| denpot ency basically nmeans being able to invoke the sane set
operation repeatedly but resulting in only a single activation

Here is an exanple of the idenpotency in action

Manager Agent
Setl (Cbject A Value B) ---> recei ves set OK and responds
X<mmmmm - - Response PDU(OK) is dropped by
net wor k

Manager tines out
and sends again
Set2 (Cbject A Value B) ---> recei ves set OK (does not hing),
r esponds
<-------- with a Response PDU( CK)
Manager receives K

Had object A been defined in a stateful way, the set operation m ght
have caused the Set2 operation to fail as a result of interaction
with Setl. |If the agent inplementation is not aware of such a
possi bl e situation on the second request, the agent nmay behave poorly
by performng the set request again rather than doi ng nothing.

The exampl e above shows that all of the software that runs on a
managed el ement and in nanaged applications should be designed in
concert when possible. Particular enphasis should be placed at the
| ogi cal boundaries of the nanagenent system conponents in order to
ensure correct operation

1. The first interface is between SNVP agents in nmanaged devi ces and
the managenment applications thenselves. The MB docunent is a
contract between these two entities that defines expected behavi or
- it is a type of API

2. The second interface is between the agent and the instrunented
subsystem I n sone cases, the instrunented subsystemw || require
nodi fication to allow for the dynam c nature of SNMP-based
configuration, control and nonitoring operations. Agent
i npl enentors nust al so be sensitive to the operational code and
device in order to mininmze the inpact of management on the
primary subsystens.

Additionally, while the SNWP protocol -1evel and M B nodul e-1 eve

nodel i ng of configuration operations may be idenpotent and stateless
fromone set operation to another, it nmay not be that way in the
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underlyi ng subsystem It is possible that an agent nay need to
manage this state in these subsystemarchitectures explicitly when it
has pl aced the underlying subsysteminto an "internedi ate" state at a
point in processing a series of SET PDUs. Alternatively, depending
on the underlying subsystemin question, the agent may be able to
buffer all of the configuration set operations prior to activating
themin the subsystemall at once (to acconmpbdate the nature of the
subsystem.

As an example, it would be reasonable to define a MB nodule to
control Virtual Private Network (VPN) forwarding, in which a
managenent station could set a set of ingress/egress |IP addresses for
the VPN gateway. Perhaps the M B nodul e presunes that the |evel of
transactionality is the establishnent of a single rowin a table
defining the address of the ingress/egress gateway, along with some
prefix information to assist in routing at the VPN | ayer to that
gateway. However, it would be conceivable that in an underlying
Layer 2 VPN subsysteminstrunentation, the requirenment is that al

exi sting gateways for a VPN be del eted before a new one can be
defined--that, in other words, in order to add a new gateway, g(n),
to a VPN, gateways g(1)..d(n-1) need to be renobved, and then all n
gat eways reestablished with the VPN forwarding service. 1In this
case, one could inmagine an agent which has sonme sort of timer to
establ i sh a bounded wi ndow for receipt of SETs for new VPN gat eways,
and to activate themin this renpval -then-reestablishment of existing
and new gateways at the end of this w ndow.

4.2. Handling Miltiple Managers

Devices are often nodified by multiple nanagenent entities and with
di fferent managenent techniques. It is sonetines the case that an

el emrent is managed by different organizations such as when a device
sits between administrative domains.

There are a variety of approaches that managenent software can use to
ensure synchroni zation of information between the manager(s) and the
nmanaged el enments.

An agent should report configuration changes performed by different
entities. It should also distinguish configuration defined |ocally
such as a default or locally specified configuration nade through an
al ternat e managenent interface such as a command line interface

When a change has been made to the systemvia SNMP, CLI, or other
net hod, a nanaged el enent should send an notification to the
manager (s) configured as recipients of these applicable
notifications. These managenent applications should update their

MacFaden, et al. I nf or mati onal [ Page 43]



RFC 3512 Configuring Networks and Devices wi th SNWP April 2003

| ocal configuration repositories and then take whatever additiona
action is appropriate. This approach can also be an early warni ng of
undesi red configuration changes.

Managers shoul d al so devel op nechani snms to ensure that they are
synchroni zed with each other.

4.3. Specifying Row Moudifiability

Once a RowStatus value is active(l) for a given row, the managenent
application should be able to determ ne what the semantics are for
maki ng additional changes to a row. The RMON M B control table

obj ects spell out explicitly what nmanaged objects in a row can and
cannot be changed once a gi ven RowSt atus goes active

As described earlier, sone operations take sone tine to conplete.
Sone systens also require that they remain in a particular state for
sone period before noving to another. |In sonme cases, a change to one
value may require re-initialization of the system |In all of these
cases, the DESCRI PTION cl ause shoul d contain informati on about

requi renents of the managed system and special restrictions that
managers shoul d observe

4.4, Inplenenting Wite-only Access (bjects

The second version of the SNMP SM dropped direct support for a
wite-only object. It is therefore necessary to return sonething when
readi ng an object that you may have wi shed to have wite-only
semantics. Such objects should have a DESCRI PTI ON cl ause that
details what the return val ues should be. However, regardless of the
approach, the value returned when reading the object instance should
be meani ngful in the context of the object’s senantics.

5. Designing Configuration Managenent Software

In this section, we describe practices that shoul d be used when
creating and depl oyi ng nanagenent software that configures one or
nore systens using SNMP. Functions all configuration managenent
software shoul d provide, regardl ess of the nethod used to convey
configuration information to the nanaged systens are backup, fail-
over, and restoration. A managenent system should have the foll ow ng
features:

1. Anethod for restoring a previous configuration to one or nore
devices. ldeally this restoration should be tine indexed so that
a network can be restored to a configured state as of a specific
time and date.
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2. A nmethod for saving back up versions of the configuration data in
case of hardware or software failure.

3. A method of providing fail-over to a secondary (nanagenent) system
in case of a primary failure. This capability should be depl oyed
in such a way that it does not cause duplicate polling of
configurati on.

These three capabilities are of course inportant for other types of
management that are not the focus of this BCP

5.1. Configuration Application Interactions with Managed Systens

From the point of view of the design of the nanagenment application
there are three basic requirenents to evaluate rel evant to SNW
prot ocol operations and configuration:

o Set and configuration activation operations
o Notifications fromthe device
o Data retrieval and coll ection

Dependi ng on the requirenments of the specific services being
configured, many other requirenents may, and probably will, also be
present.

The design of the system should not assune that the objects in a
device that represent configuration data will remai n unchanged over
tine.

As standard M B nodul es evol ve and vendors add private extensions,
the specific configuration paranmeters for a given operation are
likely to change over time. Even in the case of a configuration
application that is designed for a single vendor, the nanagenent
application should allow for variability in the MB objects that w ]|
be used to configure the device for a particul ar purpose. The best
nmet hod to acconplish this is by separating, as nuch as possible, the
operational semantics of a configuration operation fromthe actua
data. One way that some applications achieve this is by having the
specific configuration objects that are associated with a particul ar
device be table driven rather than hard coded. Ideally, managenent
software should verify the support in the devices it is expected to
nmanage and report any unexpected deviations to the operator. This
approach is particularly val uabl e when devel opi ng applications that
are intended to support equi prment or software fromnultiple vendors.
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5.1.1. SET Operations

Managenment software shoul d be mindful of the environnent in which SET
operations are being deployed. The intent here is to nove
configuration information as efficiently as possible to the managed
device. There are many ways to achi eve efficiency and sonme are
specific to given devices. One general case that all managenent
software should enploy is to reduce the nunber of SET PDU exchanges
bet ween t he managed devi ce and t he managenent software to the
smal | est reasonabl e nunber. One approach to this is to verify the

| argest nunber of variable bindings that can fit into a SET PDU for a
managed device. |In sone cases, the nunmber of variable bindings to be
sent in a particular PDU will be influenced by the device, the
specific MB objects and other factors.

Maxi m zi ng the nunmber of variable bindings in a SET PDU al so has
benefits in the area of managenent application transaction
initiation, as we will discuss in the follow ng section

There are, though, agents that nmay have inplenentation linmitations on
the nunmber and order of varbinds they can handle in a single SET PDU
In this case, sending fewer varbinds will be necessary.

As stated at the outset of this section, the nanagenent application
sof tware desi gner nust be sensitive to the design of the SNWP
software in the managed device. For exanple, the software in the
managed device may require that all that all related configuration

i nformati on for an operation be conveyed in a single PDU because it
has no concept of a transaction beyond a single SNVP PDU. Anot her
exanpl e has to do with the RowStatus textual convention. Sonme SNWP
agents inplenent a subset of the features available and as such the
managenment application nust avoid using features that may not be
supported in a specific table inplenentation (such as createAndWit).

5.1.2. Configuration Transactions

There are several types of configuration transactions that can be
supported by SNMP-based configuration applications. They include
transactions on a scal ar object, transactions in a single table
(within and across row i nstances), transactions across several tables
in a managed device and transacti ons across nmany devices. The
manager’s ability to support these different transactions is partly
dependent on the design of the M B objects used in the configuration
operation.

To make use of any kind of transaction semantics effectively, SNWP

managenment software nmust be aware of the information in the MB
nodules that it is to configure so that it can effectively utilize
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RowSt at us obj ects for the control of transactions on one or nore
tables. Such software rmust al so be aware of control tables that the
devi ce supports that are used to control the status of one or nore
ot her tabl es.

To the greatest extent possible, the managenent application should
provide the facility to support transactions across nultiple devices.
This nmeans that if a configuration operation is desired across
mul ti pl e devices, the manager can coordi nate these configuration
operations such that they becone active as close to sinultaneously as
possi bl e.

Several practical nmeans are present in the SNVP nodel that support
managenment application |evel transactions. One was nentioned in the
precedi ng section, that transactions can be optinized by including
the maxi mum nunber of SET vari abl e bi ndi ngs possible in a single PDU
sent to the agent.

There is an inmportant refinement to this. The set of read-create row
data objects for tables should be sent in a single PDU, and only

pl aced across multiple PDUs if absolutely necessary. The success of
these set operations should be verified through the response(s) to
the Set PDU or subsequent polling of the row data objects. The
appl i cabl e RowSt atus object(s), may be set to active only after this
verification. This is the only tractable neans of affording an
opportunity for per-row roll back, particularly when the configuration
change is across table row i nstances on multiple nanaged devi ces.

Finally, where a M B nodul e exposes the kind of hel pful transaction
managenent object types that were discussed in Section 3.3.5, it is
clearly beneficial to the integrity of the nanagenent application’'s
capacity to handl e transactions to make use of them

5.1.3. Tracking Configuration Changes

As previously described in Section 3.3.5 (Summary Objects and State
Tracking), agents should provide the capability for notifications to
be sent to their configured nanagenent systens whenever a
configuration operation is conpleted or is detected to have fail ed.
The management application nust be prepared to accept these
notifications so that it knows the current configured state of the
devi ces under its control. Upon receipt of the notification, the
managenent application should use getBul k or getNext to retrieve the
configuration fromthe agent and store the relevant contents in the
managenment applicati on database. The GetBul kRequest-PDU is usefu
for this whenever supported by the managed device, since it is nore
efficient than the GetNext Request-PDU when retrieving | arge amounts
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of data. For the purposes of backward conpatibility, the managenent
station should al so support and nake use of the Get Next Request - PDU
when the agent does not support the GetBul kRequest - PDU

Management systemnms shoul d al so provide configuration options with
defaults for users that tend to retrieve the snmallest anpbunt of data
to achieve the particular goal of the application, to avoid
unnecessary | oad on managed devices for the nbst comopn retrieva
operations.

5.1.4. Scalability of Data Retrieva

The techniques for efficient data retrieval described in the
precedi ng sections conprise only one aspect of what application
devel opers shoul d consider in this regard when devel opi ng
configuration applications. Managenent applications shoul d provide
for distributed processing of the configuration operations. This
al so extends to managenent functions that are not the focus of this
docunent. Techni ques of distributed processing can also be used to
provide resilience in the case of network failures. An SNMP-based
configurati on managenent system m ght be deployed in a distributed
fashi on where three systens in different |ocations keep each ot her
synchroni zed. This synchroni zati on can be acconplished w thout

addi tional polling of network devices through a variety of
techniques. In the case of a failure, a 'backup’ system can take
over the configuration responsibilities fromthe fail ed nanager

wi t hout having to re-synchronize with the managed el enents since it
will already be up to date.

6. Deploynent and Security |ssues
Now t hat we have consi dered the design of SNMP M B data for
configuration, agent inplenentation of its access, and nanagenent
application issues in configuration using SNMP, we turn to a variety
of operational considerations which transcend all three areas.

6.1. Basic assunptions about Configuration

The foll owi ng basic assunptions are nmade about real world
configuration nodel s.

1) Operations nust understand and nust be trained in the operation of
a given technology. No configuration system can prevent an
untrai ned operator from causi ng outages due to m sconfiguration

2) Systems undergoi ng configuration changes nmust be able to cope with
unexpected | oss of communi cation at any time.
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6.

6.

During configuration operations, network el enents nust take
appropriate neasures to |leave the configuration in a

consi stent/recogni zabl e state by either rolling back to a
previously valid state or changing to a well-defined or default
state.

3) Configuration exists on a scale fromrelatively unchanging to a
hi gh vol ume, high rate of change. The former is often referred to
as "set and forget" to indicate that the configuration changes
quite infrequently. The latter, "near real-tine change control"
implies a high frequency of configuration change. Design of
configurati on managenent nust take into account the rate and
vol unme of change expected in a given configuration subsystem

2. Secure Agent Considerations

Vendors should not ship a device with a community string 'public’ or
"private’, and agents should not define default comrunity strings
except when needed to bootstrap devices that do not have secondary
managenent interfaces. Defaults lead to security issues that have
been recogni zed and exploited. Wen using SNMPv1l, supporting read-
only conmunity strings is a comon practice.

Version 3 of the SNVP represents the current standard for the

I nternet Managenment Framework and is recommended for all network
managenent applications. |n particular, SNWPv3 provides

aut hori zation, authentication, and confidentiality protection and is
essential to meeting the security considerations for all managenent
of devices that support SNMP-based configuration

3. Authentication Notifications

The default state of RFC 1215 [17] Authentication notifications
shoul d be off. One does not want to risk accidentally sending out
aut hentication failure information, which by itself could constitute
a security liability. Enabling authentication Notifications should
be done in the context of a nmanagenent security schene which
considers the proper recipients of this information

There are other liabilities where authentication notifications are
generated w thout proper security infrastructure. Wen notifications
are sent in SNWPv1l trap PDUs, unsolicited packets to a device can
causes one or nore trap PDUs to be created and sent to managenent
stations. |If these traps flow on shared access nedia and |inks, the
conmunity string fromthe trap may be gl eaned and exploited to gain
access to the device. At the very least, this risk should be
mtigated by having the authentication trap PDU be conveyed with a
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conmunity string which is only used for authentication traps fromthe
agent, and woul d be usel ess for access inbound to the agent to get at
ot her managenent dat a.

A further liability of authentication traps can be seen when they are
bei ng generated in the face of a Denial O Service (DOS) attack, in
the formof a flood of PDUs with invalid comunity strings, on the
agent system If it is bad enough that the systemis having to
respond to and recover fromthe invalid agent data accesses, but the
problemwi || be conpounded if a separate Authentication notification
PDU is sent to each recipient on the managenent networKk.

6.4. Sensitive Information Handling

Sone M B nodul es contain objects that nay contain data for keys,
passwords and ot her such sensitive information and hence nust be
protected from unauthorized access. M B docunments that are created
in the | ETF nust have a 'Security Considerations’ section, which
details how sensitive informati on should be protected. Simlarly,

M B nodul e desi gners who create M B docunents for private M B objects
shoul d include sinilar information so that users of the products
cont ai ni ng these objects can take appropriate precautions.

Even if a device does support DES, it should be noted that
configuration of keys for other protocols via SNWP Sets protected by
DES should not be allowed if the other keys are |onger than the 56
bit DES keys protecting the SNVP transm ssion

The DESCRI PTI ON cl ause for these object types and their Security
Consi derations sections in the docunents which define them should
nmake it clear how and why these specific objects are sensitive and
that a user should only make them accessible for encrypted SNWP
access. Vendors should al so docunent sensitive objects in a sinilar
f ashi on.

Confidentiality is not a nmandatory portion of the SNMPv3 managenent
framework [6].

Prior to SNMPv3, providing custom zed views of MB nodul e data was

difficult. This led to objects being defined such as the foll ow ng
from[41].

MacFaden, et al. I nf or mati onal [ Page 50]



RFC 3512 Configuring Networks and Devices wi th SNWP April 2003

docsDevNmAccessEntry OBJECT- TYPE

SYNTAX DocsDevNmMAccessEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"An entry describing access to SNVP objects by a
particul ar network managenent station. An entry in
this table is not readabl e unless the managenent station
has read-wite perm ssion (either inplicit if the table
is empty, or explicit through an entry in this table.
Entries are ordered by docsDevNmAccessl ndex. The first
mat ching entry (e.g., matching | P address and community
string) is used to derive access."
| NDEX { docsDevNmAccessl ndex }
::={ docsDevNmAccessTable 1 }

New M B nodul es shoul d capitalize on existing security capabilities
of SNMPv3 Franmework. One way they can do this is by indicating the

| evel of security appropriate to different object types. For
exanpl e, objects that change the configuration of the system m ght be
protected by using the authenticati on mechanisns in SNVPv3.
Specifically, it is useful to design MB nodul e object grouping with
consi derations for VACMviews definition, such that users can define
and properly scope what tables are visible to a given user and vi ew.

7. Policy-based Managenent

In some designs and inplementations, a common practice used to nove

| arge anpbunts of data involves using SNMP as a control channel in
conbi nati on with other protocols defined for transporting bul k data.
Thi s approach is sub-optimal since it raises a nunber of security and
ot her concerns. Transferring |arge anounts of configuration data via
SNWMP can be efficiently performed with several of the techniques
described earlier in this docunent. This policy section shows how
even greater efficiency can be achieved using a set of relatively new
desi gn nechani sns. This section gives background and defines terns
that are relevant to this field and descri bes sone depl oynent

appr oaches.

7.1. \What |s the Meaning of 'Policy-based ?
In the past few years of output from standards organi zati ons and
net wor ki ng vendor narketing departnents, the term’policy’ has been
heavily used, touted, and contorted in neaning. The result is that

the true meaning of "policy’ is unclear wthout greater qualification
where it is used.

[42] gives the term’policy’ two explicit definitions:
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- A definite goal, course or nethod of action to guide and determn ne
present and future decisions. "Policies" are inplenented or
executed within a particular context (such as policies defined
within a business unit).

- Policies as a set of rules to adm nister, manage, and contro
access to network resources.

Note that these two views are not contradictory since individua
rul es may be defined in support of business goals.

As it pertains to our discussion of the term’ policy-based
configuration', the neaning is significantly nore specific. |In this
context, we refer to a way of integrating data and t he managenent
actions which use it in such a way that:

- there is the ability to specify "default” configuration data for a
nunber of instances of nanaged el enents, where those instances can
be correlated in sonme data driven or algorithm c way. The engi ne
to do this correlation and activate instances fromdefaults nmay
reside in the agent or externally. \Were the representation of
these defaults are in the MB design itself, the object types
supporting this notion are referred to as "tenpl ate objects".

- the activation of instance data derived fromtenpl ate object types
results frommnimal activation directives fromthe nanagenent
application, once the instances of the tenplate object types have
been establ i shed.

- somewhat independently, the architecture of the overall nanagenent
agent may accomodate the definition and eval uati on of managenent
and configuration policies. The side-effects of the eval uation of
these policies typically include the activation of certain
configuration directives. Were nanagenent data design exposes
tenpl ate object types, the policy-driven activation can (and
i deal 'y, should) include the application of tenplate object
i nstances to the anal ogous nmanaged el ement instance-|evel val ues.

As it pertains to tenplate object data, the underlying notions
i mpl i ed here have been preval ent for sone tine in non- SNMP managenent
regimes. A common feature of many command line interfaces for
configuring routers is the specification of one or nore access

control lists. These typically provide a set of |IP prefixes, BGP
aut ononmous system nunbers, or other such identifying constructs (see,
for exanple, [42]). Once these access control lists are assenbl ed,

their application to various interfaces, routing processes, and the
like are specified typically in the configuration of what the access
control list is applied to. Consistent with the prior properties to
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define our use of policy-based configuration, a) the access list is
defi ned i ndependent fromits point of application, and b) its
application is independent of the access list definition. For
exanpl e, changing the application of an access list from one
interface to the other does not require a change in the access |ist
itself. The first point just mentioned suggests what is necessary
for tenpl ate-based data organi zation. The second suggests its
application in a policy-based nanner

Let us now exami ne the notivation for such a system or subsystem
(perhaps bounded at the level of a ’'tenplate-enabled” MB nodul e,
gi ven the above definition). Let us explore the inportance of
pol i cy-based techniques to configuration specifically.

7.2. Organization of Data in an SNWP-Based Policy System

The nunber of configurable paraneters and ’instances’ such as
i nterfaces has increased as equi pment has becone | arger and nore
conpl ex.

At the same tinme, there is a need to configure nany of these systens
to operate in a coordinated fashion. This enables the delivery of
new speci al i zed services that require this coordi nated configuration
Exanpl es include delivery of virtual private networks and connections
that guarantee specific service |evels.

The growth in size and conplexity of configuration information has
significant inplications for its organization as well as its
efficient transfer to the managenent agent. As an exanple, an agent
that inplenments the Bridge MB [24] could be used to represent a

| arge VLAN with sone 65,000 port entries. Configuring such a VLAN
woul d require the establishment of dot1dStpPort Tabl e and

dot 1DSt ati cTabl e entries for each such virtual port. Each table
entry woul d contain several paranmeters. A nore efficient approach is
to provide default values for the creation of new entries that are
appropriate to the VLAN environnment in our exanple. The loca
managenent infrastructure should then iterate across the system
setting the default values to the selected ports as groups.

To date, this kind of l|arge-scale configuration has been acconpli shed
with file transfer, by setting individual MB objects, or wth nany
CLI comands. In each of these approaches the details for each
instance are contained in the file, CLI conmands or M B objects.

That is, they contain not only the value, and type of object, but

al so the exact instance of the object to which to apply the val ue.

It is this property that tends to nake configuration operations

expl ode as the nunber of instances (such as interfaces) grows. This
per-instance approach can work for a few machi nes configured by
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experts, but there is a need for a nore scal able sol ution
Tenpl at e- based data organi zati on and policy-based nanagenent
abstracts the details above the instance |evel, which neans that
fewer SET requests are sent to a managed devi ce.

Real i zati on of such a policy-driven systemrequires agents that can
take defaults and apply themto instances based on a rule that
defines under what conditions the defaults (policy) are to be
applied. A policy-driven configuration systemwhich is to be

scal abl e needs to expose a neans of layering its application of
defaults at discrete ranges of granularity. The spectrum of that
granularity m ght have a starting hierarchy point to apply defaults
at the breadth of a network service.

Utimately, such a layering ends up with features to support
i nstance-1evel object instance data within the running agent.

An exanple of this kind of layering is inplicit in the principle of
operations of a SNMPCONF Pol i cy- Based Managenment M B [36] (PM M B)

i mpl enentati on. However, other entity nanagenment systens have been
enpl oyi ng these kinds of techniques end-to-end for sonme time, in sone
cases using SNWP, in sone cases using other encodings and transfer
technol ogies. What the PM M B seeks to establish, in an environnent
ideal for its deploynent, is an adaptation between M B nodul e data
whi ch was not designed using tenplate object types, and the ability
to allow the PMMB agent engine to apply instances of that data as
though it were tenpl at e- based.

7.3. Information Related to Policy-based Configuration

In order for effective policy managenment to take place, a range of

i nformati on about the network el enents is needed to avoid nmaki ng poor
policy decisions. Even in those cases where policy-based
configuration is not in use, much of the information described in
this section can be useful input to the decision-making process about
what type of configuration operations to do.

For this discussion it is inmportant to nake distinctions between

di stribution of policy to a system activation of a policy in a
system and changes/failures that take place during the tine the
policy is expected to be active. For exanple, if an interface is
down that is included in a policy that is distributed, there may not
be an error since the policy may not be schedul ed for activation
until a later tine.

On the other hand, if a policy is distributed and applied to an

interface that should be operational and it is not, clearly this is a
problem although it is not an error in the configuration policy
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itself. Wth this as background, here are some areas to consi der
that are inmportant to maki ng good policy configuration decisions and
establ i shing when a policy has 'failed

o The operational state of network elements that are to be
confi gured.

Care should be taken to determine if the sub-conponents to be
configured are available for use. 1In some cases the el ements nmay
not be avail able. The policy configuration software should
determne if this is a prerequisite to policy installation or if
the condition is even acceptable. This decision is separate from

the one to be nmade about policy activation. Installation is when
the policy is sent fromthe policy manager to the nanaged device
and activation is turning on the policy. |n those cases where

policy is distributed when the sub-conponent such as an interface
or disk is not available, the nanaged system should send a
notification to the designated nanagenent station when the policy
is to beconme active or if the resource is still not avail abl e.

o The capabilities of the devices in the network.

A capability can be almpst any unit of work a network el ement can
perform These include routing protocols supported, Wb server
and OS versions, queuing nechani sns supported on each interface
that can be used to support different qualities of service, and
many others. This information can be obtained fromthe
capabilities table of the Policy MB nodul e [36].

Hi storically, managenent applications have had to obtain this type
of information by issuing get requests for objects they m ght want
to use. This approach is far less efficient since it requires
many get requests and is nore error prone since sone instances
will not exist until configured. The new capabilities table is an
i mprovenent on the current technique.

o The capacity of the devices to performthe desired work.

Capability is an ability to performthe desired work while a
capacity is a nmeasure of how rmuch of that capability the system
has. The policy configuration application should, wherever
possi bl e, evaluate the capacity of the network elenment to perform
the work identified by the policy. In sonme systenms it will not be
possible to obtain the capacity of the nanaged el ements to perform
the desired work directly, even though it nay be possible to

nmoni tor the anpbunt of work the el enent performs. 1In these cases,
the managenent application may benefit from pre-configured
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7.

7.

i nformati on about the capacity of different network el enents so
that evaluations of the resources avail able can be done before
di stributing new policies.

Utilization refers to how nuch capacity for a particul ar
capability has been consuned. For devices that have been under
policy configuration control for any period of tine, a certain
percentage of the available capacity of the nanaged el enents will
be used. Policies should not be distributed to systens that do
not have the resources to carry out the policy in a reasonable
period of tinme.

4. Schedule and Tinme |ssues

This section applies equally to systens that are not policy-based as
wel | as policy-based systens, since configuration operations often
need to be synchroni zed across tine zones. \Werever possible, the
network el ements shoul d support tine information using the standard
Dat eAndTi me TC that includes |ocal tinme zone information. Policy-
based managenent often requires nore conplex tine expressions than
can be conveyed with the DateAndTime TC. See the Policy-Based
Management M B document [36] for nore information. Sone depl oyed
systens do not store conplex notions of local tinme and thus may not
be able to process policy directives properly that contain tine zone
rel evant data. For this reason, policy managenent applications
shoul d have the ability to ascertain the time keeping abilities of
the managed system and make adjustnents to the policy for those
systens that are tine-zone chall enged.

5. Conflict Detection, Resolution and Error Reporting

Policies sent to a device nay contain conflicting instructions.

Det ecti on of such commands can occur at the device or nanagenent

| evel and may be resol ved using any number of mechani sns (exanpl es
are, last configuration set wins, or abort change). These unintended
conflicts should be reported. Conflicts can occur at different
levels in a chain of commands. Each 'layer’ in policy nmanagenent
system shoul d be able to check for sone errors and report them This
is conceptually identical to progranms raising an exception and
passing that information on to software that can do sonething

meani ngful with it.

At the instance |level, conflict detection has been perfornmed in a
l[imted way for sonme tine in software that realizes MB objects at
this level of resolution. This detection is independent of policy.
The types of 'conflicts’ wusually checked for are resource
availability and validity of the set operations. 1In a policy enabled
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system there are no additional requirenments for this software
assum ng that good error detection and reporting appropriate to this
| evel have al ready been i npl enent ed.

7.5.1. Changes to Configuration Qutside of the Policy System

It is essential to consider changes to configuration that are
initiated outside of the policy system A goal of SNMP-based policy
managenent is to coexist with other kinds of managenment software that
have historically been instance based managenent. The best example
is the cormmand line interface.

A notification should be sent whenever an out-of-policy contro
change is nade to an element that is under the control of policy.
This notification should include the policy that was affected, the
i nstance of the element that was changed and the object and val ue
that it was changed to.

Even for those systens that have no concept of policy control, the

i deas presented above nmake sense. That is, if SNWMP co-exists with
ot her access nethods such as a CLI, it is essential that the
management station remain synchronized with changes that m ght have
been nade to the managed devi ce using other nethods. As a result,
the approach of sending a notification when another access nethod
nakes a change is a good one. O course this should be configurable
by the user.

7.6. More about Notifications in a Policy System

Notifications can be useful in determining a failure of a policy as a
result of an error in the policy or elenent(s) under policy control
As with all notifications, they should be defined and controlled in
such a way that they do not create a problem by sending nore than are
hel pful over a specific period of tine. For exanple, if a policy is
controlling 1,000 interfaces and fails, one notification rather than
1,000 may be the better approach. |In addition, such notifications
shoul d be defined to include as nuch information as possible to aid
in problemresol ution

7.7. Using Policy to Move Less Configuration Data

One of the advantages of policy-based configuration with SNVP is that
many configuration operations can be conveyed with a small anount of
data. Changing a single configuration paraneter for each of 100
interfaces on a system m ght require 100 CLI comrands or 100 SNWP
vari abl e bi ndi ngs usi ng conventional techniques.
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Usi ng policy-based configuration with SNMP, a single SET PDU can be
sent with the policy information necessary to apply a configuration
change to 100 similar interfaces. This efficiency gainis the result
of elimnating the need to send the value for each instance to be
configured. The 'default’ for each of the instances included in the
policy is sent, and the rule for selection of the instances that the
default is to be applied to can also be carried (see the Policy MB
nodul e [ 36]).

To extend the exanpl e above, assume that there are 10 paraneters that
need to change. Using conventional techniques, there would now be
1, 000 variabl e bindings, one for each instance of each new val ue for
each interface. Using policy-based configuration with SNMP, it is

still likely that all the information can be conveyed in one SET PDU
The only difference in this case is that there are ten paraneters
sent that will be the "tenplate’ used to create instances on the

managed i nterfaces.

This efficiency gain not only applies to SET operations, but also to
those nmanagenent operations that require configuration informtion
Since the policy is also held in the storage for cross-instance
defaults (for exanple, the pnPolicyTable in [36]), an entire data set
that potentially controls hundreds of rows of information can be
retrieved in a single CGET request.

A policy-friendly data organi zation such as this is consistent and
integrates well with M B nodul e objects which support "sumrary"
activation and activation reporting, of the kind discussed in Section
3.3.5.

8. Exanple M B Mddule Wth Tenpl at e- based Dat a

This section defines a MB nodule that controls the heating and air
conditioning systemfor a large building. It contains both
configuration and counter objects that allow operators to see how
much cooling or heating a particular configuration has consuned.

oj ects that represent the configuration information at a "default"
| evel (as referenced above) are al so included.

These tables, in conbination with the application of the tables’ row
instance data as tenplated 'defaults’, will allow operators to
configure and nonitor many roons at once, change the configuration
paraneters based on tinme of day, and nake a number of ot her
sophi sti cated deci sions based on the 'policy’ inplied by these
defaults and their application. For this reason, these configuration
controls have their instances specified fromtenpl ate object types.
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In our sinplified Heating Ventilation and Air Conditioning (HVAC

nodel we will create three tables based on a sinple analysis.

Mor e

conplicated systens will need nore tables, but the principles wll

t he sane.

Step 1: As with any other M B nodul e design, the first step
is to determ ne what objects are necessary for
configuration and control operations. The first table
to be created is a fairly traditional nonitoring
table. It includes indices so that we will know what
rooms the counters and status objects are for. It
i ncludes an object that is a RowPointer to a table
that contains configuration information. The objects
for the bl dgHVACTabl e, our first table in the HVAC
M B nodul e are:

I ndex objects that identify what floor and office we are
managi ng:

bl dgHVACFI oor
bl dgHVACO fi ce

A single index reference to a table that 'glues’ configuration
information defaults with descriptive infornmation:

bl dgHVACCf gTenpl at e

A set of objects that show status and units of

wor k (bl dgHVACCool Or Heat M ns) and st andard per-row
SnnpAdmi nString, StorageType, and RowStatus col umar
obj ect s:

bl dgHVACFanSpeed

bl dgHVACCur r ent Tenp

bl dgHVACCool Or Heat M ns

bl dgHVACDI sconti nuityTi nme
bl dgHVACOMner

bl dgHVACSt at us

Step 2: A configuration description table. The purpose of this
table is to provide a unique string identifier for
tenpl ates. These may be driven by policies in a
network. If it were necessary to configure devices
to deliver a particular quality of service, the
index string of this table could be the nanme and the
description part, it could be a brief description of the
underlying nmotivation such as: "provides extra heat to
corner offices to counteract excessive exterior w nd

03

be
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chill". Standard owner and status objects may al so
be hel pful and are included here. The row col umar
obj ects are:

bl dgHVACCE gTenpl at el nf ol ndex

bl dgHVACCf gTenpl at el nfol D

bl dgHVACCf gTenpl at el nf oDescr

bl dgHVACCE gTenpl at el nf oOaner

bl dgHVACCE gTenpl at el nf oSt at us

Notice that to this point we have provided no
configuration information. That will be in the next
table. Sonme readers nmay wonder why this table is not
conbined with the configuration tenplate table described
in the next step. |In fact, they can be. The reason for
having a separate table is that as systens becone nore
conpl ex, there may be nore than one configuration table
that points to these descriptions. Another reason for
two tables is that this in not reproduced for every
tenpl ate and i nstance, which can save sone additiona
data nmovenent. Every designer will have to evaluate the
tradeoffs between nunber of objects and data novenent
efficiency just as with other MB nodul es.

Step 3: The bl dgHVACCE gTenpl at eTabl e contains the specific
configuration parameters that are pointed to by the
bl dgHVACConfi gPtr object. Note that many rows in the
bl dgHVACTabl e can point to an entry in this table. It
is also possible for entries to be used by 1 or 0 rows
of the bl dgHVACTable. It is the property of allow ng
multiple rows (instances) in the bl dgHVACTable to
point to arowin this table that can produce such
ef ficiency gains from policy-based managenent with
SNWP. Also notice that the configuration data is tied
directly to the counter data so that people can see
how confi gurations inpact behavior

The objects in this table are all that are necessary
for configuration and connection to the other tables as
wel | as the usual SnnmpAdnminString, StorageType, and
RowSt at us obj ect s:
A sinple index to the table:

bl dgHVACCE gTenpl at el ndex

The configuration objects:
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bl dgHVACCE gTenpl at eDesi redTenp
bl dgHVACCE gTenpl at eCool Or Heat

Admi ni strative objects for SnnpAdm nString and
RowSt at us:

bl dgHVACCE gTenpl at el nf o

bl dgHVACCF gTenpl at eOaner

bl dgHVACCI gTenpl at eSt or age
bl dgHVACCE gTenpl at eSt at us

8.1. MB Mdule Definition

BLDG HVAC-M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, Count er 32,
Gauge32, OBJECT- TYPE, Unsigned32, experinental
FROM SNVPv2- SM
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF
TEXTUAL- CONVENTI ON,
Ti meSt anp, RowSt at us, St orageType
FROM SNWPv2-TC
SnnpAdmi nStri ng
FROM SNMP- FRAMEWORK- M B;

bl dgHVACM B MODULE- | DENTI TY
LAST- UPDATED "2003032700002"
ORGANI ZATI ON " SNMPCONF wor ki ng group
E-mail: snnpconf @nnp. cont
CONTACT- | NFO
"Jon Saperia
Post al : JDS Consul ting
174 Chapman Street
Watertown, MA 02472

U S A
Phone: +1 617 744 1079
E-mail: saperi a@ dscons. com

Wayne Tackabury

Post al : CGold Wre Technol ogy
411 Waverl ey Caks Rd.
Wal t ham MA 02452

U S A
Phone: +1 781 398 8800
E-mail : wayne@ol dwi r et ech. com
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M chael MacFaden

Post al : Ri ver st one Net wor ks
5200 Great America Pkwy.
Santa C ara, CA 95054

U S A
Phone: +1 408 878 6500
E-mail : nTm@i ver st onenet.com

David Partain
Post al : Eri csson AB
P. 0. Box 1248
SE-581 12 Linkoping

Sweden
E- mai | : Davi d. Part ai n@ri csson. cont
DESCRI PTI ON
"This exanple M B nodul e defines a set of managenent objects
for heating ventilation and air conditioning systens. It

al so includes objects that can be used to create policies
that are applied to roonms. This elimnates the need to send
per-instance configuration conmands to the system

Copyright (C) The Internet Society (2003). This version of
this MB nmodule is part of RFC 3512; see the RFCitself for
full legal notices."

REVI SI ON "2003032700002"
DESCRI PTI ON

“Initial version of BLDG HVAC-M B as published in RFC 3512."
c:={ experimental 122 }

bl dgHVACOhj ect s OBJECT | DENTI FI ER ::
bl dgConf or mance OBJECT | DENTI FI ER ::

{ bldgHVACM B 1 }
{ bl dgHVACM B 2 }

-- Textual Conventions

Bl dgHvacOperation ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Qperations supported by a heating and cooling system
A reference to underlying general systenms would go here.™
SYNTAX | NTEGER {
heat (1),
cool (2)
}

-- HVAC hjects Goup
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bl dgHVACTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Bl dgHVACENntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table is the representation and data control
for building HVAC by each individual office.
The table has rows for, and is indexed by a specific
fl oor and office nunber. Each such row includes
HVAC statistical and current status information for
the associated office. The row also contains a
bl dgHVACCf gTenpl at e col ummar obj ect that relates the
bl dgHVACTabl e row to a row i n the bl dgHVACCf gTenpl at eTabl e.
If this value is nonzero, then the instance in the row
that has a value for how the HVAC has been confi gured
in the associated tenplate (bl dgHVACCE gTepl at eTabl e row).
Hence, the bl dgHVACCf gTepl at eTabl e row contai ns the
specific configuration values for the offices as descri bed
inthis table."

::= { bl dgHVACOhj ects 1 }

bl dgHVACEntry OBJECT- TYPE

SYNTAX Bl dgHVACENt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Arowin the bl dgHVACTabl e. Each row represents a particul ar
office in the building, qualified by its floor and office
nunber. A given row instance can be created or del eted by
set operations upon its bl dgHVACSt atus col umar
obj ect instance."

| NDEX { bl dgHVACFI oor, bl dgHVACO fice }
::= { bl dgHVACTable 1 }

Bl dgHVACENnt ry ::= SEQUENCE {
bl dgHVACFI oor Unsi gned32,
bl dgHVACO f i ce Unsi gned32,
bl dgHVACCI gTenpl at e Unsi gned32,
bl dgHVACFanSpeed Gauge32,
bl dgHVACCur r ent Tenp Gauge32,

bl dgHVACCool Or Heat M ns Count er 32,
bl dgHVACDI sconti nuityTi ne Ti neSt anp,

bl dgHVACOMer SnnpAdmi nStri ng,
bl dgHVACSt or ageType St or ageType,

bl dgHVACSt at us RowSt at us

}
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bl dgHVACFI oor OBJECT- TYPE

SYNTAX Unsi gned32 (1..1000)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"This portion of the index indicates the floor of the
buil ding. The ground floor is considered the
first floor. For the purposes of this exanple,
fl oors under the ground fl oor cannot be
controlled using this MB nodule.”
::={ bldgHVACEntry 1 }

bl dgHVACOr fi ce OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This second conponent of the index specifies the
of fi ce nunmber."
::={ bldgHVACEntry 2 }

bl dgHVACCE gTenpl ate OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The index (bl dgHVACCI gTenpl at el ndex i nstance)
of an entry in the ' bl dgHVACCI gTenpl at eTabl e’
The bl dgHVACCI gTabl e row i nstance referenced

is a pre-made configuration 'tenplate’

that represents the configuration described

by the bl dgHVACCF gTenpl at el nf oDescr object. Note
that not all configurations will be under a
defined tenplate. As a result, arowin this

bl dgHVACTabl e may point to an entry in the

bl dgHVACCf gTenpl at eTabl e that does not in turn
have a reference (bl dgHVACCf gTenpl atelnfo) to an
entry in the bl dgHVACCf gTenpl at el nf oTabl e.  The
benefit of this approach is that al
configuration information is available in one
tabl e whether all elenents in the systemare
derived fromconfigured tenplates or not.

Wiere the instance value for this colunnmar object
is zero, this row represents data for an office
whose HVAC status can be nonitored using the
read-only col utmmar object instances of this

row, but is not under the configuration contro

MacFaden, et al. I nf or mati onal [ Page 64]



RFC 3512 Configuring Networks and Devices wi th SNWP April 2003

of the agent."
::={ bldgHVACEntry 3 }

bl dgHVACFanSpeed OBJECT- TYPE

SYNTAX Gauge32

UNI TS "revol uti ons per m nute"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Shows the revolutions per mnute of the fan. Fan speed

wi Il vary based on the difference between

bl dgHVACCf gTenpl at eDesi redTenp and bl dgHVACCurrent Tenp. The

speed is neasured in revolutions of the fan bl ade per mnute."
::={ bldgHVACEntry 4 }

bl dgHVACCur r ent Tenp OBJECT- TYPE

SYNTAX Gauge32

UNI TS "degrees in celsius"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current measured tenperature in the office. Should
the current temperature be measured at a val ue of I|ess
than zero degrees celsius, a read of the instance
for this object will return a value of zero."

::={ bldgHVACEntry 5 }

bl dgHVACCool Or Heat M ns  OBJECT- TYPE

SYNTAX Count er 32
UNI TS "m nut es”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of heating or cooling mnutes that have
been consuned since the row was activated. Notice that
whet her the minutes represent heating or cooling is a
function of the configuration of this row [If the system
is re-initialized froma cooling to heating function or
vi ce versa, then the counter would start over again. This
effect is simlar to a reconfiguration of some network
interface cards. Wen paraneters that inpact
configuration are changed, the subsystem nust be
re-initialized. Discontinuities in the value of this counter
can occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
bl dgHVACDI sconti nuityTi ne. "

::={ bl dgHVACEntry 6 }

MacFaden, et al. I nf or mati onal [ Page 65]



RFC 3512 Configuring Networks and Devices wi th SNWP Apr i

bl dgHVACDI sconti nuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the nbst recent occasion at which
any heating or cooling operation for the office designated
by this row instance experienced a discontinuity. |If
no such discontinuities have occurred since the last re-
initialization of the this row, then this object contains a
zero val ue.”

;.= { bldgHVACEntry 7 }

bl dgHVACOMmer OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The identity of the operator/systemthat
last nodified this entry. Wen a new entry
is created, a valid SnnpAdmi nString nust
be supplied. [If, on the other hand, this
entry is popul ated by the agent ’discovering
unconfigured roons, the enpty string is a valid
value for this object."
::={ bldgHVACEntry 8 }

bl dgHVACSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The persistence of this row of the table in system storage,
as it pertains to permmnence across systemresets.
instance of this object with value ’'pernmanent’
wite-access to any of the columar object instances in the
contai ning row. "

::={ bldgHVACEntry 9 }

bl dgHVACSt at us  OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Controls and reflects the creation and activation status of
arowin this table.

No attenpt to nodify a row col ummar object instance value in

MacFaden, et al. | nf or mat i ona
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the bl dgHVACTabl e shoul d be issued while the val ue of
bl dgHVACSt atus is active(l). Should an agent receive a SET
PDU attenpting such a nodification in this state, an
i nconsi stentVal ue error should be returned as a result of
the SET attempt.”

;.= { bldgHVACEntry 10 }

-- HVAC Configuration Tenplate Tabl e

bl dgHVACCE gTenpl at el nfoTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Bl dgHVACCE gTenpl at el nfoEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table provides unique string identification for
HVAC tenplates in a network. If it were necessary to

configure roons to deliver a particular quality of climate
control with regard to cooling or heating, the index string
of arowin this table could be the tenplate nane.

The bl dgHVACCE gCf gTenpl at el nf oDescri pti on

contains a brief description of the tenplate service objective
such as: provides sumrer cooling settings for executive

of fices. The bl dgHVACCf gTenpl atelnfo in the

bl dgHVACCf gTenpl ateTable will contain the pointer to the
relevant rowin this table if it is intended that itens
that point to a row in the bl dgHVACCf gTenpl at el nf oTabl e be
identifiable as being under tenplate control though this
mechani sm "

.= { bl dgHVACOhj ects 2 }

bl dgHVACCE gTenpl at el nfoEntry OBJECT- TYPE

SYNTAX Bl dgHVACCE gTenpl at el nf oEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each row represents a particular tenplate and
description. A given row instance can be created or
del eted by set operations upon its
bl dgHVACCE gTenpl at el nf oSt at us col ummar obj ect
i nstance. "

| NDEX { bl dgHVACCF gTenpl at el nf ol ndex }

.= { bl dgHVACCf gTenpl atel nfoTable 1 }

Bl dgHVACCE gTenpl at el nfoEntry :: = SEQUENCE ({
bl dgHVACCE gTenpl at el nf ol ndex Unsi gned32,
bl dgHVACCf gTenpl at el nfol D SnnpAdmi nString
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bl dgHVACCf gTenpl at el nf oDescr SnnpAdmi nStri ng,
bl dgHVACCE gTenpl at el nf oOaner SnnpAdmi nStri ng,
bl dgHVACCE gTenpl at el nf oSt at us RowsSt at us,

bl dgHVACCE gTenpl at el nf oSt or Type St or ageType

bl dgHVACCE gTenpl at el nf ol ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The unique index to arowin this table."
.= { bl dgHVACCf gTenpl atel nfoEntry 1 }

bl dgHVACCE gTenpl at el nfol D OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Textual identifier for this table row, and, consequently
the template. This should be a unique nane within
an adm nistrative domain for a particular tenmplate so that
all systens in a network that are under the sane tenplate
can have the sane 'handle’ (e.g., 'Executive Ofices’,
"Lobby Areas’)."

::= { bl dgHVACCf gTenpl at el nf oEntry 2 }

bl dgHVACCE gTenpl at el nf oDescr OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A general description of the tenplate. One exanple m ght
be - Controls the cooling for offices on higher floors
during the sumrer."

.= { bl dgHVACCf gTenpl at el nfoEntry 3 }

bl dgHVACCE gTenpl at el nf oOmer  OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The identity of the operator/systemthat |ast nodified
this entry."

::= { bl dgHVACCf gTenpl at el nfoEntry 4 }

bl dgHVACCf gTenpl at el nf oSt at us  OBJECT- TYPE
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SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The activation status of this row

No attenpt to nodify a row col ummar object instance value in
t he bl dgHVACCf gTenpl at el nfo Tabl e shoul d be issued while the
val ue of bl dgHVACCf gTenpl atel nfoStatus is active(1l).

Shoul d an agent receive a SET PDU attenpting such a nodification
in this state, an inconsistentValue error should be returned as

aresult of the SET attenpt."
;.= { bl dgHVACCf gTenpl at el nfoEntry 5 }

bl dgHVACCE gTenpl at el nf oSt or Type OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The persistence of this row of the table in system storage,

as it pertains to pernmanence across systemresets. A col umar

i nstance of this object with value 'permanent’ need not allow
wite-access to any of the columar object instances in the
contai ning row. "

.= { bl dgHVACCf gTenpl atel nfoEntry 6 }

-- HVAC Configuration Tenpl ate Tabl e

bl dgHVACCf gTenpl at eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Bl dgHVACCK gTenpl at eEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the tenplates, which
can be used to set defaults that wll
be applied to specific offices. The application
of those values is acconplished by having a row
i nstance of the bl dgHVACTabl e reference a row of
this table (by the value of the forner’s
bl dgHVACCI gTenpl at e col umar instance). Identifying
i nformati on concerning a row instance of this table
can be found in the colummar data of the row instance
of the bl dgHVACCt gTenpl at el nfoTabl e entry referenced
by the bl dgHVACCf gTenpl at el nf o col utmar obj ect of
this table."

::= { bl dgHVACOhj ects 3 }
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bl dgHVACCf gTenpl at eEntry  OBJECT- TYPE

SYNTAX Bl dgHVACCf gTenpl at eEntry

MAX- ACCESS  not -accessi bl e

STATUS current

DESCRI PTI ON
"Each row represents a single set of tenplate paraneters
that can be applied to selected instances - in this case
offices. These policies will be turned on and off by the

policy nmodul e through its scheduling facilities.

A given row i nstance can be created or
del eted by set operations upon its
bl dgHVACCf gTenpl at eSt at us col utmar obj ect i nstance. "

| NDEX { bl dgHVACCF gTenpl at el ndex }
:= { bl dgHVACCf gTenpl ateTable 1 }

Bl dgHVACCI gTenpl at eEntry :: = SEQUENCE {
bl dgHVACCf gTenpl at el ndex Unsi gned32,
bl dgHVACCE gTenpl at eDesi redTenp Gauge32,
bl dgHVACCE gTenpl at eCool Or Heat Bl dgHvacOper at i on,
bl dgHVACCE gTenpl at el nf o Unsi gned32,
bl dgHVACCF gTenpl at eOaner SnnpAdmi nStri ng,
bl dgHVACCE gTenpl at eSt or age St or ageType,
bl dgHVACCf gTenpl at eSt at us RowsSt at us
}

bl dgHVACCE gTenpl at el ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A uni que value for each defined tenplate in this

table. This value can be referenced as a row i ndex

by any M B nmodul e that needs access to this informtion.
The bl dgHVACCI gTenpl ate will point to entries in this
table."

.= { bl dgHVACCf gTenpl ateEntry 1 }

bl dgHVACCE gTenpl at eDesi redTenp OBJECT- TYPE

SYNTAX Gauge32

UNI TS "degrees in celsius"
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This is the desired tenperature setting. It night be
changed at different tinmes of the day or based on

seasonal conditions. It is permtted to change this val ue
by first noving the rowto an inactive state, making the
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change and then reactivating the row. "
::= { Dbl dgHVACCf gTenpl ateEntry 2 }

bl dgHVACCE gTenpl at eCool Or Heat  OBJECT- TYPE

SYNTAX Bl dgHvacQOper ati on

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This controls the heating and cooling nmechanismand is
set-abl e by building maintenance. It is permtted to

change this value by first nmoving the row to an inactive
state, mmking the change and then reactivating the row"
.= { bl dgHVACCf gTenpl ateEntry 3 }

bl dgHVACCE gTenpl at el nf o OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object points to a rowin the
bl dgHVACCt gTenpl at el nfoTabl e. This controls the
heating and cool i ng mechanismand is set-able by
bui | di ng mai ntenance. It is permssible to change
this value by first noving the rowto an inactive
state, mmking the change and then reactivating
the row. A value of zero neans that this entry
is not associated with a named tenplate found
in the bl dgHVACCf gTenpl at el nfoTabl e. "

::= { bl dgHVACCI gTenpl ateEntry 4 }

bl dgHVACCf gTenpl at eOwner  OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The identity of the admnistrative entity
that created this row of the table."
.= { bl dgHVACCf gTenpl ateEntry 5 }

bl dgHVACCE gTenpl at eSt orage OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The persistence of this row of the table across
systemresets. A colummar instance of this object with
val ue ’'permanent’ need not allow wite-access to any
of the columar object instances in the containing row"
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.= { bl dgHVACCf gTenpl ateEntry 6 }

bl dgHVACCE gTenpl at eSt at us  OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The activation status of this row of the table.

No attenpt to nodify a row col ummar object instance value in
the bl dgHVACCI gTenpl at eTabl e shoul d be issued while the
val ue of bl dgHVACCf gTenpl ateStatus is active(l).
Shoul d an agent receive a SET PDU attenpting such a nodification
in this state, an inconsistentValue error should be returned as
aresult of the SET attenpt."

::= { bl dgHVACCI gTenpl ateEntry 7 }

-- Conformance | nformation

bl dgCompl i ances OBJECT | DENTI FI ER ::
bl dgGr oups OBJECT | DENTI FI ER ::

{ bl dgConformance 1 }
{ bl dgConformance 2 }

-- Conpliance Statenents

bl dgConpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The requirenents for confornmance to the BLDG HVAC-M B. The
bl dgHVACOhj ect s group rmust be inplemented to conformto the
BLDG HVAC-M B. "
MODULE -- this nodul e

GROUP bl dgHVACObj ect sG oup

DESCRI PTI ON
"The bl dgHVACOhj ects is mandatory for all systens that
support HVAC systens."

::={ bldgConpliances 1}

bl dgHVACObj ect sG oup OBJECT- GROUP
OBJECTS {

bl dgHVACCf gTenpl at e,
bl dgHVACFanSpeed, bl dgHVACCur r ent Tenp,
bl dgHVACCool Or Heat M ns, bl dgHVACDI sconti nui tyTi ne,
bl dgHVACOmer, bl dgHVACSE at us,
bl dgHVACSt or ageType, bl dgHVACCE gTenpl at el nf ol D,
bl dgHVACCf gTenpl at el nf oDescr, bl dgHVACCF gTenpl at el nf oOaner,
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bl dgHVACCf gTenpl at el nf oSt at us,

bl dgHVACCE gTenpl at el nf oSt or Type,

bl dgHVACCF gTenpl at eDesi redTenp,

bl dgHVACCF gTenpl at eCool Or Heat ,

bl dgHVACCE gTenpl at el nf o,

bl dgHVACCf gTenpl at eOwner , bl dgHVACCE gTenpl at eSt or age,
bl dgHVACCf gTenpl at eSt at us

}
STATUS current
DESCRI PTI ON
"The bl dgHVACOhj ects G oup. ™
;.= { bldgGoups 1}

END
8.2. Notes on MB Mdule with Tenpl at e- based Dat a

The primary purpose of the exanple "HVAC' MB nodule is to show how
to construct a single nodule that includes configuration, tenplate,
counter and state information in a single nodule. If this were a
"real’ nmodul e we woul d al so have included definitions for
notifications for the configurati on change operati ons as previously
described. W also would have included notifications for faults and
ot her counter threshold events.

| mpl ement ati on and | nstance Extensions:

Just as with networking technol ogi es, vendors may wi sh to add
extensions that can distinguish their products fromthe conpetition

I f an HVAC vendor al so wanted to support humdity control, they could
add that facility to their equiprment and use AUGVENTS for the

bl dgHVACTenpl at eTabl e with two objects, one that indicates the
desired hum dity and the other, the actual. The

bl dgHVACTenpl at eTabl e coul d al so be extended using this same approach
so that HVAC policies could easily be extended to support this
vendor .
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.3. Exanples of Usage of the MB

The foll owing two exanpl es use two tenplates to configure the
tenmperature in executive offices and in conference roons. The
"conference roons” tenplate is applied to all conference roons (which
happen to be office 104 on each floor), and the "executive offices"
tenplate is applied to executive offices.

If offices 24, 25, and 26 on the third fl oor
the values in the bl dgHVACTabl e ni ght be:

are executive offices,

bl dgHVACCf gTenpl ate. 3
bl dgHVACFanSpeed. 3. 24
bl dgHVACCur r ent Tenp. 3
bl dgHVACCool Or Heat M n
bl dgHVACDI scontinuity
bl dgHVACOMer . 3. 24
bl dgHVACSt or ageType
bl dgHVACSt at us. 3. 24

bl dgHVACCE gTenpl at e.
bl dgHVACFanSpeed. 3. 25
bl dgHVACCur r ent Tenp. 3
bl dgHVACCool Or Heat M n
bl dgHVACDI scontinuity
bl dgHVACOMer . 3. 25
bl dgHVACSt or ageType.
bl dgHVACSt at us. 3. 25

3

bl dgHVACCf gTenpl ate. 3
bl dgHVACFanSpeed. 3. 26
bl dgHVACCur r ent Tenp. 3
bl dgHVACCool Or Heat M n
bl dgHVACOMer . 3. 26
bl dgHVACSt or ageType. 3
bl dgHVACSt at us. 3. 26

The second entry in t
above point,

bl dgHVACCE gTenpl at eDe
bl dgHVACCf gTenpl at eCo

bl dgHVACCF gTenpl at el nfo. 2
bl dgHVACCf gTenpl at eOaner. 2 = " Seni or

bl dgHVACCE gTenpl at eSt
bl dgHVACCE gTenpl at eSt

MacFaden, et al

3.

3.

.24

.24
s.3.24
Time. 3. 24 sysUpTime + 12h + 21m
"policy engine"

24 nonVol ati | e(3)

active(l)

2
2989
24

123

. 25
s.3.25
Tinme. 3. 25 sysUpTime + 4h + 2m
"policy engine"

.25 nonVol ati |l e(3)

active(l)

22

298

. 26

. 26

5.3.26 = 982
"policy engine"

. 26 nonVol ati | e(3)
active(l)

2

0

22

he bl dgHVACCSf gTenpl at eTabl e, to which all of the

m ght have the follow ng configuration:

22
cool (2)

siredTemp. 2
ol Or Heat . 2
2

Executive assistant"”
nonVol ati |l e(3)
active(l)

or age. 2
atus. 2
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and the associated tenplate infornmation ("executive offices") n ght
be:

bl dgHVACCI gTenpl atel nfol D. 2 = "executive offices"

bl dgHVACCE gTenpl at el nfoDescr.2 = "Controls tenmperature for executive
of fices"

bl dgHVACCf gTenpl at el nf oOmer. 2 = "Seni or Executive assistant™

bl dgHVACCE gTenpl at el nf oSt or Type. 2 = nonVol ati | e(3)

bl dgHVACCf gTenpl at el nfoStatus. 2 = active(l)

The policy engine can now associ ate i nstances of executive offices
with the tenplate called "executive offices" and apply the values in
the second entry of the bl dgHVACCf gTenpl at eTabl e to each of the

i nstances of the executive offices. This will then attenpt to set
the temperature in executive offices to 22 degrees cel sius.

It is also possible that there may be an office configured for a
particul ar tenperature, but without using a tenplate. For exanple,
office 28 on the third floor mght look like this:

bl dgHVACCf gTenpl ate. 3. 28 = 3

bl dgHVACFanSpeed. 3. 28 = 50

bl dgHVACCur r ent Tenp. 3. 28 = 26

bl dgHVACCool Or Heat M ns. 3.28 = 0

bl dgHVACDI scontinuityTine.3.28 = 0

bl dgHVACOMer . 3. 28 = "Executive with poor circul ation"
bl dgHVACSt or ageType. 3. 28 = nonVol ati | e(3)

bl dgHVACSt at us. 3. 28 = active(l)

The entry in the bl dgHVACCf gTenpl at eTabl e (to which
bl dgHVACCf gTenpl ate. 3. 28 poi nts) mght instead | ook |iKke:

bl dgHVACCE gTenpl at eDesi redTenp. 3 = 28

bl dgHVACCE gTenpl at eCool Or Heat . 3 = cool (2)

bl dgHVACCf gTenpl atel nfo.3 = 0.0

bl dgHVACCf gTenpl at eOawner. 3 = "Executive with poor circul ation"
bl dgHVACCf gTenpl at eSt orage. 3 = nonVol ati | e(3)

bl dgHVACCf gTenpl ateStatus. 3 = active(l)

Note that this entry does not point to a tenplate.

If the executive's circulation inproves so that the tenperature
shoul d be aligned with other executive offices, this is acconplished
by changi ng the val ue of bl dgHVACCf gTenpl ate. 3. 28 from

bl dgHVACCt gTenpl at el nfol D. 3 to bl dgHVACCf gTenpl at el nfol D. 2 (shown
above).
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Finally, there m ght be offices for which there is no configured
tenperature but nanagenent applications can read the current
temperature, fan speed, and cooling or heating mnutes fromthe

bl dgHVACTabl e. In that case, the value of bl dgHVACCf gTenpl ate wil |l
be a zero index ("null"), as will the value of bl dgHVACOner.

bl dgHVACCf gTenpl ate. 4.2 = 0

bl dgHVACFanSpeed. 3. 28 = 50

bl dgHVACCur r ent Tenp. 3. 28 = 26

bl dgHVACCool Or Heat M ns. 3.28 = 0

bl dgHVACDI scontinuityTine.3.28 = 0

bl dgHVACOMer. 3.28 = ""

bl dgHVACSt or ageType. 3. 28 = nonVol ati |l e(3)
bl dgHVACSt at us. 3. 28 = active(1)

As a second exanpl e, the conference roonms on several floors are
configured using the "conference roons" tenplate. Wen the values in
the bl dgHVACTabl e pertaining to conference roons are read, it mght

| ook |ike:

bl dgHVACCE gTenpl ate. 12. 104 = bl dgHVACCf gTenpl at eDesi redTenp. 1
bl dgHVACFanSpeed. 12. 104 = 1423

bl dgHVACCur r ent Tenp. 12. 104 = 21

bl dgHVACCool Or Heat M ns. 12. 104 = 2193

bl dgHVACDI sconti nuityTi ne. 12. 104 = sysUpTi ne + 36h + 15m

bl dgHVACOMer . 12. 104 = = "Bob the Conference Guy"

bl dgHVACSt or ageType. 12. 104 = nonVol atil e(3)

bl dgHVACSt at us. 12. 104 = active(l)

bl dgHVACCf gTenpl at e. 14. 104 = bl dgHVACCf gTenpl at eDesi redTenp. 1
bl dgHVACFanSpeed. 14. 104 = 1203

bl dgHVACCur r ent Tenp. 14. 104 = 20

bl dgHVACCool Or Heat M ns. 14. 104 = 293

bl dgHVACDI sconti nuityTi ne. 14. 104 = sysUpTine + 5h + 54m

bl dgHVACOMer . 14. 104 = = "Bob the Conference Cuy"

bl dgHVACSt or ageType. 14. 104 = nonVol atil e(3)

bl dgHVACSt at us. 14. 104 = active(1l)

bl dgHVACCE gTenpl at e. 15. 104 = bl dgHVACCf gTenpl at eDesi redTenp. 1
bl dgHVACFanSpeed. 15. 104 = 12

bl dgHVACCur r ent Tenp. 15. 104 = 19

bl dgHVACCool Or Heat M ns. 15. 104 = 1123

bl dgHVACDI sconti nui tyTi ne. 15. 103 = sysUpTinme + 2d + 2h + 7m
bl dgHVACOMer . 15. 104 = = "Bob the Conference Guy"

bl dgHVACSt or ageType. 15. 104 = nonVol atil e(3)

bl dgHVACSt at us. 15. 104 = active(1l)
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The desired tenperature and whether to heat or cool is configured in
the first entry of the bl dgHVACCf gTenpl at eTabl e, which tries to set
the tenperature to 19 degrees celsius in conference roons:

bl dgHVACCE gTenpl at eDesi redTenp. 1 = 19

bl dgHVACCE gTenpl at eCool Or Heat . 1 = cool (2)

bl dgHVACCf gTenpl at el nfo. 1 = bl dgHVACCf gTenpl atel nfol D. 1
bl dgHVACCt gTenpl at eOmner. 1 = "Bob the Conference Guy"

bl dgHVACCt gTenpl at eSt orage. 1 = nonVol ati | e( 3)

bl dgHVACCI gTenpl ateStatus. 1 = active(l)

The associated tenplate informati on would then have:

bl dgHVACCf gTenpl atel nfol D. 1 = "conference roons"

bl dgHVACCt gTenpl at el nfoDescr.1 = "Controls tenperature in conference
roons" bl dgHVACCE gTenpl at el nfoOwner. 1 = "Bob the Conference Guy"

bl dgHVACCE gTenpl at el nf oSt or Type. 1 = nonVol ati | e(3)

bl dgHVACCf gTenpl atel nfoStatus. 1 = active(l)

The policy systemcan then apply this tenplate (cool to 19 degrees
Celsius) to its notion of all of the conference roons in the
bui I di ng.

9. Security Considerations

Thi s docunent di scusses practices and nethods for using the SNWP for
managenment and distribution of configuration information for network
el ements. Any effective use of the SNVP in this application nust
concern itself with issues of authentication of the managenent
entities initiating configuration change and managenent, in addition
to the integrity of the configuration data itself. Qher nore subtle
consi derations al so exi st.

To that end, the section of this docunment entitled "Depl oyment and
Security Issues" covers these security considerations to the extent
they affect the current practices described throughout this docunment.
In particular, in the subsection entitled "Secure Agent

Consi derations", there is a recommendation for the usage of Version 3
of the SNWMP, and its essential presunption as a foundation for other
practices described throughout. Wth the exception of a small nunber
of cases where a nention is nade to the contrary to illustrate

techni ques for coexistence with application entities dependent upon
earlier versions of the SNMP, that recomrendati on of usage of Version
3 of the SNWMP is reiterated here.
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obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
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copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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