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Status of this Meno

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmeno is unlimted.

Copyri ght Notice
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Abst ract

XM.-RPC i s an Extensible Markup Language- Renbte Procedure Calling
protocol that works over the Internet. It defines an XM. format for
nmessages that are transfered between clients and servers using HTTP.
An XM_- RPC nessage encodes either a procedure to be invoked by the
server, along with the paraneters to use in the invocation, or the
result of an invocation. Procedure parameters and results can be
scal ars, nunbers, strings, dates, etc.; they can al so be conpl ex
record and |ist structures.

Thi s docunent specifies a how to use the Bl ocks Extensible Exchange
Protocol (BEEP) to transfer nessages encoded in the XM.-RPC format
between clients and servers.
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1. Introduction

This meno specifies how nessages encoded in the XM.-RPC [1] format
are transnitted using a BEEP profile [2].

Thr oughout this nmeno, the terns "request” and "response” refer to the
"met hodCal | " and "nmet hodResponse" el ements defined by the XM.- RPC
specification [1]. Further the terns "peer", "client", "server", and
"one-to-one" are used in the context of BEEP. |In particular
Sections 2.1 and 2.1.1 of [2] discuss BEEP rol es and exchange styl es.
2. BEEP Profile ldentification
The BEEP profile for XM.-RPC is identified as
http://iana. org/ beep/transient/xmrpc
in the BEEP "profile” el ement during channel creation
In BEEP, when the first channel is successfully created, the
"serverNanme" attribute in the "start" elenment identifies the "virtua
host" associated with the peer acting in the server role, e.g.
<start nunber="1" server Name=' st at eserver. exanpl e. coni >
<profile uri="http://iana.org/beep/transient/xmrpc’ />
</start>

The "serverNanme" attribute is analogous to HITP' s "Host" request-
header field (c.f., Section 14.23 of [3]).
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There are two states in the BEEP profile for XM.-RPC, "boot", the
profile’s initial state, and "ready":

o In the "boot" state, the peer requesting the creation of the
channel sends a "bootnmsg" (either during channel initialization or
in a "MSG' nessage).

* |f the other peer sends a "bootrpy" (either during channe
initialization or in a "RPY' nmessage), then the "ready" state
is entered

* (Otherwi se, the other peer sends an "error" (either during
channel initialization or in a "ERR' nessage), and no state
change occurs.

o In the "ready" state, the initiating peer begins an XM.-RPC
nmessage pattern by sending a "MSG' message containing a request.
The ot her peer conpletes the nessage pattern by sending back a
"RPY" message containing a response.
2.1 Profile Initialization

The boot nessage is used to identify the resource accessed by the
channel bound to the BEEP profile for XM.- RPC.

The DTD syntax for the boot nmessage and its response are:

<! ELEMENT boot nrsg EMPTY>
<l ATTLI ST boot nrsg

resource CDATA #REQUI RED>
<! ELEMENT boot r py EMPTY>

The boot nessage contains a single nandatory attribute: "resource"
whi ch is anal agous to HITP' s "abs_path" Request-URl parameter (c.f.,
Section 5.1.2 of [3])

If the peer acting in the server role recognizes the requested
resource, it replies with a boot response. Qherwi se, if the boot
message is inproperly formed, or if the requested resource isn't
recogni zed, the peer acting in the server role replies with an error
nmessage (c.f., Section 7.1 of [2]).

Typically, the boot nmessage and its response are exchanged during
channel initialization (c.f., Section 2.3.1.2 of [2]).
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For exanple, here the boot nessage and its response are exchanged
during channel initialization

C. <start nunber="1 serverNanme=" st at eserver. exanple. com >
C <profile uri="http://iana.org/beep/transient/xmrpc’ >
C <! [ CDATA[ <boot msg resource="/ Nunber ToNane’ />]]>
C </profile>

C </start>
S

S

S

<profile uri="http://iana.org/beep/transient/xmrpc’ >
<! [ CDATA[ <bootrpy />]]>
</profile>

The channel bound to the BEEP profile for XM.-RPC is now in the
"ready" state.

Al ternatively, here is an exanple in which the boot exchange is
unsuccessful :

C. <start nunber="1" serverNane=" st at eserver.exanple. comni >
<profile uri="http://iana.org/beep/transient/xmrpc’ >
<! [ CDATA[ <boot nsg resource="/NameToCapital’ />]]>
</profile>
</start>

<profile uri="http://iana.org/beep/transient/xmrpc’ >
<! [ CDATA[ <error code=" 550" >resource not
supported</error>]]>

WLy 0000

S </profile>

Al t hough the channel was created successfully, it remains in the
"boot" state.

3. XM.- RPC Message Packages

The BEEP profile for XM.-RPC transmits requests and responses encoded
as UTF-8 using the nmedia type "application/xm" [4], e.qg.

MSG1 1. 0 364
Cont ent - Type: appli cati on/ xm

I

I

I

[: <?xm version="1.0"?7>

l: <met hodCal | >

l: <met hodNane>exanpl es. get St at eNane</ met hodNane>
I <par ans>

I <par ane

I <val ue><i 4>41</i 4></ val ue>

I </ par anp
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l: </ par ans>
l: </ met hodCal | >
[: END

and its associ ated response

RPY 1 1 . 201 100
Cont ent - Type: appli cation/xm

<?xm version="1.0"7?>
<met hodResponse>
<par ans>
<par ane
<val ue><stri ng>Sout h Dakot a</stri ng></val ue>
</ par anv
</ par ans>
</ met hodRespose>
END

L B

4. XM.- RPC Message Exchange

A request/response exchange involves sending a request, which results
in a response being returned.

The BEEP profile for XM.-RPC achi eves this using a one-to-one
exchange, in which the client sends a "MSG' message containing an
request, and the server sends back a "RPY" nessage containing an
response.

The BEEP profile for XM.- RPC does not use the "ERR' nmessage for XM.-
RPC faults when perform ng one-to-one exchanges. Watever response
is generated by the server is always returned in the "RPY" nessage.
5. URL Schenes
This meno defines two URL schenes, "xmrpc. beep” and "xmrpc. beeps”,
which identify the use of XM.- RPC over BEEP over TCP. Note that, at
present, a "generic" URL scheme for XM.-RPC is not defined.
5.1 The xm rpc. beep URL Schene

The "xm rpc. beep” URL schenme uses the "generic URI" syntax defined in
Section 3 of [5], specifically:

o the value "xnmlrpc. beep" is used for the scheme conponent; and,

o the server-based nam ng authority defined in Section 3.2.2 of [5]
is used for the authority conponent.
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o the path conponent maps to the "resource" conponent of the boot
nessage sent during profile initialization (if absent, it defaults
tO"/")_

The val ues of both the schene and authority conmponents are case-
i nsensitive.

For exanple, the URL
xm rpc. beep:// st at eserver. exanpl e. coml Nunber ToNane
mght result in the exanple shown in Section 2. 1.
5.1.1 Resolving | P/ TCP Address Information

The "xm rpc. beep” URL schene indicates the use of the BEEP profile
for XM.-RPC running over TCP/IP.

If the authority conponent contains a donain nane and a port nunber,
e.g.,

xm rpc. beep: // st at eserver. exanpl e. com 1026

then the DNS is queried for the A RRs corresponding to the domain
nane, and the port nunber is used directly.

If the authority conponent contains a domain name and no port nunber,
e.g.,

xm rpc. beep: // st at eserver. exanpl e. com

the SRV algorithm[6] is used with a service paranmeter of "xmrpc-
beep" and a protocol paranmeter of "tcp" to determine the | P/ TCP
addressing information. |If no appropriate SRV RRs are found (e.g.
for "_xmrpc-beep. _tcp.stateserver.exanple.cont), then the DNS is
queried for the A RRs corresponding to the domain nanme and the port
nunber used is assigned by the | ANA for the registration in Section
6. 4.

If the authority conponent contains an |IP address, e.g.

xm rpc. beep://10.0.0. 2: 1026
then the DNS is not queried, and the IP address is used directly. |If
a port nunber is present, it is used directly; otherw se, the port

nunber used is assigned by the | ANA for the registration in Section
6. 4.
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Wiile the use of literal |IPv6 addresses in URLs is discouraged, if a
l[iteral 1 Pv6 address is used in a "xmrpc.beep” URL, it nmust conform
to the syntax specified in [7].

5.2 The xm rpc. beeps URL Schemne

The "xm rpc. beeps"” URL schene is identical, in all ways, to the

"xm rpc. beep” URL schene specified in Section 5.1, with the exception
that prior to starting the BEEP profile for XM.- RPC, the BEEP session
must be tuned for privacy. |In particular, note that both URL schenes
use the identical algorithns and parameters for address resolution as
specified in Section 5.1.1 (e.g., the sane service nane for SRV

| ookups, the sane port number for TCP, and so on).

There are two ways to perform privacy tuning on a BEEP session
ei t her:

0 a transport security profile may be successfully started; or

0 a user authentication profile that supports transport security may
be successfully started.

In either case the client nust present the authority conponent of the
URL in the "serverNane" attribute of the "start" elenent it uses to
tune the session for privacy.

When TLS is used for privacy the client nust verify that the

aut hority conponent of the URL matches the server’s identity as
presented in the server’s certificate. Section 2.4 of [9] describes
the mat chi ng process.

For the URL:
xm rpc. beeps://stateserver. exanpl e. com Nunber ToName
the whol e process mght |ook |ike:

<wait for incom ng connection @ stateserver.exanple.conp
<open connection to stateserver.exanpl e.conp

RPY 0 0. 0 52

Cont ent - Type: appli cati on/ xm

<greeting />

END

RPY 0 O . 0 110

Cont ent - Type: appli cati on/ xm

PRRNOOOOOOW

<greeti ng>

Har ol d Experi ment al [ Page 7]



RFC 3529

Har ol d

PRRRVRROOOOOOOOONLUL®W

OO0V YVYVWY

OO00000000

Usi ng XM.- RPC i n BEEP Apr i

<profile uri="http://iana.org/beep/ TLS />
<profile uri="http://iana.org/beep/ SASL/ DI GEST- MD5’ />
</ greeting>
END
MSG 0 1 . 52 158
Cont ent - Type: application/xm

<start nunber="1" server Nane='stateserver.exanpl e.com >
<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <ready />]]>
</profile>
</start>
END
RPY 0 1 . 110 121
Cont ent - Type: appli cation/xm

<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <proceed />]]>

</profile>

END

TLS negotiations ...

RPY 0 O . O 88
Cont ent - Type: application/xm

<greeting>
<profile uri="http://iana.org/beep/transient/xmrpc’ >
</ greeting>
END
RPY 0 O . 0 52
Cont ent - Type: appli cation/xm

<greeting />
END

use the server’s certificate to verify that it is
in fact stateserver.exanple.com...

MSG 0 1 . 112 211
Cont ent - Type: appli cati on/ xm

<start nunber="3" serverNanme=' st ateserver. exanpl e.coni >

<profile uri="http://iana.org/beep/transient/xmrpc’ >

<! [ CDATA[ <boot msg resource="/ Nunber ToNane’ />]]>
</profile>
</start>
END

2003
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RPY 0 2 . 341 402
Cont ent - Type: appli cation/xm

<profile uri="http://iana.org/beep/transient/xmrpc’ >
<! [ CDATA[ <bootrpy />]]>

</profile>

END

CRORORORORONS

6. Initial Registrations

6.1 Registration: The XM.-RPC Profile
Profile ldentification: http://iana.org/beep/transient/xmnrpc
Messages exchanged during Channel Creation: bootnsg, bootrpy
Messages starting one-to-one exchanges: bootnsg, nethodCal
Messages in positive replies: bootrpy, nethodResponse
Messages in negative replies: error
Messages in one-to-many exchanges: none
Message Syntax: nethodCall, nethodResponse as defined in [1]
Message Semantics: c.f., [1]
Contact Information: Ward Harol d <wharol d@is.i bm comp

6.2 Registration: The xnmrpc. beep URL Schene
URL schene nane: xm rpc. beep
URL schenme syntax: c.f., Section 5.1

Character encoding considerations: c.f., the "generic URI" syntax
defined in Section 3 of [5]

I nt ended usage: identifies a XM.- RPC resource made avail abl e usi ng
the BEEP profile for XM.-RPC

Applications using this schenme: c.f., "Intended usage", above
Interoperability considerations: n/a

Security Considerations: c.f., Section 7
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Rel evant Publications: c.f., [1], and [2]
Contact Information: Ward Harol d <wharol d@is. i bm cone
Aut hor/ Change controller: the I ESG
6.3 Registration: The xnlrpc. beeps URL Schene
URL schene nane: xnlrpc. beeps
URL schenme syntax: c.f., Section 5.2

Character encoding considerations: c.f., the "generic URI" syntax
defined in Section 3 of [5]

I nt ended usage: identifies a XM.- RPC resource made avail abl e usi ng
the BEEP profile for XM.- RPC after the BEEP sessi on has been tuned
for privacy

Applications using this schene: c.f., "Intended usage", above

Interoperability considerations: n/a

Security Considerations: c.f., Section 7

Rel evant Publications: c.f., [1], and [2]

Contact Information: Ward Harol d <wharol d@us.i bm cone

Aut hor/ Change controller: the | ESG

6.4 Registration: The System (Well-Known) TCP port number for XM.-RPC
over BEEP

Protocol Nunber: TCP

Message Formats, Types, Opcodes, and Sequences: c.f., Section 2.1
Functions: c.f., [1]

Use of Broadcast/Muilticast: none

Proposed Nanme: XM.- RPC over BEEP

Short name: xmrpc-beep

Contact Information: Ward Harol d <wharol d@is.i bm come
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7. Security Considerations

Al t hough service provisioning is a policy matter, at a mnimum al
i mpl enent ati ons must provide the follow ng tuning profil es:

for authentication: http://iana.org/beep/ SASL/ DI GEST- MD5

for confidentiality: http://iana.org/beep/TLS (using the
TLS_RSA W TH_3DES_EDE_CBC_SHA ci pher)

for both: http://iana.org/beep/ TLS (using the
TLS RSA W TH 3DES EDE CBC SHA ci pher supporting client-side
certificates)

Further, inplenmentations my choose to offer M ME-based security
services providing nessage integrity and confidentiality, such as
QpenPGP [8] or S/M ME [ 10].

Regardl ess, consult [2]'s Section 9 for a discussion of BEEP-specific
security issues.

8. References

[1] Wner, D., "XM.-RPC Specification", January 1999,
http://ww. xm rpc. com spec

[2] Rose, M, "The Bl ocks Extensible Exchange Protocol Core", RFC
3080, March 2001.

[3] Fielding, R, Gettys, J., Mgul, J., Frystyk, H, Masinter, L.
Leach, P. and T. Berners-Lee, "Hypertext Transfer Protocol --
HTTP/ 1. 1", RFC 2616, June 1999.

[4] Mrata, M, St. Laurent, S. and D. Kohn, "XM. Media Types", RFC
3023, January 2001.

[5] Berners-Lee, T., Fielding, R and L. Masinter, "Uniform Resource
Identifiers (URI): Generic Syntax", RFC 2396, August 1998.

[6] @l brandsen, A, Vixie, P. and L. Esibov, "A DNS RR for
specifying the | ocation of services (DNS SRV)", RFC 2782,
February 2000.

[7] Hi nden, R, Carpenter, B. and L. Masinter, "Format for Litera
| Pv6 Addresses in URL's", RFC 2732, Decenber 1999.

[8 Ekins, M, Del Torto, D., Levien, R and T. Roessler, "M M
Security with OpenPGP", RFC 3156, August 2001.

Har ol d Experi ment al [ Page 11]



RFC 3529 Usi ng XML-RPC i n BEEP April 2003
[9] Newman, C., "Using TLS with | MAP, POP3 and ACAP", RFC 2595, June
1999.

[10] Ransdell, B., "S/M M Version 3 Message Specification", RFC
2633, June 1999.

[11] O Tuathail, E. and M Rose, "Using the Sinple Object Access

Protocol (SOAP) in Bl ocks Extensible Exchange Protocol (BEEP)",
RFC 3288, June 2002.

Har ol d Experi ment al [ Page 12]



RFC 3529 Usi ng XM.- RPC i n BEEP April 2003
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Appendi x B. | ANA Consi derati ons

The |1 ANA has registered the profile specified in Section 6.1, and has
sel ected an | ANA-specific URI, e.g.

http://iana. org/ beep/ xm rpc
The | ANA has regi stered "xmrpc. beep” and "xmrpc. beeps" as URL
schenes, as specified in Section 6.2 and Section 6.3, respectively.
(See: http://ww.iana.org/assi gnments/uri-schenes)
The | ANA has regi stered "XM.-RPC over BEEP" as a TCP port number

(602), as specified in Section 6.4. (See:
http://ww. i ana. or g/ assi gnnent s/ port - nunber s)
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