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Use of the Advanced Encryption Standard (AES) Encryption
Al gorithmin Cryptographic Message Syntax (CMS)

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2003). Al Rights Reserved.
Abst r act
Thi s docunent specifies the conventions for using the Advanced
Encryption Standard (AES) algorithmfor encryption with the
Crypt ographi c Message Syntax (CMS).
Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119
[ MUSTSHOULD] .
1. Overview
Thi s docunent specifies the conventions for using Advanced Encryption
Standard (AES) content encryption algorithmw th the Cryptographic
Message Syntax [ CMS] envel oped-data and encrypted-data content types.
CVB val ues are generated using ASN. 1 [ X 208-88], using the Basic

Encodi ng Rul es (BER) [ X. 209-88] and the Di stingui shed Encodi ng Rul es
(DER) [ X.509-88].
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1.1. AES

The Advanced Encryption Standard (AES) [ AES] was devel oped to repl ace
DES [DES]. The AES Federal Information Processing Standard (FlPS)
Publ i cation specifies a cryptographic algorithmfor use by U S.
Government organi zati ons. However, the AES will also be wi dely used
by organi zations, institutions, and individuals outside of the U S.
Gover nment .

Two researchers who devel oped and submitted the Rijndael algorithm
for consideration are both cryptographers fromBelgium Dr. Joan
Daenmen of Proton World International and Dr. Vincent R jnmen, a
postdoctoral researcher in the El ectrical Engi neering Departnent of
Kat hol i eke Universiteit Leuven.

The National Institute of Standards and technol ogy (N ST) sel ected
the R jndael algorithmfor AES because it offers a conbination of
security, performance, efficiency, ease of inplenentation, and
flexibility. Specifically, R jndael appears to be consistently a
very good perforner in both hardware and software across a w de range
of conputing environments regardl ess of its use in feedback or

non-f eedback nodes. Its key setup time is excellent, and its key
agility is good. The very |low nmenory requirenents of the R jndae
algorithmmake it very well suited for restricted-space environnents,
in which it also denponstrates excellent performance. The Rijndae

al gorithm operati ons are anpong the easiest to defend agai nst power
and timng attacks. Additionally, it appears that sonme defense can
be provi ded agai nst such attacks without significantly inmpacting the
algorithm s performance. Finally, the algorithm s internal round
structure appears to have good potential to benefit from

i nstruction-level parallelism

The AES specifies three key sizes: 128, 192 and 256 bits.

2. Envel oped-data Conventi ons
The CMS envel oped-data content type consists of encrypted content and
wr apped content-encryption keys for one or nore recipients. The AES
algorithmis used to encrypt the content.
Conpl i ant software MJUST neet the requirenments for constructing an
envel oped-data content type stated in [CMB] Section 6,
"Envel oped-data Content Type"
The AES content-encrypti on key MJST be random y generated for each

i nstance of an envel oped-data content type. The content-encryption
key (CEK) is used to encrypt the content.
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AES can be used with the envel oped-data content type using any of the
foll owi ng key managenent techni ques defined in [CV5] Section 6.

1) Key Transport: The AES CEK is uniquely wrapped for each recipient
using the recipient’s public RSA key and ot her values. Section 2.2
provi des additional details.

2) Key Agreenent: The AES CEK is uniquely wapped for each recipient
using a pairwi se symmetric key-encryption key (KEK) generated using
an originator’s randomy generated private key (ES-DH [DH]) or
previously generated private key (SS-DH [DH]), the recipient’s public
DH key, and ot her values. Section 2.3 provides additional details.

3) Previously Distributed Symmetric KEK: The AES CEK is w apped
using a previously distributed symmetric KEK (such as a Mail List
Key). The methods by which the synmetric KEK i s generated and

di stributed are beyond the scope of this docunment. Section 2.4
provi des additional details.

4) Password Encryption: The AES CEK is wapped using a KEK derived
froma password or other shared secret. Section 2.5 provides
additional details.

Docurents defining the use of the Oher Recipient Info structure wll
need to define the proper use for the AES algorithmif desired.

2.1. Envel opedData Fiel ds
The envel oped-data content type is ASN. 1 encoded using the
Envel opedData syntax. The fields of the Envel opedData syntax MJST be
popul ated as foll ows:
The Envel opedData version is determ ned based on a number of factors.
See [CMS] section 6.1 for the algorithmto determ ne this val ue.
The Envel opedData recipientlnfos CHO CE i s dependent on the key
managenent techni que used. Section 2.2, 2.3, 2.4 and 2.5 provide
addi tional information.
The Envel opedDat a encrypt edCont ent| nfo content Encrypti onAl gorithm
field MIUST specify a symmetric encryption algorithm |nplenentations
MUST support content encryption with AES, but inplenmentations MAY
support other algorithns as well.

The Envel opedDat a unprotectedAttrs MAY be present.
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2.2. KeyTransRecipientlnfo Fields

The envel oped-data content type is ASN. 1 encoded using the
Envel opedDat a syntax. The fields of the Envel opedData syntax MJUST be
popul ated as foll ows:

The KeyTransReci pientlnfo version MIJST be either 0 or 2. If the
Reci pientldentifier is the CHO CE i ssuer AndSeri al Nunber, then the
version MJST be 0. |If the Recipientldentifier is
subj ect Keyl dentifier, then the version MJST be 2.

The KeyTransReci pientinfo Recipientldentifier provides two
alternatives for specifying the recipient’s certificate, and thereby
the recipient’s public key. The recipient’s certificate MJUST contain
a RSA public key. The CEK is encrypted with the recipient’s RSA
public key. The issuerAndSeri al Nunber alternative identifies the
recipient’s certificate by the issuer’s distinguished name and the
certificate serial nunber; the subjectKeyldentifier identifies the
recipient’s certificate by the X 509 subjectKeyldentifier extension
val ue.

The KeyTransReci pi entlnfo keyEncrypti onAlgorithmfield specifies the
key transport algorithm (i.e., RSAES- OAEP [ RSA- OAEP]), and the
associ ated paraneters used to encrypt the CEK for the recipient.

The KeyTransReci pientlnfo encryptedKey is the result of encrypting
the CEK with the recipient’s RSA public key.

2.3. KeyAgreeRecipientlnfo Fields

Thi s section describes the conventions for using ES-DH or SS-DH and
AES with the CMS envel oped-data content type to support key
agreenment. \Wen key agreenment is used, then the Recipientlnfo
keyAgr eeReci pi ent I nfo CHO CE MJUST be used.

The KeyAgreeReci pi ent versi on MUST be 3.

The Envel opedData originatorinfo field MUST be the ori gi nat or Key
alternative. The originatorKey algorithmfields MJST contain the
dh- publ i c- nunber object identifier with absent paraneters. The
ori gi nat or Key publicKey MJST contain the originator’s ephenera
public key.

The Envel opedData ukm MAY be present.

The Envel opedDat a keyEncryti onAl gorithm MJUST be the id-al g- ESDH
algorithmidentifier [CVBALG.
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2.3.1. ES-DH AES Key Derivation

Generation of the AES KEK to be used with the AES-key wap al gorithm
is done using the nethod described in [DH.

2.3.1.1. Example 1

ZZ is the 20 bytes 00 01 02 03 04 05 06 07 08 09
Oa Ob Oc 0d Oe Of 10 11 12 13

The key wap algorithmis AES-128 wap, so we need 128 bits (16
bytes) of keying material.

No partyAlnfo is used.
Consequently, the input to SHA-1 is:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 ; zZ
30 1b

30 11
06 09 60 86 48 01 65 03 04 01 05 ; AES-128 wap A D
04 04
00 00 00 01 ; Counter
a2 06
04 04
00 00 00 80 ; key length

And the output is the 32 bytes:
d6é d6 b0 94 c1 02 7a 7d e6 e3 11 72 94 a3 53 64 49 08 50 f9
Consequent |y,

K= d6 d6 b0 94 cl1 02 7a 7d e6 e3 11 72 94 a3 53 64
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2.3.1.2.

ZZ is the 20 bytes 00 01 02 03 04 05 06 07 08 09
Oa Ob Oc 0d Oe Of 10 11 12 13

Use of the AES Encryption Algorithmin CMS

Exampl e 2

The key wap algorithmis AES- 256 key wrap,
bytes) of keying material.

The partyAinfo

01 23 45 67
01 23 45 67
01 23 45 67
01 23 45 67

Consequent |y,

89
89
89
89

used is the

ab
ab
ab
ab

t he

00 01 02 03 04 05

30 5f
30 11
06 09
04 04
00
a0 42
04 40
01

01
01
01
a2 06
04 04
00

60

00

23
23

23
23

00

And t he out put

88 90 58 5C 4E

Schaad

86

00

45
45
45
45
01
is

28

cd
cd
cd
cd

ef
ef
ef
ef

i nput

06

48

01

67
67

67
67

00

07

01

89

89
89
89

fe
fe
fe
fe
to

08

65

ab

ab
ab
ab

64

dc
dc
dc
dc

byt es

ba
ba
ba
ba

first

09

03

cd

cd
cd
cd

Oa

04

ef

ef
ef
ef

the 20 bytes:

98
98
98
98

76 54 32 01
76 54 32 01
76 54 32 01
76 54 32 01

July 2003

so we need 256 hits (32

i nvocati on of SHA-1 is:

Ob Oc 0d 0Oe Of 10 11 12 13 ; zZ

01

fe

fe
fe
fe

1A 5C 11 67 CA A5

2d

dc
dc

dc
dc

30

ba
ba

ba
ba

BE

St andards Track

98

98
98
98

76
76

76
76

9B

; AES-256 wap QD
; Counter
54 32 01 ; partyAlnfo
54 32 01

54 32 01
54 32 01

; key length

32 30 D8 93
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The input to second invocation of SHA-1 is:

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 ; ZzZ
30 5f

30 11
06 09 60 86 48 01 65 03 04 01 2d ; AES-256 wap O D
04 04
00 00 00 02 ;. Counter
a0 42
04 40

01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01 ; partyAinfo

01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 01
a2 06
04 04
00 00 01 00 ; key length

And the output is the 20 bytes:

CB A8 F9 22 BD 1B 56 A0 71 C9 6F 90 36 C6 04 2C AA 20 94 37
Consequent |y,

K = 88 90 58 5C 4E 28 1A 5C 11 67 CA A5 30 BE D5 9B
32 30 D8 93 CB A8 F9 22 BD 1B 56 A0

2.3.2. AES CEK Wap Process

The AES key wrap al gorithmencrypts one AES key in another AES key.
The al gorithm produces an output 64-bits | onger than the input AES
CEK, the additional bits are a checksum The algorithmuses 6*n AES
encryption/decryption operations where n is nunber of 64-bit bl ocks
in the AES CEK. Full details of the AES key wap algorithmare
avai | abl e at [ AES- WRAP] .

NI ST has assigned the following ODs to define the AES key wap

al gorithm
i d-aes128-wap OBJECT IDENTIFIER ::= { aes 5}
i d-aes192-wrap OBJECT IDENTIFIER ::= { aes 25 }
i d- aes256-wrap OBJECT IDENTIFIER ::= { aes 45 }

In all cases the paraneters field MUST be absent. The O D gives the
KEK key size, but does not make any statenents as to the size of the
wr apped AES CEK. I nplenmentations MAY use different KEK and CEK
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sizes. Inplements MUST support the CEK and the KEK having the sane
length. |If different lengths are supported, the KEK MJST be of equa
or greater length than the CEK

2.4. KEKRecipientlnfo Fields

This section describes the conventions for using AES with the CVB
envel oped-data content type to support previously distributed
symmetric KEKs. Wen a previously distributed symmetric KEK is used
to wap the AES CEK, then the Recipientlnfo KEKReci pientlnfo CHO CE
MUST be used. The methods used to generate and distribute the
symmetric KEK are beyond the scope of this document. One possible
nmet hod of distributing keys is docunented in [ SYMKEYDI ST].

The KEKReci pientlnfo fields MJST be popul ated as specified in [ CV5]
Section 6.2.3, KEKRecipientlnfo Type.

The KEKReci pi entlnfo keyEncrypti onAl gorithmalgorithmfield MJST be
one of the O Ds defined in section 2.3.2 indicating that the AES wap
function is used to wap the AES CEK. The KEKReci pi entlnfo
keyEncrypti onAl gorithm paranmeters field MJST be absent.

The KEKReci pi entlnfo encryptedKey field MJST include the AES CEK
wr apped using the previously distributed symmetric KEK as input to
the AES wap function

2.5. PasswordRecipientlnfo Fields

This section describes the conventions for using AES with the CMV5
envel oped-data content type to support password-based key managenent.

When a password derived KEK is used to wap the AES CEK, then the
Reci pi ent I nf o Passwor dReci pi ent I nfo CHO CE MJUST be used

The keyEncryptionAl gorithm algorithmfield MIUST be one of the O Ds
defined in section 2.3.2 indicating the AES wap function is used to
wap the AES CEK. The keyEncrypti onAl gorithm paraneters field MJST
be absent.

The encryptedKey field MIST be the result of the AES key wap
algorithmapplied to the AES CEK val ue.

3. Encrypted-data Conventions
The CMS encrypted-data content type consists of encrypted content

with inplicit key managenent. The AES algorithmis used to encrypt
the content.
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Conpl i ant software MJUST neet the requirenments for constructing an
envel oped-data content type stated in [CMB] Section 8,
"Encrypt ed-data Content Type"

The encrypted-data content type is ASN. 1 encoded using the
Encrypt ededDat a syntax. The fields of the EncryptedData syntax MJST
be popul ated as foll ows:
The EncryptedData version is determ ned based on a nunmber of factors.
See [CMS] section 9.1 for the algorithmto determ ne this val ue.
The EncryptedData encryptedContentlnfo content Encrypti onAl gorithm
field MUST specify a symmetric encryption algorithm |nplenentations
MUST support encryption using AES, but inplenentati ons MAY support
other algorithms as well.
The EncryptedData unprotectedAttrs MAY be present.

4. A gorithmldentifiers and Paraneters

This section specified algorithmidentifiers for the AES encryption
al gorithm

4.1. AES Algorithmldentifiers and Paraneters

The AES algorithmis defined in [AES]. RSAES- CAEP [ RSA- QAEP] MAY be
used to transport AES keys.

AES is added to the set of symetric content encryption algorithns
defined in [CMSALG. The AES content-encryption algorithm in C pher
Bl ock Chaining (CBC) node, for the three different key sizes are
identified by the foll owi ng object identifiers:

i d-aes128-CBC OBJECT IDENTIFIER ::= { aes 2 }
i d-aes192-CBC OBJECT IDENTIFIER ::= { aes 22}
i d- aes256- CBC OBJECT IDENTIFIER ::= { aes 42}

The Al gorithm dentifier parameters field MJST be present, and the
paranmeters field MIST contain a AES-IV:

AES-1V ::= OCTET STRING (Sl ZE(16))
Content encryption algorithmidentifiers are located in the

Envel opedDat a Encrypt edCont ent | nfo content Encrypti onAl gorithm and the
Encrypt edDat a Encrypt edCont ent| nfo content Encrypti onAl gorithmfi el ds.
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Content encryption algorithms are used to encrypt the content |ocated
in the Envel opedDat a EncryptedContentlnfo encryptedContent and the
Encrypt edDat a Encrypt edCont ent| nfo encryptedContent fi el ds.

5. SM MECapabilities Attribute Conventions

An S/M ME client SHOULD announce the set of cryptographic functions
it supports by using the SSMME capabilities attribute. This
attribute provides a partial list of object identifiers of
cryptographic functions and MJUST be signed by the client. The
algorithm O Ds SHOULD be | ogically separated in functional categories
and MUST be ordered with respect to their preference.

RFC 2633 [M5GE, Section 2.5.2 defines the SM MECapabilities signed
attribute (defined as a SEQUENCE of SM MECapability SEQUENCEs) to be
used to specify a partial list of algorithnms that the software
announci ng the SM MECapabilities can support.

5.1. AES S/MME Capability Attributes
If an SSMME client is required to support synmetric encryption with
AES, the capabilities attribute MJUST contain the AES object
identifier specified above in the category of symetric al gorithms.
The paranmeter with this encodi ng MUST be absent.

The encodings for the nandatory key sizes are:

Key Size Capabi lity

128 30 0B 06 09 60 86 48 01 65 03 04 01 02
196 30 OB 06 09 60 86 48 01 65 03 04 01 16
256 30 OB 06 09 60 86 48 01 65 03 04 01 2A

When a sendi ng agent creates an encrypted nessage, it has to decide
whi ch type of encryption algorithmto use. |In general the decision
process involves information obtained fromthe capabilities lists

i ncluded in nmessages received fromthe recipient, as well as other

i nformati on such as private agreenents, user preferences, |ega
restrictions, and so on. |f users require AES for symmetric
encryption, the SSMME clients on both the sending and receiving side
MUST support it, and it MJIST be set in the user preferences.
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6.

Security Considerations

| f RSA- QAEP [ PKCS#1v2.0] and RSA PKCS #1 v1.5 [PKCS#1vl1.5] are both
used to transport the same CEK, then an attacker can still use the

Bl ei chenbacher attack agai nst the RSA PKCS #1 v1.5 encrypted key. It
is generally unadvisable to m x both RSA-OAEP and RSA PKCS#1 v1.5 in
the sane set of recipients.

| mpl ement ati ons nust protect the RSA private key and the CEK.
Conprom se of the RSA private key may result in the disclosure of all
nmessages protected with that key. Conprom se of the CEK may result
in disclosure of the associated encrypted content.

The generation of AES CEKs relies on random nunbers. The use of

i nadequat e pseudo-random nunmber generators (PRNGs) to generate these
values can result in little or no security. An attacker may find it
much easier to reproduce the PRNG environnment that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunbers is difficult. RFC 1750 [ RANDOM offers inmportant

gui dance in this area.

VWhen wapping a CEK with a KEK, the KEK MJST al ways be at |east the
sanme length as the CEK.  An attacker will generally work at the
weakest point in an encryption system This would be the snaller of
the two key sizes for a brute force attack.
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Appendi x A ASN. 1 Mdul e

CVBAesRsaesCaep {iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) smne(16) nodul es(0) id-nod-cns-aes(19) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS ALL --
| MPORTS
-- PKI X
Al gorithm dentifier
FROM PKI XExpl i cit88 {iso(1l) identified-organization(3) dod(6)
i nternet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- pki x1-explicit(18)};

-- AES information object identifiers --

aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3)_ nistAlgorithns(4) 1}

-- AES using CBC-chaining node for key sizes of 128, 192, 256

i d-aes128- CBC OBJECT IDENTIFIER ::={ aes 2 }
i d-aes192- CBC OBJECT IDENTIFIER ::= { aes 22}
i d- aes256- CBC OBJECT IDENTIFIER ::= { aes 42}

-- AES-IVis a the paraneter for all the above object identifiers.

AES-1V ::= OCTET STRING (S| ZE(16))

-- AES Key Wap Algorithmldentifiers - Parameter is absent

i d-aes128-wap OBJECT IDENTIFIER ::= { aes 5}
i d-aes192-wrap OBJECT IDENTIFIER ::= { aes 25 }
i d- aes256-wrap OBJECT IDENTIFIER ::= { aes 45 }

END
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Ful | Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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