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Abstract

The Layer 2 Tunneling Protocol (L2TP) defines a nechanism for
tunnel i ng Point-to-Point Protocol (PPP) sessions. It is comon for
these PPP sessions to be established using nodens connected over the
public sw tched tel ephone network.

One of the standards governi ng nodem operation defines procedures
that enable a client nbdemto put the call on hold and | ater, re-
establish the mbdemlink with mninmal delay and without having to
redial. Wiile the nodemcall is on hold, the client phone |line can
be used to place or receive other calls.

The L2TP base protocol does not provide any neans to signal these
events fromthe L2TP Access Controller (LAC), where the nbdemis
physically connected, to the L2TP Network Server (LNS), where the PPP
session i s handl ed.

Thi s docunent describes a nethod to | et the LNS know when a client
nodem connected to a LAC has placed the call on hold.
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1. Introduction

The Layer 2 Tunneling Protocol (L2TP) [RFC2661] defines a genera

pur pose nechani sm for tunneling Point-to-Point Protocol (PPP) [STD51]
sessions over various nedia. By design, the operation of L2TP is
insulated fromthe details of the nedia fromwhich the PPP session
ori gi nat ed.

It is common for PPP sessions to be established using nodens
connected over the public switched tel ephone network. The ITU-T
Recomendati on V.92 [V92] is one of the standards governi ng nodem
operation and it defines procedures that enable a client nodemto put
the call on hold and later, re-establish the nodemlink without
having to redial. Wile the mbdemcall is on hold, the client phone
line can be used for another phone call

The L2TP base protocol does not provide any neans to signal these
events fromthe L2TP Access Controller (LAC), where the modemis
physically connected, to the L2TP Network Server (LNS), where the PPP
session is handled. It may be desirable for this information (which
is available only on the LAC) to be provided to the LNS
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Thi s docunent provides additional L2TP AVPs and control nessages that
may be used to comuni cate sonme nodeminformation fromthe LAC to the
LNS. However, it does not define what, if anything, the LNS should
do with this information. A sample of the possible actions that an
LNS may consider are listed in section 5.

1.1. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119
[ BCP14] .

1.2. Term nol ogy

Definition of terms used in this document may be found in the L2TP
Prot ocol docunent [L2TP].

2. Protocol Qperation

The typical dial in topology |ooks like this:

dooo o { b e + L 1P ]
| [-[M----- { PSTN }----- [ SM [..... [ network ]
oo { I o ]
Renot e NAS

System

Mis the client nodem and nmay be an integral part of the Renote
System If this nodeminplenents V.92, it can ask the server npbdem
SM (a part of the NAS) whether the call can be placed on-hold for
sonme period of tine.

If the server nodem agrees, the client nodem can signal the PSTN to
pl ace the call on-hold (usually, a flash hook). The user at the
renote system can then use the sanme POIS |ine where the client nodem
is connected to nake or receive another call

In the above scenario, the server nodem nodul e can notify the rest of
the NAS of these events via its usual signaling mechanism The NAS

| ayers can then act on this information as desired. See section 5.
for a sanple |ist of possible actions.
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In the case of L2TP, this docunment | ooks at this particular topol ogy:

+----- + { } +----- + [ packet ] +----- + [ hone ]
| |-[M---{ PSTN }---[SM |...[ network ]...| | ...[ network ]
ook { bk ] I R ]
Renot e LAC LNS

System

If the LAC inplenents the functionality described here, it can signa
to the LNS when the client nmodem has gone on-hold and when it cones
back onli ne.

Thi s docunent does not define what, if anything, the LNS should do
with this information. A sanple of the possible actions that an LNS
MAY consider are listed in section 5. However, the LNS MJUST NOT stop
processi ng ot herwi se valid data packets arriving fromthe LAC,

regardl ess of the current state of the nbdem on-hold indications.

2.1. Typical Mdem on Hold Usage Scenario

A user connects to his Internet service provider with a V.92-capabl e
nodem He then starts downloading a big file which will take severa
m nutes to conpl ete.

Wiile the file is being downl oaded, a friend calls him |[|f the user
has call waiting enabled, his nodemcan et himknow of the incom ng
call and he can choose to either pick up the inconing call or reject
it. Let’s say he chooses to pick up the phone to talk to his friend,
for exanpl e because he recogni zed the caller’s phone nunber.

Bef ore the user picks up his phone, he tells his nodemto go on hold
and switch to the incoming call (usually signaled with a "flash-
hook"). His nobdemw Il then notify the server nodem (attached to the
LAC) that it is about to go on hold. |If the server nbdem agrees, the
client performs a flash hook so the user can talk to his friend.

After talking to his friend, the user let’'s his nodem know that it
can return to the original call (where the server nodem has been
patiently waiting). After another flash hook, the nodens are
connected again and the downl oad can conti nue.

2.2. Capability Negotiation

A LAC MUST NOT send a Modem Status (MDMST) control nessage to an LNS
that has not indicated the capability of processing such contro
messages. This capability is indicated by adding a "Mdem On-Hol d
Capabl e" AVP on the SCCRQ or SCCRP sent to the LAC when the tunnel is
br ought up.
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2.3. Mbdem On- Hol d

When the client nbdemrequests the LAC to go on-hold, the LAC SHOULD
send a MDMST control message to the LNS with the H (Hold) field set
to 1 and the negotiated maxi mum on-hold tine.

2.4. Mbdem Online

When the client nbdemreturns back online after having gone on-hol d,
the LAC SHOULD send a MDMST control message to the LNS with the H
(Hold) field set to 0. The LAC MIST send this nmessage if it has
previously sent a MDMBT nmessage with the H (Hold) field set to 1.

3. New Control Messages

The foll owi ng control nessages MJST be sent with the Mbit in the
Message Type AVP set to O to prevent interoperability issues.

Messages with unknown values in the Message Type AVP with the Mbit
set to 0 should be ignored by conpliant L2TP peers [ RFC2661].

3.1. Modem Status (NMDVST)

The Modem Status (MDMST) control nessage is used by the LACto notify
the LNS when the client nbdem on-hol d status changes.

The MDMST control message MUST NOT be sent to peers that have not

i ncl uded the "Mddem On-Hol d Capable” AVP in their Start-Control -
Connecti on- Request (SCCRQ) or Start-Control-Connection-Reply (SCCRP)
control nessages.

Furthernore, the MDMST control nessage can only be sent after session
establishnent is successful (i.e., after the LAC has sent either an

I ncom ng-Cal | - Connected (1 CCN) or an Qutgoi ng-Cal |l - Connected ( OCCN)
control message), and before the session ends fromthe LAC s point of
view (i.e., before the LAC has sent or received a Call-Di sconnect -
Notify (CDN) control nessage).

Note that due to protocol race conditions, it is possible for a LAC
to send a MDMST control nessage about the sane tinme that the LNS is
sending a CDN. An LNS MJST i gnore MDMST control messages received

after sending a CDN.

An LNS MJST ignore redundant nodem status reports.
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This control message is encoded as foll ows:

Vendor ID = 0 (IETF)
Attribute Type = 17

The foll owing AVPs MUST be present in the MDMST control nessage:

Message Type
Modem On- Hol d St at us

The M bit on the Message Type AVP for this control nessage MJST be
set to O.

4, New Attribute Value Pairs

The following sections contain a list of the new L2TP AVPs defined in
thi s docunent.

4.1. Modem On-Hol d Capabl e AVP

The Modem On- Hol d Capabl e AVP, Attribute Type 53, indicates that the
sender (an LNS) is capable of receiving MDMST control messages. This
AVP MJST be included on the SCCRQ or SCCRP control messages to

i ndicate that the sender inplenments this specification.

This AVP has no Attribute Value field.

This AVP MAY be hidden (the H bit on the AVP header MAY be 0 or 1).
The Mbit for this AVP MIST be set to 0. The Length is 6.

4.2. NMbdem On-Hold Status AVP

The Modem On-Hol d Status AVP, Attribute Type 54, indicates the
current on-hold status of the client nodem This AVP MJUST be present
on the MDMST control message.

The Attribute Value field for this AVP has the follow ng format:

0 1

0123456789012345
B i S S S it s ol T S S
| H reserved | Ti meout |
R o i e e e R e o

The Modem On-Hol d Status AVP is a 16-bit quantity, containing two
fields that indicate whether the client nodem has pl aced the call
on-hol d and the maxi num anount of tine that the call is allowed to
remai n on-hol d.
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The H (Hold) field is a single bit that indicates whether the client
nodem has placed the call on-hold. If the H (Hold) fieldis 1, the
client nopdemis on-hold. |If the H(Hold) field is O, the client
nodem i s back online.

The Tineout field is a 4 bits quantity that indicates the negotiated
maxi mum amount of tine that the call can remain on-hold. It is valid
only if the H(Hold) field is 1 and MJUST be ignored if the H (Hold)
field is 0. The values for the Tineout field are defined in [V92]
and they are reproduced here for easy reference:

Bits Deci mal Meani ng
0000 0 Reser ved
0001 1 10 seconds
0010 2 20 seconds
0011 3 30 seconds
0100 4 40 seconds
0101 5 1 mnute
0110 6 2 mnutes
0111 7 3 mnutes
1000 8 4 m nutes
1001 9 6 m nutes
1010 10 8 m nutes
1011 11 12 m nutes
1100 12 16 m nutes
1101 13 No [imt
1110 14 Reserved
1111 15 Reserved

Bits 1 through 11 are reserved. These bits MJUST be set to 0 when
sending this AVP and MJST be ignored on reception

This AVP MAY be hidden (the Hbit on the AVP header MAY be 0 or 1).
The Mbit for this AVP MIST be set to 0. The Length is 8

5. Sampl e LNS Actions

The specific actions taken by an LNS upon recei pt of a Mbdem On-Hol d
Status AVP are inplenentation dependent. This docunent does not
mandat e what, if anything, the LNS should do with this information

The choi ce of actions taken by the LNS may have an inpact on hi gher
| ayer protocols. For exanple, TCP connections and ot her connection-
oriented applications may tineout or disconnect during the on-hold
time. The inpact that those choices nay have on these or other
protocols is not addressed by this docunent.
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The following list is a sanple of possible actions that an LNS

i mpl ement ation mght consider. Note that sone of these actions are
not really alternatives, as some of the possibilities preclude

ot hers.

* Tenporarily stop polling protocols such as LCP Echo Requests, Link
Quality Monitoring (LQW, Miltilink PPP (MP), etc.

Drop data packets directed to the now on-hold renote client.

Start a new accounting session, to account for the on-hold tine.
Stop or hold accounting until the nmodemreturns online again.

Start a separate time accounting for the tine that the nodemis on
hol d.

E I

Here are a few things that an LNS shoul d probably NOT do:

* Buffer data packets directed to the now on-hold renote client.
Reason: How many data packets should be buffered? Wat woul d be
the inpact on higher |ayer protocols such as TCP? What
woul d be the inpact caused by the delay introduced when
the client returns online again?

*  Answer TCP keepalives in lieu of the client.
Reason: It may interfere with TCP s recovery once the client
returns online.

* Stop processing otherw se valid data packets fromthe client.
Reason: There is a race condition between the notification of
the modem returning online and the first packet fromthe
client because they are delivered on i ndependent channels.
Dropping valid client packets may lead to a sl ower
recovery after returning online due to the forced retries.
6. | ANA Consi derations

Thi s docunent requires one new L2TP "Message Type" nunber to be
assi gned by | ANA:

17, Section 3.1., Mdem Status
It also requires two new "AVP Attributes" to be assigned by | ANA

53, Section 4.1., Mddem On-Hol d Capabl e AVP
54, Section 4.2., Mbdem On-Hold Status AVP

The Modem On-Hol d Status AVP contains a set of reserved bits (bits 1
through 11) that are assigned by | ANA through | ETF Consensus [ BCP26].
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7. Security Considerations

The integrity and confidentiality of the nethod described in this
docunent relies on the underlying L2TP security mechani sms. The new
control message and AVPs are intended to indicate when a client nodem
has gone on-hold and cannot receive data. |t does not define what,

if anything, the LNS should do with this information. A sanple of
possi bl e actions that an LNS may consider are listed in section 5.

It is believed that the defined extension does not provide
i nformati on that woul d be useful to an attacker, and as such, it
shoul d not pose a threat to system security.

I f desired, the new AVPs MAY be hi dden as described in section 4.3 of
[ RFC2661] .

8. References
8.1. Normative References
[ RFC2661] Townsley, W, Valencia, A, Rubens, A, Pall, G, Zorn, G
and B. Peter, "Layer Two Tunneling Protocol (L2TP)", RFC
2661, August 1999.

[ BCP14] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ BCP26] Narten, T. and H Alvestrand, "CGuidelines for Witing an
I ANA Consi derations Section in RFCs", BCP 26, RFC 2434,
Cct ober 1998.

[ VI2] | T T Recommendation V.92, "Enhancenents to Recommendati on
V. 90", Novenber 2000

8. 2. I nformati ve References

[ BCP9] Bradner, S., "The Internet Standards Process -- Revision
3", BCP 9, RFC 2026, October 1996.

[ STD51] Si npson, W, "The Point-to-Point Protocol (PPP)", STD 51
RFC 1661, July 1994.

Coyr et St andards Track [ Page 9]



RFC 3573 Si gnal i ng of Modem On-Hold status in L2TP July 2003

9. Acknow edgnents
Josh Bail ey, Enmanuel Hi slen and Marc Bongartz of Lucent Technol ogies
provi ded invaluable help in reviewing this docunent and its
i mpl enent ati on.
Mark Townsl ey of Cisco Systens provided hel pful guidance.

Thomas Narten of |BM Corporation provided inval uable insights and
suggesti ons.

Coyr et St andards Track [ Page 10]



RFC 3573 Si gnal i ng of Modem On-Hold status in L2TP July 2003

Appendi x A:  Vendor Specific Assignnents
TH S SECTI ON |'S NOT NORMATI VE
Early inplementations of this specification used vendor-specific
val ues for the new control message and AVPs. This appendi x descri bes
those initial vendor-specific assignments for historical reference
only.

The foll owi ng table shows the vendor-specific assignments:

Vendor Attr Attr

I D Type Val ue Equi val ent to
Control message:
Modem St at us 529 0 2 Section 3. 1.
AVP:
Modem On- Hol d Capabl e 529 2 none Section 4. 1.
Modem On-Hol d St at us 529 3 [..] Section 4.2.
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