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Abst ract

Security nust be built into Internet Protocols for those protocols to
of fer their services securely. Many security problens can be traced
to inproper inplenmentations. However, even a proper inplenentation
will have security problens if the fundamental protocol is itself
expl oitable. Exactly how security should be inplemented in a
protocol wll vary, because of the structure of the protocol itself.
However, there are many protocols for which standard |nternet
security nechani sns, already devel oped, nay be applicable. The
preci se one that is appropriate in any given situation can vary. W
revi ew a nunber of different choices, explaining the properties of
each.

1. Introduction

Internet Security conpronises can be divided into several classes,
rangi ng from Deni al of Service to Host Conpromi se. Denial of Service
attacks based on sheer volume of traffic are beyond the scope of this
docunent, though they are the subject of nuch ongoi ng di scussi on and
research. It is inportant to note that many such attacks are nade
nore difficult by good security practices. Host Conprom se (nost
conmonl y caused by undetected Buffer Overflows) represent flaws in

i ndi vi dual inplenentations rather than flaws in protocols.
Nevert hel ess, carefully designed protocols can nake such flaws | ess
likely to occur and harder to exploit.

Bel l ovin, et al. | nf or mati onal [ Page 1]



RFC 3631 Security Mechanisns for the Internet December 2003

2.

2.

However, there are security conmpronises that are facilitated by the
very protocols that are in use on the Internet. |If a security
problemis inherent in a protocol, no manner of inplementation wll
be able to prevent the problem

It is therefore vitally inportant that protocols devel oped for the
Internet provide this fundanental security.

Exactly how a protocol should be secured depends on the protoco
itself as well as the security needs of the protocol. However, we
have devel oped a number of standard security mechanisms in the |IETF
In many cases appropriate application of these nechanisns can provide
the necessary security for a protocol

A nunber of possible nechani sns can be used to provide security on
the Internet. Which one should be sel ected depends on nany different
factors. W attenpt here to provide gui dance, spelling out the
factors and the currently-standardi zed (or about-to-be-standardi zed)
solutions, as discussed at the | AB Security Architecture Wrkshop

[ RFC2316] .

Security, however, is an art, not a science. Attenpting to follow a
recipe blindly can lead to disaster. As always, good taste in
prot ocol design should be exercised.

Finally, security mechanisnms are not magic pixie dust that can be
sprinkl ed over conpleted protocols. It is rare that security can be
bolted on later. Good designs -- that is, secure, clean, and
efficient designs -- occur when the security mechanisnms are crafted
along with the protocol. No conceivable exercise in cryptography can
secure a protocol with flawed senmantic assunpti ons.

Deci si on Factors
1. Threat Mbde

The nost inportant factor in choosing a security nmechanismis the
threat nodel. That is, who may be expected to attack what resource,
usi ng what sorts of nechanisns? A |owvalue target, such as a Wb
site that offers public information only, may not merit nuch
protection. Conversely, a resource that if conprom sed coul d expose
significant parts of the Internet infrastructure, say, a mmjor
backbone router or high-Ilevel Domain Nane Server, should be protected
by very strong nechani sns. The value of a target to an attacker

depends on the purpose of the attack. |If the purpose is to access
sensitive information, all systens that handle this information or
nmedi ate access to it are valuable. |If the purpose is to weak havoc,

systens on which large parts of the Internet depend are exceedi ngly
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val uable. Even if only public information is posted on a web site,
changing its contents can cause enbarrassnment to its owner and could

result in substantial damage. It is difficult when designing a
protocol to predict what uses that protocol wll someday have
Al Internet connected systenms require a mni num anount of

protection. Starting in 2000 and continuing to the present, we have
wi t nessed the advent of a new type of Internet security attack: an
Internet "worn' programthat seeks out and automatically attacks
systens that are vulnerable to conprom se via a nunber of attacks
built into the wormprogramitself. These worm prograns can
conpromi se literally thousands of systens within a very short period
of time. Note that the first Internet Wormwas the "Mrris" worm of
1988. However, it was not followed up with simlar prograns for over
12 years!

As of the witing of this document, all of these worns have taken
advant age of programmng errors in the inplenentation of otherw se
reasonably secure protocols. However, it is not hard to envision an
attack that targets a fundanental security flawin a wi dely deployed
protocol. It is therefore inperative that we strive to minimze such
flaws in the protocols we design.

The value of a target to an attacker may depend on where it is

| ocated. A network nonitoring station that is physically on a
backbone cable is a major target, since it could easily be turned
into an eavesdropping station. The same machine, if |ocated on a
stub net and used for word processing, would be of nmuch | ess use to a
sophi sticated attacker, and hence would be at significantly |ess
risk.

One nust al so consi der what sorts of attacks may be expected. At a
m ni mum eavesdroppi ng nust be seen as a serious threat; there have
been very many such incidents since at |east 1993. Oten, active
attacks, that is, attacks that involve insertion or deletion of

packets by the attacker, are a risk as well. It is worth noting that
such attacks can be |aunched with off-the-shelf tools, and have in
fact been observed "in the wild". O particular interest is a form

of attack called "session hijacking", where soneone on a |ink between
the two comuni cating parties wait for authentication to conplete and
then i npersonate one of the parties and continue the connection wth
t he other.

One of the nost inportant tools available to us for securing
protocols is cryptography. Cryptography permts us to apply various
ki nds of protection to data as it traverses the network, w thout
havi ng to depend on any particul ar security properties of the network
itself. This is inportant because the Internet, by its distributed
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managenent and control, cannot be considered a trustworthy nmedia in
and of itself. |Its security derives fromthe nechanisns that we
build into the protocols thensel ves, independent of the underlying
medi a or network operators.

Finally, of course, there is the cost to the defender of using
cryptography. This cost is dropping rapidly; More' s Law, plus the
easy availability of cryptographic conponents and tool kits, makes it
relatively easy to use strong protective techni ques. Al though there
are exceptions, public key operations are still expensive, perhaps
prohibitively so if the cost of each public-key operation is spread
over too few transactions, careful engineering design can generally
| et us spread this cost over many transactions.

In general, the default today should be to use the strongest
cryptography available in any protocol. Strong cryptography often
costs no nore, and sonetines |ess, then weaker cryptography. The
actual performance cost of an algorithmis often unrelated to the
security it provides. Depending on the hardware avail abl e,
cryptography can be perfornmed at very high rates (1+Gops), and even
in software its performance inpact is shrinking over tine.

2.2. A Wrd about Mandatory Mechani sms

We have evolved in the |ETF the notion of "mandatory to inplenment”
nmechani sns. Thi s phil osophy evolves fromour primary desire to
ensure interoperability between different inplenmentations of a
protocol. |If a protocol offers many options for howto performa
particul ar task, but fails to provide for at |east one that all nust

i npl enent, it nmay be possible that nmultiple, non-interoperable

i npl enentations may result. This is the consequence of the selection
of non-overl appi ng nechani sns bei ng deployed in the different

i mpl ement ati ons.

Al t hough a given protocol may make use of only one or a few security
mechani sns, these nmechani sns thensel ves often can nmake use of severa
cryptographic systenms. The various cryptographic systens vary in
strength and perfornmance. However, in many protocols we need to
specify a "mandatory to inplenment" to ensure that any two

i mpl enentations will eventually be able to negotiate a conmon
cryptographi c system between them

There are sonme protocols that were originally designed to be run in a
very limted domain. It is often argued that the domain of

i mpl enentation for a particular protocol is sufficiently well defined
and secure that the protocol itself need not provide any security
mechani sns.
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Hi story has shown this argunent to be wong. |Inevitably, successfu
protocols - even if developed for Iimted use - wind up used in a
br oader environnent, where the initial security assunptions do not
hol d.

To solve this problem the |IETF requires that *ALL* protocols provide
appropriate security mechani sns, even when their domain of
application is at first believed to be very limted.

It is inmportant to understand that mandatory nechani snms are nandatory
to *inplement*. It is not necessarily mandatory that end-users
actually use these nmechanisnms. |f an end-user knows that they are
depl oying a protocol over a "secure" network, then they may choose to
di sabl e security nechanisns that they believe are adding insufficient
val ue as conpared to their performance cost. (W are generally
skeptical of the wi sdom of disabling strong security even then, but
that is beyond the scope of this docunent.)

Insisting that certain mechanisnms are mandatory to inpl enment neans
that those end-users who need the protocol provided by the security
mechani sm have it avail abl e when needed. Particularly with security
mechani sns, just because a mechanismis mandatory to inplenment does
not inply that it should be the default mechanismor that it may not
be di sabled by configuration. |If a mandatory to inplenent algorithm
is old and weak, it is better to disable it when a stronger al gorithm
is avail able.

2.3. Ganularity of Protection

Sone security nmechanisns can protect an entire network. Wile this
econoni zes on hardware, it can |eave the interior of such networks
open to attacks fromthe inside. Qher nmechanisns can provide
protection down to the individual user of a timeshared nachine,
though perhaps at risk of user inpersonation if the machi ne has been
conpr om sed

When assessing the desired granularity of protection, protoco

desi gners shoul d take into account |ikely usage patterns,

i mpl enentation | ayers (see below), and deployability. |If a protoco
is likely to be used only fromw thin a secure cluster of machines
(say, a Network Operations Center), subnet granularity may be
appropriate. By contrast, a security nechanismpeculiar to a single
application is best enbedded in that application, rather than inside
TCP; otherw se, deploynent will be very difficult.
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2. 4.

3.

3.

3.

| mpl enent ati on Layer
Security mechani sns can be located at any layer. In general, putting
a nmechanismat a |ower |ayer protects a wider variety of higher-I|ayer
protocols, but may not be able to protect themas well. A link-Iayer

encryptor can protect not just |IP, but even ARP packets. However,
its reach is just that one link. Conversely, a signed email nessage
is protected even if sent through nany store-and-forward nai

gat eways, can identify the actual sender, and the signature can be
verified long after the nessage is delivered. However, only that one
type of nessage is protected. Messages of simlar formats, such as
sone Netnews postings, are not protected unless the nechanismis
specifically adapted and then inplenented in the news-handling

progr ans.

Standard Security Mechani sns
One- Ti ne Passwor ds

One-time password schenes, such as that described in [ RFC2289], are
very nmuch stronger than conventional passwords. The host need not
store a copy of the user’s password, nor is it ever transmtted over
the network. However, there are some risks. Since the transmtted
string is derived froma user-typed password, guessing attacks may
still be feasible. (Indeed, a programto |launch just this attack is
readily available.) Furthernore, the user’s ability to login
necessarily expires after a predeterm ned nunber of uses. While in
many cases this is a feature, an inplenmentation nost |likely needs to
provide a way to reinitialize the authenticati on database, wi thout
requiring that the new password be sent in the clear across the

net wor k.

There are commerci al hardware authentication tokens. Apart fromthe
session hijacking issue, support for such tokens (especially

chal | enge/ response tokens, where the server sends a different random
nunber for each authentication attenpt) may require extra protoco
nessages.

HMAC

HVAC [ RFC2104] is the preferred shared-secret authentication
technique. |f both sides know the sane secret key, HMAC can be used
to authenticate any arbitrary nmessage. This includes random
chal | enges, which nmeans that HVAC can be adapted to prevent replays
of ol d sessions.
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An unfortunate disadvantage of using HVAC for connection
authentication is that the secret nust be known in the clear by both
parties, making this undesirable when keys are |ong-1lived.

VWhen suitable, HVAC should be used in preference to ol der techniques,
not abl y keyed hash functions. Sinple keyed hashes based on MD5

[ RFC1321], such as that used in the BGP session security nechani sm

[ RFC2385], are especially to be avoided in new protocols, given the
hi nts of weakness in MD5.

HVAC can be inpl emented using any secure hash function, including M5
and SHA-1 [RFC3174]. SHA-1 is preferable for new protocol s because
it is nore frequently used for this purpose and may be nore secure.

It is inportant to understand that an HVAC-based nechani sm needs to
be enpl oyed on every protocol data unit (aka packet). It is a

m st ake to use an HVAC-based systemto authenticate the begi nning of
a TCP session and then send all remmining data w thout any
protection.

Attack prograns exist that permit a TCP session to be stolen. An
attacker nerely needs to use such a tool to steal a session after the
HVAC step is performed.

3.3. | Psec

| Psec [ RFC2401], [ RFC2402], [ RFC2406], [ RFC2407] ,[ RFC2411] is the
generic | P-layer encryption and authentication protocol. As such, it
protects all upper layers, including both TCP and UDP. Its norma
granul arity of protection is host-to-host, host-to-gateway, and

gat eway-to-gateway. The specification does pernmit user-granularity
protection, but this is conparatively rare. As such, |Psec is
currently inappropriate when host-granularity is too coarse.

Because IPsec is installed at the IP layer, it is rather intrusive to
the networking code. Inplenmenting it generally requires either new
hardware or a new protocol stack. On the other hand, it is fairly
transparent to applications. Applications running over |Psec can
have i nproved security wi thout changing their protocols at all. But
at least until IPsec is nore widely depl oyed, nost applications
shoul d not assume they are running atop | Psec as an alternative to
specifying their own security nechani sns. Mst nbdern operating
systens have | Psec avail able; nobst routers do not, at |east for the
control path. An application using TLSis nore likely to be able to
assert application-specific to take advantage of its authentication
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The key managenent for |Psec can use either certificates or shared
secrets. For all the obvious reasons, certificates are preferred,;
however, they may present nore of a headache for the system manager

There is strong potential for conflict between |Psec and NAT

[ RFC2993]. NAT does not easily coexist with any protocol containing
enbedded | P address; with | Psec, every packet, for every protocol
contai ns such addresses, if only in the headers. The conflict can
soneti nmes be avoi ded by using tunnel node, but that is not always an
appropriate choice for other reasons. There is ongoing work to nake
| Psec pass through NAT nore easily [ NATIKE].

Most current |Psec usage is for virtual private networks. Assum ng
that the other constraints are net, IPsec is the security protocol of
choice for VPN-Iike situations, including the renpte access scenario
where a single machine tunnels back into its hone network over the

i nternet using |IPsec.

3.4. TLS

TLS [ RFC2246] provides an encrypted, authenticated channel that runs
on top of TCP. Wiile TLS was originally designed for use by Wb

browsers, it is by no neans restricted to such. In general, though
each application that wishes to use TLS will need to be converted
i ndi vidual ly.

CGenerally, the server side is always authenticated by a certificate.
Clients may possess certificates, too, providing nutua

aut hentication, though this is rarely deployed. 1t’s an unfortunate
reality that even server side authentication it not as secure in
practice as the cryptography would i nply because nobst inplenentations
all ow users to ignore authentication failures (by clicking OKto a
war ni ng) and nost users routinely do so [Bell98]. Designers should
thus be wary of demandi ng pl ai ntext passwords, even over TLS-
protected connections. (This requirement can be relaxed if it is
likely that inplementations will be able to verify the authenticity
and authorization of the server’'s certificate.)

Al t hough application nodification is generally required to make use
of TLS, there exist toolkits, both free and conmercial, that provide
i mpl enentati ons. These are designed to be incorporated into the
application’s code. An application using TLSis nore likely to be
able to assert application specific certificate policies than one
usi ng | Psec.
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3.5. SASL

SASL [ RFC2222] is a franmework for negotiating an authentication and
encryption mechanismto be used over a TCP stream As such, its
security properties are those of the negotiated nechani sm
Specifically, unless the negotiated nechani sm authenticates all of
the subsequent nmessages or underlying protection protocol such as TLS
is used, TCP connections are vul nerable to session stealing.

If you need to use TLS (or |PSec) under SASL, why bother with SASL in
the first place? Wiy not sinply use the authentication facilities of
TLS and be done with it?

The answer here is subtle. TLS nakes extensive use of certificates
for authentication. As commonly depl oyed, only servers have
certificates, whereas clients go unauthenticated (at |east by the TLS
processing itself).

SASL permits the use of nore traditional client authentication
technol ogi es, such as passwords (one-tine or otherwise). A powerful
conbination is TLS for underlying protection and authentication of
the server, and a SASL-based system for authenticating clients. Care
must be taken to avoid nman-in-the-middle vulnerabilities when

di fferent authentication techniques are used in different directions.

3.6. GSS-API

GSS- APl [ RFC2744] provides a framework for applications to use when
they require authentication, integrity, and/or confidentiality.

Unli ke SASL, GSS-APlI can be used easily w th UDP-based applications.
It provides for the creation of opaque authentication tokens (aka
chunks of nmenory) which may be enbedded in a protocol’s data units.
Note that the security of GSS-API-protected protocols depends on the
underlyi ng security mechanism this nust be eval uated i ndependently.
Sim | ar considerations apply to interoperability, of course.

3.7. DNSSEC

DNSSEC [ RFC2535] digitally signs DNS records. It is an essentia

tool for protecting agai nst DNS cache contam nation attacks [Bell 95];
these in turn can be used to defeat name-based authentication and to
redirect traffic to or past an attacker. The latter nmakes DNSSEC an
essential conponent of sone other security nechanisns, notably | Psec.

Al 't hough not wi dely depl oyed on the Internet at the time of the
witing of this docunent, it offers the potential to provide a secure
mechani sm for mappi ng domain nanes to | P protocol addresses. It nmay
al so be used to securely associate other information with a DNS nane.
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This information nay be as sinple as a service that is supported on a
gi ven node, or a key to be used with |Psec for negotiating a secure
session. Note that the concept of storing general purpose
application keys in the DNS has been deprecated [ RFC3445], but
standardi zati on of storing keys for particular applications - in
particular |IPsec - is proceeding.

3.8. Security/Miltipart

Security/Miltiparts [ RFC1847] are the preferred mechani smfor
protecting email. More precisely, it is the MMe framework within
whi ch encryption and/or digital signatures are enbedded. Both S/M M
and OpenPGP (see bel ow) use Security/Miltipart for their encoding.
Conforming mail readers can easily recognize and process the

crypt ographi c portions of the mail

Security/Miltiparts represents one form of "object security", where

the object of interest to the end user is protected, independent of

transport nmechanism internediate storage, etc. Currently, there is
no general form of object protection available in the Internet.

For a good exanple of using S/M M outside the context of email, see
Session Initiation Protocol [RFC 3261].

3.9. Digital Signatures

One of the strongest forms of chall enge/ response authentication is
based on digital signatures. Using public key cryptography is
preferable to schenes based on secret key ciphers because no server
needs a copy of the client’'s secret. Rather, the client has a
private key; servers have the correspondi ng public key.

Using digital signatures properly is tricky. A client should never
sign the exact challenge sent to it, since there are several subtle
nunber -t heoretic attacks that can be |aunched in such situations.

The Digital Signature Standard [DSS] and RSA [ RSA] are both good
choi ces; each has its advantages. Signing with DSA requires the use
of good random nunbers [RFC1750]. |If the eneny can recover the
random nunber used for any given signhature, or if you use the sane
random nunber for two different docunents, your private key can be
recovered. DSS has nuch better performance than RSA for generating
new private keys, and somewhat better perfornance generating
signatures, while RSA has nuch better performance for verifying

si gnat ur es.
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3.10. OpenPGP and S/M ME

Digital signatures can be used to build "object security"
applications which can be used to protect data in store and forward
protocol s such as el ectronic mail

At this witing, two different secure mail protocols, QpenPGP

[ OpenPGP] and SIMME [ S/M ME], have been proposed to replace PEM
[PEM. It is not clear which, if either, will succeed. Wile
specified for use with secure nail, both can be adapted to protect
data carried by other protocols. Both use certificates to identify
users; both can provide secrecy and authentication of mail nessages;
however, the certificate formats are very different. Historically,
the difference between PGP-based nmail and S/ M ME-based mail has been
the style of certificate chaining. In S/MMg users possess X 509
certificates; the certification graph is a tree with a very snal
nunber of roots. By contrast, PGP uses the so-called "web of trust"”,
where any user can sign anyone else's certificate. This
certification graph is really an arbitrary graph or set of graphs.

Wth any certificate schenme, trust depends on two primary
characteristics. First, it nust start froma known-reliable source,
either an X 509 root, or sonmeone highly trusted by the verifier
often himor herself. Second, the chain of signatures nust be
reliable. That is, each node in the certification graph is crucial
if it is dishonest or has been conprom sed, any certificates it has
vouched for cannot be trusted. Al other factors being equal (and
they rarely are), shorter chains are preferable.

Sone of the differences reflect a tension between two phil osophi cal
positions represented by these technologies. Qhers resulted from
havi ng separate design teans.

SIMME is designed to be "fool proof". That is, very little end-user
configuration is required. Specifically, end-users do not need to be
aware of trust relationships, etc. The ideais that if an S/IMME
client says, "This signature is valid", the user should be able to
"trust" that statement at face val ue without needing to understand
the underlying inplications.

To achieve this, SMM is typically based on a |imted nunber of
"root" Certifying Authorities (CAs). The goal is to build a globa
trusted certificate infrastructure.

The down side to this approach is that it requires a deployed public
key infrastructure before it will work. Two end-users nay not be
able to sinply obtain S/ M Me-capabl e software and begi n comuni cati ng
securely. This is not a limtation of the protocol, but a typica
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configuration restriction for comonly avail able software. One or
both of them nay need to obtain a certificate froma mutually trusted
CA; furthernore, that CA nust already be trusted by their mai
handl i ng software. This process may involve cost and | ega
obligations. This ultimately results in the technol ogy bei ng harder
to deploy, particularly in an environnent where end-users do not
necessarily appreciate the value received for the hassle incurred.

The PGP "web of trust" approach has the advantage that two end-users
can just obtain PGP software and i mredi ately begin to comuni cate
securely. No infrastructure is required and no fees and | ega
agreenments need to be signed to proceed. As such PGP appeals to
peopl e who need to establish ad-hoc security associations.

The down side to PGP is that it requires end-users to have an
under st andi ng of the underlying security technology in order to make
effective use of it. Specifically it is fairly easy to fool a naive
users to accept a "signed" nessage that is in fact a forgery.

To date PGP has found great acceptance between security-aware
i ndi vi dual s who have a need for secure e-mail in an environment
devoi d of the necessary global infrastructure.

By contrast, S/IMME works well in a corporate setting where a secure
i nternal CA system can be deployed. It does not require a |ot of
end- user security know edge. S/M ME can be used between institutions
by carefully setting up cross certification, but this is harder to do
than it seens.

As of this witing a global certificate infrastructure continues to
el ude us. Questions about a suitable business nodel, as well as
privacy considerations, nmay prevent one from ever energing.

3.11. Firewalls and Topol ogy

Firewal | s are a topol ogi cal defense nechanism That is, they rely on
a wel | -defined boundary between the good "inside" and the bad
"outside" of sone domain, with the firewall mediating the passage of
information. Wile firewalls can be very valuable if enpl oyed
properly, there are limts to their ability to protect a network.

The first limtation, of course, is that firewalls cannot protect

agai nst inside attacks. While the actual incidence rate of such
attacks is not known (and is probably unknowabl e), there is no doubt
that it is substantial, and arguably constitutes a majority of
security problems. More generally, given that firewalls require a
wel | -delimted boundary, to the extent that such a boundary does not
exist, firewalls do not help. Any external connections, whether they
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are protocols that are deliberately passed through the firewall,

I inks that are tunnel ed through, unprotected w reless LANs, or direct
ext ernal connections fromnom nally-inside hosts, weaken the
protection. Firewalls tend to becone |less effective over tine as
users tunnel protocols through them and may have i nadequate security
on the tunnel endpoints. |If the tunnels are encrypted, there is no
way for the firewall to censor them An oft-cited advantage of
firewalls is that they hide the existence of internal hosts from

out side eyes. Gven the amount of | eakage, however, the |ikelihood
of successfully hiding machines is rather |ow

In a nore subtle vein, firewalls hurt the end-to-end nodel of the
Internet and its protocols. Indeed, not all protocols can be passed
safely or easily through firewalls. Sites that rely on firewalls for
security may find thenmsel ves cut off from new and useful aspects of
the Internet.

Firewal | s work best when they are used as one elenent of a tota
security structure. For exanple, a strict firewall nmay be used to
separate an exposed Wb server from a back-end database, with the
only opening the conmuni cati on channel between the two. Sinmilarly, a
firewall that permitted only encrypted tunnel traffic could be used
to secure a piece of a VPN. On the other hand, in that case the

ot her end of the VPN would need to be equally secured.

3.12. Kerberos

Ker beros [ RFC1510] provides a mechanismfor two entities to

aut henti cate each other and exchange keying material. On the client
side, an application obtains a Kerberos "ticket" and "authenticator".
These itens, which should be considered opaque data, are then

comuni cated fromclient to server. The server can then verify their
authenticity. Both sides may then ask the Kerberos software to
provide themw th a session key which can be used to protect or
encrypt dat a.

Kerberos may be used by itself in a protocol. However, it is also
avai | abl e as a nechani sm under SASL and GSSAPI. It has sonme known
vul nerabilities [ KRBATTACK] [KRBLIM [KRBAWEAK], but it can be used
securely.

3.13. SSH
SSH provi des a secure connection between client and server. |t
operates very much like TLS; however, it is optimzed as a protoco
for renpte connections on termnal-like devices. One of its nore

i nnovative features is its support for "tunneling" other protocols
over the SSH-protected TCP connection. This feature has pernmitted
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know edgeabl e security people to perform such actions as readi ng and
sending e-nmail or news via insecure servers over an insecure network.
It is not a substitute for a true VPN, but it can often be used in

pl ace of one.

4. Insecurity Mechani sns

Sone conmon security mechani sns are part of the problemrather than
part of the solution.

4.1. Plaintext Passwords

Pl ai nt ext passwords are the nbst commopn security nmechanismin use
today. Unfortunately, they are also the weakest. Wen not protected
by an encryption |layer, they are conpletely unacceptable. Even when
used with encryption, plaintext passwords are quite weak, since they
must be transnmitted to the rembte system |If that system has been
conpromi sed or if the encryption |ayer does not include effective

aut hentication of the server to the client, an eneny can collect the
passwords and possi bly use them agai nst other targets.

Anot her weakness arises because of conmon inplenentation techniques.
It is considered good form[MI79] for the host to store a one-way
hash of the users’ passwords, rather than their plaintext form
However, that may preclude migrating to stronger authentication
mechani sns, such as HMAC-based chal | enge/ r esponse.

The strongest attack agai nst passwords, other than eavesdropping, is
passwor d-guessing. Wth a suitable program and dictionary (and these
are wi dely avail able), 20-30% of passwords can be guessed in nost

envi ronnents [ Kl ein90].

4.2. Address-Based Authentication

Anot her comon security nechani smis address-based authentication. At
best, it can work in highly constrained environnents. |f your

envi ronnent consists of a small nunber of nmachines, all tightly
admi ni stered, secure systens run by trusted users, and if the network
is guarded by a router that blocks source-routing and prevents
spoofing of your source addresses, and you know there are no wireless
bridges, and if you restrict address-based authentication to machines
on that network, you are probably safe. But these conditions are
rarely met.
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Anmong the threats are ARP-spoofing, abuse of |ocal proxies,
renunmbering, routing table corruption or attacks, DHCP, |P address
spoofing (a particular risk for UDP-based protocols), sequence numnber
guessi ng, and source-routed packets. Al of these can be quite

pot ent .

4.3. Nane-Based Authentication

Nane- based aut hentication has all of the problens of address-based
aut henti cati on and adds new ones: attacks on the DNS [Bel | 95] and
| ack of a one to one mappi ng between addresses and nanes. At a

m nimum a process that retrieves a host name fromthe DNS shoul d
retrieve the correspondi ng address records and cross-check

Techni ques such as DNS cache contanminati on can often negate such
checks.

DNSSEC provi des protection against this sort of attack. However, it
does nothing to enhance the reliability of the underlying address.
Further, the technique generates a lot of false alarns. These

| ookups do not provide reliable information to a machi ne, though they
m ght be a useful debugging tool for humans and coul d be useful in

| ogs when trying to reconstruct how and attack took pl ace.

5. Security Considerations
No security nechanisns are perfect. |f nothing else, any network-
based security nechani sm can be thwarted by conpromni se of the
endpoi nts. That said, each of the mechanisns described here has its
own limtations. Any decision to adopt a given mechani sm shoul d
wei gh all of the possible failure nbdes. These in turn should be
wei ghed agai nst the risks to the endpoint of a security failure.

6. | ANA Consi derations
There are no | ANA consi derations regardi ng this docunent.
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