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Thi s docunent defines a portion of the Managenent |nformati on Base
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internets. In particular, it defines objects for managi ng the

Et hernet Wde Area Network (WAN) Interface Sublayer (WS).

The M B nodul e defined in this menp is an extension of the
Synchronous Optical Network/Synchronous Digital Hierarchy (SONET/ SDH)
Interface MB and is inplemented in conjunction with it and with the
Et hernet-like Interface MB, the 802.3 Medium Attachnent Unit M B,
the Interfaces Goup MB, and the Inverted Stack Table M B.
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1. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL", when they appear in this docunent, are to be interpreted
as described in BCP 14, RFC 2119 [ RFC2119].

2. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenment Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .
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3.

3.

Overvi ew

The objects defined in this meno are used in conjunction with objects
defined in the Interfaces G oup MB [ RFC2863], the SONET/ SDH
Interface M B [ RFC3592], and the 802.3 MAU M B [ RFC3636] to nmanage
the Ethernet Wde Area Network (WAN) Interface Sublayer (WS) defined
in [802.3ae]. The WS contains functions to perform OC 192c/ VC- 4- 64c
frami ng and scranbling. It resides between the Physical Coding

Subl ayer (PCS) and the Physical Medium Attachment (PMA) subl ayer
within a 10GBASE-W 10 Go/s WAN-conpati bl e physical |ayer device (PHY)
and may be used in conjunction with any of the PCS, PMA, and Physi cal
Medi um Dependent (PMD) subl ayers defined in [802.3ae] for 10GBASE-W
PHYs. Three types of 10GBASE-W PHYs are defined, distinguished by
the type of optics enployed: 10GBASE-SW 10GBASE-LW and 10GBASE- EW
The objects defined in this meno may be used to nanage an Et hernet

i nterface enpl oying any type of 10GBASE-W PHY. They do not apply to
any other kind of interface. |In particular, they do not apply to
so-cal |l ed Ethernet Line Term nating Equi pnent (ELTE) residing within
a SONET network el ement that uses the 10GBASE-W PMY PMD subl ayers but
ot herwi se acts as SONET Line Term nating Equi pnent (LTE).

The objects presented here -- along with those incorporated by
reference fromthe Interfaces G oup MB, the SONET/ SDH I nterface M B,
and the 802.3 MAU M B -- are intended to provide exact
representations of the nandatory attributes in the oWS nanaged
object class (i.e., the menbers of the pW SBasic package) defined in
Cl ause 30 and Annex 30A of [802.3ae]. They are also intended to
provi de approxi mate representati ons of the optional attributes (i.e.,
the menbers of the pW SOptional package). Sone objects with no

anal ogues in oWS are defined to support WS testing features
required by C ause 50 of [802. 3ae].

1. Relationship to the SONET/ SDH I nterface MB

Since the Ethernet WAN Interface Subl ayer was designed to be SONET-
conpatible, information simlar to that provided by nost of the
nmenbers of the oWS managed object class is available from objects
defined in the SONET-M B [ RFC3592]. Thus, the M B nodule defined in
this nmeno is a sparse augnmentation of the SONET-M B -- in other
words, every table defined here is an extension of sone table in the
SONET-M B -- and its conpliance statement REQUI RES that an agent

i npl enenting the objects defined in this nmeno also inplenent the

rel evant SONET-M B objects. That includes all objects required by
sonet Conpl i ance2 as well as sone that it |eaves optional.

It should be noted that sonme of the objects incorporated by reference
fromthe SONET-M B -- specifically, the threshold objects and
i nterval counter objects -- provide only approxinate representations
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of the corresponding oWS attributes, as detailed in Section 3.6. An
alternative approach woul d have been to define new objects to exactly
match the oWS definitions. That approach was rejected because the
SONET-M B obj ects are already used in depl oyed systems to manage the
SONET subl ayers of ATM over SONET and PPP over SONET interfaces, and
it was deened undesirable to use a different schene to nanage the
SONET subl ayers of 10 Gb/s WAN-conpati bl e Ethernet interfaces. Note
that the approach adopted by this neno requires no hardware support
beyond that mandated by [802.3ae] subcl ause 50. 3. 11.

3.2. Relationship to the Ethernet-like Interface MB

An interface which includes the Ethernet WS is, by definition, an
Et hernet-like interface, and an agent inplenenting the objects
defined in this menmo MJST inpl enment the objects required by the
dot 3Conpl i ance2 conpliance statement in the EtherLi ke-M B.

3.3. Relationship to the 802.3 MAU M B

Support for the mauModl f Conpl 3 conpliance statenment of the MAU-M B

[ RFC3636] is REQU RED for all Ethernet-like interfaces. The MAU-MB
is needed in order to allow applications to control and/or determne
the media type in use. That is inportant for devices than can
support both the 10GBASE-R 10 Gb/s LAN format (which does not include
the WS) and the 10GBASE-W 10 Go/s WAN format (which does include the
WS). The MAU-M B al so provides the neans to put a device in standby
node or to reset it; the latter may be used to re-initialize the

W S.

3.4. Use of the ifTable

This section specifies howthe ifTable, as defined in [ RFC2863], is
used for the Ethernet WS application.
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3.4.1. Layering Mde

Et hernet interfaces that enploy the WS are | ayered as defined in
[802.3ae]. The corresponding use of the ifTable [ RFC2863] is shown
in the figure bel ow

| Physi cal Medi um Layer |

| LLC Layer |
o e e e e e e eeeeeeeeeeaaaaa +
| MAC Layer |
R + > 1 ifEntry
| Reconci l i ation Sublayer | | i f Type: ethernet Csnacd(6)
. +
| Physi cal Codi ng Subl ayer | |
Fom e e e e i e e + +
| Pat h Layer | >1ifEntry
R + o+ i f Type: sonet Pat h(50)
| Li ne Layer |
. +
| Section Layer | > 1 ifEntry
L L LR R R + | i f Type: sonet (39)
|

Figure 1 - Use of ifTable for an Ethernet WS port

The exact configuration and nultiplexing of the layers is maintained
in the ifStackTable [ RFC2863] and in the iflnvStackTabl e [ RFC2864].

3.4.2. Use of ifTable for LLC Layer/NMAC Layer/ Reconciliation
Subl ayer/ Physi cal Codi ng Subl ayer

The ifTabl e MUST be used as specified in [ RFC3635] and [ RFC3636] for
the LLC Layer/MAC Layer/ Reconciliati on Subl ayer/ Physi cal Coding
Subl ayer.

3.4.3. Use of ifTable for SONET/ SDH Pat h Layer
The ifTabl e MUST be used as specified in [ RFC3592] for the SONET/ SDH
Path Layer. The value of ifH ghSpeed is set to 9585. if Speed
reports a val ue of 4294967295.

3.4.4. Use of ifTable for SONET/ SDH Medi um Secti on/ Li ne Layer
The ifTabl e MUST be used as specified in [ RFC3592] for the SONET/ SDH

Medi uni Secti on/ Li ne Layer. The value of ifHi ghSpeed is set to 9953.
i f Speed reports a val ue of 4294967295.
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3.5. SONET/ SDH Ter mi nol ogy

The SONET/ SDH terni nol ogy used in [802.3ae] is nostly the same as in
[ RFC3592], but there are a few differences. |In those cases the
definitions in [802.3ae] take precedence. The specific differences
are as follows.

Unequi pped
This defect is not defined by [802.3ae]. An inplenentation that
supports it SHOULD report it by setting the sonetPat hUnequi pped
bit in the appropriate instance of sonetPat hCurrent St at us.

Si gnal Label M smatch
This defect is called Payl oad Label Msmatch (PLM in [802. 3ae].
It is reported by setting both the sonetPat hSi gnal Label M snmat ch
bit in the appropriate instance of sonetPat hCurrent Status
(defined in [ RFC3592]) and the etherWsPat hPLM bit in the
correspondi ng i nstance of etherWsPat hCurrent Status (defined
bel ow) .

Loss of Codegroup Delineation
[ 802. 3ae] defines Loss of Codegroup Delineation (LCD) as
occurring when the Physical Coding Sublayer is unable to |ocate
64B/ 66B code group boundaries. There is no anal ogous defect
defined in [RFC3592]. It is reported by setting the
etherWsPat hLCD bit in the appropriate instance of the object
et her W sPat hCurrent St at us defi ned bel ow.

STS- Path Renote Defect |ndication
[ 802. 3ae] nandates the use of ERDI-P (Enhanced Renote Defect
Indication - Path) defined in [T1.231] to signal renpte server
defects (triggered by path AIS or path LOP) and renote payl oad
defects (triggered by Payl oad Label M smatch or Loss of Codegroup
Del i neation). [RFC3592] defines the one-bit RDI -P (Renote Defect
Indication - Path), which signals renote server detects (i.e.
path AlIS and path LOP) only. An inplenentation of the MB nodul e
defined in this meno MJUST set the sonetPathSTSRDI bit in the
appropriate instance of sonetPat hCurrent Status when it receives
an ERDI-P server defect indication fromthe renpte end. Both
ERDI - P payl oad defects and ERDI-P server defects are reported in
the object ether W sFar EndPat hCurrent St at us defi ned bel ow
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Pat h Codi ng Viol ations
In [802.3ae] the path |ayer CV count is based on bl ock errors and
not BIP-8 errors, i.e., it is incremented only once for each B3
byte that indicates incorrect parity, regardless of the number of
bits in error. Note that Section 8.4.5.1 of [T1.231] allows
either path BIP-8 errors or path block errors to be used for the
path | ayer error count.

3.6. Mapping of |EEE 802.3 Managed Objects
This section contains the mappi ng between oW S managed obj ects
defined in [802.3ae] and nanaged objects defined in this docunent and
in associated MB nodules, i.e., the IF-F-MB [ RFC2863], the SONET-M B
[ RFC3592], and the MAU-M B [ RFC3636] .
| EEE 802. 3 Managed Obj ect Cor respondi ng SNWP (bj ect

oWS - pW SBasi c package

aW SI D IF-M B - iflndex

aSecti onSt at us SONET- M B - sonet Secti onCurrent St at us
aLi neSt at us SONET- M B - sonet Li neCurrent St at us
aPat hSt at us et her W sPat hCur r ent St at us

aFar EndPat hSt at us et her W sFar EndPat hCur r ent St at us

oWS - pW SOptional package

aSect i onSESThr eshol d SONET- M B - sonet SESt hr eshol dSet
aSect i onSESs SONET- M B - sonet Secti onCurrent SESs +
sonet Secti onl nt er val SESs
aSect i onESs SONET-M B - sonet Secti onCurrent ESs +
sonet Sect i onl nt er val ESs
aSect i onSEFSs SONET- M B - sonet Secti onCurrent SEFSs +
sonet Sect i onl nt er val SEFSs
aSecti onCVs SONET- M B - sonet Secti onCurrent CVs +
sonet Secti onl nt er val CVs
aJoVal ueTX et her WsSectionCurrentJOTransm tted
aJ0OVal ueRX et her W sSect i onCur rent JORecei ved
aLi neSESThr eshol d SONET- M B - sonet SESt hr eshol dSet
alLi neSESs SONET-M B - sonet Li neCurrent SESs +
sonet Li nel nt er val SESs
aLi neESs SONET-M B - sonet Li neCurrent ESs +
sonet Li nel nt er val ESs
aLi neCvs SONET-M B - sonetLi neCurrent CVs +
sonet Li nel nt er val CVs
aFar EndLi neSESs SONET-M B - sonet Far EndLi neCurr ent SESs +
sonet Far EndLi nel nt er val SESs
aFar EndLi neESs SONET- M B - sonet Far EndLi neCurr ent ESs +
sonet Far EndLi nel nt er val ESs
aFar EndLi neCVs SONET- M B - sonet Far EndLi neCurrent CVs +
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aPat hSESThr eshol d
aPat hSESs

aPat hESs

aPat hCvs

aJlVal ueTX
aJ1lVal ueRX

aFar EndPat hSESs
aFar EndPat hESs

aFar EndPat hCVs
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sonet Far EndLi nel nt er val CVs
sonet SESt hr eshol dSet
sonet Pat hCurrent SESs +
sonet Pat hl nt er val SESs
SONET-M B - sonet Pat hCurrent ESs +
sonet Pat hl nt er val ESs
SONET- M B - sonet Pat hCurrent CVs +
sonet Pat hl nt er val CVs
et her WsPat hCurrent J1Transmtted
et her W sPat hCurr ent J1Recei ved
SONET- M B - sonet Far EndPat hCurr ent SESs +
sonet Far EndPat hl nt er val SESs
SONET- M B - sonet Far EndPat hCurrent ESs +
sonet Far EndPat hl nt er val ESs
SONET-M B - sonet Far EndPat hCurr ent CVs +
sonet Far EndPat hl nt er val CVs

SONET- M B
SONET-M B

It should be noted that the threshold and counter objects inported
fromthe SONET-M B are not conpletely equivalent to the correspondi ng

| EEE 802. 3 obj ects.

| EEE 802. 3 Managed Obj ect

aSect i onSESThr eshol d

aSect i onSESs

aSect i onESs

Hear d

The specific differences are as foll ows:

How Correspondi ng SNVP (bj ect Differs

This object is defined in [802.3ae] as an
integer with one instance per interface.
sonet SESt hr eshol dSet i s an enunerated val ue
that has one instance per network el enent;
it controls the thresholds for all |ayers
si mul taneously and allows only certain

di screte values to be sel ected.

This object is defined in [802.3ae] as a
general i zed nonresetabl e counter. The
obj ects sonet Secti onCurrent SESs and
sonet Secti onl nterval SESs are 15-m nute
interval counters.

This object is defined as a generalized
nonreset abl e counter in [802.3ae]. The
obj ects sonet Secti onCurrent ESs and
sonet Secti onl nterval ESs are 15-mi nute
interval counters.
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aSect i onSEFSs

aSecti onCVs

aLi neSESThr eshol d

aLi neSESs

alLi neESs

aLi neCVs

Hear d
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This object is defined as a generalized
nonresetabl e counter in [802.3ae]. The
obj ects sonet Secti onCurrent SEFSs and
sonet Secti onl nt erval SEFSs are 15-m nute
i nterval counters.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Secti onCurrent CVs and

sonet Secti onl nterval Cvs are 15-m nute
interval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify as severely errored
seconds.

This object is defined in [802.3ae] as an
integer with one instance per interface.
sonet SESt hr eshol dSet i s an enunerated val ue
that has one instance per network el enent;
it controls the thresholds for all |ayers
si mul taneously and allows only certain

di screte values to be sel ected.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Li neCurrent SESs and

sonet Li nel nterval SESs are 15-m nute
interval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify as unavail abl e
seconds.

This object is defined as a generalized
nonr esetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Li neCurrent ESs and

sonet Li nel nterval ESs are 15-minute interva
counters, and they are inhibited (not

i ncrenment ed) during one-second intervals
that qualify as unavail abl e seconds.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Li neCurrent CVs and

sonet Linel nterval CVs are 15-m nute interva
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aFar EndLi neSESs

aFar EndLi neESs

aFar EndLi neCvs

aPat hSESThr eshol d

aPat hSESs
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counters, and they are inhibited (not

i ncrement ed) during one-second intervals
that qualify either as severely errored
seconds or as unavail abl e seconds.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Far EndLi neCur r ent SESs and

sonet Far EndLi nel nt erval SESs are 15-mi nute
interval counters, and they are inhibited
(not incremented) during one-second
intervals that qualify as unavail abl e
seconds.

This object is defined as a generalized
nonr esetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Far EndLi neCurrent ESs and

sonet Far EndLi nel nterval ESs are 15-m nute

i nterval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify as unavail abl e
seconds.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Far EndLi neCurrent CVs and

sonet Far EndLi nel nterval Cvs are 15-m nute

i nterval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify either as severely
errored seconds or as unavail abl e seconds.

This object is defined in [802.3ae] as an
integer with one instance per interface.
sonet SESt hr eshol dSet i s an enunerated val ue
that has one instance per network el enent;
it controls the thresholds for all |ayers
si mul taneously and allows only certain

di screte values to be sel ected.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Pat hCurr ent SESs and

sonet Pat hl nt erval SESs are 15-m nute
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aPat hESs

aPat hCVs

aFar EndPat hSESs

aFar EndPat hESs
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i nterval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify as unavail abl e
seconds. |In addition, [802.3ae] includes
PLMP and LCD-P defects in the criteria for
declaring path | ayer severely errored
seconds, while [RFC3592] does not.

This object is defined as a generalized
nonr esetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Pat hCurrent ESs and

sonet Pat hl nterval ESs are 15-nminute interva
counters, and they are inhibited (not

i ncrement ed) during one-second intervals
that qualify as unavail abl e seconds. In
addi tion, [802.3ae] includes PLMP and
LCD-P defects in the criteria for declaring
path | ayer errored seconds, while [ RFC3592]
does not.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Pat hCurrent Cvs and

sonet Pat hI nterval CVs are 15-minute interva
counters, and they are inhibited (not

i ncrenment ed) during one-second intervals
that qualify either as severely errored
seconds or as unavail abl e seconds.

This object is defined as a generalized
nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Far EndPat hCur r ent SESs and

sonet Far EndPat hl nt er val SESs are 15-m nute
i nterval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify as unavail abl e
seconds. In addition, [802.3ae] includes
far-end PLMP and LCD-P defects in the
criteria for declaring far-end path | ayer
severely errored seconds, while [ RFC3592]
does not.

This object is defined as a generalized

nonresetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
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sonet Far EndPat hCurrent ESs and

sonet Far EndPat hl nt erval ESs are 15-m nute

i nterval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify as unavail abl e
seconds. |In addition, [802.3ae] includes
far-end PLMP and LCD-P defects in the
criteria for declaring far-end path |ayer
errored seconds, while [RFC3592] does not.

aFar EndPat hCvs This object is defined as a generalized
nonr esetabl e counter in [802.3ae], and it
is not subject to inhibiting. The objects
sonet Far EndPat hCur rent CVs and
sonet Far EndPat hl nt erval CVs are 15-m nute
interval counters, and they are inhibited
(not increnmented) during one-second
intervals that qualify either as severely
errored seconds or as unavail abl e seconds.

Note: despite the semantic differences between the threshold objects
and counter objects inmported fromthe SONET-M B and the correspondi ng
| EEE 802. 3 obj ects, the hardware support mandated by [802. 3ae]

subcl ause 50.3.11 suffices for both. See Appendix A for details.

3.7. Mapping of SNMP (bjects to WS Station Managenment Registers

Sone of the objects defined in this nmeno or incorporated by reference
fromthe SONET-M B [ RFC3592] or the MAU-M B [ RFC3636] require

W S-speci fic hardware support. [802.3ae] subclause 50.3.11 specifies
W S nmanagenent interface requirenents, including a required subset of
the WS Managenent Data | nput/Qutput (MDD O registers defined in

[ 802. 3ae] subclause 45.2.2. The table bel ow provides a cross-

ref erence between those managed objects and the WS MDI O registers
fromthe subset in [802.3ae] subclause 50.3.11 required to support
them Note that the MDIOinterface is optional; however, if it is
not inplenmented, then the capabilities of the required register
subset must be provided by other neans.

SNVP nj ect WS M O Regi ster(s)
ETHER-W S - et her WsDevi ceTxTest Patt er nMbde 10G WS control 2
ETHER-W S - et her WsDevi ceRxTest Patt er nMode 10G WS control 2

ETHER-W S - et her WsDevi ceRxTest PatternErrors 10G WS test pattern
error counter

SONET- M B - sonet Medi uniType none required
SONET-M B - sonet Medi unti neEl apsed none required

Hear d St andards Track [ Page 12]
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ETHER-W S
ETHER-W S

SONET-M B
SONET- M B
SONET- M B
SONET-M B
SONET-M B
SONET-M B
SONET-M B
SONET- M B
SONET- M B
SONET-M B

SONET-M B
SONET-M B
SONET- M B
SONET- M B
SONET-M B
SONET-M B
SONET-M B
SONET-M B
SONET- M B
SONET-M B

SONET-M B
SONET-M B
SONET-M B
SONET- M B
SONET-M B
SONET-M B
SONET-M B
SONET-M B
SONET-M B

ETHER-W S
ETHER-W S
ETHER-W S
SONET-M B
SONET-M B

Hear d
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sonet Medi unval i dl nt erval s
sonet Medi unili neCodi ng

sonet Medi unLi neType

sonet MediunCircui tl dentifier
sonet Medi unl nval i dl nterval s
sonet Medi unLoopbackConfi g
sonet SESt hr eshol dSet

et her WsSectionCurrentJOTransmitted

et her WsSecti onCurrent JORecei ved

sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i
sonet Sect i

onCurrent St at us
onCur r ent ESs
onCur r ent SESs
onCur r ent SEFSs
onCurrent CVs

onl nt er val ESs

onl nt er val SESs

onl nt er val SEFSs

onl nt erval CVs

onl nt erval Val i dDat a

sonet Li neCurrent St at us
sonet Li neCur r ent ESs

sonet Li neCur r ent SESs

sonet Li neCurrent CVs

sonet Li neCur r ent UASs

sonet Li nel nt er val ESs

sonet Li nel nt er val SESs
sonet Li nel nt er val CVs

sonet Li nel nt er val UASs
sonet Li nel nt erval Val i dDat a

sonet Far EndLi neCur r ent ESs

sonet Far EndLi neCur r ent SESs

sonet Far EndLi neCur r ent CVs

sonet Far EndLi neCur r ent UASs

sonet Far EndLi nel nt er val ESs

sonet Far EndLi nel nt er val SESs
sonet Far EndLi nel nt er val CVs

sonet Far EndLi nel nt er val UASs
sonet Far EndLi nel nt er val Val i dDat a

et her W sPat hCur r ent St at us

et her WsPat hCurrent J1Transmtted
et her W sPat hCurr ent J1Recei ved
sonet Pat hCurrent Wdt h

sonet Pat hCur r ent St at us

St andards Track
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none required
none required
none required
none required
none required
none required
none required

10G WS JO transmi t
10G WS JO receive

10G WS status 3
\
\
| 10G WS status 3
| +
| 10G WS section
| BIP error count
/
/
none required

10G WS status 3

\

\
| 10G WS status 3
| +
| 10G WS line
| BIP errors

/

/

none required

\
\
| 10G WS status 3
| +
| 10G WS far end
| line BIP errors
/
/
10G WS status 3

10G WS status 3
10G WS J1 transnmit
10G WS J1 receive
none required

10G WS status 3
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SONET-M B sonet Pat hCur r ent ESs \
SONET-M B sonet Pat hCur r ent SESs \
SONET- M B - sonet Pat hCurrent Cvs | 10G WS status 3
SONET- M B - sonet Pat hCur r ent UASs | +
SONET- M B - sonet Pat hl nt er val ESs | 10G WS
SONET-M B - sonet Pat hl nt er val SESs | path bl ock
SONET-M B sonet Pat hl nt er val CVs / error count
SONET-M B sonet Pat hl nt er val UASs /
SONET- M B - sonet Pat hl nt erval Val i dDat a none required
ETHER-W S et her W sFar EndPat hCur r ent St at us 10G WS status 3
SONET-M B sonet Far EndPat hCur r ent ESs \
SONET-M B sonet Far EndPat hCur r ent SESs \
SONET- M B - sonet Far EndPat hCur r ent CVs | 10G WS status 3
SONET- M B - sonet Far EndPat hCur r ent UASs | +
SONET- M B - sonet Far EndPat hl nt er val ESs | 10G WS far end
SONET- M B - sonet Far EndPat hl nt er val SESs | path bl ock
SONET-M B sonet Far EndPat hl nt er val CVs / error count
SONET-M B sonet Far EndPat hl nt er val UASs /
SONET-M B sonet Far EndPat hl nt er val Val i dDat a 10G WS status 3

MAU-M B - ifMaul fl ndex

MAU-M B - i f Maul ndex

MAU-M B - i f MauType

MAU-M B - i f MauSt at us

MAU-M B - i f MauMedi aAvai |l abl e
MAU-M B - i f MauMedi aAvai | abl eSt at eExits
MAU-M B - i fMauJabber State

MAU-M B - i f MauJabberi ngSt at eEnters
MAU-M B - i fMauFal seCarriers

MAU-M B - i f MauDef aul t Type

MAU-M B - i f MauAut oNegSupport ed
MAU-M B - i fMauTypelListBits

none required
none required
10G WS control 2
WS control 1

\ WS status 1 +
/ 10G WS status 3
none required
none required
none required
10G WS control 2
none required
10G WS status 2

3.8. Structure of the M B Mdul e
Four tables are defined in this M B nodul e.

3.8.1. etherWsDevi ceTabl e

The purpose of this table is to define managed objects to control the
WS test pattern node. These objects are required to support
mandatory and optional WS test features specified in [802. 3ae]

subcl ause 50. 3. 8.
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The et her WsDevi ceTable is a sparse augnentation of the
sonet Medi unifabl e of the SONET-M B -- in other words, for each entry
in the etherWsDeviceTabl e there MIST be an entry in the
sonet Medi unifabl e and the sane iflndex val ue MJST be used for both
entries.

3.8.2. etherWsSectionCurrent Tabl e

The purpose of this table is to define managed objects for the
transmtted and received section trace nessages (JO byte).

The ether WsSectionCurrentTable is a sparse augnentation of the

sonet Secti onCurrent Tabl e of the SONET-M B -- in other words, for each
entry in the etherWsSectionCurrentTable there MUST be an entry in

t he sonet SectionCurrent Tabl e and the sane iflndex val ue MJST be used
for both entries.

3.8.3. etherWsPat hCurrent Tabl e

The purpose of this table is to define managed objects for the
current WS path |ayer status and for the transmitted and received
path trace messages (J1 byte). The path |ayer status object is
provi ded because the WS supports sone near-end path status
conditions that are not reported in sonetPathCurrent St atus.

The et her WsPat hCurrent Table is a sparse augnentation of the

sonet Pat hCurrent Tabl e of the SONET-M B -- in other words, for each
entry in the etherWsPat hCurrent Tabl e there MJST be an entry in the
sonet Pat hCurrent Tabl e and the same iflndex val ue MJST be used for
both entries.

3.8.4. etherWsFar EndPat hCur rent Tabl e

The purpose of this table is to define a managed object for the
current status of the far end of the path. This object is provided
because the WS supports sone far-end path status conditions that are
not reported in sonetPat hCurrent Stat us.

The et her W sFar EndPat hCurrent Tabl e i s a sparse augnentation of the
sonet Far EndPat hCurrent Tabl e of the SONET-M B -- in other words, for
each entry in the ether WsFar EndPat hCurrent Tabl e t here MJST be an
entry in the sonet Far EndPat hCurrent Tabl e and the sane iflndex val ue
MUST be used for both entries.
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4. Object Definitions

ETHER-W S DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
Gauge32, transm ssion

FROM SNVPv2- SM
i flndex

FROM | F-M B
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNWVPv 2- CONF
sonet Medi untSt uf f 2, sonet Secti onSt uf f 2,
sonet Li neSt uf f 2, sonet Far EndLi neSt uf f 2,
sonet Pat hSt uf f 2, sonet Far EndPat hSt uf f 2,
sonet Medi unlType, sonet Medi unli neCodi ng,

Sept ember 2003

sonet Medi unLi neType, sonetMediunCircuitldentifier,
sonet Medi unLoopbackConfi g, sonet SESt hr eshol dSet ,

sonet Pat hCurrent Wdt h
FROM SONET- M B;

et her WsM B MODULE- | DENTI TY

Hear d

LAST- UPDATED "200309190000Z" -- Septenber

19, 2003

ORGANI ZATI ON "I ETF Et hernet Interfaces and Hub M B

Wor ki ng Group”
CONTACT- | NFO
"WG charter:

http://ww.ietf.org/htm.charters/hubm b-charter. htm

Mai |l ing Lists:

General Discussion: hubm b@etf.org
To Subscribe: hubni b-request @etf.org
I n Body: subscribe your_enmil _address

Chai r: Dan Romascanu

Postal : Avaya Inc.
Atidi m Technol ogy Park,
Tel Aviv 61131

| srael
Tel : +972 3 645 8414
E-mai |l : dromasca@vaya. com

Editor: C. M Heard
Postal : 600 Rai nbow Dr. #141

Bl dg. 3

Mount ai n Vi ew, CA 94041- 2542

USA
Tel : +1 650-964-8391
E-mai | : hear d@obox. cont

St andards Track
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DESCRI PTI ON
"The objects in this MB nodule are used in conjunction
with objects in the SONET-M B and the MAU-M B to nanage
the Ethernet WAN Interface Sublayer (WS).

The followi ng reference is used throughout this MB nodul e:

[ EEE 802.3 Std] refers to:
| EEE Std 802.3, 2000 Edition: '|IEEE Standard for
I nformati on technol ogy - Tel ecomuni cati ons and
i nformati on exchange between systens - Local and
netropolitan area networks - Specific requirenents -
Part 3: Carrier sense multiple access with collision
detection (CSMA/ CD) access method and physical |ayer
specifications’, as amended by | EEE Std 802. 3ae- 2002,
"I EEE Standard for Carrier Sense Miultiple Access with
Col l'i sion Detection (CSMN CD) Access Method and
Physi cal Layer Specifications - Media Access Control
(MAC) Paraneters, Physical Layer and Managenent
Paraneters for 10 Gb/s Operation’, 30 August 2002.

O particular interest are Clause 50, 'WAN Interface
Subl ayer (WS), type 10GBASE-W, C ause 30, ’'10Mo/ s,
100Mb/ s, 1000Mo/s, and 10Gh/s MAC Control, and Link

Aggregati on Managenent’, and C ause 45, ' Managenent

Data I nput/Qutput (MJO Interface’.

Copyright (C) The Internet Society (2003). This version
of this MB nodule is part of RFC 3637; see the RFC
itself for full legal notices."

REVI SI ON "200309190000Z" -- Septenber 19, 2003
DESCRI PTION "I nitial version, published as RFC 3637."

o= { transm ssion 134 }
-- The mmin sections of the nodul e

et her Wshj ects OBJECT | DENTI FI ER ::

{ etherWsMB 1}

et her Ws(hj ect sPat h OBJECT | DENTI FI ER : :

{ etherWsMB 2 }

et her W sConf or mance OBJECT | DENTI FI ER : :

{ etherWsMB 3 }
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-- groups in the Ethernet WS M B nodul e

et her W sDevi ce OBJECT IDENTIFIER ::= { etherWsObjects 1}
et her WsSecti on OBJECT IDENTIFIER ::= { etherWsCbjects 2 }
et her W sPat h OBJECT IDENTIFIER ::={ etherWsQbjectsPath 1 }
et her WsFar EndPath OBJECT IDENTIFIER ::= { etherWsObjectsPath 2 }

-- The Devi ce group

-- These objects provide WS extensions to
-- the SONET-M B Medi um G oup.

et her W sDevi ceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Et her W sDevi ceEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The table for Ethernet WS devi ces"
::={ etherWsDevice 1 }

et her W sDevi ceEntry OBJECT- TYPE

SYNTAX Et her W sDevi ceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the Ethernet WS device table. For each
i nstance of this object there MJUST be a correspondi ng
i nstance of sonet Medi uneEntry."

INDEX { iflndex }

1= { etherWsbDeviceTable 1 }

Et her W sDevi ceEntry :: =

SEQUENCE {
et her W sDevi ceTxTest Pat t er nMbde | NTEGER,
et her W sDevi ceRxTest Pat t er nMbde | NTEGER,
et her W sDevi ceRxTest PatternErrors Gauge32
}
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et her W sDevi ceTxTest Patt er nMbde OBJECT- TYPE
SYNTAX | NTEGER {
none(1),
squar eWave( 2),
prbs31(3),
m xedFr equency(4)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This variable controls the transmt test pattern node.
The val ue none(1l) puts the the WS transmt path into
the normal operating nbde. The val ue squareWave(2) puts
the WS transnmit path into the square wave test pattern
node described in [I EEE 802.3 Std.] subcl ause 50. 3. 8. 1.
The val ue prbs31(3) puts the WS transnit path into the
PRBS31 test pattern node described in [IEEE 802.3 Std.]
subcl ause 50.3.8.2. The val ue m xedFrequency(4) puts the
WS transmt path into the mxed frequency test pattern
node described in [I EEE 802.3 Std.] subcl ause 50. 3. 8. 3.
Any attenpt to set this object to a value other than
none(1l) when the correspondi ng i nstance of ifAdm nStatus
has the value up(1l) MJIST be rejected with the error
i nconsi stentValue, and any attenpt to set the correspondi ng
i nstance of ifAdm nStatus to the value up(1l) when an
i nstance of this object has a value other than none(1l)
MJST be rejected with the error inconsistentVal ue."

REFERENCE
"[1 EEE 802.3 Std.], 50.3.8, WS test pattern generator and
checker, 45.2.2.6, 10G WS control 2 register (2.7), and
45.2.2.7.2, PRBS31 pattern testing ability (2.8.1)."

.= { etherWsDeviceEntry 1 }

et her W sDevi ceRxTest Pat t er nMbde OBJECT- TYPE
SYNTAX | NTEGER ({
none(1),
prbs31(3),
m xedFr equency(4)

}
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON
"This variable controls the receive test pattern node.
The val ue none(l) puts the the WS receive path into the
normal operating node. The value prbs31(3) puts the WS
receive path into the PRBS31 test pattern node descri bed
in [IEEE 802.3 Std.] subclause 50.3.8.2. The val ue
m xedFrequency(4) puts the WS receive path into the m xed
frequency test pattern node described in [I EEE 802.3 Std.]
subcl ause 50.3.8.3. Any attenpt to set this object to a
val ue ot her than none(1l) when the correspondi ng instance
of ifAdm nStatus has the value up(l) MJIST be rejected with
the error inconsistentValue, and any attenpt to set the
correspondi ng i nstance of ifAdm nStatus to the value up(1l)
when an instance of this object has a val ue other than
none(1l) MJST be rejected with the error inconsistentVal ue."

REFERENCE
"[1 EEE 802.3 Std.], 50.3.8, WS test pattern generator and
checker, 45.2.2.6, 10G WS control 2 register (2.7), and
45.2.2.7.2, PRBS31 pattern testing ability (2.8.1)."

::={ etherWsDeviceEntry 2 }

et her W sDevi ceRxTest Patter nErrors OBJECT- TYPE

Hear d

SYNTAX Gauge32 ( 0..65535 )

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Thi s object counts the nunmber of errors detected when the
WS receive path is operating in the PRBS31 test pattern
node. It is reset to zero when the WS receive path
initially enters that node, and it increnents each tine
the PRBS pattern checker detects an error as described in
[ EEE 802.3 Std.] subclause 50.3.8.2 unless its value is
65535, in which case it renmains unchanged. This object is
witeable so that it nay be reset upon explicit request
of a conmand generator application while the WS receive
path continues to operate in PRBS31 test pattern node."

REFERENCE
"[ 1 EEE 802.3 Std.], 50.3.8, WS test pattern generator and
checker, 45.2.2.7.2, PRBS31 pattern testing ability
(2.8.1), and 45.2.2.8, 10GWS test pattern error counter
register (2.9)."

.= { etherWsDeviceEntry 3 }
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-- The Section group

-- These objects provide WS extensions to
-- the SONET-M B Section G oup.

et her W sSect i onCur rent Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Et her WsSectionCurrentEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The table for the current state of Ethernet WS sections."
.= { etherWsSection 1}

et her WsSectionCurrent Entry OBJECT- TYPE

SYNTAX Ether WsSectionCurrentEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the etherWsSectionCurrentTable. For each
i nstance of this object there MJST be a correspondi ng
i nstance of sonet SectionCurrentEntry."

I NDEX { iflndex }

1= { etherWsSectionCurrent Table 1 }

Et her WsSectionCurrentEntry ::=
SEQUENCE {
et her WsSectionCurrentJOTransm tted OCTET STRI NG
et her WsSecti onCurrent JORecei ved OCTET STRI NG

}

et her WsSectionCurrent JOTransmitted OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE (16))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This is the 16-octet section trace nessage that
is transmtted in the JO byte. The val ue SHOULD
be '89'h followed by fifteen octets of '00' h
(or some cyclic shift thereof) when the section
trace function is not used, and the inplenmentation
SHOULD use that value (or a cyclic shift thereof)
as a default if no other value has been set."

REFERENCE
"[ EEE 802.3 Std.], 30.8.1.1.8, aJOVal ueTX."

.= { etherWsSectionCurrentEntry 1 }
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et her WsSecti onCurrent JORecei ved OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE (16))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This is the 16-octet section trace nessage that
was nost recently received in the JO byte."

REFERENCE
"[ EEE 802.3 Std.], 30.8.1.1.9, aJOVal ueRX."

1= { etherWsSectionCurrentEntry 2 }

-- The Path group

-- These objects provide WS extensions to
-- the SONET-M B Path G oup.

et her W sPat hCurrent Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Et her WsPat hCurrentEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table for the current state of Ethernet WS paths."”
.= { etherWsPath 1 }

et her WsPat hCurrent Entry OBJECT- TYPE

SYNTAX Et her WsPat hCurrentEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the etherWsPat hCurrent Table. For each
i nstance of this object there MJST be a correspondi ng
i nstance of sonetPathCurrentEntry."

I NDEX { iflndex }

.= { etherWsPat hCurrent Table 1 }

Et her WsPat hCurrent Entry :: =

SEQUENCE {
et her W sPat hCur r ent St at us BI TS,
et her WsPat hCurrent J1Transmtted OCTET STRI NG
et her W sPat hCurr ent J1Recei ved OCTET STRI NG
}
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et her W sPat hCurrent St at us OBJECT- TYPE
SYNTAX BITS {
et her W sPat hLOP(0) ,
et her W sPat hAl S(1),
et her W sPat hPLM 2) ,
et her W sPat hLCD( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Sept ember 2003

"This variable indicates the current status of the
path payload with a bit map that can indicate nmultiple
defects at once. The bit positions are assigned as

foll ows:

et her W sPat hLOP( 0)
This bit is set to indicate that an
LOP-P (Loss of Pointer - Path) defect
i s being experienced. Note: when this
bit is set, sonetPathSTSLOP MUST be set
in the correspondi ng i nstance of
sonet Pat hCurrent St at us.

et her W sPat hAl S( 1)
This bit is set to indicate that an
AlS-P (Alarm Indication Signal - Path)

defect is being experienced. Note: when
this bit is set, sonetPathSTSAIS MJST be

set in the correspondi ng instance of
sonet Pat hCurrent St at us.

et her W sPat hPLM 1)
This bit is set to indicate that a
PLM P (Payl oad Label M smatch - Pat h)

defect is being experienced. Note: when
this bit is set, sonetPathSi gnal Label M smat ch
MUST be set in the corresponding instance of

sonet Pat hCur r ent St at us.

Hear d St andards Track
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et her W sPat hLCD( 3)
This bit is set to indicate that an
LCD- P (Loss of Codegroup Delination - Path)
defect is being experienced. Since this
defect is detected by the PCS and not by
the path layer itself, there is no
corresponding bit in sonetPat hCurrent Status."

REFERENCE
"[1 EEE 802.3 Std.], 30.8.1.1.18, aPathStatus."
.= { etherWsPat hCurrentEntry 1 }

et her WsPat hCurrentJ1Transmitted OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (16))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This is the 16-octet path trace nessage that
is transmtted in the J1 byte. The val ue SHOULD
be "89'h followed by fifteen octets of '00' h
(or sone cyclic shift thereof) when the path
trace function is not used, and the inplenentation
SHOULD use that value (or a cyclic shift thereof)
as a default if no other value has been set."

REFERENCE
“"[I EEE 802.3 Std.], 30.8.1.1.23, aJlVal ueTX "

.= { etherWsPat hCurrentEntry 2 }

et her W sPat hCurrent J1Recei ved OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (16))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This is the 16-octet path trace nessage that
was nmost recently received in the J1 byte."

REFERENCE
"[ I EEE 802.3 sStd.], 30.8.1.1.24, aJlVal ueRX."

.= { etherWsPathCurrentEntry 3 }
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-- The Far End Path group

-- These objects provide WS extensions to
-- the SONET-M B Far End Path G oup.

et her W sFar EndPat hCur r ent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Et her W sFar EndPat hCurrent Entry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"The table for the current far-end state of Ethernet WS
pat hs. "

.= { etherWsFarEndPath 1 }

et her W sFar EndPat hCurrent Entry OBJECT- TYPE

SYNTAX Et her W sFar EndPat hCurrent Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the etherWsFar EndPat hCurrent Tabl e. For each
i nstance of this object there MIJST be a correspondi ng
i nstance of sonet Far EndPat hCurrentEntry."

I NDEX { iflndex }

::= { etherWsFar EndPat hCurrent Table 1 }

Et her W sFar EndPat hCurrent Entry ::=
SEQUENCE {
et her W sFar EndPat hCur r ent St at us BI TS
}

et her W sFar EndPat hCur r ent St at us OBJECT- TYPE
SYNTAX BITS {
et her W sFar EndPayl oadDef ect (0),
et her W sFar EndSer ver Def ect (1)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This variable indicates the current status at the
far end of the path using a bit map that can indicate
multiple defects at once. The bit positions are
assigned as foll ows:

et her W sFar EndPayl oadDef ect ( 0)
A far end payl oad defect (i.e., far end
PLMP or LCD-P) is currently being signal ed
in GL bits 5-7.
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et her W sFar EndSer ver Def ect (1)
A far end server defect (i.e., far end

LOP-P or AIS-P) is currently being signaled
in GL bits 5-7. Note: when this bit is set,
sonet Pat hSTSRDI MJUST be set in the corresponding

i nstance of sonet Pat hCurrent Status."”
REFERENCE

"[ I EEE 802.3 Std.], 30.8.1.1.25, aFarEndPathStatus."

;1= { etherWsFarEndPat hCurrentEntry 1 }

- - Conf or mance Statenents

et her W sGr oups OBJECT | DENTI FI ER ::

et her W sConpl i ances OBJECT | DENTI FI ER : :

-- hj ect Groups

et her W sDevi ceG oupBasi ¢ OBJECT- GROUP
OBJECTS {
et her W sDevi ceTxTest Pat t er nMbde,
et her W sDevi ceRxTest Pat t er nMbde

}
STATUS current
DESCRI PTI ON
"A collection of objects that support test
features required of all WS devices."
::={ etherWsGoups 1}

et her W sDevi ceG oupExt ra OBJECT- GROUP
OBJECTS {
et her W sDevi ceRxTest PatternErrors

}
STATUS current
DESCRI PTI ON
"A collection of objects that support
optional WS device test features."
:={ etherWsGoups 2}

Hear d St andards Track
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{ etherWsConfornmance 1 }

{ et her WsConfornance 2 }
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et her WsSecti onG oup OBJECT- GROUP
OBJECTS {
et her WsSectionCurrentJOTransm tted,
et her WsSecti onCurrent JORecei ved

}
STATUS current
DESCRI PTI ON
"A collection of objects that provide
required information about a WS section."”
c:={ etherWsGoups 3}

et her W sPat hGr oup OBJECT- GROUP
OBJECTS {
et her W sPat hCur r ent St at us,
et her WsPat hCurrent J1Transm tted,
et her W sPat hCurr ent J1Recei ved

}
STATUS current
DESCRI PTI ON
"A collection of objects that provide
required information about a WS path."
c:={ etherWsGoups 4 }

et her W sFar EndPat hGr oup OBJECT- GROUP
OBJECTS {
et her W sFar EndPat hCur r ent St at us

}
STATUS current
DESCRI PTI ON
"A collection of objects that provide required
i nformati on about the far end of a WS path."
.= { etherWsGoups 5 }

-- Conpl i ance Statements

et her W sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for interfaces that include
the Ethernet WS. Conpliance with the foll ow ng
external conpliance statenents is prerequisite:

M B Modul e Conpl i ance St at enent
IF-MB i f Compl i ance3

| F- I NVERTED- STACK-M B i fl nvConpliance

Et her Li ke-M B dot 3Conpl i ance2

MAU- M B mauModl! f Conpl 3"
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MODULE -- this nodul e

MANDATORY- GROUPS {
et her W sDevi ceG oupBasi c,
et her WsSecti onG oup,
et her W sPat hG oup,
et her W sFar EndPat hGr oup

}
OBJECT et her W sDevi ceTxTest Pat t er nMbde
SYNTAX | NTEGER {

none( 1),

squar eWave(2),

m xedFr equency(4)

}
DESCRI PTI ON
"Support for values other than none(1l),
squar eWave(2), and m xedFrequency(4)
is not required.”

OBJECT et her W sDevi ceRxTest Pat t er nMbde
SYNTAX | NTEGER {
none( 1),

m xedFr equency(4)

}

DESCRI PTI ON
"Support for values other than none(1)
and m xedFrequency(4) is not required."

GROUP et her W sDevi ceG oupExtra

DESCRI PTI ON
"I npl erentation of this group, along with support for
the val ue prbs31(3) for etherWsDevi ceTxTest Patt er nMode
and et her WsDevi ceRxTest Patt ernMbde, is necessary if the
optional PRBS31 test pattern nmode is to be supported.”

OBJECT et her W sDevi ceRxTest Patt ernErrors
WRI TE- SYNTAX Gauge32 ( 0 )
DESCRI PTI ON

"An inplenmentation is not required to
al | ow val ues other than zero to be
witten to this object.”
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MODULE SONET-M B

MANDATORY- GROUPS {
sonet Medi unst uf f 2,
sonet Secti onSt uf f 2,
sonet Li neSt uf f 2,
sonet Far EndLi neSt uf f 2,
sonet Pat hSt uf f 2,
sonet Far EndPat hSt uf f 2

}
OBJECT sonet Medi unilype
SYNTAX | NTEGER {

sonet (1)

}

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required, nor is support
for any val ue other than sonet(1)."

OBJECT sonet Medi unili neCodi ng
SYNTAX | NTEGER {
sonet Medi umMNRZ( 4)

}

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required, nor is support
for any val ue other than sonet Medi unNRZ(4)."

OBJECT sonet Medi unLi neType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT sonet Medi unCi rcui tldentifier
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT sonet Medi unLoopbackConfi g
SYNTAX BI TS {

sonet NoLoop(0),
sonet Faci | i tyLoop(1)

}
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, nor is support for val ues
ot her than sonet NoLoop(0) and sonetFacilityLoop(1)."

St andards Track
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OBJECT sonet SESt hr eshol dSet
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and only one
of the enunerated val ues need be supported.”

OBJECT sonet Pat hCurrent Wdt h
SYNTAX | NTEGER {
st s192cSTMB4( 6)

}

M N-ACCESS read-only

DESCRI PTI ON
"Wite access is not required, nor is support
for any value other than sts192cSTM4(6)."

::={ etherWsConpliances 1 }
END
5. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
Iicenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nmay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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7. Security Considerations

There are five managed objects defined in this MB nodul e that have a
MAX- ACCESS cl ause of read-wite: etherWsDeviceTxTest PatternhMde

et her W sDevi ceRxTest Patt er nMbde, et her WsDevi ceRxTest PatternErrors,

et her WsSectionCurrentJOTransnmitted, and

et her WsPat hCurrentJ1lTransmitted. Witing to these objects can have
the following potentially disruptive effects on network operation

o changing the transmt or receive test pattern node or nodifying
the accunul ated error count froma PRBS31 pattern test on an
adm nistratively disabled 10GBBASE-Wi nterface, which can
interfere with an in-progress pattern test;

o nodifying the transmtted section trace and/or path trace
nmessage on an operational 10GBASE-Winterface, which can cause
connectivity alarns to be raised at the rempte of the |ink

The user of this MB nodul e nmust therefore be aware that support for
SET operations in a non-secure environnent w thout proper protection
can have a negative effect on network operations.

The readabl e objects in this MB nodule (i.e., those with MAX- ACCESS
ot her than not-accessible) may be considered sensitive in sone

envi ronnents since, collectively, they provide informati on about the
performance of network interfaces and can reveal sone aspects of
their configuration. |In such environnents it is inmportant to contro
even GET and NOTI FY access to these objects and possibly even to
encrypt their values when sending them over the network via SNWP

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |PSec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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Appendi x A:  Collection of Performance Data Using WS Ml O Regi sters

The purpose of this appendix is to illustrate howthe WS M O

regi sters specified in [802. 3ae] subclause 45.2.2 (and nore
specifically the subset required by [802.3ae] subcl ause 50.3.11) can
be used to collect performance data either according to the
conventions adopted by this document or according to the conventions
specified in [802.3ae] C ause 30.

For an agent inplenenting the SNMP managed objects required by this
docunent the first step in collecting WS perfornmance data woul d be
to poll the 10G WS status 3 register and the various error count
registers (10G WS section BIP error count, 10GWS |line BIP errors,
10GWS far end line BIP errors, 10G WS path block error count, and
10G WS far end path block error count) once per second. The 10G WS
status 3 register bits are all latched until read and so woul d

i ndi cate whether a given defect occurred any tinme during the previous
second. The error count registers roll over nodulo 2716 or 2732, and
so to find the nunber of errors within the previous second the agent
woul d need to subtract (nodulo 2716 or 2732) the current reading from
the reading taken one second ago. Arned with that information, the
agent could determ ne for any |ayer whether the one second interva
was an errored second, a severely errored second (that requires
conparison with a threshold unless a defect is present), or a
severely errored frame second. Determ ning whether a given second is
or is not part of unavailable tinme requires additional logic; the
nost strai ghtforward and accurate nethod is the delay-1ine approach
outlined in Appendi x A of [RFC3592]. Wth that information avail abl e
the agent would be able to determ ne by how rmuch each current count
shoul d be increnmented (including effects of inhibiting).

| mpl enentations that conformto [T1.231] would end each 15-m nute
interval on tinme-of-day clock 1/4 hour boundaries; if the delay-line
approach is used then a time-of-day tinestanp woul d acconpany the
one-second statistics. At the end of each interval the current

regi sters woul d be pushed onto the history stack and then woul d be
cleared. The xyxInterval ValidData flags would be set to False(2) if
the nunber of sanples was not between 890 and 910 or, in the case of
far-end counts, if a near-end defect occurred during the
just-conpleted interval (see [T1.231] Section 9.1.2.2 for details).

An agent inplenmenting the [802.3ae] C ause 30 oWS objects could al so
start by polling the 10G WS status 3 register and the various error
count registers to find the defects and error counts for the previous
second, and it could determ ne the nunber of errors and whether the
second was an errored second, a severely errored second, or a
severely errored frame second in the same manner as above. The rest
of the process would sinply be to increment the generalized non-
resetabl e counters w thout consideration of any inhibiting rules.
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