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Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
Copyri ght Notice
Copyright (C The Internet Society (2003). Al Rights Reserved.
Abst r act
Thi s docunent describes Dynam ¢ Host Configuration Protocol for |Pv6
(DHCPv6) options for passing a |list of available DNS recursive nane
servers and a domain search list to a client.
1. Introduction
Thi s docunent describes two options for passing configuration
information related to Domain Nanme Service (DNS) (RFC 1034 [6] and
RFC 1035 [1]) in DHCPv6 (RFC 3315 [2]).
2. Term nol ogy
The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMVENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in BCP 14, RFC 2119 [3].

Thr oughout this document, unless otherw se specified, the acronym
DHCP refers to DHCP for |1Pv6 (DHCPv6) as specified in RFC 3315.

Thi s docunent uses terninology specific to | Pv6 and DHCP as defined
in section "Term nol ogy" of RFC 3315.
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3.

DNS Recursive Name Server option

The DNS Recursive Name Server option provides a |list of one or nore

| Pv6 addresses of DNS recursive name servers to which a client’s DNS
resol ver MAY send DNS queries [1]. The DNS servers are listed in the
order of preference for use by the client resolver.

The format of the DNS Recursive Nane Server option is:
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opti on- code: OPTI ON_DNS_SERVERS ( 23)

option-1Ien: Length of the list of DNS recursive nane
servers in octets; nust be a multiple of
16

DNS- r ecur si ve- nanme-server: |Pv6 address of DNS recursive name server
Domai n Search List option
The Donmain Search List option specifies the domain search list the

client is to use when resolving hostnanes with DNS. This option does
not apply to other nanme resol ution mechani sms.
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The format of the Dommin Search List option is:

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| OPTI ON_DOVAI N_LI ST | option-len |
s S S o T i i S S i (i
| searchli st |
| - |

B S I it T T st S S SO U Sy S +- ity st S S S o o S s S
option-code: OPTION_DOVAI N LI ST (24)
option-1Ien: Length of the 'searchlist’ field in octets

searchli st: The specification of the Iist of domain names in the
Domai n Search Li st

The list of domain names in the 'searchlist’ MJST be encoded as
specified in section "Representation and use of domain nanes" of RFC
3315.

5. Appearance of these options

The DNS Recursive Name Server option MJUST NOT appear in any other
than the foll owing nessages: Solicit, Advertise, Request, Renew,
Rebi nd, I nformation-Request, and Reply.

The Domain Search List option MJST NOT appear in any other than the
foll owi ng nmessages: Solicit, Advertise, Request, Renew, Rebind,
I nf or mati on- Request, and Reply.

6. Security Considerations

The DNS Recursive Name Server option may be used by an intruder DHCP
server to cause DHCP clients to send DNS queries to an intruder DNS
recursive name server. The results of these m sdirected DNS queries
may be used to spoof DNS nanes.

To avoid attacks through the DNS Recursive Nane Server option, the
DHCP client SHOULD require DHCP aut hentication (see section

"Aut hentication of DHCP nessages" in RFC 3315) before installing a
list of DNS recursive nanme servers obtained through authenticated
DHCP

The Domain Search List option nay be used by an intruder DHCP server

to cause DHCP clients to search through invalid domains for
i nconmpl etely specified domain names. The results of these
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m sdirected searches nay be used to spoof DNS nanes. Note that
support for DNSSEC [4] will not avert this attack, because the
resource records in the invalid domains nmay be legitimtely signed.

The degree to which a host is vulnerable to attack via an invalid
domai n search option is determned in part by DNS resol ver behavi or
RFC1535 [ 7] contains a discussion of security weaknesses related to
inmplicit as well as explicit donmain searchlists, and provides
reconmendations relating to resolver searchlist processing. Section
6 of RFC1536 [5] al so addresses this vulnerability, and recomends
that resol vers:

1. Use searchlists only when explicitly specified; no inplicit
searchlists shoul d be used.

2. Resolve a nane that contains any dots by first trying it as an
FQDN and if that fails, with the names in the searchlist appended.

3. Resolve a nane containing no dots by appending with the searchli st
ri ght away, but once again, no inplicit searchlists should be
used.

In order to minimze potential vulnerabilities it is recomended
t hat :

1. Hosts inplenmenting the domain search option SHOULD al so i npl enent
the searchlist recommendati ons of RFC1536, section 6.

2. Where DNS paraneters such as the domain searchlist or DNS servers
have been manual |y configured, these paraneters SHOULD NOT be
overri dden by DHCP

3. A host SHOULD require the use of DHCP authentication (see section
"Aut henti cati on of DHCP nessages" in RFC 3315) prior to accepting
a domai n search option.

7. | ANA Consi derations
| ANA has assigned an option code to the DNS Recursive Nane Server
option (23) and to the Donmain Search List option (24) fromthe DHCP
option code space defined in section "I ANA Considerations"” of RFC
3315.

8. Acknow edgenents
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The anal ysis of the potential attack through the domain search |ist
is taken fromthe specification of the DHCPv4 Domai n Search option
RFC3397 [8].

Thanks to Rob Austein, Al ain Durand, Peter Koch, Tony Lindstrom and
Pekka Savola for their contributions to this docunent.
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Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intell ectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nay cover technol ogy that nay be required to practice
this standard. Pl ease address the information to the | ETF Executive
Director.
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Ral ph Drons, Editor

Ci sco Systemns
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Boxboro, MA 01719
USA
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Ful | Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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