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1. Introduction
1.1. Background

In general, a public-key certificate (hereinafter "certificate")

bi nds a public key held by an entity (such as person, organization
account, device, or site) to a set of information that identifies the
entity associated with use of the corresponding private key. In nost
cases involving identity certificates, this entity is known as the
"subj ect" or "subscriber" of the certificate. Two exceptions,
however, include devices (in which the subscriber is usually the

i ndi vidual or organization controlling the device) and anonynous
certificates (in which the identity of the individual or organization
is not available fromthe certificate itself). Qher types of
certificates bind public keys to attributes of an entity other than
the entity’s identity, such as a role, a title, or creditworthiness

i nf or mati on.

A certificate is used by a "certificate user" or "relying party" that
needs to use, and rely upon the accuracy of, the binding between the
subj ect public key distributed via that certificate and the identity
and/ or other attributes of the subject contained in that certificate.
A relying party is frequently an entity that verifies a digita
signature fromthe certificate' s subject where the digital signature
is associated with an enmail, web form electronic docunment, or other
data. Qher exanples of relying parties can include a sender of
encrypted ermail to the subscriber, a user of a web browser relying on
a server certificate during a secure sockets |layer (SSL) session, and
an entity operating a server that controls access to online
information using client certificates as an access control nechani sm
In summary, a relying party is an entity that uses a public key in a
certificate (for signature verification and/or encryption). The
degree to which a relying party can trust the binding enbodied in a
certificate depends on several factors. These factors can include
the practices followed by the certification authority (CA) in

aut henticating the subject; the CA s operating policy, procedures,
and security controls; the scope of the subscriber’s responsibilities
(for exanple, in protecting the private key); and the stated
responsibilities and liability terns and conditions of the CA (for
exanpl e, warranties, disclainers of warranties, and limtations of
liability).

A Version 3 X. 509 certificate may contain a field declaring that one
or nore specific certificate policies apply to that certificate
[1SOL]. According to X.509, a certificate policy (CP) is "a named
set of rules that indicates the applicability of a certificate to a
particul ar conmunity and/or class of applications with conmon
security requirenments.” A CP nay be used by a relying party to help
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i n deciding whether a certificate, and the binding therein, are
sufficiently trustworthy and ot herw se appropriate for a particul ar
application. The CP concept is an outgrowh of the policy statenent
concept devel oped for Internet Privacy Enhanced Mail [PEML] and
expanded upon in [BAUl]. The legal and liability aspects presented
in Section 4.9 are outcones of a collaborative effort between | ETF
PKI X wor ki ng group and the Anerican Bar Association (ABA) nenbers who
have worked on | egal acceptance of digital signature and role of PK
in that acceptance

A nore detail ed description of the practices followed by a CAin

i ssuing and ot herwi se managi ng certificates nay be contained in a
certification practice statenent (CPS) published by or referenced by
the CA. According to the American Bar Association |Information
Security Committee’'s Digital Signature Cuidelines (hereinafter

"DSG') (1) and the Information Security Conmittee’s PKI Assessnent

Gui delines (hereinafter "PAG')(2), "a CPS is a statement of the
practices which a certification authority enploys in issuing
certificates." [ABAl, ABA2] |In general, CPSs al so describe practices
relating to all certificate lifecycle services (e.g., issuance,
managenent, revocation, and renewal or re-keying), and CPSs provide
detail s concerning other business, legal, and technical matters. The
terns contained in a CP or CPS may or may not be binding upon a PKlI's
participants as a contract. A CP or CPS may itself purport to be a
contract. Mre comonly, however, an agreenent may incorporate a CP
or CPS by reference and therefore attenpt to bind the parties of the
agreement to sone or all of its terns. For exanple, some PKls may
utilize a CP or (nmore commonly) a CPS that is incorporated by
reference in the agreenment between a subscriber and a CA or RA
(called a "subscriber agreenment") or the agreenent between a relying

party and a CA (called a "relying party agreenent” or "RPA"). In
ot her cases, however, a CP or CPS has no contractual significance at
all. A PK may intend these CPs and CPSs to be strictly

i nformati onal or discl osure docunents.
1.2. Purpose

The purpose of this docunment is twofold. First, the docunment ains to
explain the concepts of a CP and a CPS, describe the differences

bet ween t hese two concepts, and describe their relationship to
subscriber and relying party agreenents. Second, this docunment ains
to present a franmework to assist the witers and users of certificate
policies or CPSs in drafting and understandi ng these docunents. In
particular, the framework identifies the elenents that nay need to be
considered in fornmulating a CP or a CPS. The purpose is not to
define particular certificate policies or CPSs, per se. Mreover,
this document does not aimto provide | egal advice or reconmendations
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as to particular requirements or practices that shoul d be contained
within CPs or CPSs. (Such recomendati ons, however, appear in
[ ABA2] .)

1.3. Scope

The scope of this docunent is limted to discussion of the topics
that can be covered in a CP (as defined in X.509) or CPS (as defined
in the DSG and PAG. |In particular, this docunment describes the
types of information that should be considered for inclusion in a CP
or a CPS. Wiile the framework as presented generally assumes use of
the X. 509 version 3 certificate format for the purpose of providing
assurances of identity, it is not intended that the material be
restricted to use of that certificate format or identity
certificates. Rather, it is intended that this framework be
adaptable to other certificate formats and to certificates providing
assurances other than identity that may conme into use.

The scope does not extend to defining security policies generally
(such as organi zation security policy, systemsecurity policy, or
data | abeling policy). Further, this docunment does not define a
specific CP or CPS. Moreover, in presenting a framework, this
docunent shoul d be viewed and used as a flexible tool presenting
topics that should be considered of particular relevance to CPs or
CPSs, and not as a rigid fornula for producing CPs or CPSs.

Thi s docunent assumes that the reader is famliar with the genera
concepts of digital signatures, certificates, and public-key
infrastructure (PKI), as used in X 509, the DSG and the PAG

2. Definitions
Thi s docunent nakes use of the follow ng defined termns:

Activation data - Data val ues, other than keys, that are required to
operate cryptographic nodul es and that need to be protected (e.g., a
PI N, a passphrase, or a manually-held key share).

Aut hentication - The process of establishing that individuals,

organi zations, or things are who or what they claimto be. 1In the
context of a PKI, authentication can be the process of establishing
that an individual or organization applying for or seeking access to
sonet hing under a certain nanme is, in fact, the proper individual or
organi zation. This corresponds to the second process involved with
identification, as shown in the definition of "identification" bel ow
Aut hentication can also refer to a security service that provides
assurances that individuals, organizations, or things are who or what
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they claimto be or that a nessage or other data originated froma
speci fic individual, organization, or device. Thus, it is said that
a digital signature of a nessage authenticates the nessage’ s sender

CA-certificate - A certificate for one CA's public key issued by
anot her CA

Certificate policy (CP) - A naned set of rules that indicates the
applicability of a certificate to a particular conmunity and/or class
of application with common security requirenents. For exanple, a
particular CP might indicate applicability of a type of certificate
to the authentication of parties engaging in business-to-business
transactions for the trading of goods or services within a given
price range.

Certification path - An ordered sequence of certificates that,
together with the public key of the initial object in the path, can
be processed to obtain that of the final object in the path.

Certification Practice Statenent (CPS) - A statenment of the practices
that a certification authority enploys in issuing, managing,
revoki ng, and renewi ng or re-keying certificates.

CPS Sumary (or CPS Abstract) - A subset of the provisions of a
conplete CPS that is nmade public by a CA

Identification - The process of establishing the identity of an

i ndi vidual or organization, i.e., to show that an individual or
organi zation is a specific individual or organization. 1In the
context of a PKI, identification refers to two processes:

(1) establishing that a given name of an individual or organization
corresponds to a real-world identity of an individual or
or gani zati on, and

(2) establishing that an individual or organization applying for or
seeki ng access to sonething under that name is, in fact, the
named i ndi vi dual or organi zation. A person seeking
identification my be a certificate applicant, an applicant for
enpl oyment in a trusted position within a PKI participant, or a
person seeking access to a network or software application, such
as a CA adm nistrator seeking access to CA systens.

I ssuing certification authority (issuing CA) - In the context of a

particular certificate, the issuing CAis the CA that issued the
certificate (see also Subject certification authority).
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Participant - An individual or organization that plays a role within
a given PKI as a subscriber, relying party, CA RA certificate
manuf acturing authority, repository service provider, or simlar
entity.

PKI Disclosure Statenent (PDS) - An instrument that supplenents a CP
or CPS by disclosing critical information about the policies and
practices of a CAPKI. A PDS is a vehicle for disclosing and
enphasi zi ng i nformati on nornmally covered in detail by associated CP
and/ or CPS docunents. Consequently, a PDS is not intended to repl ace
a CP or CPS.

Policy qualifier - Policy-dependent information that nmay acconpany a
CP identifier in an X. 509 certificate. Such information can include
a pointer to the URL of the applicable CPS or relying party
agreement. It may also include text (or number causing the
appearance of text) that contains ternms of the use of the certificate
or other l|egal information.

Regi stration authority (RA) - An entity that is responsible for one
or nore of the followi ng functions: the identification and

aut hentication of certificate applicants, the approval or rejection
of certificate applications, initiating certificate revocations or
suspensi ons under certain circunstances, processing subscriber
requests to revoke or suspend their certificates, and approving or
rejecting requests by subscribers to renew or re-key their
certificates. RAs, however, do not sign or issue certificates (i.e.
an RA is delegated certain tasks on behalf of a CA). [Note: The term
Local Registration Authority (LRA) is sonetines used in other
docunents for the sane concept.]

Relying party - Arecipient of a certificate who acts in reliance on
that certificate and/or any digital signatures verified using that
certificate. In this document, the ternms "certificate user" and
"relying party" are used interchangeably.

Rel ying party agreenent (RPA) - An agreenent between a certification

authority and relying party that typically establishes the rights and
responsi bilities between those parties regarding the verification of

digital signatures or other uses of certificates.

Set of provisions - A collection of practice and/or policy
statenents, spanning a range of standard topics, for use in
expressing a CP or CPS enpl oyi ng the approach described in this
f ramewor k
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Subj ect certification authority (subject CA) - In the context of a
particul ar CA-certificate, the subject CAis the CA whose public key
is certified in the certificate (see also Issuing certification

aut hority).

Subscriber - A subject of a certificate who is issued a certificate.

Subscri ber Agreenent - An agreenent between a CA and a subscri ber
that establishes the right and responsibilities of the parties
regardi ng the i ssuance and managenent of certificates.

Validation - The process of identification of certificate applicants.
"Validation" is a subset of "identification" and refers to
identification in the context of establishing the identity of
certificate applicants.

3. Concepts

This section explains the concepts of CP and CPS, and describes their
relationship with other PKI docunents, such as subscriber agreenents
and relying party agreenents. Oher related concepts are al so
described. Sonme of the material covered in this section and in sone
ot her sections is specific to certificate policies extensions as
defined X 509 version 3. Except for those sections, this franmework
is intended to be adaptable to other certificate fornmats that nay
come into use

3.1. Certificate Policy

When a certification authority issues a certificate, it is providing
a statenent to a certificate user (i.e., arelying party) that a
particular public key is bound to the identity and/or other
attributes of a particular entity (the certificate subject, which is
usual ly al so the subscriber). The extent to which the relying party
should rely on that statenment by the CA, however, needs to be
assessed by the relying party or entity controlling or coordinating
the way relying parties or relying party applications use
certificates. Different certificates are issued followi ng different
practices and procedures, and may be suitable for different
appl i cati ons and/or purposes.

The X. 509 standard defines a CP as "a named set of rules that

i ndicates the applicability of a certificate to a particular
conmunity and/or class of application with common security
requirements" [ISOL]. An X 509 Version 3 certificate may identify a
specific applicable CP, which may be used by a relying party to
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deci de whether or not to trust a certificate, associated public key,
or any digital signatures verified using the public key for a
particul ar purpose.

CPs typically fall into two nmajor categories. First, some CPs
"indicate the applicability of a certificate to a particular
conmunity" [I1SOL]. These CPs set forth requirenents for certificate
usage and requirenments on nenbers of a comunity. For instance, a CP
may focus on the needs of a geographical comunity, such as the ETSI
policy requirements for CAs issuing qualified certificates [ETS].

Al so, a CP of this kind may focus on the needs of a specific

vertical -market comunity, such as financial services [IDT].

The second category of typical CPs "indicate the applicability of a
certificate toa . . . class of application with comobn security
requirenents." These CPs identify a set of applications or uses for
certificates and say that these applications or uses require a
certain level of security. They then set forth PKI requirenents that
are appropriate for these applications or uses. A CP within this
category often nakes sets requirenents appropriate for a certain

"l evel of assurance" provided by certificates, relative to
certificates issued pursuant to related CPs. These |evels of
assurance may correspond to "cl asses" or "types" of certificates.

For instance, the Governnment of Canada PKI Policy Managenent
Authority (GOC PMA) has established eight certificate policies in a
singl e document [GOC], four policies for certificates used for
digital signatures and four policies for certificates used for
confidentiality encryption. For each of these applications, the
docunent establishes four |evels of assurances: rudinmentary, basic,
nmedi um and high. The GOC PMA described certain types of digita
signature and confidentiality uses in the docunent, each with a
certain set of security requirements, and grouped theminto eight
categories. The GOC PMA then established PKI requirenments for each
of these categories, thereby creating eight types of certificates,
each providing rudimentary, basic, nedium or high | evels of
assurance. The progression fromrudinmentary to high levels
corresponds to increasing security requirenments and correspondi ng

i ncreasing | evel s of assurance.

A CPis represented in a certificate by a unique nunber called an
"Cbject ldentifier" (OD). That OD, or at least an "arc", can be
registered. An "arc" is the beginning of the nunerical sequence of
an O D and is assigned to a particular organization. The

regi stration process follows the procedures specified in I SO |EC and
| TU standards. The party that registers the OD or arc al so can
publish the text of the CP, for exami nation by relying parties. Any
one certificate will typically declare a single CP or, possibly, be
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i ssued consistent with a snall nunber of different policies. Such
decl aration appears in the Certificate Policies extension of a X 509
Version 3 certificate. Wien a CA places nultiple CPs within a
certificate's Certificate Policies extension, the CAis asserting
that the certificate is appropriate for use in accordance wi th any of
the listed CPs.

CPs also constitute a basis for an audit, accreditation, or another
assessment of a CA. Each CA can be assessed agai nst one or nore
certificate policies or CPSs that it is recognized as inpl enenting.
VWhen one CA issues a CA-certificate for another CA, the issuing CA
nust assess the set of certificate policies for which it trusts the
subj ect CA (such assessnent may be based upon an assessment with
respect to the certificate policies involved). The assessed set of
certificate policies is then indicated by the issuing CAin the CA-
certificate. The X 509 certification path processing |ogic enploys
these CP indications in its well-defined trust nodel

3.2. Certificate Policy Exanples

For exanpl e purposes, suppose that the International Air Transport
Associ ation (I ATA) undertakes to define sone certificate policies for
use throughout the airline industry, in a PKI operated by I ATA in
conbination with PKIs operated by individual airlines. Two CPs m ght
be defined - the | ATA General - Purpose CP, and the | ATA Conmerci al -

G ade CP.

The | ATA General - Purpose CP could be used by industry personnel for
protecting routine information (e.g., casual electronic mail) and for
aut henticating connections fromWrld Wde Wb browsers to servers
for general information retrieval purposes. The key pairs may be
generated, stored, and nmanaged using | ow cost, software-based
systens, such as conmmercial browsers. Under this policy, a
certificate may be automatically issued to anybody listed as an

enpl oyee in the corporate directory of | ATA or any nenber airline who
submits a signed certificate request formto a network adm nistrator
in his or her organization

The | ATA Comerci al - Grade CP could be used to protect financia
transactions or binding contractual exchanges between airlines.

Under this policy, IATA could require that certified key pairs be
generated and stored in approved cryptographi c hardware tokens.
Certificates and tokens could be provided to airline enployees with

di sbursement authority. These authorized individuals nmight then be
required to present thenselves to the corporate security office, show
a valid identification badge, and sign a subscriber agreenent
requiring themto protect the token and use it only for authorized
purposes, as a condition of being issued a token and a certificate.
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3.3. X. 509 Certificate Fields

The foll owing extension fields in an X. 509 certificate are used to
support CPs:

* Certificate Policies extension
Pol i cy Mappi ngs extension; and
* Policy Constraints extension.

3.3.1. Certificate Policies Extension

A Certificate Policies field lists CPs that the certification
authority declares are applicable. Using the exanple of the | ATA
Gener al - Pur pose and Commerci al - Grade policies defined in Section 3.2,
the certificates issued to regular airline enployees would contain
the object identifier for General -Purpose policy. The certificates

i ssued to the enpl oyees with disbursement authority would contain the
object identifiers for both the General - Purpose policy and the
Conmer ci al - Grade policy. The inclusion of both object identifiers in
the certificates nmeans that they woul d be appropriate for either the
Gener al - Pur pose or Commercial -G ade policies. The Certificate
Policies field my al so optionally convey qualifier values for each
identified policy; the use of qualifiers is discussed in Section 3.4.

When processing a certification path, a CP that is acceptable to the
relying party application nust be present in every certificate in the
path, i.e., in CA-certificates as well as end entity certificates.

If the Certificate Policies field is flagged critical, it serves the
sanme purpose as descri bed above but al so has an additional role.
Specifically, it indicates that the use of the certificate is
restricted to one of the identified policies, i.e., the certification
authority is declaring that the certificate nust only be used in
accordance with the provisions of at |east one of the |isted CPs.
This field is intended to protect the certification authority agai nst
clains for damages asserted by a relying party who has used the
certificate for an inappropriate purpose or in an inappropriate
manner, as stipulated in the applicable CP

For exanple, the Internal Revenue Service nmight issue certificates to
taxpayers for the purpose of protecting tax filings. The Interna
Revenue Service understands and can acconmpdate the risks of
erroneously issuing a bad certificate, e.g., to an inposter.

Suppose, however, that soneone used an Internal Revenue Service tax-
filing certificate as the basis for encrypting multi-nillion-doll ar-
val ue proprietary trade secrets, which subsequently fell into the

wr ong hands because of a cryptanalytic attack by an attacker who is
able to decrypt the nessage. The Internal Revenue Service nmay want
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to defend itself against clains for damages in such circunstances by
pointing to the criticality of the Certificate Policies extension to
show that the subscriber and relying party m sused the certificate.
The critical-flagged Certificate Policies extension is intended to
mtigate the risk to the CAin such situations.

3.3.2. Policy Mppings Extension

The Policy Mappings extension may only be used in CA-certificates.
This field allows a certification authority to indicate that certain
policies in its own domain can be considered equivalent to certain
other policies in the subject certification authority’ s domain

For exanpl e, suppose that for purposes of facilitating
interoperability, the ACE Corporation establishes an agreement with
the ABC Corporation to cross-certify the public keys of each others’
certification authorities for the purposes of nutually securing their
respecti ve busi ness-to-busi ness exchanges. Further, suppose that
bot h conpani es have pre-existing financial transaction protection
policies called ace-e-comrerce and abc-e-comerce, respectively. One
can see that sinply generating cross-certificates between the two
domains will not provide the necessary interoperability, as the two
conpani es’ applications are configured with, and enpl oyee
certificates are populated with, their respective certificate
policies. One possible solutionis to reconfigure all of the
financial applications to require either policy and to reissue al

the certificates with both policies appearing in their Certificate
Pol i ci es extensions. Another solution, which my be easier to
adm ni ster, uses the Policy Mapping field. If this field is included
in a cross-certificate for the ABC Corporation certification
authority issued by the ACE Corporation certification authority, it
can provide a statenent that the ABC s financial transaction
protection policy (i.e., abc-e-comerce) can be considered equival ent
to that of the ACE Corporation (i.e., ace-e-commerce). Wth such a
statenment included in the cross-certificate issued to ABC, relying
party applications in the ACE donmmin requiring the presence of the
object identifier for the ace-e-commerce CP can al so accept, process,
and rely upon certificates issued within the ABC donai n containi ng
the object identifier for the abc-e-comerce CP

3.3.3. Policy Constraints Extension

The Policy Constraints extension supports two optional features. The
first is the ability for a certification authority to require that
explicit CP indications be present in all subsequent certificates in
a certification path. Certificates at the start of a certification
path may be considered by a relying party to be part of a trusted
domain, i.e., certification authorities are trusted for all purposes
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so no particular CP is needed in the Certificate Policies extension
Such certificates need not contain explicit indications of CP. Wen
a certification authority in the trusted domain, however, certifies
outside the domain, it can activate the requirement that a specific
CP's object identifier appear in subsequent certificates in the
certification path.

The other optional feature in the Policy Constraints field is the
ability for a certification authority to disable policy nmapping by
subsequent certification authorities in a certification path. It nmay
be prudent to disable policy mappi ng when certifying outside the
domain. This can assist in controlling risks due to transitive
trust, e.g., a dommin Atrusts domain B, domain B trusts domain C,

but dormain A does not want to be forced to trust domain C

3.3.4. Policy Qualifiers

The Certificate Policies extension field has a provision for
conveying, along with each CP identifier, additional policy-dependent
information in a qualifier field. The X 509 standard does not
mandat e t he purpose for which this field is to be used, nor does it
prescribe the syntax for this field. Policy qualifier types can be
regi stered by any organi zation

The followi ng policy qualifier types are defined in PKI X RFC 3280
[ PKI 1] :

(a) The CPS Pointer qualifier contains a pointer to a CPS, CPS
Sunmary, RPA, or PDS published by the CA. The pointer is in the
formof a uniformresource identifier (URI).

(b) The User Notice qualifier contains a text string that is to be
di spl ayed to subscribers and relying parties prior to the use of
the certificate. The text string may be an | A5String or a
BMPString - a subset of the | SO 100646-1 nmultiple octet coded
character set. A CA may invoke a procedure that requires that
the relying party acknow edge that the applicable terns and
condi tions have been di scl osed and/ or accepted.

Policy qualifiers can be used to support the definition of generic,
or paraneterized, CPs. Provided the base CP so provides, policy
qualifier types can be defined to convey, on a per-certificate basis,
addi tional specific policy details that fill in the generic
definition.

Chokhani, et al. I nf or mati onal [ Page 14]



RFC 3647 Internet X. 509 Public Key Infrastructure Noverber 2003

3.4. Certification Practice Statenent

The termcertification practice statenent (CPS) is defined by the DSG
and PAG as: "A statement of the practices which a certification
authority enploys in issuing certificates." [ABAl, ABA2] As stated
above, a CPS establishes practices concerning |ifecycle services in
addition to issuance, such as certificate nmanagenent (i ncl uding
publication and archiving), revocation, and renewal or re-keying. In
the DSG the ABA expands this definition with the follow ng coments:

"A certification practice statement may take the formof a
declaration by the certification authority of the details of its
trustworthy systemand the practices it enploys in its operations and
in support of issuance of a certificate . . . ." This formof CPSis
the nost conmon type, and can vary in length and | evel of detail

Sone PKIs may not have the need to create a thorough and detail ed
statenment of practices. For exanple, the CA nay itself be the
relying party and woul d al ready be aware of the nature and
trustworthiness of its services. In other cases, a PKI may provide
certificates providing only a very low | evel of assurances where the
applications being secured may pose only nmarginal risks if

conprom sed. In these cases, an organization establishing a PKI may
only want to wite or have CAs use a subscriber agreenent, relying
party agreenent, or agreenment conbining subscriber and relying party

terms, depending on the role of the different PKI participants. In
such a PKI, that agreenent nay serve as the only "statenent of
practices" used by one or nore CAs within that PKI. Consequently,

that agreement may al so be considered a CPS and can be entitled or
subtitled as such.

Li kewi se, since a detailed CPS nay contain sensitive details of its
system a CA may elect not to publish its entire CPS. It nmay instead
opt to publish a CPS Sunmary (or CPS Abstract). The CPS Sunmmary
woul d contain only those provisions fromthe CPS that the CA
considers to be relevant to the participants in the PKI (such as the
responsibilities of the parties or the stages of the certificate
lifecycle). A CPS Summary, however, would not contain those
sensitive provisions of the full CPS that m ght provide an attacker
with useful information about the CA's operations. Throughout this
docunent, the use of "CPS" includes both a detailed CPS and a CPS
Sunmary (unl ess otherw se specified).

CPSs do not automatically constitute contracts and do not
automatically bind PKI participants as a contract would. Where a
docunent serves the dual purpose of being a subscriber or relying
party agreement and CPS, the docunment is intended to be a contract
and constitutes a binding contract to the extent that a subscriber or
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relying party agreenment would ordinarily be considered as such. Mbst
CPSs, however, do not serve such a dual purpose. Therefore, in nost
cases, a CPS' s terns have a binding effect as contract terns only if
a separate docunent creates a contractual relationship between the
parties and that docunment incorporates part or all of the CPS by
reference. Further, if a particular PKI enploys a CPS Summary (as
opposed to the entire CPS), the CPS Summary coul d be incorporated
into any applicable subscriber or relying party agreenent.

In the future, a court or applicable statutory or regulatory | aw may
declare that a certificate itself is a docunent that is capable of
creating a contractual relationship, to the extent its nmechani sms
desi gned for incorporation by reference (such as the Certificate
Pol i cies extension and its qualifiers) indicate that ternms of its use
appear in certain docunents. In the nmeantinme, however, some

subscri ber agreenments and relying party agreenents may incorporate a
CPS by reference and therefore make its terns binding on the parties
to such agreenents.

3.5. Relationship Between Certificate Policy and Certification
Practice Statenent

The CP and CPS address the sane set of topics that are of interest to
the relying party in terns of the degree to and purpose for which a
public key certificate should be trusted. Their prinary difference
is in the focus of their provisions. A CP sets forth the

requi rements and standards inposed by the PKI with respect to the
various topics. In other words, the purpose of the CPis to
establish what participants nust do. A CPS, by contrast, states how
a CA and other participants in a given donain inplenent procedures
and controls to neet the requirements stated in the CP. 1In other
words, the purpose of the CPS is to disclose how the participants
performtheir functions and inplenent controls.

An additional difference between a CP and CPS rel ates the scope of
coverage of the two kinds of docunents. Since a CP is a statenent of
requirenents, it best serves as the vehicle for comruni cati ng m ni mum
operating guidelines that nmust be net by interoperating PKIs. Thus,
a CP generally applies to multiple CAs, multiple organizations, or

mul tiple domains. By contrast, a CPS applies only to a single CA or
singl e organi zation and is not generally a vehicle to facilitate

i nt eroperation.

A CAwith a single CPS may support multiple CPs (used for different

application purposes and/or by different relying party comrunities).
Al so, nmultiple CAs, with non-identical CPSs, may support the sane CP
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For exanple, the Federal Governnent m ght define a governnent-w de CP
for handling confidential human resources information. The CP will
be a broad statenent of the general requirenments for participants
within the Government’s PKI, and an indication of the types of
applications for which it is suitable for use. Each departnent or
agency wishing to operate a certification authority in this PKl nmay
be required to wite its own certification practice statenent to
support this CP by explaining how it neets the requirenments of the
CP. At the sane tinme, a department’s or agency’'s CPS may support
other certificate policies.

An additional difference between a CP and CPS concerns the |evel of
detail of the provisions in each. Although the |level of detail nmay
vary anong CPSs, a CPS will generally be nore detailed than a CP. A
CPS provi des a detail ed description of procedures and controls in
place to neet the CP requirenents, while a CP is nore general

The main differences between CPs and CPSs can therefore be summri zed
as foll ows:

(a) A PKI uses a CP to establish requirenments that state what
participants within it nust do. A single CA or organization can
use a CPS to disclose howit nmeets the requirenents of a CP or
how it inplenents its practices and controls.

(b) ACP facilitates interoperation through cross-certification
unil ateral certification, or other nmeans. Therefore, it is
intended to cover nultiple CAs. By contrast, a CPSis a

statenment of a single CA or organization. |Its purpose is not to
facilitate interoperation (since doing so is the function of a
CP).

(c) ACPS is generally nore detailed than a CP and specifies how the
CA neets the requirenents specified in the one or nore CPs under
which it issues certificates.

In addition to populating the certificate policies extension with the
applicable CP object identifier, a certification authority nmay
include, in certificates it issues, a reference to its certification
practice statement. A standard way to do this, using a CP qualifier
is described in Section 3.4.

3.6. Relationship Anbng CPs, CPSs, Agreenents, and O her Docunents
CPs and CPSs play a central role in docunmenting the requirenents and
practices of a PKI. Nonetheless, they are not the only docunents

relevant to a PKI. For instance, subscriber agreements and relying
party agreenments play a critical role in allocating responsibilities
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to subscribers and relying parties relating to the use of
certificates and key pairs. They establish the terns and conditions
under which certificates are issued, managed, and used. The term
subscri ber agreenment is defined by the PAG as: "An agreenent between
a CA and a subscriber that establishes the right and obligations of
the parties regarding the i ssuance and managenent of certificates."
[ ABA2] The PAG defines a relying party agreenment as: "An agreenent
between a certification authority and relying party that typically
establishes the rights and obligati ons between those parties
regarding the verification of digital signatures or other uses of
certificates." [ABA2?]

As nentioned in Section 3.5, a subscriber agreenent, relying party
agreenment, or an agreenent that conbi nes subscriber and relying party

terns may also serve as a CPS. In other PKls, however, a subscriber
or relying party agreenent may incorporate some or all of the terns
of a CP or CPS by reference. Yet other PKlIs may distill froma CP

and/or CPS the terns that are applicable to a subscriber and pl ace
such terms in a self-contai ned subscriber agreenent, wi thout

i ncorporating a CP or CPS by reference. They may use the sane nethod
to distill relying party ternms froma CP and/or CPS and pl ace such
terns in a self-contained relying party agreenent. Creating such

sel f-cont ai ned agreenments has the advantage of creating documents
that are easier for consuners to review. |n some cases, subscribers
or relying parties may be deened to be "consuners" under applicable
law, who are subject to certain statutory or regul atory protections.
Under the |egal systems of civil |law countries, incorporating a CP or
CPS by reference may not be effective to bind consuners to the terns
of an incorporated CP or CPS.

CPs and CPSs may be incorporated by reference in other docunents,
i ncl udi ng:

* Interoperability agreenents (including agreenments between CAs for
cross-certification, unilateral certification, or other forns of
i nt eroperation),

* Vendor agreements (under which a PKI vendor agrees to neet
standards set forth in a CP or CPS), or

* A PDS. See [ABA?2]

A PDS serves a simlar function to a CPS Sunmary. It is a relatively
short docunent containing only a subset of critical details about a
PKI or CA. It may differ froma CPS Sunmary, however, in that its
purpose is to act as a summary of information about the overal

nature of the PKI, as opposed to sinply a condensed form of the CPS.
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Moreover, its purpose is to distill information about the PKI, as
opposed to protecting security sensitive information contained in an
unpubl i shed CPS, although a PDS could al so serve that function

Just as witers may wish to refer to a CP or CPS or incorporate it by
reference in an agreenent or PDS, a CP or CPS may refer to other
docunents when establishing requirenents or making di sclosures. For
instance, a CP may set requirenents for certificate content by
referring to an external document setting forth a standard
certificate profile. Referencing external docunments permts a CP or
CPS to inmpose detailed requirenents or make detail ed disclosures

wi t hout having to reprint |lengthy provisions from other docunents
within the CP or CPS. Mbdreover, referencing a docunent in a CP or
CPS is another useful way of dividing disclosures between public

i nformati on and security sensitive confidential information (in
addition to or as an alternative to publishing a CPS Summary). For
exanple, a PKI may want to publish a CP or CPS, but maintain site
construction paraneters for CA high security zones as confidentia
information. |In that case, the CP or CPS could reference an externa
manual or docunent containing the detailed site construction

par anmet ers.

Docurments that a PKI may wish to refer to in a CP or CPS include
* A security policy,

* Training, operational, installation, and user manuals (which may
contai n operational requirenents),

* Standards docunents that apply to particul ar aspects of the PK
(such as standards specifying the | evel of protection offered by
any hardware tokens used in the PKI or standards applicable to the
site construction),

* Key managenent pl ans,

* Human resource gui des and enpl oynent nanual s (which may descri be
sonme aspects of personnel security practices), and

* E-mail policies (which may di scuss subscriber and relying party

responsibilities, as well as the inplications of key managenent,
if applicable). See [ABA2]
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3.7. Set of Provisions

A set of provisions is a collection of practice and/or policy
statenments, spanning a range of standard topics for use in expressing
a CP or CPS empl oying the approach described in this framework by
covering the topic appearing in Section 5 below. They are al so
described in detail in Section 4 bel ow.

A CP can be expressed as a single set of provisions.

A CPS can be expressed as a single set of provisions with each
conponent addressing the requirements of one or nore certificate
policies, or, alternatively, as an organi zed coll ection of sets of
provi sions. For exanple, a CPS could be expressed as a conbi nation
of the foll ow ng:

(a) alist of certificate policies supported by the CPS;

(b) for each CP in (a), a set of provisions that contains statenents
responding to that CP by filling in details not stipulated in
that policy or expressly left to the discretion of the CA (inits
CPS) ; such statenents serve to state how this particul ar CPS
i mpl enents the requirenments of the particular CP;, or

(c) a set of provisions that contains statenents regarding the
certification practices on the CA regardl ess of CP

The statenents provided in (b) and (c) may augment or refine the
stipulations of the applicable CP, but generally must not conflict
with any of the stipulations of such CP. In certain cases, however,
a policy authority may permit exceptions to the requirenents in a CP
because certain conpensating controls of the CA are disclosed inits
CPS that allow the CA to provide assurances that are equivalent to
the assurances provided by CAs that are in full conpliance with the
CP.

This framework outlines the contents of a set of provisions, in terns
of nine primary conponents, as follows:

I nt roduction

Publ i cati on and Repository

I dentification and Authentication

Certificate Life-Cycle Operational Requirenents
Facilities, Managenent, and Operational Controls
Techni cal Security Controls

Certificate, CRL, and OCSP Profile

Conpl i ance audit

Q her Business and Legal Matters

CoONoOkwWNE
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PKIs can use this sinple franework of nine primary conponents to
wite a sinple CP or CPS. Moreover, a CA can use this sane framework
to wite a subscriber agreenment, relying party agreenent, or
agreement contai ni ng subscriber and relying party terms. |If a CA
uses this sinple framework to construct an agreement, it can use
paragraph 1 as an introduction or recitals, it can set forth the
responsibilities of the parties in paragraphs 2-8, and it can use
paragraph 9 to cover the business and | egal issues described in nore
detail, using the ordering of Section 4.9 below (such as
representations and warranties, disclainers, and liability
l[imtations). The ordering of topics in this sinple framework and
the business and |l egal matters Section 4.9 is the sane as (or simlar
to) the ordering of topics in a typical software or other technol ogy
agreenment. Therefore, a PKI can establish a set of core docunents
(with a CP, CPS, subscriber agreenent, and relying party agreenent)
all having the sane structure and ordering of topics, thereby
facilitating conmparisons and mappi nhgs anong these docunments and anong
the correspondi ng docunments of other PKIs.

This sinmple framework nmay al so be useful for agreenments other than
subscri ber agreenents and relying party agreenents. For instance, a
CA wi shing to outsource certain services to an RA or certificate
manuf acturing authority (CMA) may find it useful to use this
franmework as a checklist to wite a registration authority agreenent
or outsourcing agreenent. Simlarly, two CAs nay wish to use this
sinmple framework for the purpose of drafting a cross-certification
unil ateral certification, or other interoperability agreement.

In short, the primary conponents of the sinple framework (specified
above) nay neet the needs of drafters of short CPs, CPSs, subscriber
agreenments, and relying party agreenents. Nonetheless, this
framework is extensible, and its coverage of the nine conponents is
fl exi bl e enough to neet the needs of drafters of conprehensive CPs
and CPSs. Specifically, components appearing above can be further

di vided i nto subcomponents, and a subcomponent may conprise multiple
el ements. Section 4 provides a nore detail ed description of the
contents of the above conponents, and their subconponents. Drafters
of CPs and CPSs are pernitted to add additional |evels of
subconponent s bel ow t he subconmponents described in Section 4 for the
purpose of meeting the needs of the drafter’s particular PKI

4. Contents of a Set of Provisions
Thi s section expands upon the contents of the sinple franework of
provi sions, as introduced in Section 3.7. The topics identified in

this section are, consequently, candidate topics for inclusion in a
detailed CP or CPS.
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Wi le many topics are identified, it is not necessary for a CP or a
CPS to include a concrete statenment for every such topic. Rather, a
particular CP or CPS nay state "no stipulation" for a component,
subconponent, or element on which the particular CP or CPS inposes no
requi rements or makes no disclosure. In this sense, the list of
topics can be considered a checklist of topics for consideration by
the CP or CPS witer.

It is recomended that each and every conponent and subcomponent be
included in a CP or CPS, even if there is "no stipulation"; this wll
indicate to the reader that a conscious decision was made to include
or exclude a provision concerning that topic. This drafting style
protects agai nst inadvertent om ssion of a topic, while facilitating
conparison of different certificate policies or CPSs, e.g., when
maki ng pol i cy mappi ng deci si ons.

Ina CP, it is possible to | eave certain components, subconponents,
and/ or el ements unspecified, and to stipulate that the required
information will be indicated in a policy qualifier, or the docunent
to which a policy qualifier points. Such CPs can be considered
paraneterized definitions. The set of provisions should reference or
define the required policy qualifier types and shoul d specify any
appl i cabl e default val ues.

4.1. Introductions

Thi s component identifies and introduces the set of provisions, and
i ndicates the types of entities and applications for which the
docunent (either the CP or the CPS being witten) is targeted.

4.1.1. Overview

Thi s subcomponent provides a general introduction to the docunent
being witten. This subconponent can al so be used to provide a
synopsis of the PKI to which the CP or CPS applies. For exanple, it
may set out different |levels of assurance provided by certificates
within the PKI. Depending on the conplexity and scope of the
particular PKI, a diagrammatic representation of the PKI m ght be
useful here.

4.1.2. Docunent Nane and ldentification
Thi s subconponent provides any applicable nanmes or other identifiers,
including ASN.1 object identifiers, for the docunent. An exanmple of

such a document nane woul d be the US Federal Government Policy for
Secure E-muail.
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4.1. PKI Participants
Thi s subconmponent describes the identity or types of entities that
fill the roles of participants within a PKI, nanely:
* Certification authorities, i.e., the entities that issue

certificates. A CAis the issuing CAwith respect to the
certificates it issues and is the subject CA with respect to the
CA certificate issued to it. CAs nay be organized in a hierarchy
in which an organi zation's CA issues certificates to CAs operated
by subordi nate organi zati ons, such as a branch, division, or
department within a | arger organi zation

Regi stration authorities, i.e., the entities that establish
enrol | ment procedures for end-user certificate applicants, perform
identification and authentication of certificate applicants,
initiate or pass along revocation requests for certificates, and
approve applications for renewal or re-keying certificates on
behal f of a CA.  Subordinate organizations within a |arger

organi zation can act as RAs for the CA serving the entire

organi zation, but RAs may al so be external to the CA

Subscri bers. Exanpl es of subscribers who receive certificates
froma CA include enpl oyees of an organization with its own CA
banki ng or brokerage custoners, organi zations hosting e-comrerce
sites, organizations participating in a business-to-business
exchange, and nenbers of the public receiving certificates froma
CA issuing certificates to the public at |arge.

Relying parties. Exanples of relying parties include enpl oyees of
an organi zation having its own CA who receive digitally signed e-
mail s from ot her enpl oyees, persons buyi ng goods and services from
e-conmmerce sites, organizations participating in a business-to-
busi ness exchange who receive bids or orders from ot her

partici pating organi zati ons, and individuals and organi zati ons
doi ng business with subscribers who have received their
certificates froma CA issuing certificates to the public.

Rel ying parties nmay or nmay not al so be subscribers within a given
PKI .

O her participants, such as certificate manufacturing authorities,
providers of repository services, and other entities providing
PKI -rel at ed servi ces.
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4.1.4. Certificate Usage
Thi s subconmponent cont ai ns:

* Alist or the types of applications for which the issued
certificates are suitable, such as electronic mail, retai
transactions, contracts, and a travel order, and/or

* Alist or the types of applications for which use of the issued
certificates is prohibited.

In the case of a CP or CPS describing different |evels of assurance,
this subconponent can describe applications or types of applications
that are appropriate or inappropriate for the different |evels of
assurance.

4.1.5. Policy Adnministration

Thi s subconponent includes the nanme and nailing address of the

organi zation that is responsible for the drafting, registering,

mai nt ai ni ng, and updating of this CP or CPS. It also includes the
nane, electronic mail address, tel ephone nunber, and fax nunmber of a
contact person. As an alternative to nam ng an actual person, the
docunent may nane a title or role, an e-mail alias, and other
generalized contact information. |n sonme cases, the organization may
state that its contact person, alone or in conbination with others,
is available to answer questions about the docunent.

Mor eover, when a formal or informal policy authority is responsible
for determ ning whether a CA should be allowed to operate within or
interoperate with a PKI, it may wi sh to approve the CPS of the CA as
being suitable for the policy authority’'s CP. If so, this
subconponent can include the nanme or title, electronic mail address
(or alias), telephone nunber, fax nunber, and other generalized
information of the entity in charge of making such a determ nation
Finally, in this case, this subconponent also includes the procedures
by which this determi nation is nade.

4.1.6. Definitions and Acronyns
Thi s subconmponent contains a list of definitions for defined terns

used within the docunent, as well as a |ist of acronyns in the
docunent and their meanings.
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4.2. Publication and Repository Responsibilities

Thi

s conponent contains any applicabl e provisions regarding:

* An identification of the entity or entities that operate
repositories within the PKI, such as a CA, certificate
manuf acturing authority, or independent repository service
provi der;

* The responsibility of a PKI participant to publish information
regarding its practices, certificates, and the current status of
such certificates, which may include the responsibilities of
nmaki ng the CP or CPS publicly avail abl e using various nechani sns
and of identifying conponents, subcomponents, and el ements of such
documents that exist but are not made publicly available, for
i nstance, security controls, clearance procedures, or trade secret
information due to their sensitivity;

*  \When information nmust be published and the frequency of
publication; and

* Access control on published information objects including CPs,
CPS, certificates, certificate status, and CRLs.

4.3. ldentification and Authentication

Thi s component describes the procedures used to authenticate the
identity and/or other attributes of an end-user certificate applicant
to a CAor RAprior to certificate issuance. 1In addition, the
conponent sets forth the procedures for authenticating the identity
and the criteria for accepting applicants of entities seeking to
becone CAs, RAs, or other entities operating in or interoperating
with a PKI. It also describes how parties requesting re-key or
revocation are authenticated. This component al so addresses nam ng
practices, including the recognition of trademark rights in certain
nanes.

4.3.1. Nam ng

Thi s subcomponent includes the follow ng el ements regardi ng nam ng
and identification of the subscribers:

* Types of nanes assigned to the subject, such as X 500
di sti ngui shed names; RFC-822 nanes; and X 400 narnes;

* \Wet her names have to be meani ngful or not; (3)
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4. 3.

Whet her or not subscribers can be anonynous or pseudonynobus, and
if they can, what nanes are assigned to or can be used by
anonynmous subscri bers;

Rul es for interpreting various nane fornms, such as the X 500
standard and RFC-822;

Whet her names have to be unique; and
Recogni ti on, authentication, and the role of trademarks.

Initial Identity Validation

Thi s subconponent contains the follow ng elenments for the
identification and authentication procedures for the initia
registration for each subject type (CA RA subscriber, or other
participant):

*

I f and how t he subject must prove possessi on of the conpanion
private key for the public key being registered, for exanmple, a
digital signature in the certificate request nessage; (4)

Identification and authentication requirenments for organi zati ona
identity of subscriber or participant (CA; RA;, subscriber (in the
case of certificates issued to organi zations or devices controlled
by an organi zation), or other participant), for exanple,

consul ting the database of a service that identifies organizations
or inspecting an organi zation's articles of incorporation

Identification and authentication requirenments for an individua
subscriber or a person acting on behalf of an organi zati ona
subscriber or participant (CA, RA in the case of certificates

i ssued to organizations or devices controlled by an organi zati on
the subscriber, or other participant), (5) including:

* Type of docunentation and/or nunber of identification
credential s required;

* How a CA or RA authenticates the identity of the organization
or individual based on the docunentation or credentials
provi ded;

* |f the individual rmust personally present to the authenticating
CA or RA

* How an individual as an organi zational person is authenticated,
such as by reference to duly signed authorization docunents or
a corporate identification badge.
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4.

4.

* List of subscriber information that is not verified (called "non-
verified subscriber information") during the initial registration;

* Validation of authority involves a determ nation of whether a
person has specific rights, entitlenments, or perm ssions,
i ncluding the permission to act on behalf of an organization to
obtain a certificate; and

* |In the case of applications by a CA wishing to operate within, or
interoperate with, a PKI, this subconponent contains the criteria
by which a PKI, CA, or policy authority determ nes whether or not
the CAis suitable for such operations or interoperation. Such
i nteroperation may i nclude cross-certification, unilatera
certification, or other forns of interoperation

3.3. ldentification and Authentication for Re-key Requests

Thi s subconponent addresses the followi ng el enents for the
identification and authentication procedures for re-key for each
subj ect type (CA, RA, subscriber, and other participants):

* |dentification and authentication requirenments for routine re-Kkey,
such as a re-key request that contains the new key and is signed
using the current valid key; and

* |dentification and authentication requirenments for re-key after
certificate revocation. One exanple is the use of the sane
process as the initial identity validation.

3.4. ldentification and Authentication for Revocati on Requests

Thi s subconponent describes the identification and authentication
procedures for a revocation request by each subject type (CA RA
subscriber, and other participant). Exanples include a revocation
request digitally signed with the private key whose conpani on public
key needs to be revoked, and a digitally signed request by the RA

4. Certificate Life-Cycle Operational Requirenents

This component is used to specify requirements inposed upon issuing
CA, subject CAs, RAs, subscribers, or other participants with respect
to the life-cycle of a certificate.

Wthin each subconponent, separate consideration my need to be given
to subject CAs, RAs, subscribers, and other participants.
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4.4.1. Certificate Application

Thi s subconmponent is used to address the follow ng requirenents
regardi ng subject certificate application:

* \Who can submit a certificate application, such as a certificate
subj ect or the RA; and

* Enroll nent process used by subjects to submit certificate
applications and responsibilities in connection with this process.
An exanpl e of this process is where the subject generates the key
pair and sends a certificate request to the RA. The RA validates
and signs the request and sends it to the CA. A CA or RA nmay have
the responsibility of establishing an enrollnent process in order
to receive certificate applications. Likewi se, certificate
applicants may have the responsibility of providing accurate
information on their certificate applications.

4.4.2. Certificate Application Processing

Thi s subconmponent is used to describe the procedure for processing
certificate applications. For exanmple, the issuing CA and RA nay
performidentificati on and authentication procedures to validate the
certificate application. Follow ng such steps, the CA or RA will

ei ther approve or reject the certificate application, perhaps upon
the application of certain criteria. Finally, this subconponent sets
atime linmt during which a CA and/or RA nust act on and process a
certificate application.

4.4.3. Certificate |Issuance

Thi s subconponent is used to describe the followi ng certificate
i ssuance rel ated el enents:

* Actions perfornmed by the CA during the issuance of the
certificate, for exanple a procedure whereby the CA validates the
RA signature and RA authority and generates a certificate; and

* Notification nmechanisns, if any, used by the CA to notify the
subscri ber of the issuance of the certificate; an exanple is a
procedure under which the CA e-mails the certificate to the
subscriber or the RA or e-mails information permtting the
subscriber to downl oad the certificate froma web site.
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4.4. 4.

Certificate Acceptance

Thi s subconmponent addresses the foll ow ng:

*

. 5.

Thi
to

The conduct of an applicant that will be deemed to constitute
acceptance of the certificate. Such conduct may include
affirmati ve steps to indicate acceptance, actions inplying
acceptance, or a failure to object to the certificate or its
content. For instance, acceptance may be deenmed to occur if the
CA does not receive any notice fromthe subscriber within a
certain tinme period; a subscriber may send a signed nessage
accepting the certificate; or a subscriber may send a signed
nessage rejecting the certificate where the nessage includes the
reason for rejection and identifies the fields in the certificate
that are incorrect or inconplete.

Publication of the certificate by the CA For example, the CA may
post the certificate to an X. 500 or LDAP repository.

Notification of certificate issuance by the CAto other entities.
As an exanmple, the CA may send the certificate to the RA

Key Pair and Certificate Usage

s subconmponent is used to describe the responsibilities relating
the use of keys and certificates, including:

Subscriber responsibilities relating to use of the subscriber’s
private key and certificate. For exanple, the subscriber may be
required to use a private key and certificate only for appropriate
applications as set forth in the CP and in consistency with
applicable certificate content (e.g., key usage field). Use of a
private key and certificate are subject to the ternms of the
subscri ber agreenment, the use of a private key is permtted only
after the subscriber has accepted the corresponding certificate,

or the subscriber must discontinue use of the private key
following the expiration or revocation of the certificate.

Relying party responsibilities relating to the use of a
subscriber’s public key and certificate. For instance, a relying
party may be obligated to rely on certificates only for
appropriate applications as set forth in the CP and in consistency
with applicable certificate content (e.g., key usage field),
successfully perform public key operations as a condition of
relying on a certificate, assunme responsibility to check the
status of a certificate using one of the required or pernitted
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nechani sns set forth in the CP/CPS (see Section 4.4.9 below), and
assent to the terns of the applicable relying party agreenent as a
condition of relying on the certificate.

4.4.6. Certificate Renewa

Thi s subconponent is used to describe the follow ng elenents rel ated
to certificate renewal. Certificate renewal neans the issuance of a
new certificate to the subscriber wthout changing the subscriber or
ot her participant’s public key or any other information in the
certificate:

* Circunstances under which certificate renewal takes place, such as
where the certificate life has expired, but the policy pernits the
same key pair to be reused;

* \Who may request certificate renewal, for instance, the subscriber
RA, or the CA may automatically renew an end-user subscri ber
certificate;

* A CA or RAs procedures to process renewal requests to issue the
new certificate, for exanmple, the use of a token, such as a
password, to re-authenticate the subscriber, or procedures that
are the sane as the initial certificate issuance

* Notification of the new certificate to the subscriber

* Conduct constituting acceptance of the certificate;

* Publication of the certificate by the CA, and

* Notification of certificate i ssuance by the CAto other entities.

4.4.7. Certificate Re-key

Thi s subconponent is used to describe the follow ng elenents rel ated

to a subscriber or other participant generating a new key pair and

applying for the issuance of a new certificate that certifies the new
public key:

* CGircunmstances under which certificate re-key can or nust take
pl ace, such as after a certificate is revoked for reasons of key
conpromi se or after a certificate has expired and the usage period
of the key pair has al so expired;

*  \Who may request certificate re-key, for exanple, the subscriber
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4.4.8.

A CA or RA's procedures to process re-keying requests to issue the
new certificate, such as procedures that are the sane as the
initial certificate issuance

Notification of the new certificate to the subscriber

Conduct constituting acceptance of the certificate;

Publ i cation of the certificate by the CA; and

Notification of certificate issuance by the CAto other entities.

Certificate Modification

Thi s subconponent is used to describe the follow ng elenments rel ated
to the issuance of a new certificate (6) due to changes in the
information in the certificate other than the subscriber public key:

*

4.4.9.

Thi

Circunst ances under which certificate nodification can take place,
such as nanme change, rol e change, reorgani zation resulting in a
change in the DN

VWho may request certificate nodification, for instance,
subscribers, human resources personnel, or the RA

A CA or RA's procedures to process nodification requests to issue

the new certificate, such as procedures that are the sane as the

initial certificate issuance;

Notification of the new certificate to the subscriber

Conduct constituting acceptance of the certificate;

Publication of the certificate by the CA and

Notification of certificate i ssuance by the CA to other entities.
Certificate Revocation and Suspension

s subcomponent addresses the foll ow ng:

Ci rcunst ances under which a certificate my be suspended and

ci rcunmst ances under which it nust be revoked, for instance, in

cases of subscriber enploynent termination, |oss of cryptographic
token, or suspected conprom se of the private key;
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* \Who can request the revocation of the participant’s certificate,
for exanple, the subscriber, RA, or CAin the case of an end-user
subscri ber certificate.

* Procedures used for certificate revocation request, such as a
digitally signed nessage fromthe RA a digitally signed nessage
fromthe subscriber, or a phone call fromthe RA

* The grace period available to the subscriber, within which the
subscri ber nust make a revocation request;

* The tine within which CA nust process the revocation request;

* The mechanisns, if any, that a relying party nay use or nust use
in order to check the status of certificates on which they wish to
rely;

* |f a CRL nmechanismis used, the issuance frequency;

* |f a CRL mechanismis used, maxi num | atency between the generation
of CRLs and posting of the CRLs to the repository (in other words,
the maxi mum anount of processing- and conmuni cation-rel ated del ays
in posting CRLs to the repository after the CRLs are generated);

* On-line revocation/status checking availability, for instance,
OCSP and a web site to which status inquiries can be submtted,

* Requirements on relying parties to performon-Iline
revocati on/ status checks;

* Oher forms of revocation advertisenents avail abl e;

* Any variations of the above stipulations for which suspension or
revocation is the result of private key conprom se (as opposed to
ot her reasons for suspension or revocation).

* Circunstances under which a certificate nay be suspended,;

* \Who can request the suspension of a certificate, for exanple, the
subscri ber, human resources personnel, a supervisor of the
subscriber, or the RAin the case of an end-user subscri ber
certificate;

* Procedures to request certificate suspension, such as a digitally
si gned message fromthe subscriber or RA, or a phone call fromthe
RA; and

* How | ong the suspension nay |ast.

Chokhani, et al. I nf or mati onal [ Page 32]



RFC 3647 Internet X. 509 Public Key Infrastructure Noverber 2003

4.4

4.4

4.4

4.5.

Cho

.10. Certificate Status Services

Thi s subconponent addresses the certificate status checking services
available to the relying parties, including:

* The operational characteristics of certificate status checking
servi ces;

* The availability of such services, and any applicable policies on
unavail ability; and

* Any optional features of such services.
.11. End of Subscription

Thi s subconmponent addresses procedures used by the subscriber to end
subscription to the CA services, including:

* The revocation of certificates at the end of subscription (which
may differ, depending on whether the end of subscription was due
to the expiration of the certificate or termination of the
service).

.12. Key Escrow and Recovery

Thi s subconponent contains the following elenents to identify the
policies and practices relating to the escrowi ng, and/or recovery of
private keys where private key escrow services are avail able (through
the CA or other trusted third parties):

* |dentification of the docunent containing private key escrow and
recovery policies and practices or a listing of such policies and
practices; and

* |dentification of the document containing session key
encapsul ati on and recovery policies and practices or a |listing of
such policies and practices.

Managenment, Operational, and Physical Controls

Thi s component descri bes non-technical security controls (that is,
physi cal, procedural, and personnel controls) used by the issuing CA
to securely performthe functions of key generation, subject

aut hentication, certificate issuance, certificate revocation

audi ting, and archiving.
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Thi s conmponent can al so be used to define non-technical security
controls on repositories, subject CAs, RAs, subscribers, and other
partici pants. The non-technical security controls for the subject
CAs, RAs, subscribers, and other participants could be the sane,
simlar, or very different.

These non-technical security controls are critical to trusting the
certificates since lack of security may conproni se CA operations
resulting for exanple, in the creation of certificates or CRLs with
erroneous information or conprom sing the CA private key.

Wthin each subconponent, separate consideration will, in general,

need to be given to each entity type, that is, the issuing CA

repository, subject CAs, RAs, subscribers, and other participants.
4.5.1. Physical Security Controls

In this subconponent, the physical controls on the facility housing
the entity systens are described. Topics addressed nay i nclude:

* Site location and construction, such as the construction
requi rements for high-security zones and the use of |ocked roonms,
cages, safes, and cabinets;

* Physical access, i.e., mechanisnms to control access fromone area
of the facility to another or access into high-security zones,
such as locating CA operations in a secure conputer room nonitored
by guards or security alarns and requiring novenent from zone to
zone to be acconplished using a token, bionetric readers, and/or
access control |lists;

* Power and air conditioning;

* WAt er exposures;

* Fire prevention and protection

* Media storage, for exanple, requiring the storage of backup nedia
in a separate location that is physically secure and protected
fromfire and water damage;

*  \Waste disposal; and

* Of-site backup.
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4.5.2. Procedural Controls

In this subconponent, requirenents for recognizing trusted roles are
descri bed, together with the responsibilities for each role.
Exampl es of trusted roles include system adm ni strators, security

of ficers, and system auditors.

For each task identified, the nunber of individuals required to
performthe task (n out mrule) should be stated for each role.
Identification and authentication requirenments for each role may al so
be defi ned.

Thi s conmponent al so includes the separation of duties in ternms of the
rol es that cannot be perfornmed by the sanme individuals.

4.5.3. Personnel Security Controls
Thi s subconponent addresses the foll ow ng:

* Qualifications, experience, and cl earances that personnel nust
have as a condition of filling trusted roles or other inportant
roles. Examples include credentials, job experiences, and
of ficial governnent clearances that candi dates for these positions
nust have before being hired;

* Background checks and cl earance procedures that are required in
connection with the hiring of personnel filling trusted roles or
per haps other inportant roles; such roles may require a check of
their crimnal records, references, and additional clearances that
a participant undertakes after a decision has been nade to hire a
particul ar person

* Training requirenents and training procedures for each role
followi ng the hiring of personnel

* Any retraining period and retraining procedures for each role
after conpletion of initial training;

* Frequency and sequence for job rotation anong various rol es;

* Sanctions agai nst personnel for unauthorized actions, unauthorized
use of authority, and unauthorized use of entity systenms for the
pur pose of inposing accountability on a participant’s personnel

* Controls on personnel that are independent contractors rather than
enpl oyees of the entity; exanples include:

- Bonding requirements on contract personnel
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*

4.5. 4.

- Contractual requirenents including indemification for danmages
due to the actions of the contractor personnel

- Auditing and nonitoring of contractor personnel; and
- Oher controls on contracting personnel

Docurentation to be supplied to personnel during initial training,
retraining, or otherw se.

Audit Loggi ng Procedures

Thi s subconponent is used to describe event |ogging and audit
systens, inplenented for the purpose of naintaining a secure
environnent. Elenents include the foll ow ng:

*

Types of events recorded, such as certificate lifecycle
operations, attenpts to access the system and requests nade to
the system

Frequency with which audit |ogs are processed or archived, for
exanpl e, weekly, follow ng an al arm or anomal ous event, or when
ever the audit log is n%full

Period for which audit |ogs are kept;

Protection of audit Iogs:

- Wio can view audit |ogs, for exanple only the audit
adm ni strator;

- Protection against nodification of audit |ogs, for instance a
requi rement that no one may nodify or delete the audit records
or that only an audit administrator nay delete an audit file as
part of rotating the audit file; and

- Protection against deletion of audit |ogs.

Audit | og back up procedures;

VWet her the audit |og accunul ation systemis internal or externa
to the entity;

Wet her the subject who caused an audit event to occur is notified
of the audit action; and
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* Vulnerability assessnents, for exanple, where audit data is run
through a tool that identifies potential attenpts to breach the
security of the system

4.5.5. Records Archiva

Thi s subconponent is used to describe general records archival (or
records retention) policies, including the follow ng:

* Types of records that are archived, for exanple, all audit data,
certificate application information, and docunentati on supporting
certificate applications;

* Retention period for an archive;
* Protection of an archive:

- Wio can view the archive, for exanple, a requirenent that only
the audit administrator nay view the archive;

- Protection against nodification of the archive, such as
securely storing the data on a wite once medi um

- Protection against deletion of the archive;

- Protection against the deterioration of the nmedia on which the
archive is stored, such as a requirenent for data to be
m grated periodically to fresh nedia; and

- Protection agai nst obsol escence of hardware, operating systens,
and other software, by, for exanple, retaining as part of the
archive the hardware, operating systens, and/or other software
in order to permt access to and use of archived records over
tine.

* Archive backup procedures;

* Requirenments for tine-stanping of records;

* \Wether the archive collection systemis internal or external; and

* Procedures to obtain and verify archive information, such as a
requi renent that two separate copies of the archive data be kept
under the control of two persons, and that the two copies be

conpared in order to ensure that the archive information is
accurate.
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4.5.6. Key Changeover

Thi s subconmponent describes the procedures to provide a new public
key to a CA's users following a re-key by the CA. These procedures
may be the sane as the procedure for providing the current key.

Al so, the new key may be certified in a certificate signed using the
ol d key.

4.5.7. Conpronmi se and Di saster Recovery

Thi s subconmponent describes requirenents relating to notification and
recovery procedures in the event of conprom se or disaster. Each of
the following may need to be addressed separately:

* |dentification or listing of the applicable incident and
conprom se reporting and handling procedures.

* The recovery procedures used if conputing resources, software,
and/ or data are corrupted or suspected to be corrupted. These
procedures describe how a secure environment is re-established,
which certificates are revoked, whether the entity key is revoked,
how the new entity public key is provided to the users, and how
the subjects are re-certified

* The recovery procedures used if the entity key is conprom sed.
These procedures describe how a secure environment is re-
establ i shed, how the new entity public key is provided to the
users, and how the subjects are re-certified.

* The entity's capabilities to ensure business continuity follow ng
a natural or other disaster. Such capabilities may include the
availability of a renpte hot-site at which operations nay be
recovered. They may al so include procedures for securing its
facility during the period of tine following a natural or other
di saster and before a secure environnent is re-established, either
at the original site or at a renote site. For exanple, procedures
to protect against theft of sensitive materials from an
ear t hquake- damaged site.

4.5.8. CA or RA Ternination
Thi s subconponent describes requirenents relating to procedures for

term nation and ternmination notification of a CA or RA, including the
identity of the custodian of CA and RA archival records.
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4.6. Technical Security Controls

This component is used to define the security neasures taken by the
issuing CAto protect its cryptographi c keys and activation data
(e.g., PINs, passwords, or manually-held key shares). This conponent
may al so be used to inpose constraints on repositories, subject CAs,
subscribers, and other participants to protect their private keys,
activation data for their private keys, and critical security
paranmeters. Secure key managenent is critical to ensure that al
secret and private keys and activation data are protected and used
only by authorized personnel

Thi s conponent al so descri bes other technical security controls used
by the issuing CAto performsecurely the functions of key
generation, user authentication, certificate registration
certificate revocation, auditing, and archiving. Technical controls
include life-cycle security controls (including software devel opnent
envi ronnent security, trusted software devel opnent net hodol ogy) and
operational security controls.

Thi s component can also be used to define other technical security
controls on repositories, subject CAs, RAs, subscribers, and other
partici pants.

4.6.1. Key Pair Generation and Installation

Key pair generation and installation need to be considered for the

i ssuing CA repositories, subject CAs, RAs, and subscribers. For
each of these types of entities, the follow ng questions potentially
need to be answered:

1. Who generates the entity public, private key pair? Possibilities
i nclude the subscriber, RA, or CA. Also, howis the key
generation perforned? 1s the key generation perfornmed by hardware
or software?

2. How is the private key provided securely to the entity?
Possibilities include a situation where the entity has generated
it and therefore already has it, handing the entity the private
key physically, mailing a token containing the private key
securely, or delivering it in an SSL session

3. Howis the entity's public key provided securely to the

certification authority? Sone possibilities are in an online SSL
session or in a nessage signed by the RA
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4.

4.

6.

2.

In the case of issuing CAs, howis the CA's public key provided
securely to potential relying parties? Possibilities include
handi ng the public key to the relying party securely in person
physically mailing a copy securely to the relying party, or
delivering it in a SSL session

What are the key sizes? Exanples include a 1,024 bit RSA nodul us
and a 1,024 bit DSA | arge prine.

VWho generates the public key paranmeters, and is the quality of the
par amet ers checked during key generation?

For what purposes nay the key be used, or for what purposes should
usage of the key be restricted? For X 509 certificates, these

pur poses should map to the key usage flags in X 509 Version 3
certificates.

Private Key Protection and Cryptographi c Mbdul e Engi neering
Control s

Requi renents for private key protection and cryptographi c nodul es
need to be considered for the issuing CA, repositories, subject CAs,
RAs, and subscribers. For each of these types of entities, the

foll owi ng questions potentially need to be answered:

1

What standards, if any, are required for the cryptographi c nodul e
used to generate the keys? A cryptographic nodul e can be
conposed of hardware, software, firmnare, or any conbination of
them For example, are the keys certified by the infrastructure
required to be generated using nodul es conpliant with the US FIPS
140-1? |If so, what is the required FIPS 140-1 | evel of the
nodul e? Are there any other engineering or other controls
relating to a cryptographic nodule, such as the identification of
the cryptographi c nodul e boundary, input/output, roles and
services, finite state machi ne, physical security, software
security, operating systemsecurity, algorithmconpliance,

el ectronagnetic conpatibility, and self tests.

I's the private key under n out of mmulti-person control?(7) |If
yes, provide n and m (two person control is a special case of n
out of m where n =m= 2)?

Is the private key escrowed?(8) |If so, who is the escrow agent,
what formis the key escrowed in (exanpl es include plaintext,
encrypted, split key), and what are the security controls on the
escrow systenf
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4. 1s the private key backed up? If so, who is the backup agent,
what formis the key backed up in (exanples include plaintext,
encrypted, split key), and what are the security controls on the
backup systenf

5. Is the private key archived? |f so, who is the archival agent,
what formis the key archived in (exanpl es include plaintext,
encrypted, split key), and what are the security controls on the
archival systen?

6. Under what circunstances, if any, can a private key be
transferred into or froma cryptographic nodule? Wwo is
permtted to performsuch a transfer operation? In what formis
the private key during the transfer (i.e., plaintext, encrypted,
or split key)?

7. Howis the private key stored in the nodule (i.e., plaintext,
encrypted, or split key)?

8. Who can activate (use) the private key? What actions nust be
performed to activate the private key (e.g., |ogin, power on,
supply PIN, insert token/key, automatic, etc.)? Once the key is
activated, is the key active for an indefinite period, active for
one time, or active for a defined tine period?

9. Who can deactivate the private key and how? Exanples of nethods
of deactivating private keys include |ogging out, turning the
power off, renoving the token/key, autonmatic deactivation, and
time expiration.

10. Who can destroy the private key and how? Exanples of nethods of
destroying private keys include token surrender, token
destruction, and overwiting the key.

11. Provide the capabilities of the cryptographic nmodule in the
following areas: identification of the cryptographic nodul e
boundary, input/output, roles and services, finite state nmachine,
physi cal security, software security, operating system security,
al gorithm conpliance, el ectromagnetic conpatibility, and self
tests. Capability may be expressed through reference to
conpliance with a standard such as U S. FIPS 140-1, associ ated
| evel , and rating.
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4.6.3. Oher Aspects of Key Pair Managenent

O her aspects of key managerment need to be considered for the issuing
CA, repositories, subject CAs, RAs, subscribers, and other

partici pants. For each of these types of entities, the follow ng
guestions potentially need to be answered:

1. 1Is the public key archived? |f so, who is the archival agent and
what are the security controls on the archival systen? Also
what software and hardware need to be preserved as part of the
archive to permt use of the public key over time? Note: this
subconponent is not linmted to requiring or describing the use of
digital signatures with archival data, but rather can address
integrity controls other than digital signatures when an archive
requires tamper protection. Digital signatures do not provide
tanmper protection or protect the integrity of data; they nerely
verify data integrity. Mreover, the archival period may be
greater than the cryptanal ysis period for the public key needed
to verify any digital signature applied to archival data

2. What is the operational period of the certificates issued to the
subscriber. What are the usage periods, or active lifetinmes, for
the subscriber’s key pair?

4.6.4. Activation Data

Activation data refers to data val ues other than whol e private keys
that are required to operate private keys or cryptographi c nmodul es
contai ning private keys, such as a PIN, passphrase, or portions of a
private key used in a key-splitting scheme. Protection of activation
data prevents unauthorized use of the private key, and potentially
needs to be considered for the issuing CA subject CAs, RAs, and
subscribers. Such consideration potentially needs to address the
entire life-cycle of the activation data from generation through
archival and destruction. For each of the entity types (issuing CA
repository, subject CA RA subscriber, and other participants), al

of the questions listed in 4.6.1 through 4.6.3 potentially need to be
answered with respect to activation data rather than with respect to
keys.

4.6.5. Computer Security Controls

Thi s subconponent is used to describe conputer security controls such
as: use of the trusted conputing base concept, discretionary access
control, labels, mandatory access controls, object re-use, audit,
identification and authentication, trusted path, security testing,
and penetration testing. Product assurance may al so be addressed.
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A conputer security rating for conputer systens nmay be required. The
rating could be based, for exanple, on the Trusted System Eval uation
Criteria (TCSEC), Canadian Trusted Products Evaluation Criteria,

Eur opean | nformati on Technol ogy Security Evaluation Criteria (I TSEC
or the Commpn Criteria for Information Technol ogy Security

Eval uation, SO |EC 15408:1999. This subconponent can al so address
requi renments for product evaluation analysis, testing, profiling,
product certification, and/or product accreditation related activity
undert aken.

4.6.6. Life Cycle Security Controls

Thi s subconponent addresses system devel opnent controls and security
managenment control s.

Syst em devel oprment control s include devel opnent environment security,
devel opnent personnel security, configuration nanagenent security
during product nmaintenance, software engi neering practices, software
devel opnent net hodol ogy, nodularity, layering, use of failsafe design
and i npl enentation techniques (e.g., defensive programm ng) and

devel opnent facility security.

Security managenent controls include execution of tools and
procedures to ensure that the operational systens and networks adhere
to configured security. These tools and procedures include checking
the integrity of the security software, firmmvare, and hardware to
ensure their correct operation.

Thi s subconmponent can al so address |ife-cycle security ratings based,
for exanple, on the Trusted Software Devel opment Met hodol ogy (TSDV)

I evel 1V and V, independent |ife-cycle security controls audit, and
the Software Engineering Institute's Capability Maturity Mdel (SEIl-
cw .

4.6.7. Network Security Controls

Thi s subconponent addresses network security related controls,
including firewalls.

4.6.8. Time-stanping
Thi s subconponent addresses requirenents or practices relating to the

use of tinmestanps on various data. It nay al so di scuss whether or
not the tinme-stanping application nust use a trusted tine source.
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4.7. Certificate and CRL Profiles
Thi s component is used to specify the certificate format and, if CRLs
and/ or OCSP are used, the CRL and/or OCSP format. This includes
information on profiles, versions, and extensions used.

4.7.1. Certificate Profile
Thi s subconmponent addresses such topics as the followi ng (potentially
by reference to a separate profile definition, such as the one
defined in | ETF PKI X RFC 3280):
* Version nunber(s) supported;
* Certificate extensions populated and their criticality;
* Cryptographic algorithmobject identifiers;

* Nane forns used for the CA, RA, and subscriber nanes;

*  Nane constraints used and the nane forns used in the nane
constraints;

* Applicable CP A D(s);
* Usage of the policy constraints extension;
* Policy qualifiers syntax and semantics; and
* Processing semantics for the critical CP extension.
4.7.2. CRL Profile
Thi s subconmponent addresses such topics as the follow ng (potentially
by reference to a separate profile definition, such as the one
defined in | ETF PKI X RFC 3280):
* Version nunmbers supported for CRLs; and
* CRL and CRL entry extensions populated and their criticality.
4.7.3. OCSP Profile
Thi s subconponent addresses such topics as the following (potentially

by reference to a separate profile definition, such as the | ETF RFC
2560 profile):
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Thi

4.9.

Thi

Version of OCSP that is being used as the basis for establishing
an OCSP system and

OCSP ext ensi ons popul ated and their criticality.
Conpl i ance Audit and O her Assessnent
s conponent addresses the foll ow ng:

The list of topics covered by the assessnent and/or the assessnent
nmet hodol ogy used to performthe assessnment; exanples include
WebTrust for CAs (9) and SAS 70 (10).

Frequency of conpliance audit or other assessnment for each entity
that nust be assessed pursuant to a CP or CPS, or the
circunstances that will trigger an assessnent; possibilities

i ncl ude an annual audit, pre-operational assessnent as a condition
of allowing an entity to be operational, or investigation
following a possible or actual conprom se of security.

The identity and/or qualifications of the personnel performng the
audit or other assessment.

The rel ati onshi p between the assessor and the entity being
assessed, including the degree of independence of the assessor

Actions taken as a result of deficiencies found during the
assessment; exanples include a tenporary suspensi on of operations
until deficiencies are corrected, revocation of certificates

i ssued to the assessed entity, changes in personnel, triggering
speci al investigations or nore frequent subsequent conpliance
assessments, and clains for danages agai nst the assessed entity.

Wo is entitled to see results of an assessment (e.g., assessed
entity, other participants, the general public), who provides them
(e.g., the assessor or the assessed entity), and how they are
communi cat ed

O her Business and Legal Matters

s conponent covers general business and | egal matters. Sections

9.1 and 9.2 of the framework di scuss the busi ness issues of fees to

be

charged for various services and the financial responsibility of

participants to maintain resources for ongoing operations and for
payi ng judgnments or settlenents in response to clainms asserted
agai nst them The remaining sections are generally concerned wth
| egal topics.
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Starting with Section 9.3 of the franework, the ordering of topics is
the same as or simlar to the ordering of topics in a typica
software |icensing agreenent or other technol ogy agreenent.
Consequently, this franmework may not only be used for CPs and CPSs,
but al so associated PKI-rel ated agreenments, especially subscriber
agreenments, and relying party agreenents. This ordering is intended
hel p | awyers revi ew CPs, CPSs, and other docunments adhering to this

f ramewor k.

Wth respect to nmany of the |egal subconponents within this
conponent, a CP or CPS drafter may choose to include in the docunent
terns and conditions that apply directly to subscribers or relying
parties. For instance, a CP or CPS may set forth [imtations of
liability that apply to subscribers and relying parties. The

i nclusion of ternms and conditions is likely to be appropriate where
the CP or CPS is itself a contract or part of a contract.

In other cases, however, the CP or CPSis not a contract or part of a
contract; instead, it is configured so that its terns and conditions
are applied to the parties by separate docunents, which may include
associ ated agreenments, such as subscriber or relying party
agreements. In that event, a CP drafter nmay wite a CP so as to
require that certain legal terns and conditions appear (or not
appear) in such associ ated agreenents. For exanple, a CP m ght

i ncl ude a subconponent stating that a certain limtation of liability
termnust appear in a CA s subscriber and relying party agreenents.
Anot her exanple is a CP that contains a subconponent prohibiting the
use of a subscriber or relying party agreenent containing a
[imtation upon CA liability inconsistent with the provisions of the
CP. A CPS drafter may use | egal subconponents to disclose that
certain ternms and conditions appear in associated subscriber, relying
party, or other agreenents in use by the CA. A CPS night explain

for instance, that the CAwiting it uses an associ ated subscriber or
relying party agreement that applies a particular provision for
limting liability.

4.9.1. Fees

Thi s subconmponent contai ns any applicable provisions regarding fees
charged by CAs, repositories, or RAs, such as:

* Certificate issuance or renewal fees;
* Certificate access fees;

*  Revocation or status information access fees;
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4.9.

4.9.

Cho

* Fees for other services such as providing access to the rel evant
CP or CPS; and

* Refund policy.
2. Financial Responsibility

Thi s subconmponent contains requirements or disclosures relating to
the resources available to CAs, RAs, and other participants providing
certification services to support performance of their operationa

PKI responsibilities, and to remain solvent and pay danages in the
event they are liable to pay a judgnent or settlenment in connection
with a claimarising out of such operations. Such provisions

i ncl ude:

* A statement that the participant maintains a certain amunt of
i nsurance coverage for its liabilities to other participants;

* A statenent that a participant has access to other resources to
support operations and pay damages for potential liability, which
may be couched in terns of a minimumlevel of assets necessary to
operate and cover contingencies that mght occur within a PKI
wher e exanpl es include assets on the bal ance sheet of an
organi zation, a surety bond, a letter of credit, and a right under
an agreenent to an indemity under certain circunstances; and

* A statement that a participant has a programthat offers first-
party insurance or warranty protection to other participants in
connection with their use of the PKI

3. Confidentiality of Business Information

Thi s subconmponent contains provisions relating to the treatnent of
confidential business information that partici pants may comuni cate
to each other, such as business plans, sales information, trade
secrets, and information received froma third party under a
nondi scl osure agreenent. Specifically, this subconponent addresses:

* The scope of what is considered confidential information,

* The types of information that are considered to be outside the
scope of confidential information, and

* The responsibilities of participants that receive confidentia

information to secure it fromconprom se, and refrain from using
it or disclosing it to third parties.
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4.9.4. Privacy of Personal Information

Thi s subconponent relates to the protection that participants,
particularly CAs, RAs, and repositories, my be required to afford to
personal ly identifiable private information of certificate
applicants, subscribers, and other participants. Specifically, this
subconponent addresses the following, to the extent pertinent under
applicable | aw.

* The designation and di scl osure of the applicable privacy plan that
applies to a participant’s activities, if required by applicable
| aw or policy;

* |Information that is or is not considered private within the PKI

* Any responsibility of participants that receive private
information to secure it, and refrain fromusing it and from
disclosing it to third parties;

* Any requirenents as to notices to, or consent fromindividuals
regardi ng use or disclosure of private information; and

* Any circunstances under which a participant is entitled or
required to disclose private infornation pursuant to judici al
adm nistrative process in a private or governnental proceeding, or
in any | egal proceeding.

4.9.5. Intellectual Property Rights

Thi s subconponent addresses the intellectual property rights, such as
copyright, patent, trademarks, or trade secrets, that certain
partici pants nay have or claimin a CP, CPS, certificates, nanmes, and
keys, or are the subject of a license to or from partici pants.

4.9.6. Representations and VWarranti es

Thi s subconponent can include representati ons and warranties of
various entities that are being nade pursuant to the CP or CPS. For
exanple, a CPS that serves as a contract nmight contain a CA's
warranty that information contained in the certificate is accurate.
Alternatively, a CPS m ght contain a | ess extensive warranty to the
effect that the information in the certificate is true to the best of
the CA's know edge after performing certain identity authentication
procedures with due diligence. This subconmponent can al so incl ude
requi renents that representations and warranti es appear in certain
agreements, such as subscriber or relying party agreenments. For
instance, a CP may contain a requirenent that all CAs utilize a
subscri ber agreenent, and that a subscriber agreenent nust contain a
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warranty by the CA that information in the certificate is accurate.
Partici pants that nay nake representations and warranties include
CAs, RAs, subscribers, relying parties, and other participants.

4.9.7. Disclainmers of Warranti es

Thi s subconponent can include disclainers of express warranties that
may ot herw se be deened to exist in an agreenent, and disclainmers of
inmplied warranties that may ot herw se be inposed by applicable | aw,
such as warranties of nerchantability or fitness for a particular
purpose. The CP or CPS may directly inmpose such disclainmers, or the
CP or CPS may contain a requirenment that disclainmers appear in
associ ated agreenents, such as subscriber or relying party

agr eenent s.

4.9.8. Limtations of Liability

Thi s subconponent can include Iimtations of liability in a CP or CPS
or limtations that appear or nust appear in an agreenent associ ated
with the CP or CPS, such as a subscriber or relying party agreenent.
These linmitations may fall into one of two categories: limtations
on the el enments of damages recoverable and limtations on the anount
of dammges recoverable, also known as liability caps. Oten,
contracts contain clauses preventing the recovery of elenents of
danmages such as incidental and consequential danmmges, and sonetines
punitive damages. Frequently, contracts contain clauses that linit
the possible recovery of one party or the other to an anpunt certain
or to an ampunt corresponding to a benchmark, such as the anount a
vendor was paid under the contract.

4.9.9. Indemities

Thi s subcomponent includes provisions by which one party makes a
second party whole for | osses or damage incurred by the second party,
typically arising out of the first party’s conduct. They nmay appear
ina CP, CPS, or agreenent. For exanple, a CP nay require that
subscri ber agreenents contain a termunder which a subscriber is
responsi ble for indemifying a CA for | osses the CA sustains arising
out of a subscriber’s fraudul ent m srepresentati ons on the
certificate application under which the CA issued the subscriber an
i naccurate certificate. Simlarly, a CPS may say that a CA uses a
relying party agreenent, under which relying parties are responsible
for indemmifying a CA for |osses the CA sustains arising out of use
of a certificate without properly checking revocation infornation or
use of a certificate for purposes beyond what the CA permits.
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4.9.10. Termand Term nation

Thi s subconponent can include the tinme period in which a CP or a CPS
remains in force and the circunstances under which the docunent,
portions of the docunent, or its applicability to a particul ar
partici pant can be termnated. |In addition or alternatively, the CP
or CPS nmay include requirenments that certain termand ternination

cl auses appear in agreenents, such as subscriber or relying party
agreements. In particular, such terns can include:

* The term of a docunment or agreenent, that is, when the docunent
becormes effective and when it expires if it is not term nated
earlier.

* Term nation provisions stating circunmstances under which the
docunent, certain portions of it, or its application to a
particul ar participant ceases to remain in effect.

* Any consequences of termination of the docunment. For exanpl e,
certain provisions of an agreenent may survive its termination and
remain in force. Exanples include acknow edgenents of
intellectual property rights and confidentiality provisions.

Al so, termination may trigger a responsibility of parties to
return confidential information to the party that disclosed it.

4.9.11. Individual notices and comunications with participants

Thi s subcomponent di scusses the way in which one partici pant can or
must communi cate with another participant on a one-to-one basis in
order for such communications to be legally effective. For exanple,
an RA may wish to informthe CA that it wishes to terminate its
agreenment with the CA. This subconmponent is different from
publication and repository functions, because unlike individua
conmuni cati ons described in this subconponent, publication and
posting to a repository are for the purpose of conmunicating to a

wi de audi ence of recipients, such as all relying parties. This
subconponent may establish nechani sns for conmunication and indicate
the contact information to be used to route such conmuni cations, such
as digitally signed e-mail notices to a specified address, followed
by a signed e-mail acknow edgerment of receipt.

4.9.12. Amendnents

It will occasionally be necessary to anend a CP or CPS. Sone of
these changes will not materially reduce the assurance that a CP or
its inplementation provides, and will be judged by the policy

adm ni strator to have an insignificant effect on the acceptability of
certificates. Such changes to a CP or CPS need not require a change

Chokhani, et al. I nf or mati onal [ Page 50]



RFC 3647 Internet X. 509 Public Key Infrastructure Noverber 2003

inthe CP ODor the CPS pointer (URL). On the other hand, sone
changes to a specification will materially change the acceptability
of certificates for specific purposes, and these changes may require
correspondi ng changes to the CP O D or CPS pointer qualifier (URL).

Thi s subconponent nmay al so contain the follow ng information:

* The procedures by which the CP or CPS and/or other docunents mnust,
may be, or are amended. In the case of CP or CPS amendnents,
change procedures may include a notification mechanismto provide
noti ce of proposed anendments to affected parties, such as
subscribers and relying parties, a comment period, a nechani sm by
whi ch comrents are received, reviewed and incorporated into the
docunent, and a nmechani sm by whi ch anendnments becone final and
effective.

* The circunstances under whi ch anendnents to the CP or CPS would
require a change in CP O D or CPS pointer (URL).

4.9.13. Dispute Resolution Procedures

Thi s subconmponent di scusses procedures utilized to resol ve disputes
arising out of the CP, CPS, and/or agreenents. Exanples of such
procedures include requirenents that disputes be resolved in a
certain forumor by alternative dispute resol ution nechani sns.

4.9.14. Coverning Law

Thi s subcomponent sets forth a statement that the law of a certain
jurisdiction governs the interpretation and enforcenment of the
subj ect CP or CPS or agreenents.

4.9.15. Conpliance with Applicable Law

Thi s subconponent relates to stated requirenents that participants
conply with applicable law, for exanple, laws relating to
cryptographi ¢ hardware and software that nay be subject to the export
control laws of a given jurisdiction. The CP or CPS could purport to
i mpose such requirements or nmay require that such provisions appear

i n other agreenents.

4.9.16. M scell aneous Provisions
Thi s subconponent contains miscell aneous provisions, sonetines called

"boil erplate provisions," in contracts. The clauses covered in this
subconponent may appear in a CP, CPS, or agreements and incl ude:
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* An entire agreenent clause, which typically identifies the
docunent or docunents conprising the entire agreenent between the
parties and states that such agreenents supersede all prior and
cont empor aneous witten or oral understandings relating to the
same subject matter;

* An assignnent clause, which may act to linmt the ability of a
party in an agreenent, assignhing its rights under the agreenent to
another party (such as the right to receive a stream of paynents
inthe future) or limting the ability of a party to delegate its
obl i gations under the agreenent;

* A severability clause, which sets forth the intentions of the
parties in the event that a court or other tribunal determ nes
that a clause within an agreenent is, for sone reason, invalid or
unenf or ceabl e, and whose purpose is frequently to prevent the
unenforceability of one clause from causing the whol e agreenent to
be unenforceabl e; and

* An enforcenment clause, which nay state that a party prevailing in
any dispute arising out of an agreenent is entitled to attorneys’
fees as part of its recovery, or may state that a party’s waiver
of one breach of contract does not constitute a continuing waiver
or a future waiver of other breaches of contract.

* A force majeure clause, commonly used to excuse the perfornance of
one or nore parties to an agreenment due to an event outside the
reasonabl e control of the affected party or parties. Typically,
the duration of the excused performance is commensurate with the
duration of the delay caused by the event. The clause nmay al so
provide for the termination of the agreenent under specified
circunstances and conditions. Events considered to constitute a
"force nmajeure" may include so-called "Acts of God," wars,
terrorism strikes, natural disasters, failures of suppliers or
vendors to perform or failures of the Internet or other
infrastructure. Force majeure clauses should be drafted so as to
be consistent with other portions of the franework and applicabl e
service |l evel agreements. For instance, responsibilities and
capabilities for business continuity and di saster recovery nay
pl ace sone events within the reasonable control of the parties,
such as an obligation to maintain backup el ectrical power in the
face of power outages.
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4.9.17. Oher Provisions

Thi s subconponent is a "catchall" |ocation where additiona
responsibilities and ternms can be inposed on PKI participants that do
not neatly fit within one of the other conponents or subcomponents of
the framework. CP and CPS witers can place any provision within
this subconmponent that is not covered by anot her subconponent.

5. Security Considerations

According to X. 509, a certificate policy (CP) is "a named set of
rules that indicates the applicability of a certificate to a
particular conmunity and/or class of applications with common
security requirenments.” A CP nay be used by a relying party to help
in deciding whether a certificate, and the binding therein, are
sufficiently trustworthy and ot herwi se appropriate for a particul ar
applicati on.

The degree to which a relying party can trust the binding enbodied in
a certificate depends on several factors. These factors can include
the practices followed by the certification authority (CA) in

aut henticating the subject; the CA's operating policy, procedures,
and technical security controls, including the scope of the
subscriber’s responsibilities (for exanple, in protecting the private
key), and the stated responsibilities and liability terns and
conditions of the CA (for exanple, warranties, disclainers of
warranties, and linmtations of liability).

Thi s docunent provides a framework to address technical, procedural
personnel, and physical security aspects of Certification
Authorities, Registration Authorities, repositories, subscribers, and
relying party cryptographic nodules, in order to ensure that the
certificate generation, publication, renewal, re-key, usage, and
revocation is done in a secure manner. Specifically, Section 4.3
Identification and Authentication (1&A); Section 4.4 Certificate

Li fe-Cycle Qperational Requirements; Section 4.5 Facility Managenent,
and Operational Controls; Section 4.6 Technical Security Controls;
Section 4.7 Certificate CRL, and OCSP Profiles; and Section 4.8
Conpl i ance Audit and Ot her Assessnent, are oriented towards ensuring
secure operation of the PKI entities such as CA, RA repository,
subscri ber systenms, and relying party systens.

6. OQutline of a Set of Provisions
This section contains a recomrended outline for a set of provisions,
i ntended to serve as a checklist or (with sone further devel opnent) a

standard tenplate for use by CP or CPS witers. Such a conmpn
outline will facilitate:
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(a)

(b)

(¢)

In order to comply with the RFC,
CPS are strongly advised to adhere to this outline.
alternate outline is discouraged,

Conparison of two certificate policies during cross-

certification or other fornms of interoperation (for the purpose

of equi val ency nmapping).

Conparison of a CPS with a CP to ensure that the CPS faithfully

i npl enents the policy.

Conpari son of two CPSs.

the drafters of a conpliant CP or
VWi | e use of an
it may be accepted if a proper

justification is provided for the deviation and a mapping table is
provided to readily discern where each of the itens described in this
outline is provided.

WWWWWWWWWNNNNNRERRRRRRRRRRRRRRRRERE

OO OITONTORARARRWWWWWWNE

A WNPE

NRPRRRRRRER

| NTRODUCTI ON
Overvi ew
Docunent nanme and identification
PKI participants
.1 Certification authorities
.2 Registration authorities
.3 Subscribers
.4 Relying parties
.5 Oher participants
Certificate usage
.1. Appropriate certificate uses
.2 Prohi bited certificate uses
Pol i cy admi nistration
.1 Oganization adm nistering the docunent
.2 Contact person
.3 Person determining CPS suitability for the policy
.4 CPS approval procedures
Definitions and acronyms
PUBLI CATI ON AND REPOSI TORY RESPONSI BI LI TI ES
Repositories
Publ i cation of certification information
Time or frequency of publication
Access controls on repositories
| DENTI FI CATI ON AND AUTHENTI CATI ON (11)
Nam ng
Types of nanes
Need for names to be neaningfu
Anonymi ty or pseudonymty of subscribers
Rul es for interpreting various name forns
Uni queness of nanes
Recogni ti on, authentication, and role of trademarks
Initial identity validation

OO WNE
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Met hod to prove possession of private key
Aut hentication of organization identity
Aut henti cation of individual identity
Non-verified subscriber information
Val idation of authority
Criteria for interoperation
Identification and authentication for re-key requests
.1 ldentification and authentication for routine re-key
.2 ldentification and authentication for re-key after revocation
I dentification and authentication for revocation request
CERTI FI CATE LI FE- CYCLE OPERATI ONAL REQUI REMENTS (11)
Certificate Application
.1 Wo can submit a certificate application
.2 Enrollment process and responsibilities
Certificate application processing
.1 Performng identification and authentication functions
.2 Approval or rejection of certificate applications
.3 Time to process certificate applications
Certificate issuance
.1 CA actions during certificate issuance
.2 Notification to subscriber by the CA of issuance of
tificate
Certificate acceptance
1 Conduct constituting certificate acceptance
2 Publication of the certificate by the CA
3
t

OO, WNPE

POWONNNNNN

e

. Notification of certificate issuance by the CA to ot her
i es
Key pair and certificate usage
.1 Subscriber private key and certificate usage
.2 Relying party public key and certificate usage
Certificate renewal
Crcunstance for certificate renewal
VWho may request renewa
Processing certificate renewal requests
Notification of new certificate i ssuance to subscriber
Conduct constituting acceptance of a renewal certificate
Publication of the renewal certificate by the CA
Notification of certificate issuance by the CA to ot her
i es
Certificate re-key

n
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1 Crcunstance for certificate re-key

2 Wio nay request certification of a new public key

3 Processing certificate re-keying requests

4 Notification of new certificate i ssuance to subscri ber

5 Conduct constituting acceptance of a re-keyed certificate

6 Publication of the re-keyed certificate by the CA

7 Notification of certificate issuance by the CA to other
ntities
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Certificate nmodification

TNOUORWNPE

Crcunstance for certificate nodification

VWho may request certificate nodification

Processing certificate nodification requests
Notification of new certificate i ssuance to subscriber
Conduct constituting acceptance of nodified certificate
Publication of the nodified certificate by the CA
Notification of certificate issuance by the CA to other
es

Certificate revocation and suspensi on

OCO~NOUPR~WNE

1
.2
.3

21

Circunst ances for revocation

Who can request revocation

Procedure for revocation request

Revocati on request grace period

Time within which CA rmust process the revocation request
Revocati on checking requirement for relying parties
CRL issuance frequency (if applicable)

Maxi mum | atency for CRLs (if applicable)

On-line revocation/status checking availability
On-line revocation checking requirenents

O her fornms of revocation advertisenents avail abl e
Speci al requirenents re key conprom se

Circunst ances for suspension

Who can request suspension

Procedure for suspension request

Limts on suspension period
Certificate status services

Operational characteristics

Service availability

Optional features

End of subscription

Key escrow and recovery

Key escrow and recovery policy and practices

2003

.2 Session key encapsul ati on and recovery policy and practices
FACI LI TY, MANAGEMENT, AND OPERATI ONAL CONTROLS (11)
Physi cal controls

O~NO O WN B

Site location and construction
Physi cal access

Power and air conditioning
WAt er exposures

Fire prevention and protection
Medi a storage

Wast e di sposa

O f-site backup

Procedural controls

1
2
3

Trusted rol es
Nunber of persons required per task
Identification and authentication for each role
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.4 Roles requiring separation of duties
Per sonnel controls
Qualifications, experience, and cl earance requirenents
Background check procedures
Trai ning requirenents
Retrai ni ng frequency and requirenents
Job rotation frequency and sequence
Sanctions for unauthorized actions
I ndependent contractor requirements
Docurent ati on supplied to personne
Audi t | oggi ng procedures
Types of events recorded
Frequency of processing | og
Retention period for audit |og
Protection of audit |og
Audit | og backup procedures
Audit collection system (internal vs. external)
Notification to event-causing subject
Vul nerability assessnents
Records archiva
Types of records archived
Retenti on period for archive
Protecti on of archive
Archi ve backup procedures
Requirenents for tinme-stanmping of records
Archive collection system (internal or external)
Procedures to obtain and verify archive information
Key changeover
Conprom se and di saster recovery
.1 Incident and conprom se handli ng procedures
.2 Conputing resources, software, and/or data are corrupted
.3 Entity private key conprom se procedures
.4 Business continuity capabilities after a disaster
CA or RA term nation
TECHNI CAL SECURI TY CONTROLS (11)
Key pair generation and installation
Key pair generation
Private key delivery to subscriber
Public key delivery to certificate issuer
CA public key delivery to relying parties
Key si zes
Public key paraneters generation and quality checking
Key usage purposes (as per X 509 v3 key usage field)
Private Key Protection and Cryptographi c Mbdul e Engi neering

O~NO O WN B O~NO U WN P

ONNNNNOTANTNNNTABEREDERDPDROWWROWON
~NOoO O, WNE

~NOoO O WN PR

—

WN RS
=3
n

Crypt ographi ¢ nmodul e standards and control s
Private key (n out of m) multi-person contro
Private key escrow
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Private key backup

Private key archiva

Private key transfer into or froma cryptographic nodul e
Private key storage on cryptographic nodul e

Met hod of activating private key

Met hod of deactivating private key

O©O~NO 01~

.10 Method of destroying private key
.11 Cryptographic Mddul e Rating

O her aspects of key pair managenent

.1 Public key archiva
.2 Certificate operational periods and key pair usage periods

Activation data

.1 Activation data generation and installation
.2 Activation data protection
.3 Oher aspects of activation data

Conput er security controls

.1 Specific conmputer security technical requirenents
.2 Conputer security rating

Life cycle technical controls

.1 System devel oprment controls
.2 Security managenent controls
.3 Life cycle security controls

Net wor k security controls
Ti me- st anpi ng
CERTI FI CATE, CRL, AND OCSP PRCFI LES
Certificate profile
Ver si on numnber (s)
Certificate extensions
Al gorithm object identifiers
Narme forns
Name constraints
Certificate policy object identifier
Usage of Policy Constraints extension
Policy qualifiers syntax and senantics
Processing semantics for the critical Certificate Policies
sion
CRL profile
1 Version nunber(s)
2 CRL and CRL entry extensions
OCSP profile
1 Version nunber(s)
2 (OCSP extensions
COVPLI ANCE AUDI T AND OTHER ASSESSMENTS
Frequency or circunstances of assessnent
Identity/qualifications of assessor
Assessor’s rel ationship to assessed entity
Topi cs covered by assessnent
Actions taken as a result of deficiency

SOO~NOUR~WNE
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»

Comuni cation of results
OTHER BUSI NESS AND LEGAL MATTERS
Fees
Certificate issuance or renewal fees
Certificate access fees
Revocation or status information access fees
Fees for other services
Ref und policy
Fi nanci al responsibility
.1 Insurance coverage
.2 Oher assets
.3 Insurance or warranty coverage for end-entities
Confidentiality of business infornation
.1 Scope of confidential informtion
.2 Information not within the scope of confidential information
.3 Responsibility to protect confidential information
Privacy of personal information
Privacy plan
Information treated as private
I nformati on not deened private
Responsibility to protect private information
Noti ce and consent to use private information
Di scl osure pursuant to judicial or adm nistrative process
O her information disclosure circunstances
Intell ectual property rights
Representations and warranties
.1 CA representations and warranties
.2 RA representations and warranties
.3 Subscriber representations and warranties
.4 Relying party representations and warranties
.5 Representations and warranties of other participants
Di sclainmers of warranties
Limtations of liability
I ndemi ti es
Term and term nation
.1 Term
10.2 Term nation
10.3 Effect of termination and surviva
11 Individual notices and conmmuni cations with participants
12 Anendnents
12.1 Procedure for anendnent
12.2 Notification nechani smand period
12.3 dCircunstances under which O D nust be changed
13 Dispute resolution provisions
14 CGoverning | aw
15 Compliance with applicable | aw
16 M scel | aneous provi sions
.16.1 Entire agreenent

abrwWNBEF

~NOoO O WNBE
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.16.2 Assignnent

.16.3 Severability

.16.4 Enforcenent (attorneys’ fees and waiver of rights)
.16.5 Force Mjeure

.17 O her provisions

©O O O OO

7. Comparison to RFC 2527

This framework represents an increnmental inmprovenent over RFC 2527.
The new franmework benefits fromthe experience gained in the course
of depl oying CP and CPS docunents under RFC 2527. Further, this new
framework i s based on coordination with the Anerican Bar Association
Information Security Committee within the Section of Science and
Technol ogy Law. The ISC wote the PKI Assessnent Cuidelines [ ABA2],
whi ch enbodi es a great deal of technical, business, and | ega
experience in PKI operations. |In particular, representatives of the
| SC made changes to the framework to better suite it to the | ega
environnent and neke it nore accessible to | awers.

>From a techni cal perspective, the changes to the RFC 2527 franework
were mninmal and incremental, rather than revolutionary. Sections
3-7 have |l argely been preserved, w th nodest reorganizati on and new
topics. For exanple, the new framework includes a revision of
Section 4 of the framework to include a full treatment of the
certificate life-cycle, the addition of key escrow, key
encapsul ati on, and key recovery policies and practices, and OCSP
Section 2 audit functions now appear alone in Section 8 and Section
2 focuses exclusively on repository functions. The business and
legal matters in RFC 2527's Section 2 now appear in a new Section 9.

From a | egal perspective, the new Section 9 is useful because it

pl aces topics in the franework in an ordering that is sinmlar to
software |icensing and other technol ogy agreenents and thus is
famliar to technol ogy | awers. Moreover, the franework as a whol e
can double as a framework for a subscriber, relying party, or other
PKI -rel ated agreenment. The changes are intended to nake | egal review
of, and input into, CP and CPS docunents nore efficient. Section 9

al so adds new | egal topics, such as the privacy of persona
information, liability terns, and duration of the effectiveness of
the docunent.

Section 1 of the new framework is largely the sanme as RFC 2527,

al though it increases coverage of PKI participants by breaking out
subscribers fromrelying parties and adding a section for other
participants. It changes the "applicability" section to one covering
appropriate and prohibited uses of certificates. Also, it noves CPS
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approval procedures from RFC 2527's Section 8.3 into a collected
policy adm nistration section. Finally, Section 1.6 adds a place to
list definitions and acronyns.

Section 2 of the new framework i s a reorganization of Section 2.6 of
the old framework. Section 3 of the new franework is based on a
division of the old Section 3.1 into two parts for nam ng and
identification and authentication issues. It adds new issues, such
as the pernmissibility of pseudonyns and anonymity. Od Section 4
topics on audit |ogging, record archives, key changeover, conprom se
and di saster recovery, and CA term nation have noved to Section 5.
The remai ni ng Section 4 topics have been expanded and reorgani zed to
cover a conplete certificate lifecycle. New topics include itens
implicit in the RFC 2527 Section 4, but now explicit, such as
certificate application processing, certificate nodification, and the
end of subscription.

New Sections 5.1 through 5.3 are alnost identical to their
counterparts in RFC 2527. The renai nder of the new Section 5 is the
topi cs noved from RFC 2527’ s Section 4, in the order that they
appeared in Section 4. Section 6 of the new franework is al nost the
same as the old Section 6, with some exceptions, such as the

consol idation of old Section 6.8 (cryptographi c nodul e engi neering
controls) into Section 6.2.1 (now called "cryptographi c nodul e
standards and control s") and the addition of time-stanping in a new
Section 6.8. Section 7 is alnost identical to the old Section 7, the
maj or change being the addition of a section covering OCSP profile.
Section 8 is alnpst identical to RFC 2527’ s Section 2.7.

New Section 9 contains business and | egal topics that were covered in
RFC 2527's Section 2, including fees, financial responsibility,
confidentiality, and intellectual property. It adds a section on the
privacy of personal information, which has becone a significant
policy issue. The "liability" Section 2.2 in RFC 2527 now appears in
Sections 9.6 through 9.9, covering representations and warranties,
disclainers, limtations of liability, and indemities. Section 9.10
adds a section concerning the duration of the effectiveness of
documentation. Section 9.12 collects ternms concerning the way in

whi ch a document (CP, CPS, agreenent, or other document) may be
amended, fornerly appearing in Section 8.1. Section 9 includes

"l egal boilerplate"” topics, sone of which were in the old Section 2.
Finally, Section 9.17 is a catch-all "other provisions" section where
drafters can place information that does not fit well into any other
section of the franework.

The following matrix shows the sections in the old RFC 2527 franmework
and their successor sections in the new franmeworKk.

Chokhani, et al. I nf or mati onal [ Page 61]



RFC 3647 Internet X. 509 Public Key Infrastructure

ORI G NAL RFC 2527
SECTI ON

1.3 Comunity and
Applicability

1.3.1 Certification
Aut horities

1.4.1 Specification Admnistration
Organi zati on

1. 4.3 Person Determ ning CPS
Suitability for the Policy

2. General Provisions

2.1.2 RA bligations

NEW RFC SECTI ON

I nt egrated

t hr oughout
portions of the
framewor k t hat
apply to CAs

I nt egrated

t hr oughout
portions of the
framewor k t hat
apply to RAs
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2.1.3 Subscriber Ooligations 4.1.2, 4.4, 4.5
4.5.1, 4.6.5,
4.7.5, 4.8.1,
4.8.5, 4.9.1,
4.9.2, 4.9.13,
4.9.15, 5., 6.
9.6.3, 9.9
2.1.4 Relying Party Obligations 4.5, 4.5.2, 4.9.6,
5., 6., 9.6.4, 9.9
2.1.5 Repository Obligations 2., 4.4.2, 4.4.3
4.6.6, 4.6.7,
4.7.6, 4.7.7,
4.8.6, 4.8.7
2.2 Liability 9.6, 9.7, 9.8, 9.9
2.2.1 CA Liability 9.6.1, 9.7., 9.8,
9.9
2.2.2 RA Liability 9.6.2, 9.7, 9.8, 9.9
2.3 Financial Responsibility 9.2
2.3.1 Indemification by Relying
Parties 9.9
2.3.2 Fiduciary Rel ationshi ps 9.7
2.4 Interpretation and Enforcenent 9.16
2.4.1 CGoverning Law 9.14, 9.15

2.4.2 Severability, Survival,
Merger, Notice 9.10.3, 9.11
9.16.1,9.16.3

2.4.3 Dispute Resolution

Procedures 9.13, 9.16.4
2.5 Fees 0.1
2.5.1 Certificate Issuance
or Renewal Fees 9.1.1
2.5.2 Certificate Access Fees 0.1.2
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2.5.3 Revocation or Status
I nformati on Access Fees 9.1.3

2.5.4 Fees for ther Services Such

as Policy Information 9.1.4
2.5.5 Refund Policy 9.1.5
2.6 Publication and Repository 2
2.6.1 Publication of CA
I nformati on 2.2, 4.4.2,
4.4.3, 4.6.6,
4.6.7, 4.7.6,
4.7.7, 4.8.6,
4.8.7
2.6.2 Frequency of Publication 2.3
2.6.3 Access Controls 2.4
2.6.4 Repositories 2.1
2.7 Conpliance Audit 8
2.7.1 Frequency of Entity Conpliance
Audi t 8.1
2.7.2 ldentity/ Qualifications of
Audi t or 8.2
2.7.3 Auditor’s Relationship to Audited
Party 8.3
2.7.4 Topics Covered by Audit 8.4
2.7.5 Actions Taken as a Result of
Defi ci ency 8.5
2.7.6 Comunications of Results 8.6
2.8 Confidentiality 9.3, 9.4
2.8.1 Types of Information to be
Kept Confidenti al 9.3.1, 9.4.2
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2.8.2 Types of Information Not
Consi dered Confi denti al

2.8.3 Disclosure of Certificate
Revocati on/ Suspensi on
| nformati on

2.8.4 Rel ease to Law Enforcement
Oficials

2.8.5 Rel ease as Part of Cvil
Di scovery

2.8.6 Disclosure Upon Oaer’s
Request

2.8.7 Oher Informati on Rel ease
Ci rcunst ances

2.9 Intellectual Property Rights

3.1 Initial Registration

3.1.2 Need for Nanes to be
Meani ngf ul

3.1.3 Rules for Interpreting
Various Name Fornms

3.1.5 Name O ai m Di spute
Resol uti on Procedure

3.1.6 Recognition, Authentication,
and Rol e of Tradenarks

3.1.7 Method to Prove Possession
of Private Key

Chokhani, et al.

9.3. 2,
9.3.1,
9.3.3,
9.4.3,
9.3.3,
9.3.3,
9.3.3,
9.3.3,
3.1.2,

| nf or mat i onal
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3.1.8

3.1.9

3.3 Rekey After

4. QOperational

Internet X 509 Public Key

Aut henti cation of
Organi zation ldentity

Aut henti cati on of
I ndi vidual ldentity

Revocati on

Requi rement s

4.4 Certificate Suspension
and Revocation

4.4.1

Chokhani ,

Circunstances for Revocation

Procedure for Revocation

Request

Revocati on Request
Grace Period

Procedure for Suspension
Request

Limts on Suspension Period

et al.

| nf or mat i onal
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L | ssuance Frequency
(I'f Applicable) 4.9.7, 4.9.8,

N
e
©
3

4.4.11 On-Line Revocation/
St at us Checki ng
Avail ability 4.9.9, 4.10

4.4.12 On-Line Revocation
Checki ng Requi renents 4.9.6, 4.9.10,

4.4.13 O her Forns
of Revocati on
Adverti senents 4.9.11, 4.10

4.4.14 Checki ng Requirements
for O her Forns of
Revocati on
Adverti sements 4.9.6, 4.9.11

4.4.15 Special Requirenents re
Key Conproni se 4.9.12

Log 5.4.3

4.5.6 Audit Collection System
(I'nternal vs. External) 5.4.6

4.5.7 Notification to Event-Causing
Subj ect 5.4.7

4.5.8 Vulnerability Assessnents 5.4.8
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4.6 Records Archival 5.5
4.6.1 Types of Records Archived 5.5.1
4.6.2 Retention Period for Archive 5.5.2
4.6.3 Protection of Archive 5.5.3
4.6.4 Archive Backup Procedures 5.5.4
4.6.5 Requirenents for

Ti me- St anmpi ng of Records 5.5.5
4.6.6 Archive Collection System

(I'nternal or External) 5.5.6
4.6.6 Procedures to htain and

Verify Archive Information 5.5.7
4.7 Key Changeover 5.6

4.8 Conprom se and Di saster
Recovery 5.7, 5.7.1
4.8.1 Conputing Resources, Software,
and/ or Data Are Corrupted 5.7.2

4.8.2 Entity Public

Key is Revoked 4.9.7, 4.9.9,
4.9.11
4.8.3 Entity Key is Conprom sed 5.7.3
4.8.4 Secure Facility After a Natural
or O her Type of Disaster 5.7.4
4.9 CA Term nation 5.8
5. Physical, Procedural, and
Personnel Security Controls 5.
5.1 Physical Controls 5.1
5.1.1 Site Location and Construction 5.1.1
5. 1.2 Physical Access 5.1.2
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5.1.3 Power and Air Conditioning 5.1.3
5.1.4 Water Exposures 5.1.4
5.1.5 Fire Prevention and Protection 515
5.1.6 Media Storage 516
5.1.7 Wste bisposal 517
518 off-Site Backup 518
5.2 Procedural Controls 52
5.2.1 Trusted Roles 521, 524
5.2.2 Number of Persons
Requi red per Task 5.2.2, 5.2.4
5.2.3 Identification and
Aut hentication for Each Rol e 5.2.3
5.3 Personnel Controls 53

5. 3.1 Background, Qualifications,
Experi ence, and C earance

Requi renent s 5.3.1
5. 3.2 Background Check Procedures 5.3.2
5.3.3 Trai ning Requirenents 5.3.3

5.3.4 Retraining Frequency
and Requirenents 5.3. 4

5.3.5 Job Rotation Frequency

and Sequence 5.3.5
5.3.6 Sanctions for

Unaut hori zed Actions 5.3.6
5.3.7 Contracting Personnel

Requi renent s 5.3.7
5.3.8 Docunentation Supplied to

Per sonnel 5.3.8
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6. Technical Security Controls 6.
6.1 Key Pair Generation and
Install ation 6.1

6.1.1 Key Pair Generation 6.1.1

6.1.2 Private Key Delivery to Entity 6.1.2

6.1.3 Public Key Delivery to
Certificate |ssuer 6.1.3

6.1.4 CA Public Key Delivery to Users 6.1.4

6.1.5 Key Sizes 6.1.5

6.1.6 Public Key Paraneters Generation 6.1.6

6.1.7 Parameter Quality Checking 6.1.6

6.1.8 Hardware/ Software Key Generation 6.1.1

6.1.9 Key Usage Purposes
(as per X.509 v3 Key Usage Field) 6.1.9

6.2 Private Key Protection 6.2

6.2.1 Standards for Cryptographic
Modul e 6.2.1

6.2.2 Private Key (n out of m

Mul ti - Person Control 6.2.2
6.2.3 Private Key Escrow 6.2.3
6.2.4 Private Key Backup 6.2.4
6.2.5 Private Key Archival 6.2.5

6.2.6 Private Key Entry Into
Crypt ographi ¢ Modul e 6.2.6, 6.2.7

6.2.7 Method of Activating
Private Key 6.2.8
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6.2.8 Method of Deactivating

Private Key 6.2.9
6.2.9 Method of Destroying Private

Key 6.2.10
6.3 O her Aspects of Key Pair

Managenent 6.3

6.3.1 Public Key Archival 6.3.1
6. 3.2 Usage Periods for the Public

and Private Keys 6.3.2
6.4 Activation Data 6.4
6.4.1 Activation Data Generation

and Installation 6.4.1
6.4.2 Activation Data Protection 6.4.2
6.4.3 Ot her Aspects of Activation

Dat a 6.4.3
6.5 Computer Security Controls 6.5
6.5.1 Specific Conputer Security

Techni cal Requirenents 6.5.1
6.5.2 Conputer Security Rating 6.5.2
6.6 Life Cycle Technical Controls 6.6
6.6.1 System Devel opnent Control s 6.6.1
6.6.2 Security Managenent Controls 6.6.2
6.6.3 Life Cycle Security Controls 6.6.3
6.7 Network Security Controls 6.7

6.8 Cryptographic Mdul e
Engi neering Controls

7.Certificate and CRL Profiles 7.
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7.1 Certificate Profile 7.1

7.1.1 Version Number(s) 711
7.1.2 Certificate Extensions 712
7.1.3 Algorithm Cbject Identifiers 713
7.1.4 Name Forms 714
7.1.5 Name Constraints 715

7.1.6 Certificate Policy Object

I dentifier 7.1.6
7.1.7 Usage of Policy Constraints

Ext ensi on 7.1.7
7.1.8 Policy Qualifiers Syntax

and Semantics 7.1.8
7.1.9 Processing Semantics for

the Critical Certificate

Pol i ci es Extension 7.1.9
7.2 GRL Profile 72
7.2.1 Version Number(s) 721
7.2.2 CRL and CRL Entry Extensions 72,1
8 Specification Adninistration  NA

8.1 Specification Change
Procedur es 9.12

8.2 Publication and Notification
Pol i ci es 2.2, 2.3

8.3 CPS Approval Procedures 1.5.4
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The following matri x shows the sections in the new framework and the
sections in RFC 2527 to which the headings in the new franework

correspond.

NEW RFC SECTI ON ORI G NAL RFC 2527
SECTI ON
1 Introduction 1
1.1 overview 11
1.2 Document Nane and Identification 1.2
1.3 PKI Participants 1.3
1.3.1 Certification Authorities  1.3.1
1.3.2 Registration Authorities  1.3.2
1.3.3 Subscribers 133
1.3.4 Relying Parties 133
1.3.5 Gther Participants  NA
1.4 Certificate Usage 134
1.4.1 Appropriate Certificate Uses 1.3.4
1.4.2 Prohibited Certificate Uses  1.3.4
1.5 Policy Administration 1.4
1.5.1 Organization Adninistering
t he Docunent 1.4.1
1.5.2 Contact Person 142
1.5.3 Person Determning CPS
Suitability for the Policy 1.4.3
1.5.4 CPS Approval Procedures 83
1.6 Definitions and Acronyms  NA
2. Publication and Repository
Responsibilities 2.1.5, 2.6
Chokhani, et al. I nf or mati onal
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2.1 Repositories 2.6.4
2.2 Publication of Certification
I nf or mati on 2.6.1, 8.2
2.3 Time or Frequency of
Publ i cati on 2.6.2, 8.2

2.4 Access Controls on Repositories 2.6.3
3. ldentification and Authentication 3
3.1 Nam ng 3.1
3.1.1 Type of Nanes 3.1.1
3.1.2 Need for Nanes to be Meani ngful 3.1.2
3.1.3. Anonymity or Pseudonymity of

Subscri bers 3.1.2
3.1.4 Rules for Interpreting Various

Name For s 3.1.3
3.1.5 Uni queness of Nanes 3.1. 4
3.1.6 Recognition, Authentication,

and Rol e of Trademarks 3.1.5, 3.1.6
3.2 Initial Identity Validation 3.1
3.2.1 Method to Prove Possession

of Private Key 3.1.7
3.2.2 Authentication of

Organi zation ldentity 3.1.8
3.2.3 Authentication of Individua

I dentity 3.1.9
3.2.4 Non-Verified Subscriber

I nformati on N A
3.2.5 Validation of Authority 3.1.9
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3.2.6 Criteria for Interoperation 4.1
3.3 ldentification and Authentication
for Re-Key Requests 3.2, 3.3
3.3.1 Identification and
Aut hentication for Routine
Re- Key 3.2
3.3.2 ldentification and
Aut hentication for Re-Key
After Revocation 3.3
3.4 Identification and Authentication
for Revocation Request 3.4
4. Certificate Life-Cycle
Operational Requirenents 4,

4.1.1 Who Can Submit a Certificate

Application 4.1
4.1.2 Enroll ment Process and

Responsibilities 2.1.3, 4.1
4.2 Certificate Application

Pr ocessi ng 4.1, 4.2

4.2.1 Performing Identification

and Aut hentication Functions 4.1, 4.2

4.2.2 Approval or Rejection of

Certificate Applications 4.1, 4.2
4.2.3 Tinme to Process

Certificate Applications 4.1, 4.2
4.3 Certificate |ssuance 4.2

4.3.1 CA Actions During
Certificate |ssuance 4.2

4.3.2 Notifications to Subscriber by
the CA of Issuance of Certificate 4.2, 4.3
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4.4.1 Conduct Constituting
Certificate Acceptance 4.3

4.4.2 Publication of the
Certificate by the CA 2.1.5, 2.6.1, 4.3

4.4.3 Notification of
Certificate |Issuance by

the CAto Oher Entities 2.1.5, 2.6.1,
4.2, 4.3
4.5 Key Pair and
Certificate Usage 1.3.4, 2.1.3,
2.1.4
4.5.1 Subscriber Private Key
and Certificate Usage 1.3.4, 2.1.3
4.5.2 Relying Party Public
Key and Certificate
Usage 1.3.4, 2.1.4
4.6 Certificate Renewal 3.2, 4.1, 4.2,
4.3
4.6.1 Circunstances for
Certificate Renewal 3.2, 4.1
4.6.2 Wo May Request Renewal 3.2, 4.1
4.6.3 Processing Certificate
Renewal Requests 3.2, 4.1, 4.2
4.6.4 Notification of New
Certificate Issuance to
Subscri ber 3.2, 4.2, 4.3
4.6.5 Conduct Constituting
Accept ance of a Renewal
Certificate 2.1.3, 3.2, 4.3
4.6.6 Publication of the
Renewal Certificate
by the CA 2.1.5, 2.6.1,
3.2, 4.3
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4.6.7

Notification of
Certificate |Issuance by
the CAto Oher Entities

4.7.1

Ci rcunst ances for
Certificate Re-Key

Who May Request Certification

of a New Public Key

Processing Certificate
Re- Keyi ng Requests

Noti fication of New
Certificate |Issuance to
Subscri ber

Conduct Constituting
Accept ance of a
Re- Keyed Certificate

Publ i cation of the
Re- Keyed Certificate
by the CA

Notification of Certificate
| ssuance by the CA
to OGher Entities

4.8.1

Ci rcunst ances for
Certificate Mdification

4.8.2

VWho May Request Certificate
Modi fication

4.8.3

Chokhani ,

Processing Certificate
Modi fi cation Requests

et al. | nf or mat i onal

November 2003

[ Page 77]



RFC 3647 Internet X. 509 Public Key Infrastructure Noverber 2003

4.8.4 Notification of New
Certificate |ssuance to
Subscri ber 4.2, 4.3, 4.4.3

4.8.5 Conduct Constituting
Accept ance of Modified
Certificate 2.1.3, 4.3, 4.4.3

4.8.6 Publication of the Mdified
Certificate by
the CA 2.

4.8.7 Notification of
Certificate |Issuance by
the CAto O her
Entities 2.1.5, 2.6.1,

4.9 Certificate Revocation
and Suspension 4.4

4.9.1 Crcunstances for Revocation 2.1.3, 4.4.1

4.9.3 Procedure for Revocation
Request 2.1.3, 4.4.3

4.9.4 Revocation Request G ace
Peri od 4.4.4

4.9.5 Time Wthin Wich CA Mist
Process the Revocati on Request N A

4.9.6 Revocation Checking
Requi rements for Relying
Parties 2.

4.9.9 On-Line Revocati on/ St at us
Checking Availability 4.4.11, 4.8.3
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4.9.10 On-Line Revocation
Checki ng Requirements

4.9.11 G her Forns of Revocation
Adverti senents Avail abl e

4.9.12 Special Requirenents re
Key Comprom se

4.9.15 Procedure for
Suspensi on Request

4.10.1 Operational
Characteristics

4.10.3 Qperational Features

4.12.1 Key Escrow and Recovery Policy
and Practices

4.12.2 Session Key Encapsul ation
and Recovery Policy and
Practices

5. Facility, Managenent, and
Qperational Controls

5.1 Physical Controls
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13, 4.4.14,
.15
3, 4.4.5
3, 4.4.7
9-4.4.14
9, 4.4.11,
.13
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.9, 4.4.11,
.13
N A
6.2.3
6.2.3
6.2.3
3, 2.1.4,
5
5.1
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5.1.1 Site Location and Construction 5.1.1
5.1.2 Physical Access 512
5.1.3 Pover and Air Conditioning 513
5.1.4 Vater Exposures 514
5.1.5 Fire Prevention and Protection 515
5.1.6 Media Storage 516
5.1.7 Wste bisposal 517
518 Cff-Site Backup 518
5.2 Procedural Controls 52
52.1 Trusted Roles 521
5.2.2 Number of Persons Required
per Task 5.2.2
5.2.3 Identificationand
Aut hentication for Each Rol e 5.2.3
5.2.4 Roles Requiring Separation
of Duties 5.2.1, 5.2.2
5.3 Personnel Controls 53
5.3.1 Qualifications, Experience,
and C earance Requirements 5.3.1
5.3.2 Background Check Procedures 53.2
5.3.3 Training Requirements 533

5.3.4 Retraining Frequency

and Requi rements 5.3.4
5.3.5 Job Rotation Frequency

and Sequence 5.3.5
5.3.6 Sanctions for Unauthorized

Acti ons 5.3.6
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Requi renent s

Docunent ati on Supplied to
Per sonnel

Log
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(I'nternal vs. External)

Notification to Event-Causing
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Requi renments for Time-Stanping
of Records

Archive Col |l ection System
(I'nternal or External)
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Verify Archive
| nformati on
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5.7 Conproni se and Di saster Recovery 4.8
5.7.1 Incident and Conprom se

Handl i ng Procedures 4.8
5.7.2 Conputing Resources, Software,

and/ or Data Are Corrupted 4.8.1
5.7.3 Entity Private Key

Conpr om se Procedures 4.8.3
5.7.4 Business Continuity

Capabilities After a

Di saster 4.8.4
5.8 CA or RA Term nation 4.9
6. Technical Security Controls 2.1.3, 2.1.4,

6.
6.1 Key Pair Generation and
Installation 6.1

6.1.1 Key Pair Generation 6.1.1, 6.1.8
6.1.2 Private Key Delivery to

Subscri ber 6.1.2
6.1.3 Public Key Delivery to

Certificate Issuer 6.1.3
6.1.4 CA Public Key Delivery to

Relying Parties 6.1.4
6.1.5 Key Sizes 6.1.5

6.1.6 Public Key Parameters Generation

and Quality Checking 6.1.6, 6.1.7
6.1.7 Key Usage Purposes

(as per X.509 v3

Key Usage Fi el d) 6.1.9
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6.2 Private Key Protection and
Crypt ographi ¢ Modul e

Engi neering Control s 6.2, 6.8
6.2.1 Cryptographi c Mddul e Standards

and Controls 6.2.1, 6.8
6.2.2 Private Key (n out of m

Mul ti-Person Contr ol 6.2.2
6.2.3 Private Key Escrow 6.2.3
6.2.4 Private Key Backup 6.2. 4
6.2.5 Private Key Archival 6.2.5

6.2.6 Private Key Transfer Into
or From a Cryptographic

Modul e 6.2.6
6.2.7 Private Key Storage on

Crypt ographi ¢ Mdul e 6.2.6
6.2.8 Method of Activating Private

Key 6.2.7
6.2.9 Method of Deactivating

Private Key 6.2.8
6.2.10 Method of Destroying

Private Key 6.2.9
6.2.11 Cryptographi c Mdul e Rating 6.2.1, 6.8
6.3 Ot her Aspects of Key Pair
Managemnent 6.3

6.3.1 Public Key Archival 6.3.1

6.3.2 Certificate Operational
Peri ods and Key Pair Usage

Peri ods 6.3.2
6.4 Activation Data 6.4
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6.4.1 Activation Data Ceneration

and Installation 6.4.1
6.4.2 Activation Data Protection 6.4.2
6.4.3 Qther Aspects of Activation
Dat a 6.4.3
6.5 Conputer Security Controls 65
6.5.1 Specific Conputer Security
Techni cal Requirenents 6.5.1
6.5.2 Computer Security Rating 6.5.2
6.6 Life Cycle Technical Controls 6.6
6.6.1 System Devel opment Controls 6.6.1
6.6.2 Security Minagement Controls 6.6.2
6.6.3 Life Cycle Security Controls 6.6.3
6.7 Network Security Controls 6.7
6.8 Time-Stamping  NA
7. Certificate, GRL, and
OCSP Profiles 7.
7.1 Certificate Profile 71
7.1.1 Version Number(s) 711
7.1.2 Certificate Extensions 712
7.1.3 Algorithm Cbject Identifiers 713
7.1.4 Name Forms 714
7.1.5 Name Constraints 715

7.1.6 Certificate Policy
oj ect ldentifier 7.1.6

7.1.7 Usage of Policy Constraints
Ext ensi on 7.1.7
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7.1.8 Policy Qualifiers Syntax
and Semantics 7.1.8

7.1.9 Processing Semantics for the
Critical Certificate Policies

Ext ensi on 7.1.9
7.2 GRL Profile 72
7.2.1 Version Number(s) 721
7.2.2 CRL and CRL Entry Extensions 721
7.3 OCSP Profile  NA
7.3.1 Version Number(s)  NA
7.3.2 OCSP Extensions ~ NA

8. Compliance Audit and O her
Assessnent s 2.7

8.1 Frequency and Circunstances

of Assessnent 2.7.1
8.2 ldentity/Qualifications of

Assessor 2.7.2
8.3 Assessor’s Relationship to

Assessed Entity 2.7.3
8.4 Topics Covered by Assessnent 2.7. 4
8.5 Actions Taken as a Result

of Deficiency 2.7.5
8.6 Comuni cations of Results 2.7.6

9. O her Business and Lega
Matters 2.

9.1.1 Certificate |ssuance or
Renewal Fees 2.5.1
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9.1.2 Certificate Access Fees 2.5.2

9.1.3 Revocation or Status
I nformati on Access Fees 2.5.3

9.1.4 Fees for Qther Services 2.5.4

9.1.5 Refund Policy 255

9.2 Financial Responsibility X

9.2.1 Insurance Coverage X

9.2.2 Qther Assets 23

9.2.3 Insurance or Warranty Cover age

for End-Entities 2.3
9.3 Confidentiality of Business

I nf or mati on 2.8

9.3.1 Scope of Confidential

I nformation 2.8.1, 2.8.3
9.3.2 Information Not Wthin the

Scope of Confidenti al

I nformati on 2.8.2, 2.8.3
9.3.3 Responsibility to Protect
Confidential Information 2.8,
2.8.3-2.8.7
9.4 Privacy of Personal Information 2.8
9.4.1 Privacy Plan N A
9.4.2 Information Treated as Private 2.8.1, 2.8.3
9.4.3 Informati on Not Deened Private 2.8.2, 2.8.3
9.4.4 Responsibility to Protect
Private |Information 2.8, 2.8.1,
2.8.3

9.4.5 Notice and Consent to Use
Private I nformation N A
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6 Di sclosure Pursuant to
Judicial or Adm nistrative
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Ci rcunst ances

Intell ectual Property rights

Warranti es

Warranti es
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and Warranties

of Other Participants

.3 Effect of Term nation and
Sur vi val
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9.12.1 Procedure for Anendnent 8.1
9.12.2 Notification Mechanism
and Peri od 8.1
9.12.3 Gircunstances Under Wich dD
Must be Changed 8.1
9.13 Dispute Resolution Provisions 2.4.3
9.14 Governing Law 241
9.15 Conpliance with Applicable Law 2.4.1
9.16 Mscellaneous Provisions 2.4
9.16.1 Entire Agreement 242
9.16.2 Assignment  NA
9.16.3 Severability 2.4.2
9.16.4 Enforcenent (Attorney's Fees

and Wai ver of Rights) 2.4.3
9.17 Gther Provisions  NA
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10. Notes

1. A paper copy of the ABA Digital Signature Cuidelines can be
purchased fromthe ABA. See http://ww. abanet.com for ordering
details. The DSG may al so be downl oaded wi t hout charge fromthe
ABA website at
http://ww. abanet. org/scitech/ec/isc/digital _signature.htnm.

2. Adraft of the PKI Assessnment Cuidelines may be downl oaded

wi t hout charge fromthe ABA website at
htt p: // www. abanet . or g/ sci tech/ ec/i sc/ pag/ pag. ht m .
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3. The term "neani ngful" nmeans that the nane form has conmonly
under st ood senantics to deternmine the identity of a person and/or
organi zation. Directory names and RFC 822 nanmes may be nore or
| ess neani ngful .

4. The subject may not need to prove to the CA that the subject has
possessi on of the private key corresponding to the public key
being registered if the CA generates the subject’s key pair on
the subject’s behal f.

5. Exanples of nmeans to identify and authenticate individuals
i nclude bionmetric neans (such as thunb print, ten finger print,
and scan of the face, palm or retina), a driver’s license, a
credit card, a conpany badge, and a governnment badge.

6. Certificate "nodification" does not refer to making a change to
an existing certificate, since this would prevent the
verification of any digital signatures on the certificate and
cause the certificate to be invalid. Rather, the concept of
"nmodi fication" refers to a situation where the information
referred to in the certificate has changed or shoul d be changed,
and the CA issues a new certificate containing the nodified
information. One exanple is a subscriber that changes his or her
name, which woul d necessitate the issuance of a new certificate
cont ai ni ng the new nane.

7. The n out of mrule allows a private key to be split in mparts.
The mparts may be given to mdifferent individuals. Any n parts
out of the mparts may be used to fully reconstitute the private
key, but having any n-1 parts provides one with no infornation
about the private key.

8. A private key may be escrowed, backed up, or archived. Each of
these functions has a different purpose. Thus, a private key my
go through any subset of these functions depending on the
requirements. The purpose of escrowis to allowa third party
(such as an organi zation or governnment) to obtain the private key
wi t hout the cooperation of the subscriber. The purpose of back
up is to allow the subscriber to reconstitute the key in case of
the destruction or corruption of the key for business continuity
pur poses. The purpose of archives is to provide for reuse of the
private key in the future, e.g., use to decrypt a docunent.

9. WebTrust refers to the "WebTrust Program for Certification
Authorities," fromthe Anerican Institute of Certified Public
Accountants, Inc., and the Canadian Institute of Chartered
Account ant s.
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10. See <http://ww. ai cpa. or g>.

11. Al or sone of the following itens nay be different for the
various types of entities, i.e., CA RA and end entities.

11. List of Acronyns

ABA - Anerican Bar Associ ation

CA - Certification Authority

CP - Certificate Policy

CPS - Certification Practice Statement

CRL - Certificate Revocation List

DAM - Draft Anendnent

FIPS - Federal Information Processing Standard

| &A - ldentification and Authentication

| EC - International Electrotechnical Comm ssion

| ETF - Internet Engineering Task Force

IP - Internet Protocol

| SO - International Organization for Standardization
| TU - International Tel ecomruni cations Union

NI ST - National Institute of Standards and Technol ogy

OD- bject ldentifier

PIN - Personal Identification Number

PKI - Public Key Infrastructure

PKI X - Public Key Infrastructure (X 509) (IETF Working G oup)
RA - Registration Authority

RFC - Request For Comment

URL - Uniform Resource Locat or

US - United States
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13. Full Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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