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Abst ract

When experinenting with or extending protocols, it is often necessary
to use sonme sort of protocol number or constant in order to actually
test or experiment with the new function, even when testing in a
cl osed environnent. For exanple, to test a new DHCP option, one
needs an option nunber to identify the new function. This docunent
recomends that when witing | ANA Considerations sections, authors
shoul d consi der assigning a small range of nunbers for
experimentation purposes that inplenenters can use when testing
protocol extensions or other new features. This docunment reserves
sone ranges of nunbers for experinmentation purposes in specific
protocol s where the need to support experinentation has been
identified.
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1. Introduction

When experinenting with or extending protocols, it is often necessary
to have a protocol nunber as part of the inplenmentation [ RFC2434].

For exanple, to develop a protocol that runs directly above IP, one
needs an | P Protocol Nunber to place in the Protocol field of the IP

header [RFC791]. In sone cases, obtaining a new nunber is
straightforward (e.g., a well-known TCP or UDP port) or not even
necessary (e.g., TCP and UDP port nunbers for testing purposes). In

ot her cases, obtaining a nunber is nore difficult. For exanple, the
nunber of avail able and unassi gned values in a nane space may be

smal | enough that there is concern that all available nunbers will be
used up if assigned carelessly. Even in cases where nunbers are
potentially plentiful, it nay be undesirable to assign nunbers unl ess

the proposed usage has been adequately reviewed by the broader
conmunity. Consequently, sone nunber spaces specify that | ANA only
make assignments in cases where there is strong comrunity support for
a proposed protocol. For exanple, values out of sone nane spaces are
only assigned through an "I ETF Standards Action" [RFC2434], which
requires that the proposed use be in an | ETF Standards Track RFC.

In order to experinent with a new protocol, an experimnmental value may
be needed that won't collide with an existing or future usage.

One approach is to allow | ANA to nake tenporary assignnents for such
purposes. The idea is that a protocol value can be assigned to allow
experimentation, but after the experinment ends, the nunber would be
returned to | ANA. There are several drawbacks to this approach
however. First, experience has shown that it can be difficult to
recl ai m nunbers once assigned. For exanple, contact infornmation
becones outdated and it can becone difficult to find out what the
status of an experiment actually is. Second, should deployment with
the temporarily assigned nunber take place (e.g., it is included as
part of a product), it becomes very difficult to determ ne whether or
not reuse of that nunmber would | ead to adverse inpact with regards to
depl oyed devices. Finally, it can be difficult to determ ne when an
experiment has ended and whet her the nunber needs to be returned.

An al ternate approach, and the one recommended in this docunent, is
to assign a range of nunbers specifically earmarked for testing and
experimentation purposes. Mitually consenting devices could use
these nunbers for whatever purposes they desire, but under the
understandi ng that they are reserved for generic testing purposes,
and other inplenentations may use the same nunbers for different
experimental uses.
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Nunbers in the experinmentation range are simlar to those called
"Private Use" in RFC 2434 [| ANA- CONSI DERATI ONS]. They are not

i ntended to be used in general deploynments or be enabl ed by default
in products or other general releases. |In those cases where a
product or rel ease makes use of an experinental nunber, the end user
nust be required to explicitly enable the experinental feature and
i kewi se have the ability to chose and assi gn which nunber fromthe
experimental range will be used for a specific purpose (i.e., so the
end user can ensure that use of a particular nunber doesn’'t conflict
wi th other on-going uses). Shipping a product with a specific val ue
pre-enabl ed woul d be inappropriate and can lead to interoperability
probl ens when the chosen value collides with a different usage, as it
soneday surely will.

Fromthe above, it follows that it would be inappropriate for a group
of vendors, a consortia, or another Standards Devel oprent

Organi zation to agree anong thenmselves to use a particul ar value for
a specific purpose and then agree to depl oy devi ces using those

val ues. By definition, experinmental nunbers are not guaranteed to be
uni que in any environment other than one where the |ocal system
admi ni strator has chosen to use a particular nunmber for a particular
pur pose and can ensure that a particular value is not already in use
for some other purpose.

Once an extension has been tested and shown to be useful, a pernanent
nunber coul d be obtained through the nornmal assignnment procedures.

Most i nmpl enentations will not do anything special wth nunbers
assigned for testing purposes. |In particular, unless a packet or
other Protocol Data Unit (PDU) is specifically directed at a device,
that device will not even |look at the field while processing the PDU
For exanple, IP routers do not need to exani ne or understand the
Protocol Type field of IP datagrams in order to know how to correctly
forward them |In those cases where a packet or PDUis directed at a
device, and that device has not been configured to recognize the
extension, the device will either ignore the PDU, discard it, or
signal an error, depending on the protocol-specific rules that

i ndi cate how to process unknown options or features. |n those cases
where a protocol has different ways of handling unrecognized
extensions (e.g., silently discard vs. signal an error), that
protocol needs to reserve values for testing purposes fromall the
appropriate ranges. Only those inplenentations specifically enabl ed
or configured to nake use of an extension or feature that is being
experimented with woul d process the data further
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1.1. Recommrendation for Protocols

To make it possible to experiment with protocol extensions safely,
prot ocol docunents shoul d consider reserving a small set of protoco
nunbers for experinentation. Such reservations can be nmade through
an explicit reservation in an | ANA Consi derations section

The exact nunber of values to reserve for experinentation will depend

on the specific protocol and factors specific to that protocol. For
exanpl e, in cases where the values of a field are subdivided into
ranges that are treated differently (e.g., "silently ignore" vs.

"return an error" if the value is not understood), one or nore val ues
fromeach sub-range may need to be reserved.

For protocols that return error codes, it may al so be appropriate to
reserve a small nunber of experimental error values that can be used
in conjunction with possible experinmental uses. For exanple, an
experimental nessage mght result (even under normal conditions) in
an error, with a special error code (or sub-code) indicating the type
of error condition.

In many, if not nobst cases, reserving a single value for experinenta
use will suffice. Wile it may be tenpting to reserve nore in order
to nake it easy to test nany things at once, reserving many may al so
i ncrease the tenptation for someone using a particular value to
assune that a specific experinmental value can be used for a given

pur pose exclusively. Values reserved for experinmental use are never
to be made permanent; permanent assignments shoul d be obtai ned
through standard processes. As described above, experinental numnbers
are intended for experinmentation and testing and are not intended for
wi de or general deploynents.

When protocols that use experimental nunbers are included in
products, the shipping versions of the products rnust disable

recogni ti on of protocol experinmental nunbers by default -- that is,
the end user of the product rmust explicitly "turn on" the
experimental protocol functionality. In nbst cases, a product

i mpl enentati on nust require the end user to configure the val ue
explicitly prior to enabling its usage. Should a product not have a
user interface for such end user configuration, the product nust
require explicit re-progranmng (e.g., a special firmware downl oad,
or installation of a feature card) to configure the experinenta
nunber (s) of the protocol(s) inmplicitly.
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2.

2.
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5.

| ANA Consi der ati ons
1. |IP Protocol Field

Assi gnnent of new values for the IP Protocol field requires an | ETF
St andards Action per [RFC2780]. For the purposes of experinentation
and testing, | ANA has assigned the two val ues 253 and 254 for this
pur pose. These val ues have been allocated fromthe upper end of the
avai | abl e nunber space in order to make themeasy to identify by
havi ng them stand out relative to the existing assignments that have
been nade.

.2. Existing Nane Spaces

Nurer ous nane spaces exi st for which no values have been reserved for
experimentation or testing purpose. Experinmental values for such
protocol s can of course be assigned through the normal process of
publ i shing an RFC that docunents the details of such an allocation
To sinmplify the process in those cases where the publication of a
document ation just for the purpose of assigning an experimenta

all ocation seens overkill, experinmental values can be made through

| ESG Approval [RFC2434].

Security Considerations
Thi s docunent has no known security inplications.
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7. Full Copyright Statenent
Copyright (C The Internet Society (2004). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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