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Abst r act

TCP and Stream Control Transm ssion Protocol (SCTP) provide
notification of duplicate segnent receipt through Duplicate Sel ective
Acknowl edgenent (DSACKs) and Duplicate Transm ssion Sequence Nunber
(TSN) notification, respectively. This docunent presents
conservative nethods of using this information to identify
unnecessary retransm ssions for various applications.

1. I nt roducti on

TCP [ RFC793] and SCTP [ RFC2960] provide notification of duplicate
segnent recei pt through duplicate sel ective acknow edgnent (DSACK)

[ RFC2883] and Duplicate TSN notifications, respectively. Using this
i nformation, a TCP or SCTP sender can generally determ ne when a
retransm ssion was sent in error. This docunent presents two nethods
for using duplicate notifications. The first nethod is sinple and
can be used for accounting applications. The second nethod is a
conservative algorithmto di sanbi guate unnecessary retransm ssions
fromloss events for the purpose of undoi ng unnecessary congestion
control changes.
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Thi s docunent is intended to outline reasonable and safe algorithms
for detecting spurious retransm ssions and di scuss sone of the
consi derations involved. It is not intended to describe the only
possi bl e met hod for achieving the goal, although the guidelines in
this document shoul d be taken into considerati on when desi gni ng
alternate algorithnms. Additionally, this docunent does not outline
what a TCP or SCTP sender nmay do after a spurious retransmssion is
detected. A nunber of proposals have been devel oped (e.g.

[ RFC3522], [SKO3], [BDAO3]), but it is not yet clear which of these

proposal s are appropriate. In addition, they all rely on detecting
spurious retransmts and so can share the algorithmspecified in this
docunent .

Finally, we note that to sinplify the text much of the follow ng
di scussion is in ternms of TCP DSACKs, while applying to both TCP and
SCTP.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Counting Duplicate Notifications

For certain applications a straight count of duplicate notifications
will suffice. For instance, if a stack sinply wants to know (for
some reason) the nunber of spuriously retransmtted segnents,
counting all duplicate notifications for retransmtted segnments
should work well. Another application of this strategy is to nonitor
and adapt transport algorithns so that the transport is not sending
| arge ampbunts of spurious data into the network. For instance,
nonitoring duplicate notifications could be used by the Early
Retransmt [AAABO3] algorithmto determ ne whether fast
retransmtting [ RFC2581] segnents with a | ower than normal duplicate
ACK threshold is working, or if segment reordering is causing
spurious retransmts.

More specul atively, duplicate notification has been proposed as an
integral part of estimating TCP' s total |oss rate [AEQCO3] for the
purposes of mitigating the inpact of corruption-based | osses on
transport protocol performance. [EQOA03] proposes altering the
transport’s congestion response to the fraction of |osses that are
actually due to congestion by requiring the network to provide the
corruption-based | oss rate and maeki ng the transport sender estimate
the total loss rate. Duplicate notifications are a key part of
estimating the total |oss rate accurately [AEQ)3].
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3.

Congestion/ Duplicate D sanbi guation Al gorithm

When the purpose of detecting spurious retransmissions is to "undo"
unnecessary changes made to the congestion control state, as
suggested in [ RFC2883], the data sender ideally needs to determ ne

(a) That spurious retransmssions in a particular w ndow of data do
not nmask real segment |oss (congestion).

For exanpl e, assume segnents N and N+1 are retransmitted even
though only segment N was dropped by the network (thus, segnent
N+1 was needlessly retransnmtted). Wen the sender receives the
notification that segnment N+1 arrived nore than once it can
concl ude that segnent N+1 was needl essly resent. However, it
cannot conclude that it is appropriate to revert the congestion
control state because the wi ndow of data contained at |east one
valid congestion indication (i.e., segment N was |ost).

(b) That network duplication is not the cause of the duplicate
notification.

Det erm ni ng whether a duplicate notification is caused by network
duplication of a packet or a spurious retransmt is a nearly

i npossi ble task in theory. Since [Pax97] shows that packet
duplication by the network is rare, the algorithmin this section
sinply ceases to function when network duplication is detected
(by receiving a duplication notification for a segment that was
not retransmtted by the sender).

The al gorithm specified bel ow gi ves reasonabl e, but not conplete,
protection agai nst both of these cases.

We assunme the TCP sender has a data structure to hold selective
acknow edgnent information (e.g., as outlined in [RFC3517]). The
followi ng steps require an extension of such a ’scoreboard to
incorporate a slightly longer history of retransm ssions than called
for in [RFC3517]. The follow ng steps MJUST be taken upon the receipt
of each DSACK or duplicate TSN notification

(A) Check the correspondi ng sequence range or TSN to determ ne
whet her the segment has been retransmtted.

(A1) If the SACK scoreboard is enpty (i.e., the TCP sender has
received no SACK information fromthe receiver) and the
| eft edge of the inconming DSACK i s equal to SND. UNA
processi ng of this DSACK MJST be term nated and the
congestion control state MJUST NOT be reverted during the
current wi ndow of data. This clause intends to cover the
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case when an entire wi ndow of acknow edgrments have been
dropped by the network. In such a case, the reverse path
seens to be in a congested state and so reducing TCP' s
sending rate is the conservative approach

(A.2) If the segnent was retransmtted exactly one tinme, nark it
as a duplicate.

(A.3) If the segment was retransmitted nore than once processing
of this DSACK MIST be term nated and the congestion contro
state MUST NOT be reverted to its previous state during the
current wi ndow of data.

(A.4) If the segment was not retransmtted the incom ng DSACK
i ndi cates that the network duplicated the segnment in
guestion. Processing of this DSACK MJUST be termnated. In
addition, the algorithmspecified in this docunent MJST NOT
be used for the renmminder of the connection, as future
DSACK reports may be indicating network duplication rather
than unnecessary retransnmission. Note that sonme techni ques
to further disanbi guate network duplication from
unnecessary retransm ssion (e.g., the TCP tinestanp option
[ RFC1323]) may be used to refine the algorithmin this
docunent further. Using such a technique in conjunction
with an algorithmsimlar to the one presented herein may
all ow for the continued use of the algorithmin the face of
duplicated segments. W do not delve into such an
algorithmin this document due the current rarity of
networ k duplication. However, future work shoul d include
tackling this problem

(B) Assuming processing is allowed to continue (per the (A) rules),
check all retransmtted segnments in the previous wi ndow of data.

(B.1) If all segments or chunks marked as retransnitted have al so
been narked as acknow edged and duplicated, we concl ude
that all retransmi ssions in the previous w ndow of data
were spurious and no | oss occurred.

(B.2) If any segment or chunk is still marked as retransmtted
but not marked as duplicate, there are outstanding
retransm ssions that could indicate loss within this w ndow
of data. W can make no concl usi ons based on this
particul ar DSACK/ duplicate TSN notification

In addition to keeping the state nmentioned in [RFC3517] (for TCP) and
[ RFC2960] (for SCTP), an inplenentation of this algorithmmust track
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al |l sequence nunbers or TSNs that have been acknow edged as
dupl i cat es.

4. Related Wrk

In addition to the nechani smfor detecting spurious retransmits
outlined in this docunent, several other proposals for finding
needl ess retransnmts have been devel oped.

[ BAO2] uses the algorithmoutlined in this docunent as the basis for
i nvestigating several methods to make TCP nore robust to reordered
packets.

The Eifel detection algorithm|[RFC3522] uses the TCP tinestanp option
[ RFC1323] to deternine whether the ACK for a given retransnit is for
the original transm ssion or a retransm ssion. Mre generally,

[ LKOO] outlines the benefits of detecting spurious retransmts and
reverting from needl ess congestion control changes using the

ti mest anp-based schene or a nmechanismthat uses a "retransmt bit" to
flag retransmits (and ACKs of retransmits). The Eifel detection

al gorithm can detect spurious retransmits nore rapidly than a DSACK-
based schene. However, the tradeoff is that the overhead of the 12-
byte timestanp option nust be incurred in every packet transnmtted
for Eifel to function

The F-RTO schene [SK03] slightly alters TCP's sending pattern

i medi ately following a retransm ssion timeout and then observes the
pattern of the returning ACKs. This pattern can indicate whether the
retransmtted segment was needed. The advantage of F-RTO is that the
algorithmonly needs to be inplenmented on the sender side of the TCP
connection and that nothing extra needs to cross the network (e.g.
DSACKs, tinestanps, special flags, etc.). The downside is that the
algorithmis a heuristic that can be confused by network pathol ogi es
(e.g., duplication or reordering of key packets). Finally, note that
F-RTO only works for spurious retransmts triggered by the
transport’s retransnission tiner.

Finally, [AP99] briefly investigates using the tinme between
retransmtting a segnent via the retransmi ssion tinmeout and the
arrival of the next ACK as an indicator of whether the retransnmt was
needed. The schene conpares this tine delta with a fraction (f) of
the mni mum RTT observed thus far on the connection. |If the tine
delta is less than f*m nRTT then the retransmt is |abeled spurious.
When f=1/2 the algorithmidentifies roughly 59% of the needl ess
retransm ssion timeouts and identifies needed retransmits only 2.5%
of the time. As with F-RTO this schene only detects spurious
retransmts sent by the transport’s retransm ssion timer.
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5.

7.

1

Security Considerations

It is possible for the receiver to falsely indicate spurious

retransm ssions in the case of actual |oss, potentially causing a TCP
or SCTP sender to inaccurately conclude that no | oss took place (and
possi bly cause inappropriate changes to the senders congestion
control state).

Consi der the follow ng scenario: A receiver watches every segnent or
chunk that arrives and acknow edges any segnent that arrives out of
order by nore than some threshold amobunt as a duplicate, assum ng
that it is a retransm ssion. A sender using the above al gorithmwill
assune that the retransn ssion was spuri ous.

The ECN nonce sum proposal [RFC3540] could possibly help mitigate the
ability of the receiver to hide real |osses fromthe sender with

nodest extension. In the combn case of receiving an origina

transm ssion and a spurious retransmt a receiver will have received
the nonce fromthe original transm ssion and therefore can "prove" to
the sender that the duplication notification is valid. In the case

when the receiver did not receive the original and is trying to

i mproperly induce the sender into transmtting at an i nappropriately
high rate, the receiver will not know the ECN nonce fromthe origina
segnent and therefore will probabilistically not be able to fool the
sender for long. [RFC3540] calls for disabling nonce suns on

dupli cate ACKs, which means that the nonce sumis not directly
suitable for use as a mtigation to the problem of receivers |ying
about DSACK information. However, future efforts may be able to use
[ RFC3540] as a starting point for building protection should it be
needed.
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