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Abstract

Thi s docunent specifies a set of nmethods, headers, nessage bodi es,
properties, and reports that define Access Control extensions to the
WebDAV Di stributed Authoring Protocol. This protocol permits a
client to read and nodi fy access control lists that instruct a server
whet her to allow or deny operations upon a resource (such as

Hyper Text Transfer Protocol (HTTP) method invocations) by a given
principal. A lightweight representation of principals as Wb
resources supports integration of a wi de range of user managenent
repositories. Search operations allow discovery and mani pul ati on of
princi pal s usi ng human nanes.
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1. Introduction

The goal of the WbDAV access control extensions is to provide an

i nt eroperabl e mechani sm for handling discretionary access control for
content and netadata managed by WebDAV servers. WbDAV access
control can be inplenented on content repositories with security as
simple as that of a UNIX file system as well as nore sophisticated
nodel s. The underlying principle of access control is that who you
are determ nes what operations you can performon a resource. The
"who you are" is defined by a "principal" identifier; users, client
sof tware, servers, and groups of the previous have principa
identifiers. The "operations you can perforni are determined by a
single "access control list" (ACL) associated with a resource. An
ACL contains a set of "access control entries" (ACEs), where each ACE
specifies a principal and a set of privileges that are either granted
or denied to that principal. Wen a principal submits an operation
(such as an HTTP or WebDAV nethod) to a resource for execution, the
server evaluates the ACEs in the ACL to determine if the principa

has perm ssion for that operation.

Since every ACE contains the identifier of a principal, client
software operated by a human nust provide a mechani smfor selecting
this principal. This specification uses http(s) schene URLs to
identify principals, which are represented as WebDAV-capabl e
resources. There is no guarantee that the URLs identifying
principals will be neaningful to a human. For exanple,

http: //ww. exanpl e. conf u/ 256432 and
http://ww. exanpl e. conif peopl e/ Geg. Stein are both valid URLs that
could be used to identify the same principal. To remedy this, every
princi pal resource has the DAV:di spl ayname property containing a
human-r eadabl e name for the principal

Since a principal can be identified by nultiple URLs, it raises the
probl em of determ ning exactly which principal is being referenced in
a given ACE. It is inpossible for a client to deternmine that an ACE
granting the read privilege to http://ww. exanpl e. coni peopl e/

Greg. Stein also affects the principal at http://ww.exanpl e.coni u/
256432. That is, a client has no nechanismfor determning that two
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URLs identify the sane principal resource. As a result, this
specification requires clients to use just one of the many possible
URLs for a principal when creating ACEs. A client can di scover which
URL to use by retrieving the DAV: principal -URL property (Section 4.2)
froma principal resource. No matter which of the principal’s URLs
is used with PROPFIND, the property always returns the sane URL.

Wth a system having hundreds to thousands of principals, the problem
arises of howto allow a human operator of client software to sel ect
just one of these principals. One approach is to use broad
collection hierarchies to spread the principals over a |arge nunber
of collections, yielding few principals per collection. An exanple
of this is a two level hierarchy with the first |evel containing 36
collections (a-z, 0-9), and the second | evel being another 36,
creating collections /alal, /alb/, ..., lalz/, such that a principa
with last name "Stein" would appear at /s/t/Stein. In effect, this
pre-computes a comon query, search on | ast name, and encodes it into
a hierarchy. The drawback with this schene is that it handles only a
smal | set of predefined queries, and drilling down through the

col l ection hierarchy adds unnecessary steps (navigate down/up) when
the user already knows the principal’s nane. Wile organizing
principal URLs into a hierarchy is a valid namespace organi zati on
users should not be forced to navigate this hierarchy to select a
princi pal .

Thi s specification provides the capability to perform substring
searches over a small set of properties on the resources representing
principals. This pernmits searches based on | ast name, first name,
user nane, job title, etc. Two separate searches are supported, both
via the REPORT nmethod, one to search principal resources

(DAV: princi pal -property-search, Section 9.4), the other to determ ne
whi ch properties may be searched at all (DAV: principal -search-
property-set, Section 9.5).

Once a principal has been identified in an ACE, a server evaluating
that ACE nust know the identity of the principal making a protoco
request, and nust validate that that principal is who they claimto
be, a process known as authentication. This specification
intentionally omts discussion of authentication, as the HITP
protocol already has a number of authentication mechani snms [ RFC2617] .
Sone aut henticati on nechani sm (such as HITP Di gest Authentication
which all WbDAV conpliant inplenentations are required to support)
nust be available to validate the identity of a principal
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The followi ng issues are out of scope for this docunent:

o Access control that applies only to a particular property on a
resource (excepting the access control properties DAV:acl and
DAV: current-user-privil ege-set), rather than the entire resource,

0 Role-based security (where a role can be seen as a dynamically
defined group of principals),

o Specification of the ways an ACL on a resource is initialized,

o Specification of an ACL that applies globally to all resources,
rather than to a particul ar resource.

o Creation and mai ntenance of resources representing people or
conput ati onal agents (principals), and groups of these.

This specification is organized as follows. Section 1.1 defines key
concepts used throughout the specification, and is followed by a nore
i n-depth discussion of principals (Section 2), and privil eges
(Section 3). Properties defined on principals are specified in
Section 4, and access control properties for content resources are
specified in Section 5. The ways ACLs are to be evaluated is
described in Section 6. Cient discovery of access contro

capability using OPTIONS is described in Section 7.2. Interactions
bet ween access control functionality and existing HTTP and WbDAV

nmet hods are described in the remainder of Section 7. The access
control setting method, ACL, is specified in Section 8. Four reports
that provide limted server-side searching capabilities are described
in Section 9. Sections on XM processing (Section 10),

I nternationalization considerations (Section 11), security

consi derations (Section 12), and authentication (Section 13) round
out the specification. An appendix (Appendix A) provides an XM
Docurrent Type Definition (DTD) for the XML el enents defined in the
speci fication.

1.1. Terns
Thi s docunent uses the ternms defined in HITP [ RFC2616] and WebDAV
[ RFC2518]. |In addition, the following terns are defined:
princi pa
A "principal" is a distinct human or conputational actor that
initiates access to network resources. |In this protocol, a

principal is an HITP resource that represents such an actor.
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group

A "group" is a principal that represents a set of other
princi pal s.

privilege

A "privilege" controls access to a particular set of HITP
operations on a resource.

aggregate privil ege

An "aggregate privilege" is a privilege that contains a set of
ot her privil eges.

abstract privilege
The nodifier "abstract", when applied to a privilege on a
resource, neans the privilege cannot be set in an access contro
el ement (ACE) on that resource.

access control list (ACL)

An "ACL" is a list of access control elenents that define access
control to a particular resource

access control el enment (ACE)

An "ACE" either grants or denies a particular set of (non-
abstract) privileges for a particular principal

i nherited ACE

An "inherited ACE' is an ACE that is dynamically shared fromthe
ACL of another resource. When a shared ACE changes on the primary
resource, it is also changed on inheriting resources.

protected property
A "protected property" is one whose val ue cannot be updated except
by a nethod explicitly defined as updating that specific property.

In particular, a protected property cannot be updated with a
PROPPATCH r equest .
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1.2. Notational Conventions

The augmented BNF used by this docunent to describe protocol el enents
is described in Section 2.1 of [RFC2616]. Because this augmented BNF
uses the basic production rules provided in Section 2.2 of [RFC2616],
those rules apply to this docunent as well.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Definitions of XML elenents in this docunment use XM. el enent type
declarations (as found in XM. Docunent Type Decl arations), described
in Section 3.2 of [REC-XM]. Wen an XM el ement type in the "DAV:"
nanespace is referenced in this docunent outside of the context of an
XML fragment, the string "DAV:" will be prefixed to the el ement nane.

2. Principals

A principal is a network resource that represents a distinct human or
conput ati onal actor that initiates access to network resources.

Users and groups are represented as principals in many

i mpl enent ati ons; other types of principals are also possible. A UR
of any scheme MAY be used to identify a principal resource. However,
servers inplenmenting this specification MUST expose princi pa
resources at an http(s) URL, which is a privileged schene that points
to resources that have additional properties, as described in Section
4. So, a principal resource can have nmultiple URI's, one of which has
to be an http(s) schene URL. Although an inplenentati on SHOULD
support PROPFI ND and MAY support PROPPATCH to access and nodify

i nfornmati on about a principal, it is not required to do so.

A principal resource nay be a group, where a group is a principa

that represents a set of other principals, called the nmenbers of the
group. |If a person or conputational agent matches a principa
resource that is a nenber of a group, they also match the group
Menbership in a group is recursive, so if a principal is a nmenber of
group CGRPA, and GRPA is a menber of group GRPB, then the principal is
al so a nenber of GRPB.

3. Privileges

Ability to performa given nmethod on a resource MJST be controlled by
one or nore privileges. Authors of protocol extensions that define
new HTTP met hods SHOULD specify which privileges (by defining new
privileges, or mapping to ones below) are required to performthe
method. A principal with no privileges to a resource MIST be denied
any HTTP access to that resource, unless the principal matches an ACE
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constructed using the DAV:all, DAV:authenticated, or

DAV: unaut henti cat ed pseudo-principals (see Section 5.5.1). Servers
MUST report a 403 "Forbidden" error if access is denied, except in
the case where the privilege restricts the ability to know the
resource exists, in which case 404 "Not Found” may be returned.

Privileges may be containers of other privileges, in which case they
are terned "aggregate privileges". |If a principal is granted or
deni ed an aggregate privilege, it is semantically equivalent to
granting or denying each of the aggregated privil eges individually.
For exanple, an inplenentation nay define add-nmenber and renove-
menber privileges that control the ability to add and renove a nenber
of a group. Since these privileges control the ability to update the
state of a group, these privileges woul d be aggregated by the
DAV:write privilege on a group, and granting the DAV:wite privilege
on a group would al so grant the add-nenber and renove- nenber

privil eges.

Privileges may be declared to be "abstract" for a given resource, in
whi ch case they cannot be set in an ACE on that resource. Aggregate
and non-aggregate privileges are both capabl e of being abstract.
Abstract privileges are useful for nodeling privileges that otherw se
woul d not be exposed via the protocol. Abstract privileges also
provi de server inplenentations with flexibility in inplenmenting the
privileges defined in this specification. For exanple, if a server

i s incapable of separating the read resource capability fromthe read
ACL capability, it can still nodel the DAV:read and DAV:read-ac
privileges defined in this specification by declaring them abstract,
and containing themw thin a non-abstract aggregate privil ege (say,
read-all) that holds DAV:read, and DAV:read-acl. 1In this way, it is
possible to set the aggregate privilege, read-all, thus coupling the
setting of DAV:read and DAV:read-acl, but it is not possible to set
DAV:read, or DAV:read-acl individually. Since aggregate privil eges
can be abstract, it is also possible to use abstract privileges to
group or organi ze non-abstract privileges. Privilege containnent

| oops are not allowed; therefore, a privilege MJUST NOT contain
itself. For exanple, DAV:read cannot contain DAV:read.

The set of privileges that apply to a particular resource may vary
with the DAV:resourcetype of the resource, as well as between
different server inplenentations. To pronote interoperability,
however, this specification defines a set of well-known privileges
(e.g., DAV:read, DAV:wite, DAV:read-acl, DAV:wite-acl, DAV:read-
current-user-privilege-set, and DAV:all), which can at |east be used
to classify the other privileges defined on a particular resource.
The access perm ssions on null resources (defined in [ RFC2518],
Section 3) are solely those they inherit (if any), and they are not
di scoverable (i.e., the access control properties specified in

Cemm et al. St andards Track [ Page 9]



RFC 3744 WebDAV Access Control Protocol May 2004

Section 5 are not defined on null resources). On the transition from
null to stateful resource, the initial access control list is set by
the server’s default ACL value policy (if any).

Server inplenentati ons MAY define new privil eges beyond those defined
in this specification. Privileges defined by individua

i mpl enent ati ons MJUST NOT use the DAV: nanespace, and instead should
use a nanespace that they control, such as an http schene URL.

3.1. DAV:read Privilege

The read privilege controls nethods that return infornation about the
state of the resource, including the resource’s properties. Affected
met hods include GET and PROPFIND. Any inpl enentation-defined
privilege that also controls access to GET and PROPFI ND nust be
aggregated under DAV:read - if an ACL grants access to DAV:read, the
client may expect that no other privilege needs to be granted to have
access to GET and PROPFIND. Additionally, the read privil ege MJST
control the OPTIONS net hod.

<! ELEMENT read EMPTY>
3.2. DAV:write Privilege

The write privilege controls nethods that |ock a resource or nodify
the content, dead properties, or (in the case of a collection)

menber ship of the resource, such as PUT and PROPPATCH. Note that
state nodification is also controlled via | ocking (see section 5.3 of
[ RFC2518]), so effective wite access requires that both wite
privileges and wite locking requirenents are satisfied. Any

i mpl enent ati on-defined privilege that also controls access to nethods
nodi fyi ng content, dead properties or collection nenbership nust be
aggregated under DAV:wite, e.g., if an ACL grants access to
DAV:wite, the client may expect that no other privilege needs to be
granted to have access to PUT and PROPPATCH

<! ELEMENT wite EMPTY>
3.3. DAV:wite-properties Privilege

The DAV:wite-properties privilege controls methods that nmodify the
dead properties of the resource, such as PROPPATCH  \Whether this
privilege may be used to control access to any live properties is
determi ned by the inplenentation. Any inplenmentation-defined
privilege that also controls access to nethods nodifyi ng dead
properties must be aggregated under DAV:wite-properties - e.g., if
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an ACL grants access to DAV:wite-properties, the client can safely
expect that no other privilege needs to be granted to have access to
PROPPATCH

<IELEMENT write-properties EMPTY>
3.4. DAV:write-content Privilege

The DAV:wite-content privilege controls nmethods that nmodify the
content of an existing resource, such as PUT. Any inplenmentation-
defined privilege that also controls access to content nust be
aggregat ed under DAV:wite-content - e.g., if an ACL grants access to
DAV: wite-content, the client can safely expect that no other
privilege needs to be granted to have access to PUT. Note that PUT -
when applied to an unmapped URI - creates a new resource and
therefore is controlled by the DAV: bind privilege on the parent

col |l ection.

<! ELEMENT write-content EMPTY>
3.5. DAV:unlock Privilege

The DAV: unl ock privilege controls the use of the UNLOCK net hod by a
principal other than the lock owner (the principal that created a

| ock can always performan UNLOCK). Wile the set of users who may

| ock a resource is nost conmonly the sane set of users who may nodify
a resource, servers nmay allow various kinds of adnministrators to

unl ock resources | ocked by others. Any privilege controlling access
by non-1ock owners to UNLOCK MJST be aggregated under DAV: unl ock

A |l ock owner can always renpve a |l ock by issuing an UNLOCK with the
correct |ock token and authentication credentials. That is, even if
a principal does not have DAV:unlock privilege, they can still renpve
| ocks they own. Principals other than the |ock owner can renobve a
lock only if they have DAV:unlock privilege and they issue an UNLOCK
with the correct |ock token. Lock tineout is not affected by the
DAV: unl ock privil ege.

<! ELEMENT unl ock EMPTY>
3.6. DAV:read-acl Privilege

The DAV:read-acl privilege controls the use of PROPFIND to retrieve
the DAV: acl property of the resource.

<! ELEMENT r ead-acl EMPTY>
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3.7. DAV:read-current-user-privilege-set Privilege

The DAV:read-current-user-privilege-set privilege controls the use of
PROPFIND to retrieve the DAV:current-user-privil ege-set property of
the resource.

Clients are intended to use this property to visually indicate in
their U itens that are dependent on the perm ssions of a resource,
for exanple, by graying out resources that are not witable.

This privilege is separate from DAV: read-acl because there is a need
to all ow npbst users access to the privileges permtted the current
user (due to its use in creating the U), while the full ACL contains
i nformati on that may not be appropriate for the current authenticated
user. As a result, the set of users who can viewthe full ACL is
expected to be much smaller than those who can read the current user
privilege set, and hence distinct privileges are needed for each

<! ELEMENT read-current-user-privil ege-set EMPTY>
3.8. DAV:write-acl Privilege

The DAV:wite-acl privilege controls use of the ACL nmethod to nodify
the DAV: acl property of the resource.

<! ELEMENT write-acl EMPTY>

3.9. DAV:bind Privil ege
The DAV:bind privilege allows a nethod to add a new nmenber URL to the
specified collection (for exanple via PUT or MKCOL). It is ignored
for resources that are not collections.
<! ELEMENT bi nd EMPTY>

3.10. DAV:unbind Privil ege
The DAV: unbind privilege allows a nethod to renove a menber URL from
the specified collection (for exanple via DELETE or MOVE). It is

i gnored for resources that are not collections.

<! ELEMENT unbi nd EMPTY>
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3.11. DAV:all Privilege

DAV: al | is an aggregate privilege that contains the entire set of
privileges that can be applied to the resource.

<! ELEMENT al | EMPTY>
3.12. Aggregation of Predefined Privileges

Server inplenentations are free to aggregate the predefined
privileges (defined above in Sections 3.1-3.10) subject to the
following limtations:

DAV: read-acl MJST NOT contain DAV:read, DAV:wite, DAV:wite-acl,
DAV: write-properties, DAV:wite-content, or DAV:read-current-user-
privil ege-set.

DAV: wite-acl MJST NOT contain DAV:wite, DAV:read, DAV:read-acl, or
DAV: read-current-user-privil ege-set.

DAV: read-current-user-privil ege-set MJUST NOT contain DAV:wite,
DAV: read, DAV:read-acl, or DAV:wite-acl.

DAV: write MJUST NOT contain DAV:read, DAV:read-acl, or DAV:read-
current-user-privil ege-set.

DAV:read MJUST NOT contain DAV:wite, DAV:wite-acl, DAV:wite-
properties, or DAV:wite-content.

DAV: wite MUST contain DAV: bi nd, DAV: unbi nd, DAV:wite-properties and
DAV: wri te-content.

4. Principal Properties

Principals are manifested to clients as a WbDAV resource, identified
by a URL. A principal MJIST have a non-enpty DAV: di spl ayname property
(defined in Section 13.2 of [RFC2518]), and a DAV:resourcetype
property (defined in Section 13.9 of [RFC2518]). Additionally, a
princi pal MJST report the DAV:principal XM element in the val ue of
the DAV:resourcetype property. The elenment type declaration for
DAV: pri nci pal is:

<! ELEMENT princi pal EMPTY>
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This protocol defines the follow ng additional properties for a
principal. Since it can be expensive for a server to retrieve access
control information, the nane and val ue of these properties SHOULD
NOT be returned by a PROPFIND al |l prop request (as defined in Section
12.14.1 of [RFC2518]).

4.1. DAV:alternate-URl-set

This protected property, if non-enpty, contains the URIs of network
resources with additional descriptive information about the

principal. This property identifies additional network resources
(i.e., it contains one or nore URIs) that may be consulted by a
client to gain additional know edge concerning a principal. One

expected use for this property is the storage of an LDAP [ RFC2255]
scheme URL. A user-agent encountering an LDAP URL coul d use LDAP

[ RFC2251] to retrieve additional machi ne-readable directory

i nformati on about the principal, and display that information in its
user interface. Support for this property is REQU RED, and the val ue
is empty if no alternate URI exists for the principal

<l ELEMENT alternate-URl -set (href*)>

4.2. DAV: principal - URL
A principal may have many URLs, but there nust be one "principal URL"
that clients can use to uniquely identify a principal. This
protected property contains the URL that MJUST be used to identify
this principal in an ACL request. Support for this property is
REQUI RED.
<! ELEMENT principal -URL (href)>

4.3. DAV: gr oup- nenber - set
This property of a group principal identifies the principals that are
direct nenbers of this group. Since a group may be a nenber of
anot her group, a group nay al so have indirect nenbers (i.e., the
menbers of its direct nmenmbers). A URL in the DAV: group-nmenber-set
for a principal MJST be the DAV: principal -URL of that principal
<! ELEMENT group- nenber-set (href*)>

4. 4. DAV: group-nenbership
This protected property identifies the groups in which the principa

is directly a menber. Note that a server may allow a group to be a
menber of anot her group, in which case the DAV: group-nmenbership of
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those other groups would need to be queried in order to deternine the
groups in which the principal is indirectly a nenber. Support for
this property i s REQU RED

<l ELEMENT group-nmenbership (href*)>
5. Access Control Properties

Thi s specification defines a nunmber of new properties for WhbDAV
resources. Access control properties may be retrieved just |ike

ot her WebDAV properties, using the PROPFIND method. Since it is
expensive, for many servers, to retrieve access control information,
a PROPFIND al |l prop request (as defined in Section 12.14.1 of

[ RFC2518]) SHOULD NOT return the nanes and val ues of the properties
defined in this section

Access control properties (especially DAV:acl and DAV:i nherited-acl -
set) are defined on the resource identified by the Request-UR of a
PROPFI ND request. A direct consequence is that if the resource is
accessible via nultiple URI, the value of access control properties
is the same across these URI

HTTP resources that support the WebDAV Access Control Protocol MJST
contain the following properties. Null resources (described in
Section 3 of [RFC2518]) MJST NOT contain the follow ng properties.

5. 1. DAV: owner

This property identifies a particular principal as being the "owner"
of the resource. Since the owner of a resource often has specia
access control capabilities (e.g., the owner frequently has pernmanent
DAV:wite-acl privilege), clients night display the resource owner in
their user interface.

Servers MAY i nmpl enent DAV: owner as protected property and NMAY return
an enpty DAV: owner el enent as property value in case no owner
information is avail able.

<! ELEMENT owner (href?)>
5.1.1. Exanple: Retrieving DAV: owner

Thi s exanple shows a client request for the value of the DAV: owner
property froma collection resource with URL http://ww. exanpl e. cont
papers/. The principal meking the request is authenticated using

Di gest authentication. The value of DAV:owner is the URL http://
www. exanpl e. coni acl / users/ gstein, wapped in the DAV: href XM

el enent .
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>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

Depth: 0O

Aut hori zati on: Di gest username="jini,
real m="user s@xanpl e. conf, nonce="...",
uri="/papers/", response="...", opaque="..."

<?xm version="1.0" encoding="utf-8" ?>
<D: propfi nd xm ns: D="DAV: ">
<D: prop>
<D: owner/ >
</ D: pr op>
</ D: pr opfi nd>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D: mul tistatus xm ns: D="DAV: " >
<D: response>
<D: href >htt p: / / www. exanpl e. comf paper s/ </ D: href >
<D: propstat >
<D: pr op>
<D: owner >
<D: href >htt p: / / www. exanpl e. com acl / user s/ gst ei n</ D: hr ef >
</ D: owner >
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>

5.1.2. Exanple: An Attenpt to Set DAV: owner

The foll owi ng exanpl e shows a client request to nodify the val ue of
the DAV: owner property on the resource with URL <http://

www. exanpl e. coni papers>. Since DAV:owner is a protected property on
this particular server, it responds with a 207 (Milti-Status)
response that contains a 403 (Forbidden) status code for the act of
setting DAV: owner. Section 8.2.1 of [RFC2518] descri bes PROPPATCH
status code information, Section 11 of [RFC2518] describes the
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Mul ti-Status response and Sections 1.6 and 3.12 of [RFC3253] describe
addi tional error marshaling for PROPPATCH attenpts on protected
properties.

>> Request <<

PROPPATCH / papers/ HTTP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"
Cont ent - Lengt h:  xxx

Depth: O

Aut hori zati on: Di gest username="jinf,
real me"user s@xanpl e. conf, nonce="...",
uri="/papers/", response="...", opaque="..."

<?xm version="1.0" encodi ng="utf-8" ?>
<D: pr oper t yupdat e xm ns: D="DAV: " >
<D: set >
<D: pr op>
<D: owner >
<D: href >htt p: / / www. exanpl e. conf acl /users/jinx/D: href>
</ D: owner >
</ D: pr op>
</ D:set>
</ D: pr opert yupdat e>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D: mul ti status xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / www. exanpl e. contf paper s/ </ D: hr ef >
<D: pr opst at >
<D: pr op><D: owner / ></ D: pr op>
<D: status>HTTP/ 1.1 403 For bi dden</ D: st at us>
<D: r esponsedescri pti on>
<D: err or ><D: cannot - nodi f y- pr ot ect ed- property/ ></D: error >
Failure to set protected property (DAV: owner)
</ D: responsedescri pti on>
</ D: pr opst at >
</ D: response>
</D:nultistatus>
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5.2. DAV group

This property identifies a particular principal as being the "group"
of the resource. This property is commonly found on repositories
that inplenment the Unix privileges nodel

Servers MAY i npl enent DAV: group as protected property and MAY return
an enpty DAV: group el enent as property value in case no group
information is avail abl e.

<! ELEMENT group (href?)>
5.3. DAV: supported-privil ege-set

This is a protected property that identifies the privileges defined
for the resource.

<! ELEMENT supported-privil ege-set (supported-privilege*)>

Each privilege appears as an XM el enent, where aggregate privil eges
list as sub-elenents all of the privileges that they aggregate.

<! ELEMENT supported-privil ege
(privilege, abstract?, description, supported-privilege*)>
<! ELEMENT privil ege ANY>

An abstract privilege MUST NOT be used in an ACE for that resource.
Servers MJST fail an attenpt to set an abstract privilege.

<! ELEMENT abstract EMPTY>

A description is a human-readabl e description of what this privil ege
controls access to. Servers MJST indicate the human | anguage of the
description using the xm:lang attribute and SHOULD consi der the HITP
Accept - Language request header when sel ecting one of nultiple
avai | abl e | anguages.

<! ELEMENT descri pti on #PCDATA>

It is envisioned that a WbDAV ACL- aware admi nistrative client would
list the supported privileges in a dialog box, and allow the user to
choose non-abstract privileges to apply in an ACE. The privil eges
tree is useful programmatically to map wel |l -known privil eges (defined
by WebDAV or other standards groups) into privileges that are
supported by any particul ar server inplenentation. The privilege
tree al so serves to hide conplexity in inplementations allow ng |arge
nunber of privileges to be defined by displaying aggregates to the
user.
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5.3.1. Exanple: Retrieving a List of Privileges Supported on a Resource

Thi s exanple shows a client request for the DAV: supported-privil ege-
set property on the resource http://ww. exanpl e. com papers/. The

val ue of the DAV: supported-privilege-set property is a tree of
supported privileges (using "[ XM. Nanespace , |ocalnane]" to identify
each privilege):

[DAV:, all] (aggregate, abstract)
+-- [DAV:, read] (aggregate)

+-- [DAV:, read-acl] (abstract)
+-- [DAV:, read-current-user-privilege-set] (abstract)

+-- [DAV:, wite] (aggregate)

+-- [DAV:, wite-acl] (abstract)
+-- [DAV:, wite-properties]
+-- [DAV:, write-content]

I
+-- [DAV:, unl ock]

This privilege tree is not normative (except that it reflects the
normati ve aggregation rules given in Section 3.12), and many possible
privilege trees are possible.

>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: O

Aut hori zation: Di gest usernanme="gcl emmi,
real me"user s@xanpl e. conf, nonce="...",

uri ="/ papers/", response="...", opaque="..."
<?xm version="1.0" encoding="utf-8" ?>
<D: propfind xm ns: D="DAV: ">
<D: prop>
<D: supported-privil ege-set/ >
</ D: prop>
</ D: propfind>
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>> Response <<
HTTP/ 1.1 207 Multi-Status

Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D:nul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / www. exanpl e. comf papers/ </ D: href >
<D: pr opst at >
<D: pr op>
<D: supported-privil ege-set >
<D: supported-privil ege>
<D: privilege><D: all/></D:privil ege>
<D: abstract/>
<D: description xm:|lang="en">
Any operation
</ D: descri ption>
<D: supported-privil ege>
<D: privil ege><D: read/ ></ D: pri vi | ege>
<D: description xm:|ang="en">
Read any obj ect
</ D: descri ption>
<D: supported-privil ege>
<D: privil ege><D: read-acl/></D: privil ege>
<D: abstract/>
<D: description xm :|ang="en">Read ACL</D: description>
</ D: supported-privil ege>
<D: support ed-privil ege>
<D: privil ege>
<D: read-current-user-privil ege-set/>
</D:privil ege>
<D: abstract/>
<D: description xm:|lang="en">
Read current user privilege set property
</ D: descri ption>
</ D: supported-privil ege>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privilege><D:witel/></D:privil ege>
<D: description xm:|lang="en">
Wite any object
</ D: descri ption>
<D: supported-privil ege>
<D: privil ege><D:wite-acl/></D:privil ege>
<D: description xm:lang="en">
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Wite ACL
</ D: descri ption>
<D: abstract/>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privil ege><D:wite-properties/></D:privilege>
<D: description xm:|lang="en">
Wite properties
</ D: descri ption>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privil ege><D:wite-content/></D:privil ege>
<D: description xm:|lang="en">
Wite resource content
</ D: descri ption>
</ D: supported-privil ege>
</ D: supported-privil ege>
<D: support ed-privil ege>
<D: privil ege><D: unl ock/ ></ D: pri vi | ege>
<D: description xm :lang="en">
Unl ock resource
</ D: descri ption>
</ D: supported-privil ege>
</ D: supported-privil ege>
</ D: support ed-privil ege-set >
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</ D: st at us>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>

5.4. DAV:current-user-privil ege-set

DAV: current-user-privilege-set is a protected property containing the
exact set of privileges (as conputed by the server) granted to the
currently authenticated HTTP user. Aggregate privileges and their
contained privileges are listed. A user-agent can use the val ue of
this property to adjust its user interface to nmake actions

i naccessible (e.g., by graying out a menu itemor button) for which
the current principal does not have permi ssion. This property is

al so useful for determ ning what operations the current principal can
perform w thout having to actually execute an operation

<! ELEMENT current-user-privilege-set (privilege*)>
<l ELEMENT privil ege ANY>
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If the current user is granted a specific privilege, that privilege
nmust belong to the set of privileges that nmay be set on this
resource. Therefore, each elenment in the DAV:current-user-
privilege-set property MJST identify a non-abstract privilege from
the DAV: supported-privil ege-set property.

5.4.1. Exanple: Retrieving the User's Current Set of Assigned
Privil eges

Conti nuing the exanple from Section 5.3.1, this exanple shows a
client requesting the DAV:current-user-privilege-set property from
the resource with URL http://ww. exanpl e. conf papers/. The usernane
of the principal naking the request is "khare", and D gest
authentication is used in the request. The principal with usernane
"khare" has been granted the DAV:read privilege. Since the DAV:read
privilege contains the DAV:read-acl and DAV:read-current-user-
privilege-set privileges (see Section 5.3.1), the principal with
usernane "khare" can read the ACL property, and the DAV:current-
user-privil ege-set property. However, the DAV:all, DAV:read-acl

DAV: wite-acl and DAV:read-current-user-privil ege-set privileges are
not listed in the value of DAV:current-user-privil ege-set, since (for
this exanple) they are abstract privileges. DAV:wite is not listed
since the principal with username "khare" is not listed in an ACE
granting that principal wite pernission

>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: O

Aut hori zati on: Di gest username="khare"
real m="user s@xanpl e. conf, nonce="...",

uri ="/ papers/", response="...", opaque="..."
<?xm version="1.0" encoding="utf-8" ?>
<D: propfind xm ns: D="DAV: " >
<D: pr op>
<D: current-user-privil ege-set/>
</ D: pr op>
</ D: pr opfi nd>
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>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D:mul tistatus xm ns: D="DAV: ">
<D: r esponse>
<D: href >htt p: / / www. exanpl e. comf paper s/ </ D: href >
<D: propst at >
<D: pr op>
<D: current-user-privil ege-set >
<D: privil ege><D: read/ ></ D: pri vi | ege>
</ D: current-user-privil ege-set>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>

5.5. DAV: acl

This is a protected property that specifies the |ist of access
control entries (ACEsS), which define what principals are to get what
privileges for this resource.

<l ELEMENT acl (ace*) >

Each DAV: ace el ement specifies the set of privileges to be either
granted or denied to a single principal. |f the DAV:acl property is
enpty, no principal is granted any privilege.

<l ELEMENT ace ((principal | invert), (grant|deny), protected?,
i nherited?)>

5.5.1. ACE Princi pal

The DAV: principal elenment identifies the principal to which this ACE
applies.

<l ELEMENT principal (href | all | authenticated | unauthenticated
| property | self)>

The current user matches DAV: href only if that user is authenticated

as being (or being a menber of) the principal identified by the URL
cont ai ned by that DAV: href.
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The current user always matches DAV: al | .

<!l ELEMENT al |l EMPTY>

The current user matches DAV: authenticated only if authenticated.
<! ELEMENT aut henti cated EMPTY>

The current user matches DAV: unaut henticated only if not
aut henti cat ed.

<! ELEMENT unaut henti cat ed EMPTY>

DAV: al | is the union of DAV: authenticated, and DAV: unaut henti cat ed.
For a given request, the user matches either DAV:authenticated, or
DAV: unaut henti cat ed, but not both (that is, DAV:authenticated and
DAV: unaut henti cated are di sjoint sets).

The current user matches a DAV: property principal in a DAV: ac
property of a resource only if the value of the identified property
of that resource contains at npost one DAV: href XM. el ement, the UR
val ue of DAV: href identifies a principal, and the current user is

aut henticated as being (or being a menber of) that principal. For
exanple, if the DAV: property el ement contai ned <DAV: owner/ >, the
current user would match the DAV: property principal only if the
current user is authenticated as matching the principal identified by
the DAV: owner property of the resource

<I ELEMENT property ANY>

The current user matches DAV:self in a DAV:acl property of the
resource only if that resource is a principal and that principa

mat ches the current user or, if the principal is a group, a nenber of
that group matches the current user.

<! ELEMENT sel f EMPTY>

Sone servers may support ACEs applying to those users NOT mat ching
the current principal, e.g., all users not in a particular group
This can be done by wrapping the DAV: principal element with
DAV:invert.

<! ELEMENT i nvert principal >
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5.5.2. ACE Grant and Deny

Each DAV: grant or DAV:deny el ement specifies the set of privileges to
be either granted or denied to the specified principal. A DAV:grant
or DAV: deny el enent of the DAV:acl of a resource MJST only contain
non- abstract el ements specified in the DAV: supported-privil ege-set of
that resource.

<l ELEMENT grant (privilege+)>
<! ELEMENT deny (privil ege+)>
<!l ELEMENT privil ege ANY>

5.5.3. ACE Protection

A server indicates an ACE is protected by including the DAV: protected
element in the ACE. If the ACL of a resource contains an ACE with a
DAV: protected el ement, an attenpt to renove that ACE fromthe ACL
MUST fai l

<! ELEMENT protected EMPTY>
5.5.4. ACE | nheritance

The presence of a DAV:inherited el enent indicates that this ACE is

i nherited from anot her resource that is identified by the URL
contained in a DAV: href element. An inherited ACE cannot be nodified
directly, but instead the ACL on the resource fromwhich it is

i nherited nmust be nodified.

Note that ACE inheritance is not the same as ACL initialization. ACL
initialization defines the ACL that a newWy created resource will use
(if not specified). ACE inheritance refers to an ACE that is

| ogically shared - where an update to the resource containing an ACE
will affect the ACE of each resource that inherits that ACE. The

met hod by which ACLs are initialized or by which ACEs are inherited
is not defined by this docunent.

<l ELEMENT inherited (href)>

5.5.5. Exanple: Retrieving a Resource’s Access Control List
Continuing the exanple from Sections 5.3.1 and 5.4.1, this exanple
shows a client requesting the DAV:acl property fromthe resource with

URL http://ww. exanpl e. com papers/. There are two ACEs defined in
this ACL:
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ACE #1: The group identified by URL http://ww. exanpl e. com acl/
groups/ nmai ntai ners (the group of site nmaintainers) is granted
DAV:write privilege. Since (for this exanple) DAV:wite contains the
DAV:wite-acl privilege (see Section 5.3.1), this means the

"mai nt ai ners” group can also nodify the access control |ist.

ACE #2: Al principals (DAV:all) are granted the DAV:read privil ege.
Since (for this exanple) DAV:read contains DAV:read-acl and

DAV: read-current-user-privil ege-set, this neans all users (including
all nenmbers of the "maintainers" group) can read the DAV:acl property
and the DAV: current-user-privil ege-set property.

>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: 0O

Aut hori zation: Di gest usernanme="nasinter",
real m"user s@xanpl e. conf, nonce="...",

uri="/papers/", response="...", opaque="...

<D: propfi nd xm ns: D="DAV: ">
<D: pr op>
<D: acl />
</ D: pr op>
</ D: pr opfi nd>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<D:nmul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / ww. exanpl e. com paper s/ </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: acl >
<D: ace>
<D: pri nci pal >
<D: hr ef
>http:// ww. exanpl e. com acl / gr oups/ mai nt ai ner s</ D: hr ef >
</ D: princi pal >
<D: grant >
<D: privilege><D:witel/></D:privil ege>
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</ D:. grant >

</ D: ace>
<D: ace>
<D: princi pal >
<D:all/>
</ D: princi pal >
<D: grant >
<D: privil ege><D: read/ ></ D: pri vi | ege>
</ D: grant >
</ D: ace>
</ D: acl >
</ D: pr op>

<D: status>HTTP/ 1.1 200 OK</ D: st at us>
</ D: pr opst at >
</ D: response>
</D.nmul tistatus>

5.6. DAV:acl-restrictions
This protected property defines the types of ACLs supported by this
server, to avoid clients needlessly getting errors. Wen a client
tries to set an ACL via the ACL nethod, the server may reject the
attenpt to set the ACL as specified. The follow ng properties
indicate the restrictions the client nmust observe before setting an
ACL:
<grant-only> Deny ACEs are not supported
<no-invert> Inverted ACEs are not supported
<deny-before-grant> Al deny ACEs nust occur before any grant ACEs
<requi red- princi pal > I ndi cates which principals are required to be

pr esent

<! ELEMENT acl -restrictions (grant-only?, no-invert?,
deny- bef ore- grant ?,
required-principal ?)>
5.6.1. DAV:grant-only
This el ement indicates that ACEs with deny clauses are not all owed.

<! ELEMENT grant-only EMPTY>
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5.6.2. DAV:no-invert ACE Constraint

This elenment indicates that ACEs with the <invert> el enent are not
al | oned.

<! ELEMENT no-invert EMPTY>
5.6.3. DAV: deny- bef ore-grant

This el erment indicates that all deny ACEs nmust precede all grant
ACEs.

<! ELEMENT deny- bef ore-grant EMPTY>
5.6.4. Required Principals

The required principal elenments identify which principals nmust have
an ACE defined in the ACL.

<! ELEMENT requi red-princi pa
(all? | authenticated? | unauthenticated? | self? | href*
property*)>

For exanple, the follow ng element requires that the ACL contain a
DAV: owner property ACE:

<D: requi red- pri nci pal xm ns: D="DAV: " >
<D: pr oper t y><D: owner/ ></ D: pr operty>
</ D: requi red-princi pal >

5.6.5. Exanple: Retrieving DAV:acl-restrictions

In this exanple, the client requests the value of the DAV:acl -
restrictions property. Digest authentication provides credentials
for the principal operating the client.

>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: O

Aut hori zation: Di gest username="srcarter",
real m="user s@xanpl e. conf, nonce="...",

uri ="/ papers/", response="...", opaque="..
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<?xm version="1.0" encoding="utf-8" ?>
<D: propfind xm ns: D="DAV: " >
<D: pr op>
<D: acl -restrictions/>
</ D: pr op>
</ D: pr opfi nd>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D:nul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / www. exanpl e. comf papers/ </ D: href >
<D: pr opst at >
<D: pr op>
<D: acl -restrictions>
<D: grant-only/>
<D: r equi r ed- pri nci pal >
<D all/>
</ D: requi red-princi pal >
</D:acl-restrictions>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</ D: st at us>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>

5.7. DAV:inherited-acl-set

This protected property contains a set of URLs that identify other
resources that also control the access to this resource. To have a
privilege on a resource, not only nust the ACL on that resource
(specified in the DAV:acl property of that resource) grant the
privilege, but so nust the ACL of each resource identified in the
DAV: i nherited-acl -set property of that resource. Effectively, the
privileges granted by the current ACL are ANDed with the privil eges
granted by each inherited ACL.

<! ELEMENT i nherited-acl-set (href*)>
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5.8. DAV: principal -collection-set

This protected property of a resource contains a set of URLs that
identify the root collections that contain the principals that are
avail abl e on the server that inplements this resource. A WbDAV
Access Control Protocol user agent could use the contents of

DAV: princi pal -col l ection-set to retrieve the DAV: di spl aynanme property
(specified in Section 13.2 of [RFC2518]) of all principals on that
server, thereby vyielding human-readabl e names for each principal that
could be displayed in a user interface.

<! ELEMENT princi pal -col | ection-set (href*)>

Since different servers can control different parts of the URL
nanespace, different resources on the same host MAY have different
DAV: pri nci pal -col | ecti on-set values. The collections specified in
the DAV: princi pal -col |l ecti on-set MAY be | ocated on different hosts
fromthe resource. The URLs in DAV:principal-collection-set SHOULD be
http or https schene URLs. For security and scalability reasons, a
server MAY report only a subset of the entire set of known principal
col l ections, and therefore clients should not assune they have
retrieved an exhaustive listing. Additionally, a server MAY elect to
report none of the principal collections it knows about, in which
case the property value would be enpty.

The val ue of DAV: principal -col | ection-set gives the scope of the
DAV: pri nci pal - property-search REPORT (defined in Section 9.4).
Clients use the DAV: principal - property-search REPORT to popul ate
their user interface with a list of principals. Therefore, servers
that limt aclient’s ability to obtain principal information wll
interfere with the client’s ability to nanipul ate access contro
lists, due to the difficulty of getting the URL of a principal for
use in an ACE.

5.8.1. Exanple: Retrieving DAV:principal -collection-set

In this exanple, the client requests the value of the DAV: principal -
col l ection-set property on the collection resource identified by URL
http: //ww. exanpl e. conf papers/. The property contains the two URLs,
http: //ww. exanpl e. conf acl /users/ and http://

www. exanpl e. coni acl / groups/, both w apped in DAV: href XM el enents.
Di gest authentication provides credentials for the principa
operating the client.

Cemm et al. St andards Track [ Page 30]



RFC 3744 WebDAV Access Control Protocol May 2004

The client mght reasonably follow this request with two separate
PROPFI ND requests to retrieve the DAV: di spl aynane property of the
nmenbers of the two collections (/acl/users and /acl/groups). This
i nformati on coul d be used when di splaying a user interface for
creating access control entries.

>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: 0O

Aut hori zation: Di gest usernanme="yarong",
real m="user s@xanpl e. conf, nonce="...",

uri="/papers/", response="...", opaque="...

<?xm version="1.0" encoding="utf-8" ?>
<D: propfi nd xm ns: D="DAV: ">
<D: prop>
<D: princi pal -col | ecti on-set/>
</ D: pr op>
</ D: pr opfi nd>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D:nmul tistatus xm ns: D="DAV: ">
<D: r esponse>
<D: href >htt p: / / www. exanpl e. comf paper s/ </ D: href >
<D: propst at >
<D: pr op>
<D: pri nci pal -col | ecti on-set >
<D: href >htt p: / / ww. exanpl e. conf acl / users/ </ D: hr ef >
<D: href >htt p: / / ww. exanpl e. com acl / gr oups/ </ D: hr ef >
</ D: principal -col | ection-set>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>
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The foll owi ng exanpl e shows how access control information can be
retrieved by using the PROPFIND nmethod to fetch the values of the
DAV: owner, DAV: supported-privil ege-set, DAV:current-user-privilege-

set, and DAV: acl properties.
>> Request <<

PROPFI ND /top/ contai ner/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: O

Aut hori zati on: Di gest username="ejw',
real m="user s@xanpl e. conf, nonce="...",

uri="/top/container/", response="...", opaque="..

<?xm version="1.0" encoding="utf-8" ?>
<D: propfind xm ns: D="DAV: " >
<D: pr op>
<D: owner/ >
<D: supported-privil ege-set/>
<D: current-user-privil ege-set/>
<D: acl />
</ D: pr op>
</ D: pr opfi nd>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="utf-8" ?>
<D:rul tistatus xm ns: D="DAV: "
xm ns: A="http://ww. exanpl e. conf acl /">
<D: response>
<D: href >htt p: / / ww. exanpl e. coni t op/ cont ai ner/ </ D: hr ef >
<D: pr opst at >
<D: prop>
<D: owner >

<D: href >htt p: / / www. exanpl e. conf user s/ gcl enmx/ D: hr ef >

</ D: owner >
<D: supported-privil ege-set >
<D: supported-privil ege>
<D: privil ege><D: al | /></D: privil ege>
<D: abstract/>
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<D: description xm:|lang="en">
Any operation
</ D: descri ption>
<D: supported-privil ege>
<D: privil ege><D: read/ ></ D: pri vi | ege>
<D: description xm:|lang="en">
Read any obj ect
</ D: descri ption>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privilege><D:wite/></D:privil ege>
<D: abstract/>
<D: description xm:|lang="en">
Wite any object
</ D: descri ption>
<D: supported-privil ege>
<D: privil ege><A: create/ ></D: privi | ege>
<D: description xm:lang="en">
Create an object
</ D: descri ption>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privi | ege><A: updat e/ ></ D: pri vi | ege>
<D: description xm:|lang="en">
Updat e an obj ect
</ D: descri ption>
</ D: supported-privil ege>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privil ege><A: del ete/ ></ D: privi |l ege>
<D: description xm:|lang="en">
Del ete an obj ect
</ D: descri ption>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privil ege><D: read-acl/></D: privil ege>
<D: description xm:|lang="en">
Read the ACL
</ D: descri ption>
</ D: supported-privil ege>
<D: supported-privil ege>
<D: privil ege><D:wite-acl/></D:privil ege>
<D: description xm:|lang="en">
Wite the ACL
</ D: descri ption>
</ D: supported-privil ege>
</ D: supported-privil ege>
</ D: support ed-privil ege-set >
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<D: current-user-privil ege-set >
<D: privil ege><D: read/ ></ D: pri vi | ege>
<D: privi |l ege><D: read-acl / ></ D: pri vi | ege>
</D: current-user-privil ege-set>
<D: acl >
<D: ace>
<D: pri nci pal >
<D: href >htt p: / / www. exanpl e. conf user s/ esed| ar </ D: hr ef >
</ D: princi pal >
<D: grant >
<D: privil ege><D: read/ ></D: pri vi | ege>
<D: privilege><D:witel/></D:privil ege>
<D: privil ege><D: read-acl /></D: privil ege>
</ D: grant >
</ D: ace>
<D: ace>
<D: pri nci pal >
<D: href >htt p: / / www. exanpl e. cont gr oups/ nr kt ng</ D: hr ef >
</ D: princi pal >
<D: deny>
<D: privil ege><D: read/ ></ D: pri vi | ege>
</ D: deny>
</ D: ace>
<D: ace>
<D: pri nci pal >
<D: pr opert y><D: owner/ ></ D: property>
</ D: princi pal >
<D: grant >
<D: privil ege><D: read-acl/></D: privil ege>
<D: privilege><D:wite-acl/></D:privil ege>
</ D:. grant >
</ D: ace>
<D: ace>
<D: pri nci pal ><D: al | / ></ D: pri nci pal >
<D: grant >
<D: privil ege><D: read/ ></D: privi | ege>
</ D:. grant >
<D: i nherited>
<D: href >htt p: // www. exanpl e. com t op</ D: hr ef >
</ D:inherited>
</ D: ace>
</ D: acl >
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</ D: st at us>
</ D: pr opst at >
</ D: response>
</D:nul tistatus>
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The val ue of the DAV: owner property is a single DAV: href XM el enent
containing the URL of the principal that owns this resource.

The val ue of the DAV: supported-privil ege-set property is a tree of
supported privileges (using "[ XM. Namespace , |ocalnane]" to identify
each privilege):

[DAV:, all] (aggregate, abstract)
|

+-- [DAV:, read]
+-- [DAV:, wite] (aggregate, abstract)

+-- [http://ww. exanpl e. conf acl, create]
+-- [http://ww. exanpl e. conf acl, update]
+-- [http://ww. exanpl e.com acl, delete]
+-- [DAV:, read-acl]
+-- [DAV:, wite-acl]

The DAV: current-user-privilege-set property contains two privil eges,
DAV:read, and DAV:read-acl. This indicates that the current

aut henticated user only has the ability to read the resource, and
read the DAV: acl property on the resource. The DAV:acl property
contains a set of four ACEs:

ACE #1: The principal identified by the URL http://ww. exanpl e. com
users/esedlar is granted the DAV:read, DAV:wite, and DAV:read-ac
privil eges.

ACE #2: The principals identified by the URL http://ww. exanpl e. cont
groups/ nrktng are denied the DAV:read privilege. |In this exanple,
the principal URL identifies a group

ACE #3: In this ACE, the principal is a property principal
specifically the DAV: owner property. Wen evaluating this ACE, the
val ue of the DAV:owner property is retrieved, and is exam ned to see
if it contains a DAV: href XM. elenent. |If so, the URL within the
DAV: href elenment is read, and identifies a principal. 1In this ACE,
the owner is granted DAV:read-acl, and DAV:wite-acl privileges.

ACE #4: This ACE grants the DAV:all principal (all users) the

DAV:read privilege. This ACE is inherited fromthe resource http://
wwv. exanpl e. conftop, the parent collection of this resource.
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6. ACL Eval uation

WebDAV ACLs are evaluated in sinilar nmanner as ACLs on Wndows NT and
in NFSv4 [RFC3530]). An ACL is evaluated to deterni ne whether or not
access will be granted for a WebDAV request. ACEs are maintained in
a particular order, and are evaluated until all of the perm ssions
required by the current request have been granted, at which point the
ACL evaluation is term nated and access is granted. |If, during ACL
eval uation, a <deny> ACE (matching the current user) is encountered
for a privilege which has not yet been granted, the ACL evaluation is
term nated and access is denied. Failure to have all required
privileges granted results in access being denied.

Note that the semantics of many ot her existing ACL systens may be
represented via this nechanism by mxing deny and grant ACEs. For
exanpl e, consider the standard "rwx" privilege schene used by UNI X
In this scheme, if the current user is the owner of the file, access
is granted if the corresponding privilege bit is set and denied if
not set, regardl ess of the perm ssions set on the file's group and
for the world. An ACL for UNI X permissions of "r--rwr--" mght be
constructed |ike:

<D: acl >
<D: ace>
<D: pri nci pal >
<D: pr opert y><D: owner/ ></ D: pr operty>
</ D: princi pal >
<D: grant >
<D: privil ege><D: read/ ></ D: pri vi | ege>
</ D: grant >
</ D: ace>
<D: ace>
<D: princi pal >
<D: pr oper t y><D: owner/ ></ D: pr operty>
</ D: princi pal >
<D: deny>
<D: privilege><D: all/></D:privil ege>
</ D: deny>
</ D: ace>
<D:. ace>
<D: pri nci pal >
<D: property><D: gr oup/ ></ D: property>
</ D: princi pal >
<D: grant >
<D: privil ege><D: read/ ></ D: pri vi | ege>
<D: privilege><D:wite/></D:privil ege>
</ D:. grant >
</ D: ace>
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<D: ace>
<D: princi pal >
<D: pr oper t y><D: gr oup/ ></ D: pr operty>
</ D: pri nci pal >
<D: deny>
<D:privilege><D:all/></D:privil ege>
</ D: deny>
</ D: ace>
<D: ace>
<D: pri nci pal ><D: al | ></ D: pri nci pal >
<D: gr ant >
<D: privil ege><D: read/ ></D: privi | ege>
</ D:. grant >
</ D: ace>
</ D: acl >

and the <acl-restrictions> would be defined as:

<D: no-invert/>

<D: r equi r ed- pri nci pal >
<D:all/>
<D: pr operty><D: owner/ ></ D: property>
<D: pr oper t y><D: gr oup/ ><D: gr oup/ >

</ D: requi red-princi pal >

Note that the client can still get errors froma UNI X server in spite
of obeying the <acl-restrictions> including <D:all owed-principal >
(addi ng an ACE specifying a principal other than the ones in the ACL
above) or <D:ace-conflict> (by trying to reorder the ACEs in the
exanpl e above), as these particular inplenentation semantics are too
conplex to be captured with the sinple (but general) declarative
restrictions.

7. Access Control and existing methods

This section defines the inpact of access control functionality on
exi sting nethods.

7.1. Any HTTP net hod
7.1.1. Error Handling

The WebDAV ACL nmechani smrequires the usage of HTTP nethod
"preconditions" as described in section 1.6 of RFC3253 for ALL HTTP
nmet hods. Al HTTP nethods have an additional precondition called
DAV: need-privileges. |If an HITP nethod fails due to insufficient
privileges, the response body to the "403 Forbi dden" error MJST
contain the <DAV:error> el enent, which in turn contains the
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<DAV: need- pri vi | eges> el enent, which contains one or nore
<DAV: r esource> el enents indicating which resource had insufficient
privileges, and what the |acking privileges were:

<! ELEMENT need-privil eges (resource)* >
<! ELEMENT resource ( href , privilege ) >

Since sonme nmethods require multiple perm ssions on nultiple
resources, this information is needed to resolve any anbiguity.
There is no requirenent that all privilege violations be reported -
for inplementation reasons, some servers may only report the first
privilege violation. For exanple:

>> Request <<

MOVE /al/ b/ HTTP/ 1.1
Host: www. exanpl e. com
Destination: http://ww.exanple.conlc/d

>> Response <<

HTTP/ 1.1 403 For bi dden
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<D:error xm ns: D="DAV: ">
<D: need- pri vi | eges>
<D: resour ce>
<D: hr ef >/ a</ D: hr ef >
<D: privil ege><D: unbi nd/ ></ D: pri vi | ege>
</ D: resour ce>
<D:. resour ce>
<D: href>/c</ D: hr ef >
<D: privil ege><D: bi nd/ ></ D: pri vi | ege>
</ D. r esour ce>
</ D: need-privil eges>
</D:.error>

7.2. OPTIONS

If the server supports access control, it MJST return "access-
control" as a field in the DAV response header from an OPTI ONS
request on any resource inplenented by that server. A value of
"access-control" in the DAV header MJUST indicate that the server
supports all MJIST level requirements and REQUI RED features specified
in this docunent.
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7.2.1. Exanple - OPTIONS
>> Request <<

OPTIONS /foo.html HTTP/ 1.1
Host: www. exanpl e. com
Content-Length: O

>> Response <<

HTTP/ 1.1 200 OK
DAV: 1, 2, access-contro
Al l ow. OPTIONS, GET, PUT, PROPFIND, PROPPATCH, ACL

In this exanple, the OPTIONS response indicates that the server
supports access control and that /foo.htm can have its access
control list nmodified by the ACL nethod.

7.3. MOVE

When a resource is noved fromone |ocation to another due to a MOVE
request, the non-inherited and non-protected ACEs in the DAV: acl
property of the resource MJST NOT be nodified, or the MOVE request
fails. Handling of inherited and protected ACEs is intentionally
undefined to give server inplenmentations flexibility in how they

i mpl ement ACE inheritance and protection

7.4. COPY

The DAV: acl property on the resource at the destination of a COPY
MUST be the sane as if the resource was created by an individua
resource creation request (e.g., MKCOL, PUT). dients wishing to
preserve the DAV:acl property across a copy need to read the DAV: ac
property prior to the COPY, then performan ACL operation on the new
resource at the destination to restore, insofar as this is possible,
the original access control |ist.

7.5. LOCK

A lock on a resource ensures that only the | ock owner can nodify ACEs
that are not inherited and not protected (these are the only ACEs
that a client can nodify with an ACL request). A |ock does not
protect inherited or protected ACEs, since a client cannot nodify
themwith an ACL request on that resource.
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8.

8.

8.

1

1

Access Control Methods
ACL

The ACL method nodifies the access control |ist (which can be read
via the DAV:acl property) of a resource. Specifically, the ACL
nethod only permts nodification to ACEs that are not inherited, and
are not protected. An ACL nethod invocation nodifies all non-

i nherited and non-protected ACES in a resource’s access control |ist
to exactly match the ACEs contained within in the DAV:acl XM el enent
(specified in Section 5.5) of the request body. An ACL request body
MUST contain only one DAV:acl XM. element. Unless the non-inherited
and non-protected ACEs of the DAV:acl property of the resource can be
updated to be exactly the value specified in the ACL request, the ACL
request MJST fail

It is possible that the ACEs visible to the current user in the

DAV: acl property may only be a portion of the conplete set of ACES on
that resource. |If this is the case, an ACL request only nodifies the
set of ACEs visible to the current user, and does not affect any
non-vi si bl e ACE.

In order to avoid overwiting DAV:acl changes by another client, a
client SHOULD acquire a WbDAV | ock on the resource before retrieving
the DAV: acl property of a resource that it intends on updating.

| npl enentati on Note: Two commpn operations are to add or renove an
ACE from an existing access control list. To acconplish this, a
client uses the PROPFIND nethod to retrieve the value of the

DAV: acl property, then parses the returned access control list to
renove all inherited and protected ACEs (these ACEs are tagged
with the DAV:inherited and DAV: protected XM el enments). In the
remai ni ng set of non-inherited, non-protected ACEs, the client can
add or renove one or nore ACEs before subnmitting the final ACE set
in the request body of the ACL net hod.

1. ACL Preconditions

An inplementati on MUST enforce the followi ng constraints on an ACL
request. If the constraint is violated, a 403 (Forbidden) or 409

(Conflict) response MIST be returned and the indicated XM el enent
MUST be returned as a child of a top | evel DAV:error elenment in an
XM. response body.

Though these status elenments are generally expressed as enpty XM
el ements (and are defined as EMPTY in the DTD), inplenentations MAY
return additional descriptive XML el enments as children of the status
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element. Clients MJST be able to accept children of these status
elements. Cients that do not understand the additional XM el enents
shoul d i gnore them

(DAV: no-ace-conflict): The ACEs submitted in the ACL request MJST NOT
conflict with each other. This is a catchall error code indicating
that an inplenentation-specific ACL restriction has been viol ated.

(DAV: no-protected-ace-conflict): The ACEs subnitted in the ACL
request MJST NOT conflict with the protected ACEs on the resource.
For exanple, if the resource has a protected ACE granting DAV:wite
to a given principal, then it would not be consistent if the ACL
request submitted an ACE denying DAV:wite to the sane principal

(DAV: no-i nherited-ace-conflict): The ACEs subnitted in the ACL
request MJST NOT conflict with the inherited ACEs on the resource.
For exanple, if the resource inherits an ACE fromits parent
collection granting DAV:wite to a given principal, then it would not
be consistent if the ACL request submtted an ACE denying DAV:wite
to the same principal. Note that reporting of this error will be

i mpl ement ati on-dependent. I nplenentati ons MIST either report this
error or allowthe ACE to be set, and then |l et normal ACE eval uation
rul es determ ne whether the new ACE has any inpact on the privileges
avail able to a specific principal

(DAV: i m t ed- nunber -of -aces): The number of ACEs submitted in the ACL
request MJST NOT exceed the number of ACEs all owed on that resource.
However, ACL-conpliant servers MJST support at |east one ACE granting
privileges to a single principal, and one ACE granting privileges to
a group.

(DAV: deny- before-grant): Al non-inherited deny ACEs MJST precede al
non-i nherited grant ACEs.

(DAV: grant-only): The ACEs submitted in the ACL request MJST NOT
include a deny ACE. This precondition applies only when the ACL
restrictions of the resource include the DAV:grant-only constraint
(defined in Section 5.6.1).

(DAV: no-invert): The ACL request MJST NOT include a DAV:invert
element. This precondition applies only when the ACL semantics of
the resource includes the DAV: no-invert constraint (defined in
Section 5.6.2).

(DAV: no-abstract): The ACL request MJST NOT attenpt to grant or deny
an abstract privilege (see Section 5.3).
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(DAV: not - supported-privilege): The ACEs submitted in the ACL request
MJUST be supported by the resource.

(DAV: m ssing-required-principal): The result of the ACL request MJST
have at | east one ACE for each principal identified in a

DAV: requi red-principal XM. elenent in the ACL semantics of that
resource (see Section 5.5).

(DAV: r ecogni zed-principal): Every principal URL in the ACL request
MJST identify a principal resource.

(DAV: al | owed-principal): The principals specified in the ACEs
submitted in the ACL request MJUST be allowed as principals for the
resource. For exanple, a server where only authenticated principals
can access resources would not allow the DAV:all or

DAV: unaut henticated principals to be used in an ACE, since these
woul d al | ow unaut henti cated access to resources.

8.1.2. Exanple: the ACL nethod

In the foll owi ng exanple, user "fielding", authenticated by
information in the Authorization header, grants the principa
identified by the URL http://ww. exanpl e. com users/esedlar (i.e., the
user "esedlar") read and wite privileges, grants the owner of the
resource read-acl and wite-acl privileges, and grants everyone read
privil eges.

>> Request <<

ACL /top/container/ HITP/1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xXxxX

Aut hori zation: Di gest username="fiel di ng"

real me"user s@xanpl e. conf, nonce="...",

uri="/top/container/", response="...", opaque="..."
<?xm version="1.0" encoding="utf-8" ?>
<D: acl xm ns: D="DAV: ">
<D: ace>
<D: pri nci pal >
<D: href >htt p: / / www. exanpl e. conf user s/ esedl ar </ D: hr ef >
</ D: princi pal >
<D: grant >
<D: privil ege><D: read/ ></ D: pri vi | ege>
<D:privil ege><D:wite/></D:privil ege>
</ D:. grant >
</ D: ace>

Cemm et al. St andards Track [ Page 42]



RFC 3744 WebDAV Access Control Protoco

<D: ace>
<D: princi pal >
<D: property><D: owner/ ></ D: property>
</ D: pri nci pal >
<D: grant >
<D: privil ege><D: read-acl/></D: privil ege>
<D: privilege><D:wite-acl/></D:privil ege>
</ D: grant >
</ D: ace>
<D: ace>
<D: princi pal ><D: al | / ></ D: pri nci pal >
<D: grant >
<D: privil ege><D: read/ ></ D: pri vi | ege>
</ D: grant >
</ D: ace>
</ D: acl >

>> Response <<

HTTP/ 1.1 200 K

May 2004

8.1.3. Exanple: ACL method failure due to protected ACE confli ct

In the follow ng request, user "fielding", authenticated by

information in the Authorization header, attenpts to deny the
principal identified by the URL http://ww. exanpl e. conf users/esedl ar
(i.e., the user "esedlar") wite privileges. Prior to the request,
the DAV: acl property on the resource contained a protected ACE (see

Section 5.5.3) granting DAV: owner the DAV:read and DAV:wite

privileges. The principal identified by URL http://ww.exanpl e. cont

users/esedlar is the owner of the resource. The ACL mnet hod

i nvocation fails because the subnmitted ACE conflicts with the
protected ACE, thus violating the semantics of ACE protection

>> Request <<

ACL /top/container/ HITP/1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxxx

Aut hori zation: Di gest usernanme="fiel di ng"

real me"user s@xanpl e. conf, nonce="...",

uri="/top/container/", response="...", opaque="

<?xm version="1.0" encoding="utf-8" ?>
<D: acl xm ns: D="DAV: ">
<D: ace>
<D: pri nci pal >
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<D: href >htt p: / / www. exanpl e. conf user s/ esedl ar </ D: hr ef >
</ D: princi pal >
<D: deny>
<D:privil ege><D:wite/></D:privil ege>
</ D: deny>
</ D: ace>
</ D: acl >

>> Response <<

HTTP/ 1.1 403 For bi dden
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D: error xm ns: D="DAV: ">

<D: no- pr ot ect ed- ace-conflict/>
</ D:error>

8.1.4. Exanple: ACL nethod failure due to an inherited ACE conflict

In the follow ng request, user "ejw', authenticated by information in
the Authorization header, tries to change the access control list on
the resource http://ww. exanpl e.comtop/index.htm. This resource
has two inherited ACEs.

Inherited ACE #1 grants the principal identified by URL http://

www. exanpl e. comfusers/ejw (i.e., the user "ejw') http://

www. exanpl e. conmf privs/wite-all and DAV:read-acl privileges. On this
server, http://ww.exanple.comprivs/wite-all is an aggregate
privilege containing DAV:wite, and DAV:wite-acl.

Inherited ACE #2 grants principal DAV:all the DAV:read privil ege.

The request attenpts to set a (non-inherited) ACE, denying the
principal identified by the URL http://ww. exanpl e. conf users/ejw
(i.e., the user "ejw') DAV:wite pernission. This conflicts with
inherited ACE #1. Note that the decision to report an inherited ACE
conflict is specific to this server inplenentation. Another server

i mpl enent ati on could have all owed the new ACE to be set, and then
used normal ACE evaluation rules to determ ne whether the new ACE has
any inpact on the privileges available to a principal
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>> Request <<

ACL /top/index.htm HITP/ 1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxxx

Aut hori zation: Di gest usernanme="ejw'
real me"user s@xanpl e. conf', nonce="...",

uri="/top/index.htm ", response="...", opaque="..."
<?xm version="1.0" encodi ng="utf-8" ?>
<D: acl xm ns:D="DAV:" xm ns: F="http://ww. exanpl e. conf privs/">
<D: ace>
<D: princi pal >
<D: href >htt p: / / www. exanpl e. conf user s/ ej w</ D: hr ef >
</ D: princi pal >
<D: grant ><D: wri t e/ ></ D: gr ant >
</ D: ace>
</ D: acl >

>> Response <<

HTTP/ 1.1 403 For bi dden
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encoding="utf-8" ?>
<D:error xm ns: D="DAV: ">

<D: no-i nherited-ace-conflict/>
</D:error>

8.1.5. Exanple: ACL nethod failure due to an attenpt to set grant and
deny in a single ACE

In this exanple, user "ygol and”, authenticated by information in the
Aut hori zation header, tries to change the access control list on the
resource http://ww. exanpl e. com di anond/ engagenent-ring.gif. The ACL
request includes a single, syntactically and senantically incorrect
ACE, which attenpts to grant the group identified by the URL http://
www. exanpl e. conf users/friends DAV:read privil ege and deny the
principal identified by URL http://ww. exanpl e. conf users/ygol and-so
(i.e., the user "ygol and-so") DAV:read privilege. However, it is
illegal to have multiple principal elements, as well as both a grant
and deny elenent in the same ACE, so the request fails due to poor
synt ax.
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>> Request <<

ACL /di anond/ engagenent-ring.gif HITP/ 1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxxx

Aut hori zation: Di gest usernanme="ygol and",
real me"user s@xanpl e. conf', nonce="...",
uri ="/di anond/ engagenent-ring.gif", response="..."
opaque="..."

<?xm version="1.0" encoding="utf-8" ?>
<D: acl xm ns: D="DAV: ">
<D: ace>
<D: princi pal >
<D: href >htt p: / / www. exanpl e. comf user s/ fri ends</D: hr ef >
</ D: princi pal >
<D: gr ant ><D: r ead/ ></ D: gr ant >
<D: pri nci pal >
<D: href >htt p: / / ww. exanpl e. com user s/ ygol and- so</ D: hr ef >
</ D: princi pal >
<D: deny><D: r ead/ ></ D: deny>
</ D: ace>
</ D: acl >

>> Response <<

HTTP/ 1.1 400 Bad Request
Content-Length: O

Note that if the request had been divided into two ACEs, one to
grant, and one to deny, the request woul d have been syntactically
wel | forned.

9. Access Control Reports
9.1. REPORT Method

The REPORT nethod (defined in Section 3.6 of [RFC3253]) provides an
ext ensi bl e mechani sm for obtaining information about a resource.
Unl i ke the PROPFI ND net hod, which returns the value of one or nore
nanmed properties, the REPORT nmet hod can involve nore conpl ex
processing. REPORT is valuable in cases where the server has access
to all of the information needed to performthe conmpl ex request (such
as a query), and where it would require multiple requests for the
client to retrieve the informati on needed to performthe sane
request.

Cemm et al. St andards Track [ Page 46]



RFC 3744 WebDAV Access Control Protocol May 2004

A server that supports the WebDAV Access Control Protocol MJST
support the DAV: expand-property report (defined in Section 3.8 of
[ RFC3253]).

9.2. DAV: acl -principal - prop-set Report

The DAV: acl - princi pal -prop-set report returns, for all principals in
the DAV: acl property (of the Request-URI) that are identified by
http(s) URLs or by a DAV:property principal, the value of the
properties specified in the REPORT request body. |In the case where a
principal URL appears multiple times, the DAV:acl-principal -prop-set
report MUST return the properties for that principal only once.
Support for this report is REQU RED

One expected use of this report is to retrieve the human readabl e
nanme (found in the DAV:di spl ayname property) of each principal found
in an ACL. This is useful for constructing user interfaces that show
each ACE in a human readabl e form

Mar shal | i ng
The request body MJST be a DAV: acl - princi pal - prop-set XM el enent.

<! ELEMENT acl - pri nci pal - prop-set ANY>

ANY val ue: a sequence of one or nore el enents, with at nobst one
DAV: prop el enent.

prop: see RFC 2518, Section 12.11

This report is only defined when the Depth header has value "0";
other values result in a 400 (Bad Request) error response. Note
that [ RFC3253], Section 3.6, states that if the Depth header is

not present, it defaults to a value of "0".

The response body for a successful request MJST be a
DAV: mul ti status XML el enent (i.e., the response uses the sane

format as the response for PROPFIND). In the case where there are
no response elenents, the returned nultistatus XM. el enment is
enpty.

mul ti status: see RFC 2518, Section 12.9

The response body for a successful DAV:acl -principal -prop-set
REPORT request MJUST contain a DAV:response el enent for each
principal identified by an http(s) URL listed in a DAV:principa
XM. el ement of an ACE within the DAV:acl property of the resource
identified by the Request-URI
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9.

2.

Post condi ti ons:

(DAV: nunber - of -mat ches-wi thin-linmts): The number of matching
principals must fall within server-specific, predefined limts.
For exanple, this condition mght be triggered if a search
specification woul d cause the return of an extrenely |arge nunber
of responses.

1. Exanple: DAV:acl-principal-prop-set Report

Resource http://ww. exanpl e. com i ndex. ht M has an ACL with three
ACEs:

ACE #1: Al principals (DAV:all) have DAV:read and DAV:read-current-
user-privil ege-set access.

ACE #2: The principal identified by http://ww. exanpl e. com peopl e/
gstein (the user "gstein") is granted DAV:wite, DAV:wite-acl,
DAV: read-acl privil eges.

ACE #3: The group identified by http://ww.exanpl e. conf gr oups/ aut hors
(the "authors" group) is granted DAV:wite and DAV:read-ac
privil eges.

The foll owi ng exanpl e shows a DAV: acl - princi pal - prop-set report
requesting the DAV: di spl aynane property. It returns the val ue of
DAV: di spl aynane for resources http://ww. exanpl e. com peopl e/ gstein
and http://ww. exanpl e. com groups/authors , but not for DAV:all
since this is not an http(s) URL.

>> Request <<

REPORT /index.html HITP/ 1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxxx

Depth: 0O

<?xm version="1.0" encoding="utf-8" ?>
<D: acl - pri nci pal - prop-set xm ns: D="DAV: " >
<D: prop>
<D: di spl aynane/ >
</ D: prop>
</ D: acl - pri nci pal - prop-set >
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>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxxx

<?xm version="1.0" encoding="utf-8" ?>
<D:mul tistatus xm ns: D="DAV: ">
<D: r esponse>
<D: href >htt p: / / www. exanpl e. coml peopl e/ gst ei n</ D: hr ef >
<D: propst at >
<D: pr op>
<D: di spl aynane>Greg St ei n</ D: di spl aynane>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</ D: st at us>
</ D: pr opst at >
</ D: response>
<D: response>
<D: href >htt p: / / www. exanpl e. cont gr oups/ aut hor s</ D: hr ef >
<D: pr opst at >
<D: pr op>
<D: di spl aynane>Si t e aut hor s</ D: di spl aynane>
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:mul tistatus>

9.3. DAV: principal -mat ch REPORT

The DAV: principal -match REPORT is used to identify all nmenbers (at
any depth) of the collection identified by the Request-URl that are
principals and that match the current user. |In particular, if the
col l ection contains principals, the report can be used to identify
all nenmbers of the collection that match the current user
Alternatively, if the collection contains resources that have a
property that identifies a principal (e.g., DAV:owner), the report
can be used to identify all nenbers of the collection whose property
identifies a principal that matches the current user. For exanple,
this report can return all of the resources in a collection hierarchy
that are owned by the current user. Support for this report is
REQUI RED.

Mar shal | i ng:
The request body MJST be a DAV: princi pal -match XM el enment.

<I ELEMENT princi pal -match ((principal -property | self), prop?)>
<! ELEMENT princi pal - property ANY>
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ANY val ue: an el enment whose value identifies a property. The
expectation is the value of the naned property typically contains
an href elenent that contains the URI of a principa

<! ELEMENT sel f EMPTY>

prop: see RFC 2518, Section 12.11

This report is only defined when the Depth header has value "0";
other values result in a 400 (Bad Request) error response. Note
that [ RFC3253], Section 3.6, states that if the Depth header is
not present, it defaults to a value of "0". The response body for
a successful request MIJST be a DAV:multistatus XM elenent. In
the case where there are no response el enents, the returned
multistatus XM el enent is enpty.

mul tistatus: see RFC 2518, Section 12.9

The response body for a successful DAV:principal - mat ch REPORT
request MJST contain a DAV:response el enent for each nenber of the
col l ection that matches the current user. \Wen the

DAV: princi pal -property elenment is used, a match occurs if the
current user is matched by the principal identified by the UR
found in the DAV: href element of the property identified by the
DAV: pri nci pal -property el enent. When the DAV:self elenent is used
in a DAV: principal-match report issued against a group, it matches
the group if a menber identifies the sane principal as the current
user.

If DAV:prop is specified in the request body, the properties
specified in the DAV: prop el ement MJST be reported in the
DAV: response el enents.

9.3.1. Exanple: DAV:principal - mat ch REPORT

The foll owi ng exanple identifies the nenmbers of the collection
identified by the URL http://ww. exanpl e. com doc that are owned by
the current user. The current user ("gclenmmi') is authenticated using
Di gest aut henticati on.

>> Request <<

REPORT /doc/ HTTP/ 1.1

Host: www. exanpl e. com

Aut hori zation: Di gest usernanme="gcl emi,
real me"user s@xanpl e. conf, nonce="...",
uri="/papers/", response="...", opaque="..."

Content - Type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxxx

Depth: 0
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<?xm version="1.0" encoding="utf-8" ?>
<D: princi pal -mat ch xm ns: D="DAV: " >
<D: princi pal - property>
<D: owner/ >
</ D: princi pal - property>
</ D: princi pal - mat ch>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxxx

<?xm version="1.0" encoding="utf-8" ?>
<D:nul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / www. exanpl e. coml doc/ f 0o. ht Ml </ D: hr ef >
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: response>
<D: response>
<D: href >htt p: / / ww. exanpl e. com doc/ i ng/ bar. gi f </ D: hr ef >
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: response>
</D:mul tistatus>

9.4. DAV: principal - property-search REPORT

The DAV: pri nci pal - property-search REPORT perforns a search for al
princi pal s whose properties contain character data that matches the
search criteria specified in the request. One expected use of this
report is to discover the URL of a principal associated with a given
person or group by searching for themby nanme. This is done by
searchi ng over DAV: displayname, which is defined on all principals.

The actual search method (exact matching vs. substring matching vs,
prefix-matchi ng, case-sensitivity) deliberately is left to the server
i npl enentation to allow inplementation on a wi de set of possible user
managenment systens. |In cases where the inplenentation of

DAV: princi pal - property-search is not constrained by the semantics of
an underlying user managenent repository, preferred default senmantics
are casel ess substring matches.

For inplenentation efficiency, servers do not typically support
searching on all properties. A search requesting properties that are
not searchable for a particular principal will not match that
princi pal .

Support for the DAV: principal -property-search report is REQU RED
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| mpl enent ati on Note: The value of a WhbDAV property is a sequence
of well-formed XM., and hence can include any character in the

Uni code/ | SO 10646 standard, that is, nmost known characters in
human | anguages. Due to the idiosyncrasies of case nmappi ng across
human | anguages, inplenentati on of case-insensitive matching is
non-trivial. |Inplementors of servers that do perform substring
mat ching are strongly encouraged to consult "The Uni code Standard"
[ UNI CODE4], especially Section 5.18, Subsection "Casel ess

Mat chi ng", for guidance when inplenenting their case-insensitive
mat chi ng al gorit hms.

| mpl enent ati on Note: Sore inplenentations of this protocol wll
use an LDAP repository for storage of principal netadata. The
schema describing each attribute (akin to a WebDAV property) in an
LDAP repository specifies whether it supports case-sensitive or
casel ess searching. One of the benefits of |eaving the search
method to the discretion of the server inplenentation is the
default LDAP attribute search behavior can be used when

i mpl enenting the DAV: principal -property-search report.

Mar shal | i ng:

The request body MJST be a DAV: princi pal - property-search XM

el enment containing a search specification and an optional list of
properties. For every principal that matches the search
specification, the response will contain the value of the
requested properties on that principal

<I ELEMENT pri nci pal - property-search
((property-search+), prop?, apply-to-principal-collection-set?) >

By default, the report searches all nenbers (at any depth) of the
collection identified by the Request-URI. [|f DAV: apply-to-
principal -collection-set is specified in the request body, the
request is applied instead to each collection identified by the
DAV: pri nci pal -col | ecti on-set property of the resource identified
by the Request-UR

The DAV: property-search el ement contains a prop el ement
enunerating the properties to be searched and a match el enment,
contai ning the search string.

<! ELEMENT property-search (prop, match) >
prop: see RFC 2518, Section 12.11

<! ELEMENT mat ch #PCDATA >
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9.

4.

Mul tiple property-search elenents or multiple elenents within a
DAV: prop elenent will be interpreted with a | ogical AND.

This report is only defined when the Depth header has value "0";
ot her values result in a 400 (Bad Request) error response. Note
that [ RFC3253], Section 3.6, states that if the Depth header is

not present, it defaults to a value of "0".

The response body for a successful request MJST be a
DAV: mul ti status XML elenent. |In the case where there are no
response el ements, the returned multistatus XM. el ement is enpty.

mul ti status: see RFC 2518, Section 12.9

The response body for a successful DAV:principal -property-search
REPORT request MUST contain a DAV:response el enent for each
princi pal whose property values satisfy the search specification
gi ven in DAV: princi pal -property-search

If DAV:prop is specified in the request body, the properties
specified in the DAV: prop el ement MJST be reported in the
DAV: response el enents.

Precondi ti ons:
None
Post condi ti ons:

(DAV: nunber -of -matches-within-limts): The number of matching
principals nmust fall within server-specific, predefined limts.
For exanple, this condition mght be triggered if a search

speci fication woul d cause the return of an extrenely |arge nunber
of responses.

1. Matching

There are several cases to consider when nmatching strings. The
easi est case is when a property value is "sinple" and has only
character information itemcontent (see [ REC- XM.-|1 NFOSET]). For
exanpl e, the search string "julian" would match the DAV: di spl ayname
property with value "Julian Reschke". Note that the on-the-wire
mar shal i ng of DAV: di splaynane in this case is:

<D: di spl ayname xm ns: D="DAV: ">Jul i an Reschke</ D: di spl aynanme>
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The nane of the property is encoded into the XM. el erent infornmation
item and the character information itemcontent of the property is
"Julian Reschke".

A nmore conplicated case occurs when properties have m xed cont ent
(that is, conpound values consisting of multiple child elenment itens,
ot her types of information itens, and character information item
content). Consider the property "aprop" in the namespace "http://
www. exanpl e. coni props/", marshal ed as:

<W aprop xm ns: We"htt p: // www. exanpl e. cont props/ ">
{cdata 0}<Wel eml>{cdata 1}</W el enl>
<W el em2>{cdata 2}</Wel en2>{cdata 3}

</ W apr op>

In this case, matching is perforned on each individual contiguous
sequence of character information itens. In the exanple above, a
search string would be conpared to the four follow ng strings:

{cdata 0}
{cdata 1}
{cdata 2}
{cdata 3}

That is, four individual matches woul d be perforned, one each for
{cdata 0}, {cdata 1}, {cdata 2}, and {cdata 3}.

9.4.2. Exanple: successful DAV:principal -property-search REPORT
In this exanple, the client requests the principal URLs of all users
whose DAV: di spl aynane property contains the substring "doE" and whose
“title" property in the namespace "http://BigCorp.comns/" (that is,
their professional title) contains "Sales". 1In addition, the client
requests five properties to be returned with the matching principals:
In the DAV: namespace: displaynane

In the http://ww. exanpl e. com ns/ nanespace: departnent, phone,
of fice, salary
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The response shows that two principal resources neet the search
speci fication, "John Doe" and "Zygdoebert Snmith". The property
"sal ary" in namespace "http://ww. exanple.com ns/" is not returned,
since the principal making the request does not have sufficient
access permissions to read this property.

>> Request <<

REPCORT /users/ HTTP/ 1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset=utf-8
Cont ent - Lengt h:  xxxx

Depth: 0O

<?xm version="1.0" encoding="utf-8" ?>
<D: pri nci pal - property-search xm ns: D="DAV: ">
<D: property-search>
<D: pr op>
<D: di spl aynane/ >
</ D: pr op>
<D: mat ch>doE</ D: mat ch>
</ D: property-search>
<D: property-search>
<D: prop xm ns:B="http://ww. exanpl e. conl ns/">
<B:titlel>
</ D: pr op>
<D: mat ch>Sal es</ D: mat ch>
</ D: property-search>
<D: prop xm ns: B="http://ww. exanpl e. coni ns/">
<D: di spl aynane/ >
<B: depart nent/ >
<B: phone/ >
<B: officel/>
<B: sal ary/ >
</ D: pr op>
</ D: princi pal - property-search>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm ; charset=utf-8
Cont ent - Lengt h:  xxxx

<?xm version="1.0" encoding="utf-8" ?>
<D:nmul tistatus xm ns: D="DAV:" xm ns: B="http://Bi gCorp.conm ns/">
<D: response>
<D: href >htt p: // www. exanpl e. com user s/ j doe</ D: hr ef >
<D: pr opst at >
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<D: pr op>
<D: di spl aynanme>John Doe</ D: di spl aynanme>
<B: depart nent >W dget Sal es</ B: depart nent >
<B: phone>234- 4567</ B: phone>
<B: of fi ce>209</ B: of fi ce>
</ D: prop>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
<D: pr opst at >
<D: prop>
<B: sal ary/ >
</ D: prop>
<D: status>HTTP/ 1.1 403 For bi dden</ D: st at us>
</ D: pr opst at >
</ D: response>
<D: response>
<D: href >htt p: // www. exanpl e. coml user s/ zsm t h</ D: hr ef >
<D: pr opst at >
<D: pr op>
<D: di spl aynane>zZygdoebert Sm t h</D: di spl aynane>
<B: depart nent >Gadget Sal es</ B: depart nent >
<B: phone>234- 7654</ B: phone>
<B: of fi ce>114</B: of fi ce>
</ D: prop>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
<D: pr opst at >
<D: prop>
<B: sal ary/ >
</ D: prop>
<D: status>HTTP/ 1.1 403 For bi dden</ D: st at us>
</ D: pr opst at >
</ D: response>
</D:nul tistatus>

9.5. DAV: principal -search-property-set REPORT

The DAV: pri nci pal -search-property-set REPORT identifies those
properties that may be searched using the DAV: principal - property-
search REPORT (defined in Section 9.4).

Servers MJST support the DAV: princi pal -search-property-set REPORT on
all collections identified in the value of a DAV: princi pal -
col I ection-set property.

An access control protocol user agent could use the results of the

DAV: pri nci pal - search-property-set REPORT to present a query interface
to the user for retrieving principals.
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Support for this report is REQU RED

| npl enentation Note: Some clients will have only limted screen
real estate for the display of lists of searchable properties. In
this case, a user mght appreciate having the nost frequently
searched properties be displayed on-screen, rather than having to
scroll through a long |ist of searchable properties. ne
mechani sm for signaling the nost frequently searched properties is
to return themtowards the start of a list of properties. A
client can then preferentially display the list of properties in
order, increasing the likelihood that the nost frequently searched
properties will appear on-screen, and will not require scrolling
for their selection.

Mar shal | i ng:

The request body MJST be an enpty DAV: princi pal -search-property-
set XM el enent.

This report is only defined when the Depth header has value "0";
other values result in a 400 (Bad Request) error response. Note
that [ RFC3253], Section 3.6, states that if the Depth header is

not present, it defaults to a value of "0".

The response body MJUST be a DAV: principal -search-property-set XM
el ement, contai ning a DAV: princi pal -search-property XM el enent
for each property that may be searched with the DAV: princi pal -
property-search REPORT. A server MAY limt its response to just a
subset of the searchable properties, such as those likely to be
useful to an interactive access control client.

<! ELEMENT pri nci pal - sear ch- property-set
(principal -search-property*) >

Each DAV: pri nci pal -search-property XM el enent contains exactly
one searchabl e property, and a description of the property.

<! ELEMENT princi pal -search-property (prop, description) >

The DAV: prop el ement contains one principal property on which the
server is able to performa DAV: princi pal - property-search REPORT.

prop: see RFC 2518, Section 12.11
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The description elenent is a human-readabl e description of what
information this property represents. Servers MJST indicate the
human | anguage of the description using the xm:lang attribute and
SHOULD consi der the HITP Accept-Language request header when

sel ecting one of nultiple avail abl e | anguages.

<! ELEMENT descri pti on #PCDATA >
9.5.1. Exanple: DAV:principal -search-property-set REPORT

In this exanple, the client determ nes the set of searchable
principal properties by requesting the DAV: principal -search-
property-set REPORT on the root of the server’s principal URL
collection set, identified by http://ww. exanpl e. conf users/.

>> Request <<

REPORT /users/ HTTP/ 1.1

Host: www. exanpl e. com

Content - Type: text/xm ; charset="utf-8"

Cont ent - Lengt h:  xxx

Accept - Language: en, de

Aut hori zati on: BASI C d2FubnFt YWs6cGFzc3dven)=
Depth: 0

<?xm version="1.0" encoding="utf-8" ?>
<D: princi pal - sear ch-property-set xm ns: D="DAV: "/ >

>> Response <<

HTTP/ 1.1 200 K
Content - Type: text/xm ; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="utf-8" ?>
<D: pri nci pal - sear ch-property-set xm ns: D="DAV: ">
<D: pri nci pal - sear ch- property>
<D: prop>
<D: di spl aynane/ >
</ D: pr op>
<D: description xm :|lang="en">Full nane</D: descripti on>
</ D: princi pal -search-property>
<D: pri nci pal - sear ch- property>
<D: prop xm ns: B="http://Bi gCorp.comns/">
<B: titlel>
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10.

11.

</ D: prop>
<D: description xm:lang="en">Job title</D:description>
</ D: princi pal - search-property>
</ D: princi pal - search-property-set>

XM. Processi ng

| mpl enment ati ons of this specification MJST support the XM el enent
ignore rule, as specified in Section 23.3.2 of [RFC2518], and the XM
Nanespace recomendati on [ REC- XM_- NAMES] .

Not e that use of the DAV nanespace is reserved for XM. el enents and
property names defined in a standards-track or Experinental |ETF RFC

I nternationalizati on Consi derations

In this specification, the only human-readabl e content can be found
in the description XM el enent, found within the DAV: supported-
privilege-set property. This elenent contains a human-readabl e
description of the capabilities controlled by a privilege. As a
result, the description el ement nust be capable of representing
descriptions in multiple character sets. Since the description
element is found within a WebDAV property, it is represented on the
wire as XM. [ REC-XM.], and hence can | everage XM.'s | anguage taggi ng
and character set encoding capabilities. Specifically, XM
processors at mininmumnust be able to read XM. el enents encoded usi ng
the UTF-8 [ RFC3629] encodi ng of the |SO 10646 multilingual plane.

XM. examples in this specification denmonstrate use of the charset

par anmeter of the Content-Type header, as defined in [ RFC3023], as
well as the XM. "encodi ng" attribute, which together provide charset
identification information for M ME and XM. processors. Furthernore,
this specification requires server inplenmentations to tag description
fields with the xm:lang attribute (see Section 2.12 of [REC XM]),
whi ch specifies the human | anguage of the description. Additionally,
server inplenmentations should take into account the value of the
Accept - Language HTTP header to determ ne which description string to
return.

For XML el ements other than the description elenent, it is expected
that inplementations will treat the property nanes, privilege names,
and val ues as tokens, and convert these tokens into hunan-readabl e
text in the user’s | anguage and character set when displayed to a
person. Only a generic WebDAV property display utility would display
these values in their raw formto a human user

For error reporting, we follow the convention of HTTP/ 1.1 status
codes, including with each status code a short, English description
of the code (e.g., 200 (OK)). Wiile the possibility exists that a
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12.

12.

12.

poorly crafted user agent would display this nessage to a user
internationalized applications will ignore this nessage, and displ ay
an appropriate nessage in the user’s |anguage and character set.

Further internationalization considerations for this protocol are
described in the WbDAV Di stributed Authoring protocol specification
[ RFC2518] .

Security Consi derations

Applications and users of this access control protocol should be
aware of several security considerations, detailed below. In
addition to the discussion in this docunment, the security

consi derations detailed in the HITP/ 1.1 specification [ RFC2616], the
WebDAV Di stributed Authoring Protocol specification [ RFC2518], and
the XML Media Types specification [ RFC3023] should be considered in a
security analysis of this protocol.

1. Increased R sk of Conprom sed Users

In the absence of a mechanismfor renmotely mani pul ati ng access
control lists, if a single user’s authentication credentials are
conprom sed, only those resources for which the user has access

perm ssion can be read, nodified, noved, or deleted. Wth the

i ntroduction of this access control protocol, if a single conpronm sed
user has the ability to change ACLs for a broad range of other users
(e.g., a super-user), the nunber of resources that could be altered
by a single conprom sed user increases. This risk can be mtigated
by limting the nunber of people who have wite-acl privileges across
a broad range of resources.

2. Risks of the DAV:read-acl and DAV: current-user-privil ege-set
Privil eges

The ability to read the access privileges (stored in the DAV: ac
property), or the privileges pernmtted the currently authenticated
user (stored in the DAV:current-user-privilege-set property) on a
resource may seeminnocuous, since reading an ACL cannot possibly
affect the resource’s state. However, if all resources have worl d-
readabl e ACLs, it is possible to performan exhaustive search for
those resources that have inadvertently left thenmselves in a

vul nerabl e state, such as being world-witable. |In particular, the
property retrieval nethod PROPFI ND, executed with Depth infinity on
an entire hierarchy, is a very efficient way to retrieve the DAV: acl
or DAV:current-user-privilege-set properties. Once found, this

vul nerability can be exploited by a denial of service attack in which
the open resource is repeatedly overwitten. Alternately, witable
resources can be nodified in undesirable ways.
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To reduce this risk, read-acl privileges should not be granted to
unaut henti cated principals, and restrictions on read-acl and read-
current-user-privilege-set privileges for authenticated principals
shoul d be carefully analyzed when deploying this protocol. Access to
the current-user-privil ege-set property will involve a tradeoff of
usability versus security. When the current-user-privilege-set is

vi sible, user interfaces are expected to provide enhanced infornmation
concerning permitted and restricted operations, yet this information
may al so indicate a vulnerability that could be exploited.

Depl oyment of this protocol will need to evaluate this tradeoff in
light of the requirenents of the depl oynent environnent.

12.3. No Foreknow edge of Initial ACL

In an effort to reduce protocol conplexity, this protoco
specification intentionally does not address the issue of howto
manage or discover the initial ACL that is placed upon a resource
when it is created. The only way to discover the initial ACL is to
create a new resource, then retrieve the value of the DAV: acl
property. This assunmes the principal creating the resource al so has
been granted the DAV:read-acl privilege.

As aresult, it is possible that a principal could create a resource,
and then discover that its ACL grants privileges that are
undesirable. Furthernore, this protocol nakes it possible (though
unlikely) that the creating principal could be unable to nodify the
ACL, or even delete the resource. Even when the ACL can be nodifi ed,
there will be a short period of tine when the resource exists with
the initial ACL before its new ACL can be set.

Several factors mitigate this risk. Human principals are often aware
of the default access permissions in their editing environments and
take this into account when witing information. Furthernore,

default privilege policies are usually very conservative, limting
the privileges granted by the initial ACL.

13. Authentication

Aut henti cati on nmechani sns defined for use with HTTP and WbDAV al so
apply to this WbDAV Access Control Protocol, in particular the Basic
and Di gest authentication mechani snms defined in [ RFC2617] .

| mpl enentation of the ACL spec requires that Basic authentication, if
used, MJST only be supported over secure transport such as TLS.
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14.

15.

16.

16.

| ANA Consi der ati ons

Thi s docunent uses the nanespace defined by [ RFC2518] for XM
elements. That is, this specification uses the "DAV:" URl nanespace,
previously registered in the URI schemes registry. All other | ANA
consi derations nentioned in [ RFC2518] are also applicable to this
speci fication.
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Appendi x A. WebDAV XML Docunent Type Definition Addendum

Al XML elenents defined in this Docunent Type Definition (DTD)
bel ong to the DAV nanespace. This DID should be viewed as an addendum
to the DID provided in [ RFC2518], section 23. 1.

<l-- Privileges -- (Section 3)>

<! ELEMENT read EMPTY>

< ELEMENT write EMPTY>

<IELEMENT write-properties EMPTY>
<! ELEMENT write-content EMPTY>

<! ELEMENT unl ock EMPTY>

<! ELEMENT read-acl EMPTY>

<! ELEMENT read-current-user-privil ege-set EMPTY>
<IELEMENT write-acl EMPTY>

<! ELEMENT bi nd EMPTY>

<! ELEMENT unbi nd EMPTY>

<! ELEMENT al | EMPTY>

<l-- Principal Properties (Section 4) -->

<! ELEMENT princi pal EMPTY>

< ELEMENT al ternate-URlI -set (href*)>

<! ELEMENT pri nci pal - URL (href)>

<! ELEMENT group- menber-set (href*)>

<! ELEMENT group-nmenbership (href*)>

<l-- Access Control Properties (Section 5) -->

<!-- DAV: owner Property (Section 5.1) -->

<! ELEMENT owner (href?)>

<l-- DAV:group Property (Section 5.2) -->

<! ELEMENT group (href?)>

<l'-- DAV: supported-privil ege-set Property (Section 5.3) -->
<! ELEMENT supported-privil ege-set (supported-privilege*)>
<! ELEMENT supported-privil ege

(privilege, abstract?, description, supported-privilege*)>
<! ELEMENT privil ege ANY>

<! ELEMENT abstract EMPTY>
<! ELEMENT descri pti on #PCDATA>
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<l-- DAV:current-user-privilege-set Property (Section 5.4)

<l ELEMENT current-user-privilege-set (privilege*)>

WebDAV Access Contro

<I-- DAV:acl Property (Section 5.5) -->

<! ELEMENT
<! ELEMENT

acl (ace)* >

ace ((principal | invert), (grant]|deny),

i nherited?)>

<! ELEMENT

princi pal (href)

| all | authenticated | unauthenticated
| property | self)>

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

<! ELEMENT

all EMPTY>

aut henti cat ed EMPTY>
unaut henti cat ed EMPTY>
property ANY>

sel f EMPTY>

i nvert principal>
grant (privilege+)>
deny (privilege+)>
privilege ANY>

protected EMPTY>

Pr ot oco

May 2004

S

pr ot ect ed?,

<l ELEMENT inherited (href)>
<I-- DAV:acl-restrictions Property (Section 5.6) -->

<IELEMENT acl -restrictions (grant-only?, no-invert?,
deny- bef ore-grant?, required-principal?)>

<! ELEMENT grant-only EMPTY>
<! ELEMENT no-invert EMPTY>
<! ELEMENT deny- bef ore-grant EMPTY>
<! ELEMENT requi red-pri nci pa
(all? | authenticated? | unauthenticated? | self? | href?*
| property*) >
<l-- DAV:inherited-acl-set Property (Section 5.7) -->
<l ELEMENT i nherited-acl-set (href*)>

<I'-- DAV: principal-collection-set Property (Section 5.8) -->
St andards Track
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<! ELEMENT

<I--

<! ELEMENT
<! ELEMENT

<l-- ACL nethod preconditions (Section 8.1.1)

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT

Access Contro

WebDAV Access Control Protocol

principal -collection-set (href*)>

and Existing Methods (Section 7) -->
need- privil eges (resource)* >
resource ( href, privilege)

S

no- ace-conflict EMPTY>

no- pr ot ect ed- ace-conflict EMPTY>
no-i nherited-ace-conflict EMPTY>
i mted-nunber-of -aces EMPTY>
grant-only EMPTY>

no-invert EMPTY>
deny- bef ore-grant EMPTY>

no- abstract EMPTY>

not - supported-privil ege EMPTY>

m ssi ng-required-princi pal EMPTY>
EMPTY>

May 2004

recogni zed- pri nci pa

<! ELEMENT al | owed- pri nci pal EMPTY>

<I-- REPORTs (Section 9)

-->
<! ELEMENT acl - pri nci pal - prop-set ANY>

ANY val ue: a sequence of one or nore el enents,
DAV: prop el enent.

with at npst one

<!l ELEMENT princi pal -match ((principal -property |
<! ELEMENT princi pal - property ANY>

ANY val ue: an el enent whose value identifies a property. The
expectation is the value of the naned property typically contains
an href elenent that contains the URI of a principa

<! ELEMENT sel f EMPTY>

self), prop?)>

<! ELEMENT princi pal - property-search ((property-search+),
<! ELEMENT property-search (prop, match) >
<! ELEMENT mat ch #PCDATA >

prop?) >

<I ELEMENT pri nci pal - sear ch-property-set (
princi pal - search- property*) >

<! ELEMENT pri nci pal -search-property (prop

<! ELEMENT descri pti on #PCDATA >

description) >
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Appendi x B. WebDAV Met hod Privilege Table (Normative)

The following table of WebDAV nethods (as defined in RFC 2518, 2616,
and 3253) clarifies which privileges are required for access for each
method. Note that the privileges listed, if denied, MJST cause
access to be denied. However, given that a specific inplenmentation
MAY define an additional customprivilege to control access to

exi sting methods, having all of the indicated privileges does not
nmean that access will be granted. Note that |ack of the indicated
privileges does not inply that access will be denied, since a
particul ar inplenmentati on nmay use a sub-privil ege aggregated under
the indicated privilege to control access. Privileges required refer
to the current resource being processed unl ess otherw se specified.
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R e R e +
| METHCD | PRIVILEGES |
R R +

GET <D: r ead>
HEAD <D: read>
OPTI ONS <D:. r ead>

PUT (target exists)

PUT (no target exists)

<D:write-content> on target
resource

<D: bi nd> on parent collection
of target

PROPPATCH <D:wite-properties>
ACL <D:write-acl>
PROPFI ND <D: read> (plus <D:.read-acl> and

COPY (target exists)

COPY (no target exists)

MOVE (no target exists)

MOVE (target exists)

DELETE

LOCK (target exists)
LOCK (no target exists)
MKCOL

<D: read-current-user-privil ege-
set> as needed)

<D:read>, <D:wite-content> and
<D:wite-properties> on target
resource
<D: read>
col I ection
<D: unbi nd> on source coll ection
and <D: bi nd> on target

col l ection

As above, plus <D:unbind> on
the target collection

<D: unbi nd> on parent collection
<D:write-content>

<D: bi nd> on parent collection
<D: bi nd> on parent collection

<D: bi nd> on target

UNLOCK <D: unl ock>

CHECKOUT <D:wite-properties>

CHECKI N <D:write-properties>

REPORT <D:read> (on all referenced

VERSI ON- CONTROL
MERGE
MKWORKSPACE
BASEL| NE- CONTRCL

MKACTI VI TY

resour ces)
<D:wite-properties>
<D:write-content>
<D:write-content> on parent
col l ection
<D:write-properties> and
<D: wite-content>
<D:write-content> on parent
col I ection
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| ndex

A
ACL met hod 40

C
Condi ti on Nanes

DAV: al | owed- pri nci pal (pre) 42
DAV: deny- before-grant (pre) 41
DAV: grant-only (pre) 41
DAV: | i m t ed- nunber - of -aces (pre) 41
DAV: m ssi ng-requi red-principal (pre) 42
DAV: no- abstract (pre) 41
DAV: no-ace-conflict (pre) 41
DAV: no-i nherited-ace-conflict (pre) 41
DAV: no-invert (pre) 41
DAV: no- pr ot ect ed- ace-conflict (pre) 41
DAV: not - supported-privilege (pre) 42
DAV: nunber - of -mat ches-within-limts (post)
DAV: recogni zed- princi pal (pre) 42

DAV header
conpliance class 'access-control’ 38
DAV: acl property 23
DAV: acl - princi pal - prop-set report 48
DAV: acl -restrictions property 27
DAV:all privilege 13
DAV: al | owed- pri nci pal precondition 42
DAV: al ternate- URl -set property 14
DAV: bi nd privilege 12
DAV: current-user-privil ege-set property 21
DAV: deny- bef ore-grant precondition 41
DAV: grant-only precondition 41
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