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Abst r act

This meno describes a M B nodul e that provides a conceptual |ayer

bet ween hi gh-1evel "network-wi de" policy definitions that effect
configuration of the Differentiated Services (diffserv) subsystem and
the instance-specific information that woul d include such details as
the paraneters for all the queues associated with each interface in a
system This essentially provides an interface for configuring
differentiated services at a conceptually higher |ayer than that of
the Differentiated Services M B.
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1. The Internet-Standard Managenent Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. I nt roducti on

This meno defines a M B nodul e that can be used to convey nanagenent
i nformation about desired network-wi de Differentiated Services based
policy behavior. This nodule is designed to integrate with the
Differentiated Services M B nodul e [RFC3289] in order to provide
tenpl ate configurations for the Differentiated Services M B nodul e.
The M B nodul e defined in this neno (the DI FFSERV- CONFI G M B) may be
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used in conbination with the Policy-based Managenent M B nodul e

[PMWM BDR], but that is not a requirenent. Wthout the Policy-based
Managenment M B nodul e, a managenent application nmust enul ate behavi or
provi ded by the Policy-based Managenment M B usi ng equival ent "l ow

| evel ™ SNMP operations in normal manager/agent conmuni cation.

Toget her, this nmeno, [RFC3289], and [ PWMM BDR] represent an instance
of an integrated architecture for both device-specific and network-
wi de policy (configuration) management, which is fully integrated
with the Internet Standard Management FrameworKk.

The Differentiated Services M B nodul e [ RFC3289] operates on a device
level. The MB nodule in this menmo, the DI FFSERV- CONFI G M B, creates
a coherent configurati on nanagenent view as an unbrella over

[ RFC3289]. That is, the DI FFSERV- CONFI G M B provi des a concept ual
Application ProgramlInterface (APlI) for configuration of the
Differentiated Services paraneters. Since the Differentiated
Services MB nodule is able to maintain configuration information,
the DI FFSERV- CONFI G M B configuration APl consists only of
configuration tenplate information and the start of the so-called
functional datapath.

3. Oher Docunents

It is assumed that the reader is fanmliar with Differentiated
Services ([ RFC2474] and [ RFC2475]), the Policy-based Managenent M B
([PW BDR]), and "Configuring Networks and Devices Wth SNwW"

([ RFC3512]). These docunents include all of the necessary

term nol ogy for understanding this meno. However, note that use of
the MB nodule in this meno does not require the use of [PVWM BDR].

[ RFC3512] al so provides an exanple M B nodul e which nmay help in
under standi ng the rel ati onshi p between D FFSERV- CONFI G M B and t he
Differentiated Services MB in [ RFC3289].

4. Rel ationship to other M Bs

In this section, we describe the relationship of this MB nodule to
other M B nodul es. The overall architecture used for policy
confi gurati on management is described in [ PMM BDR].

4.1. The Policy-based Managenment M B Modul e

[ PMWM BDR] defines a M B nodul e that enabl es policy-based

confi gurati on management of infrastructure using the |nternet

St andard Managenent Franmework. The document includes a table for
configuring policies to be inplemented, tables for storing the roles
of elements on a particular device, a table for representing the
capabilities of a device with respect to policy managenent, a table
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for referencing el enents affected by a policy, as well as other
infrastructure. There is no requirenent that [ PMM BDR] be used in
conjunction with the MB nodul e defined in this meno.

See [PMM BDR] for a full description of the policy-based
configuration framework it provides.

4.2. The Differentiated Services M B Mdul e

The Differentiated Services M B nodul e [ RFC3289] provi des a common
set of managed objects useful for configuring Differentiated Services
paranmeters on a Differentiated Services capable device. This is what
is referred to as instance-level configuration. It is the alteration
of the instance-level information in that M B nodul e whi ch nmay be
done using the objects in the MB nodul e defined in this nmeno.

It is recognized that vendors may include additional managed objects
in their devices (via vendor-specific MB nodul es) for configuring
Differentiated Services paraneters. |f a vendor chooses to use the
obj ects defined in this meno for configuration, the vendor should
provi de additional managed objects in a sinilar approach as defined
for the Differentiated Services M B nodul e.

Si nce the managed objects of the Differentiated Services MB

[ RFC3289] are not directly associated with an instance (interface and
interface direction), the sane nanaged objects can be used for
traffic treatnent configuration tenplates in a Differentiated

Servi ces capabl e device and can then be applied on nmultiple

i nstances. Therefore, the tables as defined in the Differentiated
Services MB can be used directly for tenplate configuration
purposes. Those tables are:

- diffServd frTabl e

- diffServd frEl enent Tabl e
- diffServMulti Fi el dCl fr Tabl e
- di ff ServMet er Tabl e

- di ff ServTBPar anirabl e

- di ffServActionTabl e

- di ff ServDscpMar kAct Tabl e
- di ff ServCount Act Tabl e

- diffServAl gDropTabl e

- di ff ServRandonDr opTabl e
- diffServQrabl e

- di ff ServSchedul er Tabl e

- di ff ServM nRat eTabl e

- di ff ServMaxRat eTabl e
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Readers familiar with the Differentiated Services MB will notice
that these are all tenplates. Only the diffServDataPat hTabl e defines
a managed instance for Differentiated Services traffic treatment by
its indexes of the interface and its direction. This also allows the
tabl es nmentioned above to be used as a configuration tenplate wthout
defining anything directly related to a managed i nstance.

5. The Differentiated Services Configuration MB Mdul e Design

The Differentiated Services Configuration MB nmodule (in this nmeno)
of the SNMP-based configuration managenent framework is positioned
bet ween t he Policy-based Managenent M B nodul e and the instance-
specific Differentiated Services MB nodul e as descri bed above.

The M B nodule found in this menmpo is designed to maintain
configuration tenplates for the Differentiated Services MB [ RFC3289]
nodul e. The nodule only has a tenplate table that describes a
Differentiated Services traffic treatnment by providing the starting
poi nter of the functional datapath. The tenplates represent a
specific configuration of traffic treatment in a functional datapath
of a Differentiated Services capable device. To avoid duplication of
managed obj ects, the actual tenplates defining the functional

dat apath are defined in the Differentiated Services M B nodul e.

These are al so used for the managenent of the instances. Therefore,
the inplenmentation of the D FFSERV- CONFI G M B nodul e uses the tables
defined in the Differentiated Services MB. As soon as a
configuration is nmade active via the PCLI CY- MANAGEMENT-M B or usi ng
normal SNMP operations, the configuration defined within this MB
nodule will be instantiated in the DI FFSERV-M B.

Note that this is a conceptual process. That is, the configuration
may not actually go through an APl available in the subsystem which

i mpl ements the DI FFSERV-M B nodul e. However, configuration via the
Dl FFSERV- CONFIGM B module will alter the sanme instrunentation as the
DI FFSERV- M B nodul e whether it does it via the D FFSERV-M B nodul e or
not .

The Differentiated Services Configuration MB nodule only needs to
define a starting point of a traffic treatnent configuration
tenplate. This table is simlar to the diffServDataPat hTabl e

[ RFC3289]. However, it has a semantic difference in that the

di ff ServDat aPat hTable is associated with an instance (interface and
interface direction), whereas the diffServConfigTable in this neno is
not .
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Unl i ke nost M B nodul es, changes to the nmanaged objects in this MB
nodul e do not cause a change in the external/traffic behavior of the
device. This MB nodule is used to set up per-hop-behavi or
configurations. As soon as configurations are made active via the
PCLI CY- MANAGEMENT- M B or SNMP operations, the configurations defined
within this MB nodule will be instantiated in the DI FFSERV-M B

The only table in this MB nodule is the diffServConfigTable, which
provi des managed objects for registering traffic treatnent
configurations used in differentiated services. The sole purpose of
this table is to provide the starting point for a traffic treatnent
configuration tenplate. The traffic treatnent itself is perforned by
functional datapath el ements [ RFC3289].

6. Tenplate d oning

The concept of the DI FFSERV-CONFIG M B is based on having traffic
treatnment configuration tenplates. The tenplates provide a set of
configuration values that provide a particul ar behavior, such as
Expedited Forwarding traffic treatnent, in the functional datapath.
The tenplate (or functional datapath) is simlar to a linked |ist
froma starting point and each (functional datapath) element is
connected to the next elenent via the so-called next RowPointer.

The nonent a tenplate is activated (instantiated) on an interface and
its interface direction, the tenplate needs to be copied/cloned, so
that the tenplate remains as a tenplate. Note that the tenplate is
logically "l ocked" through the cloning process. That is, the
tenpl at e cannot be changed part way through the cloning process.

Wth the exception of the indices, the cloned tenplate will be
identical to the source tenplate.

A literal copy/clone of the template is not possible, since the same
i ndices inside the el ement tables cannot be re-used. The
instantiati on process nust therefore generate a new i ndex for each
element. As a result of this, the 'NEXT pointers also need to be
updated. QO herwi se, those will point to the tenplate

6.1. An Approach to Tenplate C oning

VWhat shoul d a systemcontaining Differentiated Services capabilities
and Differentiated Services configuration capabilities do
conceptually at the nonent a tenplate is activated on an interface?
The foll owi ng approach shoul d not be considered inpl enentation

gui del i nes, but rather a conceptual explanation of what shoul d be
done.
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1) Get the index of the tenplate to be activated
2) Get RowPointer (current) from
di ff ServConfigStart.index
of the diffServConfigTable
3) Check if RowPointer (current) exists
4) Logically "lock" the entry (current) pointed to by
RowPoi nter so that its values are not changed part way
t hrough the cloning process.
5) Copy/C one the entry (current) pointed to by RowPoi nter
a) Get a new index for the entry
b) Configure the new entry with the val ues
of the entry to be cloned
c) Update the NEXT pointer with a new RowPoi nt er
that pointed to the previous entry that was copied
part of this tenplate
6) Store RowPoi nter of cloned entry as (previous) in order to
update the NEXT pointer with the next cloned entry.
7) Get the RowPointer of the next elenent in the tenplate
as (current)
8) If (current) RowPointer does not equal zeroDotZero go to 4
9) Logically "unlock" all the |ocked entries done by step 4).

If a configuration/tenplate is activated via a neans other than a
direct SNMP SET request, such as via the Policy-based Managenent M B
the handling of the activation and potential error response code nust
be provided via that nmechanism |If a configuration/tenplate is
activated using SNMP SET requests, an accurate error response val ue
must be returned. For exanple, if a configuration/tenplate has

i nconsi stent val ues, the SNMP SET should return an error. Whether
the configuration is already finished is not of direct inportance,
since the SNVMP SET response mnmust be accurate. On systens where the
activation may take a long tinme, a response nmay be given prior to
conpl etion, but extra mechanisns nust be provided to detect any
errors.

6.2. Exanple

Thi s section provides an exanple of the process described in the
previous section. This exanple will show a Differentiated Services
capabl e incom ng (ingress) interface that only counts the traffic
stream Then, with the policy-based configuration concept as defined
in this document and in [PWM BDR], a traffic marking configuration
will be applied. The exanple will walk the reader through all of the
steps involved in this process. Again, the use of [PMMBDR] is
sinmply an exanple and is not required.
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NOTE WELL: For brevity and clarity, the exanpl e does not al ways
show the conplete entry (row) of a table. The only objects shown
are those needed for creating the row pointers to the next
functional datapath el ement or needed to provide information about
the specific parameters of the functional datapath elenments. The
col um naned ' I NDEX al ways defines the conplete index as defined

for the associated entry. 1In sone cases, this is a conbined index
of multiple conponents. Therefore, the nanes of the colums are
onmitted.

Al so note that the values Assured Forwardi ng and Expedited

Forwardi ng are abstracted as DSCP(AF) and DSCP(EF) (respectively)

or simply as AF and EF. For the actual values refer to [ RFC3289].
6.2.1. The Initial Situation

The initial configuration is the existing configuration of an ingress

interface.
o +
| i ngress functional datapath
| R + |
R R Soc--oo > count = |----------- Soc--oo >|-->
| R + |
ot e e e e e e e e e e e e e e e e e e eeeeeaaoo- +

This figure depicts a sinple traffic treatnent functional datapath
for an ingress interface. The functional datapath only consists of a
count action.

Wthin the DIFFSERV-M B, this would be instantiated as follows. Note
that RowPoi nter objects nust point to the first accessibl e col umar
object in the conceptual row. Thus, while perhaps nore instructive
to use the index value for the RowPointer object’s value (e.g.

di ffServCount Actld.1) in the exanple, it would nonethel ess be
incorrect, and the first accessible columar object has been used as
shoul d be done (e.g., diffServCountActCctets.1).

di f f Ser vDat aPat hTabl e

o e e e e oo - o m e e e e e e eemao - +- -
| 1 NDEX | diffServDataPat hSt art
o e e e e e oo o e m e e e e e e e oo +- -
| iflndex.ingress | diffServActionNext.1
o e e oo Fomm e e e i i e e +- -
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di ff ServActi onTabl e

Fommm o - o e e e e o e e e e e e e oo +- -
| INDEX | diffServActionNext |diffServActionSpecific

B o e e e e e e o o m e e e e eaaamm +- -
| 1 | 0.0 | di ffServCountActCctets. 1

E oo - - oo e e e e oo oo +- -

Fommma - T +- -
| I'NDEX | diffServCount ActCctets
Fomm - o e e e e e e a oo - +- -
| 1 | |
DT S +- -

6.2.2. The Configuration Tenpl ate

The foll owi ng provides an exanple of a policy configuration in which
traffic is classified by a specific IP filter, that results in two
classifiers (one for the IP filter and one for match all). Both
streanms are then nmetered, narked, and counted. This is an exanple of
usage on the edge (an ingress interface) of a Differentiated Services
domain that wants to have Expedited Forwardi ng and Assured Forwardi ng
marked traffic within the Differentiated Services donain

T +
| i ngress functional datapath
| e + - + - + - +
| | | | | | action: | | action: | |
-->|-->| classifier |--> neter |--> mark EF |[-->| count |-->----- >
| | match <IP>] | | | |
| e + S SRR + S + S +
| | \ |
| | \ oo + |
| | \ | action: | | routing
| | * -->| dropper | | core
| | / | | |
| | / R + |
| v / |
| e + - + - + - +
| | | | action: | | action: | |
| | classifier |--> nmeter |--> mark AF |-->| count [-->]----- >
| | match all | | | | |
| e + S SRR + S + S +
L T +

This figure depicts a policy configuration for ingress traffic
treatment in a Differentiated Services capabl e device. The
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configuration is represented as follows in the DI FFSERV- CONFI G M B
nodul e and t he DI FFSERV-M B nodul e.

Note that the original (existing) traffic treatnment described in
6.2.1 is also in the tables.

Note al so that in the diffServDscpMar kAct Tabl e, DSCP(EF) represents
the DSCP val ue for Expedited Forwardi ng and DSCP(AF) represents the
DSCP val ue for Assured Forwardi ng.

di ff ServConfigTable (in the MB nodule in this meno)

R, o e e e e e e oo oo T +- -
| INDEX | diffServConfigStart | diffServConfigDescr |
Fommm o - o e e e e e e e oo o m e e e e e eee oo s +- -
| "foo" | diffServC frStorage.1 | Exanple traffic treatment |
S Fom e e e e e e aao - Tt +- -

Fomm o - e Fom e e e e e oo +
| INDEX | diffServdfrStorage | diffServC frStatus |
R o e e e o e e e e e ok +
| 1 | | |
Fomm - T o e e e oo +

Fommm o - o m e e e e e eee oo s o e e e e e e e eaa oo +- -
| I'NDEX | diffServd frEl enent Next | diffServd frEl enent Precedence |
S Tt o m e e e e e eme e mao o +- -
| 1.1 | di ffServMeterSucceedNext.1 | 1 |
| 1.2 | di ffServMeterSucceedNext.2 | 2 |

S o m e e e e e e aa o Tt +- -
| INDEX | diffServMeterSucceedNext |diffServMeterFail Next |
R, o e m e e e e e oo o e e e e e e a oo +- -
| 1 | diffServActi onNext. 2 | diffServAl gDropType. 1 |
| 2 | diffServActionNext. 3 | diffServAl gDropType. 1 |
Fommma - It e +- -
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di ff ServActi onTabl e

Fommm o - o a o o m e e e e eee oo s +- -
| I'NDEX | diff ServActi onNext | diffServActionSpecific |
S o m e e e a e oo o m e e e e e e e e o +- -
| 1 | 0.0 | diffServCountActCctets. 1 |
| 2 | diffServActionNext.4 | diffServDscpMarkActDscp. EF |
| 3 | diffServActionNext.5 | diffServDscpMarkAct Dscp. AF |
| 4 | 0.0 | diffServCount ActCctets. 2 |
| 5 | 0.0 | diffServCountActCctets. 3 |
S o m e e e a e oo o m e e e e e e e e o +- -

Fomm o - Fom e e e aaa oo +- -
| I'NDEX | diffServCountActCctets |
R o e e e e oo +- -
| 1 | |
| 2 | |
| 3 | |
Fomm o - Fom e e e aaa oo +- -

B o e e e e e e o oo o m e e e e eaaamm +- -
| INDEX | diffServAl gDhropType | diffServAl gDropSpecific |
E e oo e e e e oo oo +- -
| 1 | al waysDrop(5) | 0.0 |
S - . B T +- -

o e e e e e e e +
| diffServDscpMarkAct Dscp |
o e e e e e e aa oo +
| DSCP(EF) |
| DSCP( AF) |
Fom e e e e e e aao - +

6.2.3. Applying the Tenpl ate

Now we have the original ingress interface configuration and the
policy configuration we want to apply to the actual interface.

The exampl e policy nust provide the required Differentiated Services
traffic treatnent to all interfaces used by systemadm nistrators.
The traffic treatnent required is described in 6.2.2 above.

Therefore, we have the follow ng exanple policy which is configured
via the POLI CY- BASED- MVANAGEMENT- M B nodul e (see [ PVWM BDR]) :

if ( rolevatch("Adm nistrator") )
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t hen
/*
* The $0 gets the "elenment” returned fromthe previous
* statement. the .1 at the end is the ingress interface
* This sets, for example, diffServDataPathStart.3.1 to be
* "diffServConfigStart.3.f.0.0" if interface 3 has the role
* "Adm nistrator”.
*/

set Var ("di ff ServDat aPat hStart . $0. 1",
"di ffServConfigStart.3.f.0.0", QGd)

For our purposes, we only apply this on the inbound (ingress)
direction of the interface.

Not e t hat al though object descriptors are used in this PolicyScript
exanpl e, the object identifiers must be used in the running script.
For nmore information on policies and their syntax refer to [ PMM BDR] .

The following tables in this section provide the cloned entries in
the tables of the DI FFSERV-M B nodule. All tables may have col ums
that contain contents or administrative objects that are not shown.
These col ums do not determine a function in the datapath and they
are not shown for clarity of the cloning nechani sm

Note that the original (existing) traffic treatment of 6.2.1 and
6.2.2 are also in the tables.

di ff ServConfi gTabl e

Fomm - o e e e e e e e T +- -
| I'NDEX | diffServConfigStart | diffServConfigDescr |
Fomm o - o e e e e e e aa oo T +- -
| "foo" | diffServdfrStorage.1 | Exanple traffic treatnent |
R o e e e e e e oo oo e e e e e e e oo - +- -

o e e e e e oo o e m e e e e e e e oo +- -
| | NDEX | diffServDataPat hStart |
o mmeeeiaaaaaas . +- -
| iflndex.ingress | diffServActionNext.2 |
o e e e e oo - o m e e e e e e eemao - +- -
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di ff ServC frTabl e

S . - - +

| INDEX | diffServCdfrStorage | diffServCd frStatus |

S o m e e e e aa o - Fom e e e oo +

| 1 | | |

| 2 | | |

DT R LR R +

di ff Servd frEl enent Tabl e

S o m e e e e e e e e o o m e e e e e eme e mao o +- -
| I'NDEX | diffServd frEl ement Next | diffServd frEl ement Precedence |
R, T o e m e e e e e e e e oo oo +- -
| 1.1 | diffServiMeterSucceedNext.1 | 1 |

| 1.2 | diffServiMeterSucceedNext.2 | 2 |

| 2.3 | diffServiMeterSucceedNext.3 | 1 |

| 2.4 | diffServiMeterSucceedNext.4 | 2 |
Fomm - o e e e e e e e e e e e am o o e e e e e e e e e e e e aa o s +- -
di ff ServMet er Tabl e

S . e Y +- -

| I'NDEX | diffServMeterSucceedNext | diffServMeterFail Next |

S o m e e e e e e aa o Tt +- -

| 1 | diffServActi onNext. 2 | diffServAl gDropType. 1 |

| 2 | diffServActionNext.3 | diffServAl gDropType. 1 |

| 3 | diffServActi onNext.6 | diffServAl gDropType. 2 |

| 4 | diffServActionNext.?7 | diffServAl gDropType. 2 |

Fommma - It e +- -

di ff ServActi onTabl e

R, o e e e e e oo T +- -

| I'NDEX | diffServActi onNext | diffServActionSpecific |

S . . T +- -

| 1 | 0.0 | diffServCountActCctets. 1 |

| 2 | diffServActionNext.4 | diffServDscpMarkAct Dscp. EF |

| 3 | diffServActionNext.5 | diffServDscpMarkAct Dscp. AF |

| 4 | 0.0 | diffServCountActCctets. 2 |

| 5 | 0.0 | diffServCount ActCctets. 3 |

| 6 | diffServActionNext.8 | diffServDscpMarkAct Dscp. EF |

| 7 | diffServActionNext.9 | diffServDscpMarkAct Dscp. AF |

| 8 | 0.0 | diffServCountActCctets. 4 |

| 9 | 0.0 | diffServCountActCctets.5 |

R, o e e e e e oo T +- -
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di f f Ser vCount Act Tabl e

Fommm o - o m e e e a e e oo +- -
| I'NDEX | diffServAct CountCctets |
S o e e e a oo +- -
| 1 | |
| 2 | |
| 3 | |
| 4 | |
| 5 | |
S o e e e a oo +- -

S S e S +- -
| I'NDEX | diffServAl gDropType | diff ServAl gbropSpecific
Fommma - e T +- -
| 1 | al waysDrop(5) | 0.0 |
Fommm oo - Fom e e eeaa oo o m e e e e aaao oo +- -

o e e e e e e e oo +
| diffServDscpMar kAct Dscp

Fom e e e e e e aao - +
| DSCP(EF) |
| DSCP( AF) |
o e e e e e e aa oo +

As one can see in the exanple, the main elements fromwhich a
functional datapath is constructed are duplicated/ copi ed/cl oned.

That process is needed in order to preserve the policy configuration
for reuse at a later tine.

It is up to the SNWP agent to keep track of which network interfaces
are under policy control and which policy rules are being used. This
avoi ds duplication of policy enforcenent. How the agent does this is
an inplementation issue.

One can see that the old functional datapath configurations stay in
the MB nodule tables. It is up to the SNVP agent inplenmentation to
deci de whether to delete stale entries or keep them Garbage
collection of stale entries is an inplementation issue.

6.2.4. Applying the Tenplate Usi ng SNVMP Messages

In this section, the above exanple is explained by using SNW
comuni cati on between the SNVMP "manager"” and the SNWP "agent".
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In order to apply the tenplate to all interfaces that have a role
mat ch of "Adm nistrator,” the SNMP manager must have a list of the
roles of the interface. This nmeans the SNWP manager must do an
SNWP- SET for all those interfaces. This is expressed in the

fol |l owi ng pseudo code functi on.

set tenplate if_administrator_interface(
<interface list> <tenplate nane>
) A

tenplate_oid = SNMP-CGET("di ffServConfigStart. <tenpl ate_nanme>");
foreach interface (<ifRole_ list>) {
if (interface.role == "Administrator") {
SNWVP- SET("di f f ServDat aPat hSt art . $i nterface. 1",
G d, tenplate oid);

}

For exanple, on a systemwith 3 interfaces, the following |ist would
be known to the nanager. The first value indicates the interface
nunber (iflndex) and the second value is its role.

interface list IF_LIST = {

{1, ..., "Admnistrator"”, ... },
{2 ..., "User", ...},
{3 ..., "Administrator", ... } }
This will result in the comunication between a manager and agent of

1 SNWVP- CET and 2 SNWP- SETSs:

SNVP- GET("di ff ServConfigStart. 3.f.0.0")
SNMP- SET("di ff ServDat aPathStart. 1. 1", G d, "diffServActi onNext.1")
SNMP- SET( " di ff ServDat aPat hStart.3.1", G d, "diffServActionNext.1")

7. Managed Objects Definitions (MB Mdul e)

Dl FFSERV- CONFI G M B DEFINI TIONS ::= BEG N
| MPORTS

OBJECT- TYPE, MODULE-| DENTI TY,
zer oDot Zero, mi b-2 FROM SNWPv2- SM -- [ RFC2578]

RowSt at us, St orageType,
RowPoi nt er, Dat eAndTi ne FROM SNWPv2- TC -- [ RFC2579]

MCDUL E- COVPLI ANCE,
OBJECT- GROUP FROM SNWVPv2- CONF -- [ RFC2580]
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SnnpAdmi nStri ng FROM SNWVP- FRAMEWORK- M B; -- [ RFC3411]

di f f ServConfi gM b MODULE- | DENTI TY
LAST- UPDATED "200401220000Z" -- 22 January 2004
ORGANI ZATI ON " SNVPCONF WG
CONTACT- | NFO
" SNMPCONF Wor ki ng Group
http://ww.ietf.org/htm.charters/snnpconf-charter. htm
WG nmailing list: snnpconf @nnp. com

Edit ors:

Harri e Hazew nkel

| . Net

via Darwin 85

20019 - Settino M| anese (M)
Italy

EMail: harrie@net.it

David Partain
Eri csson AB
P. O Box 1248
SE-581 12 Li nkopi ng
Sweden
E-rmai |l : David. Partai n@ricsson. cont

DESCRI PTI ON
"This M B nodul e contains differentiated services
speci fi c nmanaged objects to perform hi gher-Ievel
configurati on managenent. This MB allows policies
to use '"tenplates’ to instantiate Differentiated
Servi ces functional datapath configurations to
be assigned (associated with an interface and
direction) when a policy is activated.

Copyright (C) The Internet Society (2004). This version
of this MB nodule is part of RFC 3747; see the RFC

itself for full legal notices."
REVI SI ON "200401220000Z" -- 22 January 2004
DESCRI PTI ON

"Initial version published as RFC 3747"
:={ mb-2 108 }

di ff ServConfi gM BObj ects OBJECT IDENTIFIER ::= { diffServConfigMb 1 }
di ff Ser vConfi gM BConf or mance OBJECT | DENTIFIER :: =
{ diffServConfigMb 2 }

-- The Differentiated Services configuration objects
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di ff ServConfi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Diff ServConfi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e which defines the various per-hop-behaviors
for which the system has default 'tenplates’."
::={ diffServConfi gMBObjects 2 }

di ff ServConfi gEntry OBJECT- TYPE

SYNTAX D ff ServConfigEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry defining a per-hop-behavior. Each entry in
this table conbines the various paranmeters (entries)
into a specific per-hop-behavior. Entries in this
table m ght be defined by a vendor (pre-configured)
or defined by a nmanagenent application.™”

I NDEX { diffServConfigld }

c:={ diffServConfigTable 1}

D ffServConfigEntry ::= SEQUENCE {
di ffServConfigld SnnpAdmi nStri ng,
di ff ServConfi gDescr SnnpAdmi nStri ng,
di f f Ser vConf i gOaner SnnpAdmi nStri ng,
di f f Ser vConf i gLast Change Dat eAndTi e,
di ff ServConfigStart RowPoi nt er,
di ff ServConfi gSt or age St or ageType,
di ff ServConfi gSt at us RowsSt at us

}

di ff ServConfigld OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..116))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

“A unique id for the per-hop-behavior policy for at

| east the SNWP agent. For ease of administration the
val ue may be unique within an adninistrative donain,
but this is not required.

The range of up to 116 octets is chosen to stay within
the SM |imt of 128 sub-identifiers in an object
identifier."

c:={ diffServConfigEntry 1 }

di ff ServConfi gDescr OBJECT- TYPE

Hazew nkel & Partain St andards Track
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SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A human-readabl e description to identify this defined
per - hop-behavior. Note that this is an SnnpAdm nString,
which permits UTF-8 strings. An administratively assigned
identifier for a tenplate that would be unique within
an adm nistrative domain. It is up to the nanagenent
applications to agree how these are assigned within the
adm ni strative domain. Once a description, such as
"EF' is assigned, that has a certain set of paraneters
that achieve 'EF from box to box. Managenent
application code or script code can then scan
the table to find the proper tenplate and then
assign it."”

o= { diffServConfigEntry 2 }

di ff ServConfi gOwmer OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The owner who created this entry."
.= { diffServConfigEntry 3 }

di f f Ser vConf i gLast Change OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tinme when this entry was | ast changed."
c:={ diffServConfigEntry 4 }

di ff ServConfigStart OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The pointer to a functional datapath configuration tenplate as
set up in the DIFFSERV-M B. This RowPoi nter shoul d
point to an instance of one of:

diffServQ frEntry

di ffServMeterEntry

di ffServActionEntry

di ff Ser vAl gDr opEntry

di ffServQentry
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A val ue of zeroDotZero in this attribute indicates no
further Diffserv treatnment is performed on traffic of
this functional datapath. This also neans that the
tenpl ate described by this rowis not defined.

If the row pointed to does not exist, the treatnent

is as if this attribute contains a val ue of zeroDotZero."
REFERENCE

"Differentiated Services M B nodul e"
DEFVAL { zeroDot Zero }
o= { diffServConfigEntry 5 }

di ff ServConfi gSt orage OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The type of storage used for this row.

Since an entry in this table serves as a starting
point for a configuration, it is recomended that
all entries conmprising the configuration started by
di ffServConfigStart foll ow the storage type of this
entry. Qherw se, after agent reboots a configuration
may differ. It may very well be that the agent is
not capable of detecting such changes and therefore,
t he managenment application should verify the correct
configuration after a reboot. Rows with a StorageType
of ' permanent’ do not need to allow wite access to
any of the columar objects in that row"

DEFVAL { nonVol atile }

c:={ diffServConfigEntry 6 }

di ff ServConfi gSt atus OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"RowSt at us obj ect used for creation and del etion of
rows in this table. Al witable objects in this row
may be nodified at any tinme."

DEFVAL { notlInService }

.= { diffServConfigEntry 7 }

-- M B Conpliance statenents.
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di ff ServConfi gM BConpl i ances

OBJECT I DENTIFIER ::= { diffServConfi gM BConfornmance 1 }
di f f Ser vConfi gM BG oups
OBJECT I DENTIFIER ::= { diffServConfi gM BConformance 2 }
di ff ServConfi gM BFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The full compliance for this M B nodul e.

For this compliance |evel the 'diffServM BFul | Conpli ance’
nmust be net, since this MB nodul e depends on it in order
to provide the configuration entries.

MODULE -- This nodul e
MANDATORY- GROUPS { di ff ServConfi gM BConfi g&G oup }

OBJECT di f f ServConfi gSt at us
SYNTAX RowStatus { active(l) }
VRl TE- SYNTAX RowSt at us { creat eAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not required.”

;.= { diffServConfigM BConpliances 1 }

di f f ServConfi gM BConfi gG oup OBJECT- GROUP
OBJECTS { diffServConfigDescr,
di f f Ser vConfi gOmner,
di f f Ser vConfi gLast Change,
di ffServConfigStart,
di ff ServConfi gSt or age,
di ff ServConfi gSt at us

}
STATUS current
DESCRI PTI ON
"The per-hop-behavi or G oup defines the M B objects that
descri be the configuration tenplate for the per-hop-behavior."
::={ diffServConfigMBG oups 1}
END

8. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
network operations. These nmanaged objects are:
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- The diffServConfigDescr, diffServConfigOwer, and
di ff ServConfi gStatus are not security sensitive since these three
objects do not affect any direct operational behavior of a
di ffserv capabl e device.

- Unaut horized change of the diffServConfigStart could lead to a
di fferent configuration, and the ’'changed’ configuration could
lead to different traffic treatnent for the diffserv capable
devi ce than desired.

- Unaut horized change of the diffServConfigStorage could lead to
unknown behavi or of the diffserv capable device after a reboot of
the SNWP agent. This may be caused by 'not having saved changes
of the configuration” or unavail able configurations.

In addition, the managed objects of the D FFSERV-M B are al so
security sensitive, since unauthorized changes may cause
configuration changes. For nore detail, refer to [ RFC3289].

Al'l owi ng read access to objects in this MB nodule is generally not
consi dered sensitive, as read access only provides information that a
tenplate exists. This is due to the fact that the managed objects
that actually instantiate the tenplate are in the D FFSERV-M B

[ RFC3289]. However, in environnents where the tenplate description
(diffServConfigDescr) or owner (diffServConfigOmer) is considered
sensitive information, appropriate access control shoul d be exercised
for these objects.

SNWVP versions prior to SNVPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |IPSec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/ change/ create/delete) the objects in this
M B nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. | nstead, deploynent of SNWMPv3 with cryptographic
security enabled is RECOWENDED. It is then a customner/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to GET or SET (change/create/delete) them
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