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Abst r act

Thi s docunent describes the use of a scope control Border Gateway
Protocol (BGP) comunity. This well-known advisory transitive
conmunity allows an origin AS to specify the extent to which a
specific route should be externally propagated. |n particular this
comunity, NOPEER, allows an origin AS to specify that a route with
this attribute need not be advertised across bil ateral peer

connecti ons.

1. Introduction

BGP today has a |imted nunber of comonly defined mechani snms that
allow a route to be propagated across some subset of the routing
system The NOEXPORT community allows a BGP speaker to specify that
redi stribution should extend only to the nei ghbouring AS. Providers
conmonl y define a nunber of communities that all ow their neighbours
to specify how advertised routes should be re-advertised. Current
operational practice is that such conmunities are defined on as AS by
AS basis, and while they allow an AS to influence the re-

adverti senent behavi our of routes passed from a nei ghbouring AS, they
do not allow this scope definition ability to be passed in a
transitive fashion to a renmote AS

Adverti senent scope specification is of npst use in specifying the
boundary conditions of route propagation. The specification can take
on a nunber of forms, including as AS transit hop count, a set of
target ASs, the presence of a particular route object, or a
particul ar characteristic of the inter-AS connection
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There are a nunber of notivations for controlling the scope of
advertisenent of route prefixes, including support of limted transit
services where advertisenents are restricted to certain transit
providers, and various forns of selective transit in a multi-homed
envi ronnent .

This meno does not attenpt to address all such notivations of scope
control, and addresses in particular the situation of both nulti-
hom ng and traffic engineering. The conmonly adopted operationa
technique is that the originating AS adverti ses an enconpassi ng
aggregate route to all multi-home nei ghbours, and al so sel ectively
advertises a collection of nore specific routes. This inplenments a
form of destination-based traffic engineering with some |evel of fai
over protection. The nore specific routes typically cease to | ever
any useful traffic engineering outcone beyond a certain radius of
redi stribution, and a means of advising that such routes need not to
be distributed beyond such a point is of some value in noderating one
of the factors of continued route table growth.

Anal ysis of the BGP routing tables reveals a significant use of the
techni que of advertising nore specific prefixes in addition to
advertising a covering aggregate. In an effort to ameliorate sone of
the effects of this practice, in terms of overall growh of the BGP
routing tables in the Internet and the associ ated burden of gl oba
propagati on of dynamic changes in the reachability of such nore
specific address prefixes, this neno describes the use of a
transitive BGP route attribute that allows nore specific route tables
entries to be discarded fromthe BGP tabl es under appropriate
conditions. Specifically, this attribute, NOPEER allows a rempte AS
not to advertise a route object to a nei ghbour AS when the two AS' s
are interconnected under the conditions of sonme form of sender keep
all arrangenent, as distinct fromsome form of provider / custoner
arrangenent .

2. NOPEER Attribute

This meno defines the use a new wel | -known bgp transitive comunity,
NOPEER

The semantics of this attribute is to allow an AS to interpret the
presence of this community as an advisory qualification to
readvertisement of a route prefix, permtting an AS not to
readvertise the route prefix to all external bilateral peer nei ghbour
AS's. It is consistent with these senantics that an AS may filter
recei ved prefixes that are received across a peering session that the
recei ver regards as a bilateral peer sessions.
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3.

Mot i vati on

The size of the BGP routing table has been increasing at an
accelerating rate since late 1998. At the time of publication of
this nmeno the BGP forwarding table contains over 118,000 entries, and
the three year growth rate of this table shows a trend rate which can
be correlated to a conpound growth rate of no | ess than 10% per year

[2].

One of the aspects of the current BGP routing table is the w despread
use of the technique of advertising both an aggregate and a nunber of
nore specific address prefixes. For exanple, the table may contain a
routing entry for the prefix 10.0.0.0/23 and al so contain entries for
the prefixes 10.0.0.0/24 and 10.0.1.0/24. In this exanple the
specific routes fully cover the aggregate announcenent. Sparse
coverage of aggregates with nore specifics is al so observed, where,
for exanple, routing entries for 10.0.0.0/8 and 10.0.1.0/24 both
exist inthe routing table. |In total, these nore specific route
entries occupy sone 51% of the routing table, so that nore than one
hal f of the routing table does not add additional address
reachability information into the routing system but instead is used
to inmpose a finer level of detail on existing reachability

i nf or mati on.

There are a nunber of notivations for having both an aggregate route
and a number of more specific routes in the routing table, including
various forns of multi-homed configurations, where there is a
requirement to specify a different reachability policy for a part of
the adverti sed address space.

One of the observed common requirenents in the nmulti-homed network
configuration is that of undertaking some form of |oad bal anci ng of
incomng traffic across a nunber of external connections to a nunber
of different neighbouring ASs. [If, for exanple, an AS w shes to use
a multi-homed configuration for routing-based | oad bal anci ng and sone
formof nmutual fail over between the nultiple access connections for
incoming traffic, then one approach is for the AS to advertise the
same aggregate address prefix to a nunber of its upstreamtransit
providers, and then advertise a nunber of nore specifics to

i ndi vi dual upstream providers. |In such a case all of the traffic
destined to the nore specific address prefixes will be received only
over those connections where the nore specific has been adverti sed.

I f the nei ghbour BGP peering session of the nore specific
advertisenent fails, the nore specific will cease to be announced and
incoming traffic will then be passed to the originating network based
on the path associated with the adverti senent of the enconpassing
aggregate. In this situation the nmore specific routes are not
automatically subsunmed by the presence of the aggregate at any renote
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AS. Both the aggregate and the associated nore specific routes are
redi stributed across the entire external BGP routing donain. |n many
cases, particularly those associated with desire to undertake traffic
engi neering and service resilience, the nore specific routes are

redi stributed well beyond the scope where there is any outcones in
terms of traffic differentiation

To the extent that renote anal ysis of BGP tables can observe this
formof configuration, the nunber of entries in the BG forwarding
tabl e where nore specific entries share a comopn origin AS with their
i medi atel y encl osi ng aggregates conprise sone 20% of the tota

nunber of FIB entries. Using a slightly stricter criteria where the
AS path of the nore specific route matches the i nmedi ately encl osi ng
aggregate, the nunber of nore specific routes conprises sonme 14% of
the nunmber of FIB entries.

One protocol mechanismthat could be useful in this context is to
all ow the originator of an advertisenment to state sone additiona
qualification on the redistribution of the advertisenment, allow ng a
renote AS to suppress further redistribution under some ori gi nator-
specified criteria.

The redistribution qualification condition can be specified either by
enuneration or by classification. Enuneration would enconpass the
use of a well-known transitive extended conmunity to specify a |ist
of renote AS's where further redistribution is not advised. The
weakness of this approach is that the originating AS would need to
constantly revise this enunmerated AS list to reflect the changes in

i nter-AS topol ogy, as, otherw se, the nore specific routes would | eak
beyond the intended redistribution scope. An approach of
classification allows an originating AS to specify the conditions
where further redistribution is not advised wi thout having to refer
to the particular AS' s where a match to such conditions are
anti ci pat ed.

The approach described here to specifying the redistribution boundary
condition is one based on the type of bilateral inter-AS peering.
Where one AS can be considered as a custoner, and the other AS can be
consi dered as a contracted agent of the customer, or provider, then
the relationship is one where the provider, as an agent of the
customer, carries the routes and associ ated policy associated with
the routes. Were neither AS can be considered as a customer of the
other, then the relationship is one of bilateral peering, and neither
AS can be considered as an agent of the other in redistributing
policies associated with routes. This latter arrangement is commonly
referred to as a "sender keep all peer" relationship, or "peering"
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Thi s peer boundary can be regarded as a | ogical point where the
redi stribution of additional reachability policy inposed by the
origin AS on a route is no longer an inposed requirenent.

Thi s approach allows an originator of a prefix to attach a conmonly
defined policy to a route prefix, indicate that a route should be
re-advertised conditionally, based on the characteristics of the

i nter-AS connecti on.

4. | ANA Consi der ati ons

The | ANA has regi stered NOPEER as a wel |l -known community, as defined
in [1], as having gl obal significance.

NOPEER ( OxFFFFFFO4)

This is an advisory qualification to readverti senent of a route
prefix, permtting an AS not to readvertise the route prefix to al
external bilateral peer neighbour AS's. It is consistent with these
semantics that an AS may filter received prefixes that are received
across a peering session that the receiver regards as a bilatera
peer sessions

5. Security Considerations

BGP is an instance of a relaying protocol, where route information is
received, processed and forwarded. BGP contains no specific
nmechani sns to prevent the unauthorized nodification of the
information by a forwardi ng agent, allowi ng routing information to be
nodi fi ed, deleted or false information to be inserted wthout the
know edge of the originator of the routing information or any of the
recipients.

The NOPEER comunity does not alter this overall situation concerning
the integrity of BGP as a routing system

Use of the NOPEER community has the capability to introduce
additional attack nechanisns into BGP by allowi ng the potential for
man-in-the-m ddl e, session-hijacking, or denial of service attacks
for an address prefix range being | aunched by a rennte AS.

Unaut hori zed addition of this community to a route prefix by a
transit provider where there is no covering aggregate route prefix
may cause a denial of service attack based on denial of reachability
to the prefix. Even in the case that there is a covering aggregate,
if the nore specific route has a different origin AS than the
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aggregate, the addition of this community by a transit AS nay cause a
deni al of service attack on the origin AS of the nore specific
prefix.
BGP is already vulnerable to a denial of service attack based on the
injection of false routing information. It is possible to use this
conmunity to linmt the redistribution of a false route entry such
that its visibility can be imted and detection and rectification of
the problem can be nore difficult under the circunstances of linited
redi stribution.
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Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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