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Abst ract

Thi s docunent describes requirenments for how | Pv6 address prefixes
shoul d be del egated to an | Pv6 subscriber’s network (or "site").

1. Introduction

Wth the deployment of IPv6 [1], several Internet Service Providers
are ready to offer IPv6 access to the public. |In conjunction with
wi dely depl oyed "al ways on" nedi a such as ADSL and the expectation
that customers will be assigned a /48 | Pv6 unicast address prefix
(see RFC 3513 [3] and section 3 of RFC 3177 [2]), an efficient
mechani sm for del egati ng address prefixes to the customer’s sites is
needed. The del egati on mechanismw || be intended to automate the
process of informng the custonmer’s networking equi pnent of the
prefixes to be used at the custonmer’s site.

Thi s docunent clarifies the requirenents for |Pv6 address prefix
del egation fromthe ISP to the site.
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2. Scenario and term nol ogy

The following figure illustrates a likely exanple for the
organi zati on of a network providing subscription |IPv6 service:
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Figure 1: Illustration of |SP-custonmer network architecture
Ter m nol ogy:
PE: Provi der edge device; the device connected to the service

provider’'s network infrastructure at which the link to the
customer site is terninated

CPE: Customer prem ses equi pment; the device at the custonmer site at
which the link to the ISP is term nated

3. Requirenents for Prefix Del egation

The purpose of the prefix delegation mechanismis to del egate and
manage prefixes to the CPE autonatically.

3.1. Nunber and Length of Del egated Prefixes
The prefix del egati on nechani sm shoul d allow for del egati on of
prefixes of |engths between /48 and /64, inclusively. Oher |engths

shoul d al so be supported. The mechani sm should allow for del egation
of nore than one prefix to the customer.
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3.2. Use of Delegated Prefixes in Customer Network

The prefix del egati on nechani sm nust not prohibit or inhibit the

assi gnment of |onger prefixes, created fromthe del egated prefixes,
to links within the customer network. The prefix del egation
mechanismis not required to report any prefix del egations within the
custoner’s network back to the ISP

3.3. Static and Dynani c Assi gnnent

The prefix del egati on nechani smshould allow for long-lived static
pre-assi gnnent of prefixes and for autonated, possibly short-1lived,
on-demand, dynani c assi gnnent of prefixes to a custoner.

3.4. Policy-based Assignnent

The prefix del egati on nechani smshould allow for the use of policy in
assigning prefixes to a custoner. For exanple, the custoner’s
identity and type of subscribed service nmay be used to deternine the
address bl ock fromwhich the custoner’s prefix is selected, and the
length of the prefix assigned to the custormer.

3.5. Expression of Requirenments or Preferences by the CPE
The CPE nust be able to express requirements or preferences inits
request to the PE. For exanple, the CPE should be able to express a
preference for a prefix length.

3.6. Security and Authentication
The prefix del egati on nechani sm nust provide for reliable
aut hentication of the identity of the custoner to which the prefixes
are to be assigned, and rust provide for reliable, secure
transm ssi on of the del egated prefixes to the customer.

The prefix del egation should provide for reliable authentication of
the identity of the service provider’s edge router.

3.7. Accounting

The prefix del egati on nechani smnust allow for the ISP to obtain
accounting information about del egated prefixes fromthe PE

3.8. Hardware technol ogy Consi derations
The prefix del egati on nechani sm shoul d work on any hardware |ink

technol ogy between the PE and the CPE and shoul d be hardware
technol ogy i ndependent. The nechani sm nust work on shared |inks.
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The nmechani sm should work with all hardware technol ogies with either
an aut hentication mechani smor wthout, but 1SPs would like to take
advant age of the hardware technol ogy’s authentication nechanismif it
exi sts.

4. Security considerations

Section 3.6 specifies security requirenents for the prefix del egation
mechani sm For point to point |links, where one trusts that there is
no man in the mddle, or one trusts |ayer two authentication,

aut hentication may not be necessary.

A rogue PE can issue bogus prefixes to a requesting router. This may
cause denial of service due to unreachability.

A rogue CPE may be able to mount a denial of service attack by
repeat ed requests for del egated prefixes that exhaust the PE s
avai |l abl e prefixes.
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8. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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