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Abst r act

This menmo sunmari zes perceived problenms in the structure, function
and processes of the Internet Engineering Task Force (I1ETF). W are
attenpting to identify these problens, so that they can be addressed
and corrected by the | ETF conmunity.

The probl enms have been digested and categorized from an extensive

di scussi on whi ch took place on the ’problemstatenent’ mailing |ist
from Novenber 2002 to Septenber 2003. The problemlist has been
further analyzed in an attenpt to determ ne the root causes at the
heart of the perceived problens: The result will be used to guide the
next stage of the process in the Problem Statenment working group
which is to reconmend the structures and processes that will carry
out the corrections.
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The Probl em Statenent working group was chartered to create this
docunent, which contains a description of the problens, and to use
this analysis to suggest processes to address the identified

pr obl emns.

Taken in isolation, this docunent may appear to be exceedingly
negative. The | ETF needs to refresh its nmanagenent and processes to
address today's chall enges, but it should not be forgotten that the

| ETF has produced a | arge body of high quality work which has lead to
an extremely successful and pervasive network infrastructure.

Agai nst this background, we should see the current docunent as a
necessary piece of self-criticismleading to renewal and continued
success. The discussion of the positive aspects has been

del i berately confined to the | ETF Probl em Resol uti on Processes
docunent [5] which considers the core values that the | ETF needs to
mai ntain whilst correcting the problenms that participants perceive as
affecting the I ETF at present.

The raw material for this docunent was derived by summari zing the

ext ensi ve di scussions which initially took place on the 'wgchairs’
mailing Iist and subsequently on the 'problemstatenment’ mailing |ist
from Novenmber 2002 t hrough to Septenber 2003, incorporating
additional input fromrelevant drafts published during this period
(see [2], [3] and [4]), and the mnutes of recent plenary

di scussions. This produced a |ist of perceived problens which were
classified into a nunber of related groups using a classification
suggested by the processes which go on in the | ETF.

Thi s docunent has digested these perceived problenms into a small set
of root cause issues, and a short |ist of subsidiary issues which
appear to be the nobst pressing itens engendered by the root cause.
This list is set out in Section 2.

Section 1.1 gives a short explanation of the thinking that has taken
place in comng to the current view of the root causes.

The original summary of perceived probl ens has been posted to the
Probl em St atenent Working Group mailing list so that it can be
referred to in future. Note that it remains classified according the
original scheme so that the raw data is available if alternative root
cause anal ysis i s needed.

1.1. Consequences of Past Growh
As the problens of the | ETF were examined, it became clear that they

are neither new nor are they synptons of a problemwhich is novel in
the science of organizati ons.
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The I ETF started off as a snmall, focused organization with a clearly
defined mi ssion and partici pants who had been working in this area
for a significant period of time. Over the period 1989-1999, the

| ETF grew by a factor of ten or nore in terms of number of

partici pants, and volume of work in progress. The effects of this
grow h have been conmpounded by the extension of the scope of the IETF
whi ch nmakes the work nmuch nore varied. Also during this period, the
I nternet has beconme nore conplex and the requirenments placed on it by
a far larger user conmunity have changed as the network has come to
have a pivotal role in nany areas of life

Many of the problens and synptons appear to be fundanentally caused
by the organization failing to fully adapt its nmanagenent structure
and processes to its new larger size and the increased conplexity of
the work. The IETF has also failed to clearly define its future

m ssion now that the initial mssion has been conpl eted or outgrown.

These failures are just those that afflict nmany snmal|l organi zati ons
trying to make the transition froma small organi zati on, which can be
run informally and where essentially all participants fully share the
ai ns, values, and notivations of the | eadership, to a nediumsized
organi zati on, where there are too many participants for informa

| eadership and later arrivals either do not fully understand or have
a different perception of the ethos of the organization.

Sone | ETF partici pants have been aware of these issues for a |ong
time. Records dating back to at |east 1992 drew simnilar concl usions.

1.2. The Aimis Inprovenment, not Finger-pointing

Many of the problens identified in this nmeno have been renarkably
persi stent over a 15-year period, surviving a nunber of changes in

personnel. W see them as structural problens, not personne
problems. Blame for any of the perceived problems should not be
directed to any individual. The sole aimof this review process is

to identify howthe IETF can inprove itself so that it knows what it
i s about and becones fit for that purpose in the shortest possible
time frane.

1.3. Perceived Problens - Consensus on Sol utions

The working group participants enphasize that both the long list of
probl ens and the root cause issues that were derived fromthemare
probl ens that are believed to exist by a significant constituency,
either on the mailing list and/or in private discussions. W also
note that nmany of these problens appear to be of |ong standing, as a
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very simlar list has survived fromthe discussions in the first
PO SED wor ki ng group that took place prior to the | ETF organizationa
changes approved in 1992.

We, inline with many contributors to the mailing list, believe that
it is inportant to try and identify what appear to be the root causes
of the perceived problens, but trying to prioritize or assign a
relative inportance to the problems would not be useful: rough
consensus on an unordered list of real and inportant root causes wll
be sufficient. The root causes identified will provide a guide in
setting up the processes needed to resolve the problens: the

percei ved problens can be viewed as nmultiple synptons of the root
causes which should provide input to those trying to resolve the
probl ens in achieving consensus on sol utions.

2. Root Cause Probl ens

This section forns the heart of this analysis, and lists the issues
which we believe lie at the core of the problens. Apart fromthe
first issue which is fundanental, the problens are not necessarily in
priority order, but they will be seen to be interlinked in various
ways.

2.1. Participants in the IETF do not have a Common Under st andi ng of
its Mssion

The I ETF | acks a clearly defined and comonly understood M ssion: as
aresult, the goals and priorities for the | ETF as a whol e and any
Worki ng Groups (Wss) that are chartered are al so uncl ear

The | ETF needs to understand its mission in the context of the
greatly increased scope and conplexity of the Internet, and the
changi ng requirenments of the much | arger user comunity that the
success of its previous work has engendered.

The | ack of a comon m ssion has many consequences, of which the
princi pal ones appear to be:

o The IETF is unsure what it is trying to achieve and hence cannot
know what its optinuminternal organization should be to achieve
its ains.

o The | ETF cannot deternmine what its 'scope’ should be, and hence
cannot deci de whether a piece of proposed work is either in-scope
or out-of-scope

o The IETF is unsure who its stakeholders are. Consequently,
certain groups of stakehol der, who could otherw se provide
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i mportant input to the process, have been nore or |ess sidelined
because it has seenmed to these stakehol ders that the organization
does not give due weight to their input.

o Wrking Groups can potentially be hijacked by sectional interests
to the detrinent of the ETF s m ssion

o The nisty vision has inhibited the devel opment of roadmaps that
woul d informthe | ETF s stakehol ders of our |onger term
intentions, as well as restricting the associated architectura
views to an outline top | evel view which does not fully reflect

the devel opi ng nature of the Internet. It would be desirable to
have roadmaps and architectural views for portions of work which
ext end beyond a single working group: it nmay also be the case

that it is no longer possible to fit the whole Internet within a
single architecture.

o The IETF is unable to determine explicitly what effect it desires
to have in the marketplace, and is therefore unable to determ ne
what requirenents of tinmeliness are appropriate when planni ng work
and setting expectations for stakeholders which will further the
| ETF' s mi ssion.

o The lack of precision regarding our goals |leads to W5 charters and
requi renents that are poorly thought out and/or not aligned with
the overall architecture. The resulting poorly defined charters
are a major factor in poor quality and/or late deliveries from
some Wa and the total failure of other WGs.

o The | ETF needs to avoid focusing on a too-narrow scope of
technol ogy because this would be likely to blinker the |ETF s view
of 'the good of the Internet’, and will harmthe |ong-term goal of
maki ng the Internet useful to the greatest number stakehol ders;
this argues for allowing a relatively wi de range of topics to be
worked on in the IETF - cross-fertilization has always been one of
the I ETF' s strengths.

An additional barrier to achieving a common understanding is that the
| ETF does not have a recogni zed forumin which all stakehol ders
partici pate and in which organi zati on wi de consensus m ght be
reached. Plenary neetings during regular |IETF neetings allow a |arge
cross-section of the conmmunity to offer views, but there is not
generally sufficient time to achi eve consensus and there is no single
mailing list which all stakehol ders can be guaranteed to nonitor.

The | ETF creates standards and is therefore necessarily a Standards

Devel opnent Organi zati on (SDO), but nmany participants would like to
differentiate the IETF and its way of working fromthe 'conventi onal
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SDCs whi ch enphasi ze corporate invol venent and nmandat ed del egat es.
Externally, the IETF is often classified with these conventiona

SDCs, especially by detractors, because the differentiation in the

| ETF' s mission and processes and the rationale for those differences
are not clear. This can |lead to the | ETF bei ng m sunderstood by

ot her SDOs whi ch can rmake communi cati ons between SDCs | ess effective,
harm ng the |ETF' s ability to achieve its nission

2.2. The I ETF does not Consistently use Effective Engineering Practices

For an organization with "engineering in its title and participants
who are likely to trot out the statement "Trust me, |'m an engineer!"
when confronted with the need to find a solution to a particularly
knotty problem the |ETF has, at |east in sone cases, extrenely

i neffective engineering practices. Effective engineering practices,
as used here, covers both the techni ques used to derive and verify
the technical solutions needed, and the managenent and organi zati ona
strategies that are commopnly accepted to help with the engi neering
process.

A maj or symptom of this lack is that Wss do not consistently produce
timely, high-quality, and predictable output. As discussed in
Section 2.1, this problemis exacerbated because the | ETF currently
finds it difficult to determne what is tinely, and hence what are
appropriate deadlines for the delivery of WG output. Sone of the
contributing problens which interfere with effective engineering in
WGs i ncl ude:

o Failure to ensure that there is a uniformviewin the Ws of the
scope of the WG activity, especially the intended purpose of the
sol uti on.

o Failure to identify the issues that need to be resolved at an
early stage (before the design is frozen), and/or then to ensure
that there is a uniformviewin the W5 of the issues that need to
be resolved to bring the work to a satisfactory concl usion

o Failure to identify and articul ate engineering trade-offs that may
be needed to nmeet the deadlines that the WG has set without
i nappropriately reducing the 'fitness for purpose’ for the
i nt ended custoners.

o Continued refinement of the solution beyond the point at which it

is adequate to neet the requirenents placed on it by the intended
pur pose.
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The | ETF standards engi neering process is not set up to deliver
iterative process inprovement. Particular areas that need
i mprovenent incl ude:

o

The charter may not be sufficiently detailed to docunment the
process and tineline to be followed by the W  Additiona
docunents may be needed, such as a roadmap or detailed plans.

Poorly defined success criteria for Wss and i ndi vi dual docunents.

Lack of witten guidelines or tenplates for the content of
docunents (as opposed to the overall layout) and matching lists of
review criteria designed to achieve appropriate quality in output.

Lack of auditing against explicit criteria throughout the
st andards devel opnent process.

Lack of review, especially early review, by reviewers who are not
directly interested nenbers of the W5 and by subject natter
experts for topics related to, but not necessarily the i mediate
focus of the document.

Lack of documentation about l|ikely problem areas that mght arise
due to interactions with other popular |ETF protocols.

Lack of nmetrics to neasure the achi evenent of the desired quality
and the performance of both Wes and the whol e | ETF.

Lack of netrics and ’post norteni procedures to drive the
i mprovenent of the standards devel opnent and ot her |ETF processes.

Lack of criteria for deternining when a piece of work is
overrunning and/or is unlikely to be concluded successfully,
either at all or within an acceptable time frane. Lack of process
for extending the time frane, adjusting the scope, or termnating
the work itemor the whole Working G oup.

Aut omat ed tool s to support the engineering process are m ni nmal
Despite its commtnent to ’'running code’, the | ETF is not

proactive in providing ways for devel opers to verify their
i mpl enent ati ons of | ETF standards.

In addition, |ETF processes, and Wrking Group processes in
particul ar, suffer because conmonly accepted Project Managenent
techni ques are not regularly applied to the progress of work in the
or gani zati on.
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o Project entry, goal setting, dependency identification
coordi nation, and tracking processes are all either missing or
i mpl emented | ess effectively than the normfor commercia
organi zations in related activities. Dependencies and
coordi nati on should cover both other Wss within the | ETF and any
out side SDO with which the IETF is coll aborating.

o0 Charters regularly fail to set enough nilestones with sufficiently
smal |l granularity at which progress of WGs, individuals, and
docurents can be evaluated. Also, Wss often do not make nore
detail ed work plans to refine the charter plans.

o The acceptable deadlines for finishing a piece of work, and the
criteria used to determine them are rarely, if ever, docunented.
Al so, the estimated time required to conplete the work often
differs widely fromthe time actually taken. The conbination of
these factors makes determining the feasibility of delivering
within the required tinme frame, and then adjusting the scope of
the work to fit the time frame requirenents, extrenely difficult.

One probl em which the | ETF does not appear to suffer fromis
excessi ve bureaucracy, in the sense that transfer of information is

general ly kept to the m ni mum necessary to acconplish the task. It
is important that any changes introduced do not significantly
i ncrease the bureaucratic load whilst still recording sufficient

information to allow process inmprovenent.

Finally, even where the | ETF does have Engi neering Practices defined,
there are frequently cases where they are ignored or distorted. One
area of particular concern is the tendency for protocols to be
assessed and issues resolved primarily through static analysis of the
witten specification rather than by practical experinment wth
"runni ng code’

2.3. The IETF has Difficulty Handling Large and/ or Conpl ex Probl ens

The I ETF has historically been nost successful when dealing with
tightly focused problems that have few interactions with other parts
of the total problemsolution. Gven that the Internet has become
nore conpl ex, such tightly focused problens are beconing the
exception. The | ETF does not always seemto be aware of the

i nteractions between protocols that are bound to be thrown up by
depl oyment in nore conplex situations and so fails to mninize the
chances of unwel come consequences ari sing unforeseen when a new
protocol is deployed. This may be exacerbated by inadequate review
fromoutside the W6 as suggested in Section 2.2.
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| ETF standardi zati on procedures are optimzed for tightly constrained
wor ki ng groups and are generally less effective if "engineering in
the large’ is needed to reach a satisfactory solution. Engineering
in the | arge can enconpass many aspects of system design incl uding:

Architecture

Fr amewor ks

Security

I nternationalization

The |1 ETF has historically standardi zed protocol conponents rather
than conpl ete systens, but as we have | earned nore about the ways in
whi ch systens on the Internet interact, design of conponents needs to
take into account nmore and nore external constraints, and the

under standi ng of these constraints tends to require nore engineering
in the |arge.

Part of the cause of this difficulty may be that the formal reporting
structure of the | ETF enphasi zes conmuni cati on between the Internet
Engi neering Steering Goup (IESG through the ADs and the WGs, and
does not place nuch reliance on inter-Ws comruni cati ons:

o The IETF is not consistently effective at resolving issues that
cross W5 or area boundari es.

o The | ETF does not possess effective formal nechanisns for inter-W5
cooperation, coordination, or communication, including the
handl i ng of dependenci es between deliverabl es and processes
specified in WG charters.

o The | ETF does not have an effective nmeans for defining
architectures and frameworks that will shape the work of mnultiple
WGs.

The I ETF also has to work with other SDOs, and the |iaison mechani sns
for coordination and cooperation do not always work efficiently.

Thi s needs to be renedi ed because sone of the interactions which | ETF
work has to take into account will involve protocols and systens

st andardi zed by these other SDGCs.

A possi bl e consequence of the need for nore engineering in the |arge
is that protocol specifications have becone larger: as a result they
now take |l onger to devel op. Sone people perceive that this is
because the | ESG has tended to require protocol specifications to
specify an entire system instead of sinple conmponent protocols,

| eading to feature bloat and applicability only to a narrow range of
applications (see also Section 2.4). On the other hand, others
bel i eve that the | ESG has approved sinpl e conponent protocols without
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an adequat e understandi ng of the systens and contexts in which the
protocols m ght be used. These problens appear to be two additiona
aspects of the general problemthat the | ETF has with handling |arge
and/ or conpl ex systens.

2.4. Three Stage Standards Hierarchy not properly Utilized

The current hierarchy of Proposed, Draft, and Full Standard maturity
| evel s for specifications is no |onger being used in the way that was
envi si oned when the stratification was originally proposed. In
practice, the IETF currently has a one-step standards process that
subverts the |ETF s preference for denonstrating effectiveness
through running code in nultiple interoperable inplenentations. This
conpresses the process that previously allowed specifications to

mat ure as experience was gai ned with actual inplenentations:

o Relatively few specifications are now progressed beyond Proposed
Standard (PS) to Draft Standard (DS) |evel, and even fewer to Ful
Standard (FS).

o It is widely perceived that the | ESG has 'raised the (quality)
bar’ that standards have to pass to be accorded a PS status.
Prot ocol devel opers may be required to specify a conplete system
rather than an interface in order for their specification to be
approved as a PS (see also Section 2.3).

o In spite of the apparently higher quality hurdle, inplenmentation
or depl oynent experience is still not required, so the IETF s
gui ding principle of 'rough consensus and running code’ has |ess
of a chance to be effective.

0 There appears to be a vicious circle in operation where vendors
tend to deploy protocols that have reached PS as if they were
ready for full production, rather than accepting that standards at
the PS level are still under devel opment and coul d be expected to
be altered after feature, performance, and interoperability tests
inlimted pilot installations, as was originally intended. The
ent husi asm of vendors to achieve a rapid tine to narket seens to
have encouraged the |ETF in general and the IESGin particular to
attenpt to ensure that specifications at PS are ready for prine
time, and that subsequent nodifications will be mnimal as it
progresses to DS and FS, assum ng effort can be found to create
the necessary applicability and interoperability reports that are
needed.

o The three stage hierarchy is, accordingly, seen to be excessive.
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2.

o There is no formal bug reporting or tracking systemin place for
| ETF specifications.

o The periodic review of protocols at PS and DS | evel s specified in
[1] are not being carried out, allow ng protocols to persist in
these lower maturity levels for extended periods of tine, whereas
the process would nornally expect themto progress or be rel egated
to Historic status.

o No individual or body is given the task of 'mmintaining a
specification after the original W5 has cl osed down.
Specifications are generally only updated when a need for a new
version is perceived. No attenpt is nornally nade to correct bugs
in the specification (whether they affect operation or not) and
the specification is not updated to reflect parts of the
specification that have fallen into disuse or were, in fact, never
i mpl enented. This is, in part, because the current procedures
would require a standard to revert to the PS maturity |level, even
when specification nmaintenance is carried out. This occurs even
if the changes can be denpbnstrated to have no or minimal effect on
an existing protocol at the DS or FS |evel.

The |1 ETF s Wirkl oad Exceeds the Number of Fully Engaged
Partici pants

There are a nunber of respects in which | ETF partici pants and

contributors appear to have beconme less fully engaged with the | ETF
processes, for exanple:

o Although there may be | arge attendance at many WG neetings, in
nmany cases, 5% or |ess of the participants have read the drafts
under di scussion or that have a bearing on the decisions to be
made.

o Commtnents to wite, edit, or review a docunent are not carried
out in atinely fashion

o Little or no response is seen when a request for 'last-call
review is issued, either at W5 or | ETF | evel.

Thi s m ght be because contributors have less tinme available in their
wor k schedul e during the downturn of the Internet business climte

bet ween 2001 and 2003. Yet, this is not the whole story, as there

were signs of this effect back at the height of the Internet’s boom

in 2000.
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Thi s probl em exacerbates the problens the | ETF has had with tinely
delivery and may weaken the authority of |ETF specifications if
deci sions are seen to be taken by badly informed participants and
wi t hout wi despread revi ew.

2.5.1. Lack of Formal Recognition

Beyond RFC Aut horship, W5 Chair positions, Directorate positions, or
| ESG and Internet Architecture Board (1 AB) menbership, the | ETF does
not offer formal recognition of contributions to the IETF. This
potentially acts as a disincentive to continued engagenent and can

| ead to useful and effective participants |eaving because they cannot
obtain any recognition (the only currency the | ETF has to pay

partici pants), which they use to fuel their own enthusiasm and hel p
justify their continued attendance at | ETF nmeetings to cost
constrained empl oyers. Note: Using Leadership positions as rewards
for good work woul d probably be damaging to the IETF. This paragraph
is meant to indicate the need for other types of rewards.

2.6. The | ETF Managenent Structure is not Matched to the Current Size
and Conplexity of the I|ETF

The managenent and technical review processes currently in place were
adequate for the older, snaller |ETF, but are apparently not scal abl e
to the current size of the organization. The formof the

organi zati on has not been significantly nodified since 1992, since
when the organi zati on has undergone consi derable further growh. The
scope of | ETF activities has al so been extended as the Internet has
beconme nore conpl ex.

2.6.1. Span of Authority

Overt authority in the IETF is concentrated in the small nunber of
people sitting on the ESG at that time. Existing |ETF processes
work to funnel tasks on to this small nunber of people (primarily the
Area Directors (ADs) in the IESG. This concentration slows process
and puts a very large |load of responsibility on the shoul ders of
these people who are required to act as the senior managenent for
Working Goup (W5 chairs, as well as acting as quality backstops for
the | arge nunber of docunents issued by the IETF. The situation has
not been hel ped by the wi dening of the scope of the |IETF, which has
resulted in sonewhat nore Wes and a need for a very broad spectrum of
know edge within the set of ADs.
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2.6.2. Wrkload of the | ESG

Wth the current structure of the | ETF and | ESG the workl oad i nposed
on each of the ADs is alnost certainly well beyond the capabilities
of a single person.

The current job description for an AD enconpasses at |east the
fol |l owi ng tasks:

0 Interacting with Wss

o Understandi ng network and conputer technology in general, and
their own area in detai

o Cross-pollinating between groups
o Coordinating with other areas
o Potentially, managing their Area Directorate team

o Effectively providing technical managenent, peopl e- nanagenent, and
proj ect supervision for their Wss

o Reading (or at |east skimming) every formal docunent which the
| ETF produces, and having an opinion on all of them as well as
all the Internet Drafts produced by the Wss in the area, and
understandi ng the interacti ons between all these specifications.

G ven the nunber of WEs which are now active, the increasing
conplexity of both the work being undertaken and the technology in
general, together with the volume of docunents being produced, nekes
it clear that only superhunans can be expected to do this job well.
To make matters worse, these tasks are, in theory, a 'part tine
occupation. ADs will normally have a conventional job, with the |IETF
activities as just one part of their job specification. This view
has been reinforced by recent resignations fromthe I1ESG citing the
size of the workload as a primary factor. The |ETF also has no
nmechani sns to nominate a tenporary replacenent or an assistant shoul d
an AD be incapacitated wholly or partially for a period.

The malign effects of this overload include:
o Wear on the IESG The | ESG nenbers are overworked which is bad
for their health, hunor, and honme life, and nay also result in

conflicts with their enployers if the I ETF work inmpacts the | ESG
menber’ s performance of their 'day job’'.
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o Unhappiness in the IETF: | ETF stakehol ders perceive that | ESG
nmenbers are responding slowy, are not fully up-to-date with their
technol ogy, fail to pro-actively manage problens in their Wss, and
are unabl e to keep communi cati on channels with other groups open.

0 Recruiting shrinkage: The nunber of people who can inmagi ne taking

on an | ESG post is steadily decreasing. It is largely linmted to
peopl e who work for |arge conpanies who can afford to send | ESG
nmenbers to the I ETF for the duration of their appointnments. In

the current business clinmate, fewer conpanies are able to justify
the preenption of an inportant engineering and busi ness resource
for a significant period of tinme, and are nore likely to put
forward ' standards professionals’ than their best engineers.

3. Procedural Bl ockages

The current procedural rules conbined with the managenent and quality
roles of the ADs can lead to situations where Wes or document authors
bel i eve that one or two ADs are deliberately bl ocking the progress of
a WG docunent without good reason or public justification. Appea
processes in these circunstances are linted and the only sanction
that could be applied to the relevant ADs is recall, which has al npst
al ways been seen to be out of scale with the apparent offense and
hence al nost never invoked. This perception of invulnerability has
led to a viewthat the IESGin general and the ADs in particular are
insufficiently accountable for their actions to their Wss and the

| ETF at |arge, although the recent introduction of the Internet Draft
Tracker tool makes it easier to determne if and how a document has
becorme bl ocked, and hence to take appropriate steps to release it.

2.6.4. Consequences of Low Throughput in | ESG

I f docunments are inappropriately (or even accidentally) del ayed or

bl ocked as a result of IESG (in)action, this can cause much
frustration inside the organization, a perception of disunity seen
from outside the organi zation, and delay of standards, possibly to
the point where they are too late to match market requirenments: work
whi ch has been properly authorized as being within the scope of the
| ETF and properly quality checked during devel opnent, shoul d al nost
never cone up agai nst such a bl ockage.

Delay in authorizing a BOF or chartering a new W5 can delay the start
of the process with simlar effects.

It al so appears that | ESG del ays are sonetinmes used to excuse what is
actually slow work in WGs.
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2.6.5. Avoidance of Procedural Gssification

The systens and processes used by the | ETF are generally designed
around having firmgeneral principles and considerable | ESG

di scretion within those principles. It appears that the IETF is

showi ng a di sturbing tendency to turn IESG 'rul es of conveni ence

into rigid strictures that cannot be violated or deviated from

Up to now, |ETF discussions of procedures have been driven by a nodel
in which the procedural BCPs construct a franmework for doing work,
but the details of the framework are left for the IESGto fill in.
When i ssues or crises have arisen, the | ETF has general |y avoi ded
nmaki ng specific procedural changes to conpensate, instead realizing
that we could not anticipate all cases and that 'fighting the |ast
war’ is not a good way to proceed.

This can only continue to work if the participants continue to trust
the IESGto act fairly in filling in the details and nmaki ng
appropriate exceptions, without a great deal of debate, when it is
clearly desirable. At present, the |IETF appears to have | ost sight
of this flexibility, and is entangling itself in procedures that
evol ve from organi zati onal conveni ences into encunbrances.

2.6.6. Concentration of Influence in Too Few Hands

Until the l|ast couple of years, successive | ETF Nomi nating Committees
have chosen to give heavy weighting to continuity of | ESG and | AB
menber shi p. Thus, the | ETF appeared to have created an affinity
group system which tended to re-select the sane | eaders froma
limted pool of people who had proved conpetent and commtted in the
past .

Menbers of this affinity group tend to talk nore freely to each ot her
and fornmer nmenbers of the affinity group - this may be because the
affinity group has also come to share a cultural outl ook which

mat ches the dominant cultural ethos of the I ETF (North Anerican
English speaking). Newconers to the organi zation and ot hers outside
the affinity group are reluctant to chall enge the apparent authority
of the extended affinity group during debates and consequently

i nfl uence remai ns concentrated in a relatively small group of people.

This reluctance may al so be exacerbated if participants cone froma
di fferent cultural background than the dom nant one. Such
participants also tend to find it nore difficult to follow the rapid
and col | oqui al speaking style of native English speakers, and nay
consequently be effectively excluded fromthe di scussion, even if
maxi mum assi stance i s avail abl e by such means as real time Jabber

| ogs and extensive text on presentation slides. Even on nailing
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lists, people fromother cultures nay be reluctant to be as
forthright as is often the case in discussions between North

Ameri cans; al so, a person whose first |anguage is not English may be
daunted by the volume of mail that can occur on some mailing lists
and the use of colloquialisnms or euphem sns may cause

m sunder standi ngs if correspondents are not aware of the problem

A further instance of the problens of concentration of influence
potentially occurs when, fromtime to time, ADs have acted as WG
chairs: conflict of interest mght well arise in discussions between
the 1ESG and any W with an AD as its chair. Wilst care is usually
taken to have a newy selected AD vacate any WG chair positions which
m ght be held in his or her own area, the conflict can arise on the
occasi ons when an AD has been used as the chair of a WG because it is
clearly the right (or only possible) solution for the W5 from an

engi neeri ng and know how position. Furthernore, given the known
probl em of workl oad for |ESG nenbers, there nust be doubts as to

whet her an AD can or ought to be taking on this extra | oad.

2.6.7. Excessive Reliance on Personal Rel ationships

The I ETF is an intensely personal and individualistic organization
Its fundamental structure is based on individuals as actors, rather
than countries, organizations, or conpanies as in nbst other SDGCs.

This is also reflected in howthe | ETF gets its work done: the NOMCOM
process, the W5 Chair selection processes, and the activities of Wss
are all reliant on personal know edge of the capabilities of other

i ndi vidual s and an understanding built on experience of what they can
be expected to deliver, given that there are al nbst no sanctions that
can be applied beyond not asking themto do a simlar task again

The rel ationship works best when it is two way - the person being
asked to performa task needs to be able to rely on the behavior of
the person doi ng the asking.

In essence, the IETF is built on a particular kind of one-to-one
personal trust relationship. This is a very powerful nodel but it
does not scale well because this trust is not transitive. Just
because you trust one person, it does not nean that you trust (i.e.,
know t he capabilities of and can rely on) all the people that person
trusts in turn.

The di sruption caused when one set of relationships has to be

repl aced by another is clearest when an ADis replaced. The |ETF
does not keep personnel records or witten plans, and formal process
docunentation is very sparse, so that incomng ADs have little

i nformati on on which to base new relationships with W5 chairs or
Directorate nmenbers not already known to them
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A new AD has to build or bring along his or her set of trusted
individuals. The AD will tend to prefer individuals fromthis set as
WG chairs, unless there is a suitable outsider who was part of the
team that brought the Wsidea to the IETF. This tends to limt the
AD s field of choice, particularly when asking for a ’'stabilizing
"advising', or 'process’ chair to work with an enthusiastic newconer
inadifficult area. A breakdown of an established relationship
(such as between an AD and a WG chair) can be very danmaging to the
work of the IETF, and it may not be inmediately obvious to outsiders.

Anot her consequence of the reliance on personal relationships is that
the 1ETF has very little institutional 'menory’ outside the nenories
of the people in the process at a given tine. This nmakes it nore
likely that failures will be repeated and nakes process inprovenent
nore difficult (see Section 2.2).

2.6.8. Difficulty maki ng Techni cal and Process Appeal s

When an individual thinks that the process has produced a result that
is harnful to the Internet or thinks that |IETF processes have not
been adhered to, there is no mechanismto aid that individual in
seeking to change that result.

2.7. Working Goup Dynam cs can nake Issue Closure D fficult

The | ETF appears to be poor at nmeking tinely and reasonabl e deci si ons
that can be guaranteed to be adhered to during the remainder of a
process or until shown to be incorrect.

The probl ens docunented in this section are probably consequences of
the non-hi erarchical organization of the | ETF and the vol unt eer
status of nost participants. The enforcenment neasures available in a
nore conventional hierarchical corporate environnent are nostly not
avail abl e here, and it is unlikely that application of sone well -
known procedure or practice will fix these probl ens.

Participants are frequently allowed to re-open previously closed

i ssues just to replay parts of the previous discussion wthout

i ntroducing new material. This nay be either because the decision
has not been clearly documented, or it may be a maneuver to try to
get a deci sion changed because the participant did not concur wth
the consensus originally. 1In either case, revisiting decisions stops
the process fromnoving forward, and in the worst cases, can
conpletely derail a working group. On the other hand, the decision
maki ng process nust allow di scussions to be re-opened if significant
new i nformati on cones to |light or additional experience is gained
whi ch appears to justify alternative conclusions for a closed issue.
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One cause that can lead to legitinate attenpts to re-open an
apparently closed issue is the occurrence of ’'consensus by
exhaustion’. The consensus process can be subverted by off-topic or
overly dogmatic mail storns which can |ead to the exclusion of

know edgeabl e partici pants who are unable to devote the time needed
to counter the mail storm The consequence may be an
unrepresentative and unsatisfactory consensus which will tend to be
re-opened, often leading to repeat discussions. Miling lists, which
are at the heart of the | ETF WG process, are beconing increasingly

i neffective at resolving i ssues and achi evi ng consensus because of
thi s phenonenon.

A single vocal individual or small group can be a particul ar
chal l enge to WG progress and the authority of the chair. The IETF
does not have a strategy for dealing effectively with an individua
who is inhibiting progress, whilst ensuring that an individual who
has a genuine reason for revisiting a decision is allowed to get his
or her point across.

2.8. | ETF Participants and Leaders are |nadequately Prepared for
their Roles

Partici pants and | eaders at all levels in the | ETF need to be taught
the principles of the organization (M ssion and Architecture(s)) and
trained in carrying out the processes, which they have to use in
devel opi ng specifications, etc.

Part of the reason for the lack of training in the principles of the
organi zation is that there is not currently an explicit fornul ation
of these principles that is generally agreed upon by al

st akehol ders. Section 2.1 identifies that this shortage is a mjor
probl em

The 1 ETF currently has voluntary and inconsistent processes for
educating its participants, which may be why significant nunbers of
partici pants seemto fail to conformto the proper principles when
working in the | ETF context.

The people in authority have generally been steeped in the principles
of the IETF (as they see thenm) and first-tine non-conpliance by newer
participants is sonetinmes treated as an opportunity for abuse rather
than recognition of a training failure.

The I ETF culture of openness also tends to tolerate participants who,
whi | st understanding the principles of the | ETF, disagree with them
and actively ignore them This can be confusing for newer

partici pants, but they need to be nade aware that the | ETF does not
excl ude such people. The |IETF does not currently have a strategy for
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dealing with the conflicts that can result from participants who
di sagree with the principles of the organization

Lack of training, compounded with the perceived concentration of
influence in the affinity group docunented in Section 2.6.6, can |ead
to newconers being ignored during discussions, consequently being
ineffective, either in their own eyes or their enployers. This my
result in their departure fromthe | ETF.

In addition, some participants are not aware of the problens that
partici pants, who do not have English as their first |anguage, may
have wi th rapid speaking and the use of colloquialisns in both spoken
and witten comuni cation. They are also not always aware of the
possi bl e cultural nuances that nay nmeke full participation nore
difficult for those who do not share the sanme outl ook

3. Security Considerations

Thi s docunent does not, of itself, have security inplications, but it
may have identified problens which raise security considerations for
ot her work. Any such inplications should be considered in the
conpani on docunment which will be produced setting out how the |IETF
shoul d set about solving the identified problens.
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7. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS COR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clai ned
to pertain to the inplenentation or use of the technol ogy
described in this document or the extent to which any license
under such rights m ght or might not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunents can be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use
of such proprietary rights by inmplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository
at http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that may cover technol ogy that may be required
to inplenent this standard. Pl ease address the information to the
|ETF at ietf-ipr@etf.org.
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