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I nformati on Base (M B)

use with network managenent protocols in the Internet comunity.

it describes nanaged objects for specifying Forwarding
val ence C ass (FEC) to Next Hop Label Forwarding Entry (NHLFE)

mappi ngs and correspondi ng actions for Miltiprotocol Label Switching
(MPLS)

At the ingress of an MPLS networKk,
assigned to an FEC. Those packets belonging to an FEC are
associated with an NHLFE (i.e., MPLS label) via the FEC-to- NHLFE
This rel ationshi p defines how i ngress LSRs

are

(FTN) mappi ng [ RFC3031].

wi | |

egress LSRs will

packets entering the MPLS donain

i mpose MPLS | abels onto incom ng packets. It also defines how

Conceptual ly, sone of the FTN table functionality could be

i mpl enented using the Forwarding Information Base (FIB) to map al
packets destined for a prefix to an LSP. However, this mapping is

coarse in nature

decapsul ate the MPLS shi m header from MPLS packet s.

Simlar functionality is already being used in other contexts such as

security filters, access filters, and RSVP flow identification

Al

of these require various conbi nati ons of matching based on | P header

and

particular treatment. Wen packets nmatch a particular rule, a
correspondi ng action is executed on those packets.
popul ar actions to take when a successfu
al l owi ng the packet to be forwarded or to discard it. However,

Nadeau,

upper-1layer header information to identify packets for a

For exanpl e,
match is identified are
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actions are possible, such as nodifying the TOS byte, or redirecting

a packet to a particular outgoing interface. In the context of MPLS,
the possible actions perforned by an NHLFE are to redirect packets to
ei ther an MPLS Label Switched Path (LSP) or an MPLS Traffic

Engi neered (TE) Tunnel

Thi s docunent attenpts to consolidate the various matching
requi renments and associ ated action options needed for MPLS into a
singl e specification

2. Term nol ogy

Al though all of the term nology used in this docunent is either
covered in the MPLS Architecture [RFC3031] or in the SNWP
Architecture [RFC3411], it is informational to define sone

i medi ately pertinent acronyns/terni nol ogy here.

MPLS Ml tiprotocol Label Switching
FEC  Forwardi ng Equi val ence C ass
NHLFE Next - Hop Label Forwarding Entry
FTN  FEC-to- NHLFE

M B  Managenent |nformation Base

3. Conventions Used In This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

4. The Internet-Standard Managenent Franework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .
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5. Qutline

This M B nodul e resides on any LSR which does the FEC-to-NHLFE
mappi ng in order to map traffic into the MPLS domain. This MB
nodul e consists of three tables:

- npl sFTNTabl e defines the rul e base agai nst which i ncom ng packets
are matched and defines the actions to be taken on nmatching
packets;

- npl sFTNVapTabl e defines the application of these rules to specific
interfaces;

- npl sFTNPer f Tabl e provi des performance counters for every entry in
npl sFTNTabl e that is active on one or nore interfaces, on a per-
i nterface basis.

5.1. npl sFTNTabl e

This table allows FEC to NHLFE mappi ngs to be specified. Each entry
inthis table (also referred to as an "FTN entry" in this docunent)
defines a rule to be applied to inconm ng packets (on interfaces that
the entry is activated on using npl sFTNVapTabl e as expl ai ned in
Section 5.2) and an action to be taken on matchi ng packets.

npl sFTNTabl e al |l ows 6-tupl e matching rul es based on one or nore of
source address range, destination address range, source port range,
destinati on port range, |IPv4 Protocol field [RFC791] or |Pv6 next-
header field [ RFC2460], and the DiffServ Code Point (DSCP, [RFC2474])
to be specified. Packet redirection is based on an action pointer
whi ch points either at an npl sXCEntry in MPLS-LSR-STD-M B [ RFC3813]
when the NHLFE is a non-TE LSP, or at an npl sTunnel Entry in MPLS- TE-
STD-M B [ RFC3812] when the NHLFE is the origin of a TE tunnel

5.1.1. Advantages of Address Ranges Over ClIDR Prefixes

One possible way of specifying a set of addresses as part of an FTN
rule is to use CIDR prefixes [RFC1519]. W have instead chosen to
allow FTN rul es to be expressed in terns of address ranges in

npl sFTNTabl e because they have the foll owi ng advant ages.

- The nunber of CIDR prefixes needed to represent sonme address
ranges is very large. For exanple, we need the following 6 ClDR
prefixes to represent the range of addresses [192.0. 2. 0-
192.0.2.62]: 192.0.2.0/27, 192.0.2.32/28, 192.0.2.48/29,
192.0.2.56/30, 192.0.2.60/31, and 192.0.2.62/32. A rule such as
"redirect all packets with a source address in the range
[192.0.2.0-192.0.2.62] and destination address in the range
[192.0.2.128-192.0.2.190] to tunnel #2" would require the creation
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5.

5.

5.

2.

of 36 conceptual rows in nplsFTNTable if the rules were expressed
as CIDR prefixes, but only a single conceptual row would be
required if we used address ranges instead.

Every CIDR prefix can be expressed as a single equival ent address
range.

A particular inmplementation is free to translate the address
ranges specified in nplsFTNTable internally to equival ent Cl DR
prefixes, if it so chooses. However, given that powerful range
mat ching al gorithnms are avail able, many inplenmentations may prefer
to i nplenent these directly.

npl sFTNVapTabl e

This table provides the capability to activate or map FTN entries
defined in npl sFTNTabl e to specific interfaces in the system
Packets received on an interface are conpared against FTN entries in
the order in which entries are applied to the interface.

2.

1

I ndexi ng Requirenments

The indexing structure of npl sFTNMapTabl e was designed to satisfy the
foll owi ng requi renents.

2.

2.

We nust be able to insert a newentry into an existing list of
entries on an interface with a single SET operation. Thus, we
must be able to support an insertion operation that does not
requi re manual reindexing of existing entries.

A managenent application nust be able to traverse entries that
have been applied to a particular interface in the order of
application. The nunber of (non-bulk) retrieval operations to
obtain this information as dictated by the particul ar indexing
schene that we choose for npl sFTNMapTabl e nmust be no nore than
that dictated by any other indexing schene. For exanple, the

i ndexi ng schene must not force the Network Managenent Application
to retrieve all the entries in the table and sift through them
offline to obtain this information.

How t he Current |ndexi ng Wrks

The natural data-structure for inplenenting constant tinme insertions
bet ween two existing entries and for supporting in-order traversals
is a linked-list.

The chosen indexi ng structure of npl sFTNVapTabl e makes the entries in
the table behave like itens in a linked-list. Each conceptual row
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has an object, npl sFTNMapPrevl ndex, which is a pointer to the
previous entry that is applied to a particular interface. This
object is self-adjusting, i.e., its value is automatically adjusted
by the agent, if necessary, after an insertion or deletion operation.

Thi s indexi ng schene provides a nechanismto 'insert’ an FTN entry
between two existing entries already applied on an interface. This
is done by specifying the entry after which a new entry shoul d be
inserted in npl sSFTNVapPrevl ndex.

Using this linked-list structure, one can retrieve FTN entries in the
order of application on a per-interface basis as foll ows:

- To determine the first FTN entry on an interface with index
i flndex, performa GETNEXT retrieval operation on
npl sSFTNVapRowSt at us. i fl ndex. 0.0; the returned object, if one
exists, is (say) npl sFTNVapRowSt at us. i fl ndex. 0.n
(mpl sFTNMapRowSt atus is the first accessible columar object in
the conceptual row). Then, the index of the first FTN entry
applied on this interface is n.

- To determine the FTN entry applied to an interface after the one
i ndexed by n, performa GETNEXT retrieval operation on
npl sFTNVapRowSt at us. i flndex.n.0. |If such an entry exists, the
returned object would be of the form
npl sSFTNVapRowSt at us. i fl ndex.n.m  Then, the index of the next FTN
entry applied on this interface is m

- If the FTN entry indexed by n is the last entry applied to the
interface with index iflndex, then the object returned would
ei t her be:

1. npl sFTNVapRowSt at us. i f 1 ndexNext. 0.k, where iflndexNext is the
i ndex of the next interface in ifTable to which an FTN entry
has been applied, in which case k is the index of the first FTN
entry applied to the interface with index iflndexNext;

or:

2. npl sFTNMapSt or ageType. firstlflndex.0.p, if there are no nore
entries in npl sFTNMapTabl e, where firstlflndex is the first
entry in ifTable to which an FTN entry has been mapped.

The above steps can be used to retrieve all the applied entries on a
per-interface basis in application order. Note that the nunber of
retrieval operations is equal to the nunber of applied FTN entries
(i.e., the mninmm nunber of GETNEXT operations needed using any

i ndexi ng schene).
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Al so note that we could not have created this linked-list structure
using a 'next’ pointer object instead of the 'previous’ pointer

obj ect that we chose because this would not allow us to determ ne the
first FTN entry that has been mapped to a specific interface using a
singl e SNWP (non-bul k) retrieval operation

The use of this indexing structure is further illustrated using an
exanple in Section 7.

5.3. mpl sFTNPer f Tabl e

If an FTN entry has been applied to one or nore interfaces, this
tabl e provides high-capacity performance counters to nonitor each
such FTN entry on a per-interface basis.

6. Avoiding Retrieval -Mdification Interactions

The probl em of an ongoing traversal or retrieval operation on an SNWP
tabl e being affected by a concurrent nodification operation on that
table is not unique to this MB nodule. However, it is useful to
note that a cautious application can keep track of the state of the
nodi fiable tables in this MB nodul e using the objects

npl sFTNTabl eLast Changed and npl sFTNMapTabl eLast Changed.

For instance, before performing a traversal of nplsFTNvapTable, the
application should retrieve the value of npl sFTNVapTabl eLast Changed.
Each subsequent GETNEXT operation on the table should include this
object as well. For exanple, GETNEXT(npl sFTNvapTabl eLast Changed. O,
npl sSFTNVapRowSt at us. i f1 ndex. n. 0) can be used to:

- Determine the FTN entry after the one indexed by n (in linked-Iist
order) napped to the interface with index iflndex, as explained in
Section 5.2.2;

- Verify that the value of npl sFTNMapTabl e has not been nodified
during the retrieval process by conparing the val ue of
npl sFTNVapTabl eLast Changed retrieved by this operation with the
val ue retrieved before the traversal was begun

Using this technique, an application can ensure the validity of the
retrieved information with mninmal overhead. This is particularly
i mportant while retrieving information fromfrequently nodified

t abl es.
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7. Exanple Illustrating M B Mdul e Conponents

In this section, we use an exanple to illustrate how t he objects
defined in MPLS-FTN-STD-M B work together to perform FEC to NHLFE

mappi ng.

Note that for the various table entries involved in this exanple, we
only show the objects that help illustrate each case

7.1. Sample FTN Rul es
Suppose that we wish to activate the following two FTN rul es.
Rule #1: On interface iflndex = 1, redirect packets with source
| Pv4 address matching 192.0.2.63 to an LSP with outgoing
i fIlndex = 50 and outgoing | abel = 150 where the specified LSP is
represented by the following entries in nmplsXCTabl e and
npl sQut Segnent Tabl e.

I n npl sXCTabl e:

{
npl sXCl ndex = 0x02,
npl sXCl nSegnent | ndex = 0x00,
npl sXCQut Segrent | ndex = 0x03,
npl sXCLabel St ackl ndex = 0

}

The val ue 0x00 for npl sXCl nSegnent| ndex represents an originating
LSP [ RFC3813].

I n npl sQut Segnent Tabl e:

{
npl sCQut Segnent | ndex = 0x03,
npl sQut Segnent | f I ndex = 50,
npl sQut Segnent PushTopLabel = true,
npl sQut Segnent TopLabel = 150
}

Rule #2: On interface iflndex = 1, redirect packets with
destination | Pv4 addresses in the range [192.0.2.32, 192.0. 2. 96]
to tunnel #4, where the specified tunnel is represented by the
followi ng entry in nplsTunnel Tabl e:

Nadeau, et al. St andards Track [ Page 8]
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{
npl sTunnel | ndex = 4,
-- primary tunne
npl sTunnel I nst ance = 0,
npl sTunnel I ngressLSRID = 192.0. 2.1,
npl sTunnel EgressLSRID = 192.0.2.2
}

7.2. Creating FTN Entries and Applying themto Interfaces

The action "redirect packets with source |Pv4 address matching
192.0.2.63 to an LSP with outgoing iflndex = 50 and outgoing | abel =
150" in Rule #1 can be inplenented by the following entry in

npl sFTNTabl e:

{
npl sSFTNI ndex = 1,

npl sFTNDescr = "Rul e #1",

-- source address only

npl sFTNVask = 0x80,

npl sSFTNAddr Type = i pv4,

npl sSFTNSour ceAddrM n = 192. 0. 2. 63,

npl sSFTNSour ceAddr Max = 192. 0. 2. 63,

npl sFTNActi onType = redirectlLsp(1l),

npl sFTNAct i onPoi nter = npl sXCLspld.1.2.1.0.1.3
}

This indicates to which LSP the LSR shoul d redirect packets by
setting npl sFTNActi onPointer to the first accessible col utmar object
instance in nplsXCeEntry that corresponds of the LSP to use, in this
case nplsXCLspld.1.2.1.0.1.3

This action is then activated on "interface iflndex = 1" by the
following entry in npl sFTNVapTable to conplete the inplenmentation of
Rul e #1:

{
-- apply rule to interface iflndex =1
npl sFTNVapl ndex = 1,
-- first FTN entry on this interface
npl SFTNPr evl ndex = 0,
-- index of current entry in nplsFTNTable, i.e., Rule #1
npl sFTNVapCurrl ndex = 1
}

The action "redirect packets with destination |IPv4 addresses in the
range [192.0.2.32, 192.0.2.96] to tunnel #4" in Rule #2 can be
i npl enented by the following entry in npl sFTNTabl e:
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{

npl sFTNI ndex = 2,

npl sFTNDescr = "Rul e #2",

-- destination address only

npl sSFTNVask = 0x40,

npl sFTNAddr Type = i pv4,

npl sFTNDest AddrM n = 192. 0. 2. 32,

npl sFTNDest Addr Max = 192. 0. 2. 96,

npl sSFTNActi onType = redirect Tunnel (2),

npl sSFTNAct i onPoi nt er = npl sTunnel Nane. 4. 0. 3221225985. 3221225986
}

where 3221225985 and 3221225986 are representati ons of the addresses
192.0.2.1 and 192.0.2.2, respectively, as Unsigned32 (the underlying
data type) entities.

This rule needs to be activated on "interface iflndex = 1" after Rule
#1 which was previously activated on this interface. This is done by
the following entry in nplsFTNMapTable to conplete the inplenentation
of Rule #2:

{
-- apply rule to interface iflndex =1
npl sFTNVApl ndex = 1,
-- insert after Rule #1 (npl sFTNI ndex = 1)
npl sFTNPrevl ndex = 1
-- index of current entry in nplsFTNTable, i.e., Rule #2
npl sSFTNVapCurr |l ndex = 2
}

7.3. Mapping an FTN Entry to Miultiple Interfaces
Suppose we now wi sh to activate the follow ng rule:

Rul e #2b: On interface iflndex = 2, redirect packets with
destination | Pv4 addresses in the range [192.0.2.32, 192.0. 2. 96]
to tunnel #4.

Noti ce that the FEC and correspondi ng action associated with this
rule (i.e., "redirect packets with destination |IPv4 addresses in the
range [192.0.2.32, 192.0.2.96] to tunnel #4") are the sane as that
associated with Rule #2. Hence, we can reuse the existing entry with
npl sFTNI ndex = 2 from npl sFTNTabl e.

However, we have to create the follow ng new entry in npl sFTNVapTabl e

to activate this FTIN entry as the first one on the interface with
i flndex = 2.
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{
-- apply rule to interface iflndex = 2
npl sFTNVapl ndex = 2,
-- first FTN entry on this interface
npl SFTNPr evl ndex = 0,
-- index of current entry in npl sFTNTabl e
npl sFTNVapCurr |l ndex = 2

}

7.

Inserting an Entry Into Existing List

At a later point, suppose that we wish to introduce the fol
Rul e between Rul es #1 and #2.

June 2004

owi ng

Rule #3: On interface iflndex = 1, redirect all packets with

destination | Pv4 address matching the prefix 192.0.2.32/2
tunnel #3, where the tunnel we wish to redirect traffic t
represented by the following entry in nplsTunnel Tabl e:

{
npl sTunnel | ndex = 3,

-- primary tunne

npl sTunnel I nst ance = 0,

npl sTunnel I ngressLSRID = 192. 0. 2. 3,
npl sTunnel EgressLSRID = 192.0. 2.4

}

Note that the ordering of the rules on a particular interfac
critical since the range of addresses specified in Rule #3
subset of the ones specified in Rule #2.

Wthout the linked-list style insertion feature supported by
npl sFTNVapTabl e, we woul d possibly have had to reindex exi st
entries (or plan for such changes by |eaving sufficient gaps
i ndexes, something that only postpones the problen). Wth t
existing tables, we solve this problemby creating the follo
entries.

We inmpl enent the phrase "redirect all packets with destinati
address matching the prefix 1.4.0.0/16 to tunnel #3" in Rule
creating the following entry in npl sFTNTabl e:

Nadeau, et al. St andards Track
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{

npl sFTNI ndex = 3,

npl sFTNDescr = "Rul e #3",

-- destination address only

npl sSFTNVask = 0x40,

npl sFTNAddr Type = i pv4,

-- address range equivalent to CIDR prefix 192.0.2.32/28

npl sFTNDest AddrM n = 192. 0. 2. 32,

npl sFTNDest Addr Max = 192. 0. 2. 47,

npl sSFTNActi onType = redirect Tunnel

npl sSFTNAct i onPoi nt er = npl sTunnel Nane. 3. 0. 3221225987. 3221225988
}

where 3221225987 and 3221225988 are representati ons of the addresses
192.0.2.3 and 192.0.2.4, respectively, as Unsigned32 (the underlying
data type) entities.

We next insert this rule in npl sFTNMapTable just after Rule #1 as
fol |l ows:

{

-- apply rule to interface iflndex =1

npl sSFTNVapl ndex = 1,

-- insert after Rule #1 (npl sFTNI ndex = 1)

npl sFTNPr evl ndex = 1,

-- index of current entry in nplsFTNTable i.e., Rule #3
npl sSFTNVapCurr | ndex = 3

}

After the insertion of Rule #3 in npl sFTNVapTabl e, the ’previous’
poi nter object npl sFTNMapPrevl ndex of the next entry (correspondi ng
to Rule #2) adjusts automatically to point to this entry.

Note that, of the existing entries in the table, the only one that is
i npacted by an insertion operation is the entry on that particul ar
interface i mediately after the newly inserted one, if one exists.
None of the other entries in nplsFTNVapTabl e are i npacted. For
instance, in this particular exanple, when the entry for Rule #3 was
inserted between those for Rules #1 and #2, the entries for Rules #1
and #2b were not i npacted.
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7.5. Pictorial Tabular Relationship

At this point, the relationship between different table entries can
be represented pictorially as follows. For each conceptual row

i nstance, we show the table that it belongs to, along with its
indices in parentheses. (Note that various conceptual rows are
depicted in a way that is convenient for showi ng the
interrelationships and are not necessarily in |exicographical order.)

i f Table, The Interfaces G oup MB [ RFC2863]:

+> ifEntry (1)
| (ifIndex = 1)
|
| npl sSFTNMapTabl e:
| mpl sSFTNVapEntry (1.0.1): <---------mmmmmmonno- +
+<-- (npl sFTNVapl ndex = 1,
| npl sSFTNVapPr evl ndex = 0, ---> (NULL)
| mpl sSFTNMapCurrlndex = 1) ------------ +
| | |
| mpl SFTNMVapEntry (1.1.3): <------------mnm-n- +
+<-- (npl sFTNMapl ndex = 1, | |
| npl sFTNMapPrevindex = 1, ----------- >+ |
| mpl sFTNMapCurrl ndex = 3) --------- + |
| | ||
| mpl SFTNVapEntry (1.3.2): <---------------- + |
+<-- (npl sFTNMapl ndex = 1, I T
nmpl sFTNMapPrevl ndex = 3, -------- >+ | | |
mpl sFTNMapCurr | ndex = 2) ----+ I T I
| I I
npl SFTNTabl e: | I
npl SFTNEntry (2): | 1 |
+--> (npl sSFTNI ndex = 2) <---------- + [ 1 ] |
| I N
| nmpl SFTNEntry (3): [ || |
| (npl sFTNI ndex = 3) <--------------- + | |
| |1
| npl sSFTNEntry (1) : [ I
| (nmpl sFTNIndex = 1) <------ommmmmmmnon + |
| |||
| npl sFTNPer f Tabl e: | |
| npl sFTNPerfEntry (1. 2): | |
| (rmpl sFTNPer f | ndex = 1, | ]
| mpl sFTNPerf Currindex = 2) -------------- + |
| | |
| npl sFTNPerfEntry (1. 3): |
| (npl sFTNPer f I ndex = 1, |
| mpl sFTNPerfCurrlndex = 3) --------------- +
| |
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7.

6.

npl sFTNPerfEntry (1.1):
(npl sFTNPer f I ndex = 1, |

nmpl sFTNPerf Currindex = 1) ------------------ +
npl sFTNPerfEntry (2. 2):
(npl sFTNPer f I ndex = 2,
= 2) mmmeeeeemmeeaa +

i f Table, The Interfaces G oup MB [ RFC2863]:

|

|

|

|

|

| npl sFTNPer f Cur r | ndex
| |
| |
--> ifEntry (2): |
| |
| |
|

+-
| (i flndex = 2)
|
| npl sFTNMBpENtry (2.1.2): <-------mmmmmmmmmo- +
+----- (rmpl sFTNMapl ndex = 2

| npl sSFTNVapPr evl ndex 0 ---> (NULL)

+---- npl sFTNMapCur r | ndex 2)

Del eting an Entry

Let us next | ook at how we can renmpve the recently applied Rule #3
and how the existing conceptual rows behave in this situation

The conceptual row corresponding to the application of Rule #3 to
interface iflndex = 1 has the follow ng i ndex val ues: npl sFTNMapl ndex
= 1, npl sFTNMapPrevindex = 1, and npl sFTNMapCurrlndex = 3. To delete
this conceptual row, the Network Managenment Application perforns a
SET operation setting the object instance npl sFTNMapRowSt atus. 1. 1.3
to the value destroy(6). The agent then destroys this conceptua

row. It also automatically adjusts the object instance of

npl sFTNVapPr evl ndex corresponding to Rule #2 fromthe value 3 (i.e.
pointing to the recently destroyed Rule #3) to the value 1 (i.e., to
Rul e #1).

At this point, the rules applied to interface iflndex = 1 are Rule #1
and Rule #2, in that order. The relationship between different table
entries can be represented pictorially as follows.
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i fTable, The Interfaces G oup MB [ RFC2863]:
-> ifEntry (1)
(iflndex = 1)

+
|
| npl sSFTNVapTabl e:

| npl sFTNVBpEntry (1.0.1): <--------omommomano- +
+<-- (mpl sFTNMapl ndex = 1

| npl sSFTNMapPr evl ndex
| npl sSFTNVapCur r | ndex
I

I

+

mpl sSFTNMapEntry (1.1.2): <---------------- +
<-- (npl sFTNVapl ndex = 1, |
npl sFTNVapPr evl ndex

npl sFTNVapCur r | ndex

I
.!_\
1
1
1
1
1
1
1
1
1
1
:

=+

I

nmpl sFTNTabl e: | |

mpl sFTNEntry (2): | |
+--> (npl sFTNIndex = 2) <---------- +

|

|

|

|

|

npl sFTNEntry (3):
(rmpl sFTNI ndex = 3)

npl SFTNEntry (1):
(npl sFTNIndex = 1) <------------------ +

npl sFTNPer f Tabl e:
npl sFTNPerfEntry (1. 2):
(mpl sFTNPerfl ndex = 1
nmpl sFTNPerfCurrlndex = 2) -------------- +

(nmpl sFTNPer f I ndex = 1,
nmpl sFTNPerf Currindex = 1) ------------------ +

npl sFTNPerfEntry (2. 2):
(mpl sFTNPer f I ndex = 2,
mpl sFTNPerfCurrlindex = 2) ------------------ +

|

|

|

|

|

|

|

|

|

|

|

| npl sFTNPerfEntry (1.1):

|

|

|

|

|

: |

| ifTable, The Interfaces G oup MB [ RFC2863]:

--> ifEntry (2): |

| (iflndex = 2) |

| |

| npl sSFTNVBpEntry (2.1.2): <--------mmmmmomaao +

Femmm - (rmpl sFTNMapl ndex = 2
| npl sSFTNMapPr evl ndex
+---- npl sFTNMapCur r | ndex

0 ---> (NULL)
2)
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Note that the FTN entry for Rule #3 still exists in nplsFTNTabl e at
this point but is not referenced by any conceptual row in
npl sFTNVapTabl e or npl sFTNPer f Tabl e.

Al so note that the deletion of an entry from npl sSFTNVapTabl e only

i mpacts the entry on that particular interface i mediately after the
deleted entry, if one exists. None of the other conceptual rows in
npl sFTNVapTabl e are inmpacted. For instance, in this particular
exanpl e, when the entry for Rule #3 was deleted, the entries for

Rul es #1 and #2b were not i npact ed.

8. The Use of RowPoi nter

RowPoi nter is a textual convention used to identify a conceptual row
in a conceptual table in a MB by pointing to the first accessible
object. In this MB nodule, in nplsFTNTabl e, the RowPoi nter object
npl sSFTNAct i onPoi nter indicates the LSP or TE Tunnel to redirect
packets matching an FTN entry to. This object MJST point to the
first instance of the first accessible columar object in the
appropriate conceptual rowin order to allow the manager to find the
appropriate corresponding entry in either MPLS-LSR STD-M B [ RFC3813]
or MPLS-TE-STD-M B [RFC3812]. If this object returns zeroDot Zer ok,
it inplies that there is no currently defined action that is
associated with that particular FTN entry.

9. MPLS-FTN-STD-M B Definitions

MPLS- FTN-STD-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, Unsigned32, Counter64, |nteger32
FROM SNWPv2- SM -- [ RFC2578]

RowSt at us, StorageType, RowPoi nter,
TEXTUAL- CONVENTI ON, Ti neSt anp

FROM SNVPv2- TC -~ [RFC2579]
MODULE- COMPLI ANCE, OBJECT- GROUP
FROM SNVPv2- CONF -- [ RFC2580]

I nt erfacel ndexOr Zer o,
i fGeneral I nformati onG oup, ifCounterDi scontinuityG oup

FROM | F-M B - [ RFC2863]
SnnpAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B -- [ RFC3411]
Dscp

FROM DI FFSERV- DSCP- TC -- [ RFC3289]
| net Addr essType, | net Address, | netPort Nunber

FROM | NET- ADDRESS- M B -- [ RFC3291]
npl sSt dM B

FROM MPLS- TC- STD-M B -- [ RFC3811]

Nadeau, et al. St andards Track [ Page 16]



RFC 3814

npl sFTNSt dM B MODULE- | DENTI TY
LAST- UPDATED "2004060300002"
ORGANI ZATI ON "Ml ti prot ocol

MPLS FTN M B

Label

June 2004

June 6, 2004
Swi tching (MPLS) Working G oup”

CONTACT- | NFO

Thomas D. Nadeau

Postal: Ci sco Systems, Inc.
250 Apollo Drive
Chel nsford, MA 01824
Tel : +1-978- 244- 3051
Emai |l : tnadeau@i sco.com
Cheenu Srini vasan
Post al : Bl oomberg L. P.
499 Park Avenue
New Yor k, NY 10022
Tel : +1-212-893- 3682
Enmai | :  cheenu@l oonber g. net
Arun Vi swanat han
Postal : ForcelO Networks, Inc.
1440 McCarthy Bl vd
M| pitas, CA 95035
Tel : +1-408-571- 3516
Email: arunv@ or celOnet wor ks. com

| ETF MPLS Working Group email: npls@u. net”

DESCRI PTI ON

"Copyright (C) The Internet Society (2004). The

initial version of this MB nodul e was published
in RFC 3814. For full legal notices see the RFC
itself or see:

http://ww. ietf.org/copyrights/ianam b. htm

This M B npdul e contai ns nanaged object definitions for
speci fying FEC to NHLFE (FTN) nmappi ngs and correspondi ng

performance for MPLS."
-- Revision history.
REVI SI ON
"200406030000Z" -- June 3, 2004
DESCRI PTI ON
“Initial version issued as part of RFC 3814."
Nadeau, et al. St andards Track
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:={ nplsStdM B 8 }

-- TEXTUAL- CONVENTI ONs used in this MB.

Mol sSFTNENnt ryl ndex :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
“"Index for an entry in nplsFTNTabl e. "
SYNTAX Unsi gned32 (1..4294967295)
Mol sSFTNENnt ryl ndexCr Zer o :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Index for an entry in nplsFTNTabl e or the special val ue
zero. The value zero is object-specific and nust
therefore be defined as part of the description of any
obj ect which uses this syntax. Exanples of the usage
of zero mght include situations when none or al
entries in npl sFTNTabl e need to be referenced.”

SYNTAX Unsi gned32 (0..4294967295)

-- Top-Level Conponents of this MB.

npl sSFTNNot i fi cati ons OBJECT IDENTIFIER ::= { npl sFTNStdM B 0 }
npl SFTNCbj ect s OBJECT IDENTIFIER ::= { nplsFTNStdM B 1 }
npl sFTNConf or mance OBJECT IDENTIFIER ::={ nplsFTNStdM B 2 }
-- Next free index in npl sFTNTabl e.
npl sSFTNI ndexNext OBJECT- TYPE

SYNTAX Mol sSFTNEnt r yl ndexCOr Zer o

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the next available valid value to
be used for npl sFTNI ndex when creating entries in the
npl sSFTNTabl e.

When creating a new conceptual row (configuration
entry) in nplsFTNTable with an SNMP SET operation the
conmand generator (Network Managenent Application) nust
first issue a managenent protocol retrieval operation
to obtain the current value of this object.

If the command responder (agent) does not wi sh to allow
creation of nmore entries in npl sFTNTabl e, possibly
because of resource exhaustion, this object MJST return
a val ue of O.

If a non-zero value is returned the Network Managenent

Nadeau, et al. St andards Track [ Page 18]



RFC 3814 MPLS FTN M B June 2004

Application nust determ ne whether the value is indeed
still unused since two Network Managenent Applications
may attenpt to create a row simultaneously and use the
sane val ue

If it is currently unused and the SET succeeds, the
agent MJST change the value of this object to a
currently unused non-zero val ue (according to an

i mpl enentati on specific algorithm or zero (if no
further row creation will be pernitted).

If the value is in use, however, the SET fails and the
Net wor k Managenent Application nust then reread this
object to obtain a new usabl e val ue."

= { npl sFTNObj ects 1 }

-- Last time an object in nmpl sFTNTabl e changed.
npl sFTNTabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the last tine an entry was added, deleted or
nodi fied in npl sFTNTabl e. Managenent stations should
consult this object to deternmine if nplsFTNTabl e
requires their attention. This object is particularly
useful for applications performng a retrieval on
npl sFTNTabl e to ensure that the table is not nodified
during the retrieval operation.”

.= { npl sFTNObj ects 2 }

-- Table of FTN entri es.
npl sFTNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sFTNEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the currently defined FTN entri es.
This table allows FEC to NHLFE mappi ngs to be
specified. Each entry in this table defines a rule to
be applied to i ncom ng packets (on interfaces that the
FTN entry is activated on using npl sFTNMapTabl e) and an
action to be taken on nmatchi ng packets
(nmpl sFTNAct i onPoi nter).

This table supports 6-tuple matching rules based on one

or nore of source address range, destination address
range, source port range, destination port range, |Pv4d
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Protocol field or I Pv6 next-header field and the
D ffServ Code Point (DSCP) to be specified.

The action pointer points either to instance of
npl sXCEntry in MPLS-LSR-STD-M B when the NHLFE is a non-
TE LSP, or to an instance of nplsTunnel Entry in the
MPLS- TE- STD-M B when the NHLFE is an originating TE
tunnel ."
REFERENCE
"J. Postel, Internet Protocol, RFC 791, STD 5, Septenber
1981

Deering, S., and R Hinden, Internet Protocol, Version
6 (I1Pve) Specification, RFC 2460, Decenber 1998

Ni chol s, K, Blake, S., Baker, F. and D. Bl ack
Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers, RFC 2474, Decenber
1998

Srinivasan, C., A Viswanathan, and T. Nadeau, MPLS
Label Switch Router Minagenent |nfornmation Base,
RFC 3813

Srinivasan, C., A Viswanathan, and T. Nadeau, MPLS
Traffic Engi neering Managenent | nformati on Base,
RFC 3812"

2= { npl sFTNObj ects 3 }

npl SFTNEntry  OBJECT- TYPE

SYNTAX Mol sFTNENnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry represents one FTN entry which defines a
rule to conpare incom ng packets with and an action to
be taken on matchi ng packets."

| NDEX { npl sFTNI ndex }
::= { nplsFTNTable 1 }

Mpl sFTNEntry ::= SEQUENCE ({
npl sFTNI ndex Mol sFTNENt ryl ndex,
npl sFTNRowSt at us RowsSt at us,
npl sFTNDescr SnnpAdmi nStri ng,
npl sFTNMask BI TS
npl sFTNAddr Type | net Addr essType,
npl sSFTNSour ceAddr M n | net Addr ess,
npl sFTNSour ceAddr Max | net Addr ess,
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npl sFTNDest Addr M n
npl sFTNDest Addr Max
npl sSFTNSour cePort M n
npl sFTNSour cePor t Max
npl sSFTNDest Port M n
npl sFTNDest Por t Max
npl sFTNPr ot oco

npl sFTNDscp

npl sFTNAct i onType
npl sFTNAct i onPoi nt er
npl SFTNSt or ageType

}

npl sFTNI ndex
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

MPLS FTN M B

OBJECT- TYPE
Mpl sFTNENt r yl ndex
not - accessi bl e
current

| net Addr ess,

| net Addr ess,

| net Port Nunber,
| net Por t Nunber,
| net Port Nunber,
| net Port Nunber,
I nt eger 32,
Dscp,

| NTEGER
RowPoi nt er,

St or ageType

"This is the unique index for a conceptual rowin

npl sFTNTabl e.

June 2004

To create a new conceptual row in npl sFTNTabl e a
Net wor k Management Applicati on SHOULD retrieve the
current val ue of npl sFTNI ndexNext to determi ne the next
val id avail abl e val ue of npl sFTNI ndex."

c:={ nmpl sFTNEntry 1 }

npl sSFTNRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Used for controlling the creation and deletion of this
row. All witeable objects in this row nmay be nodified
at any tine. If a Network Managenent Application
attenpts to delete a conceptual row by setting this
object to 'destroy’ and there are one or nore entries
in npl sFTNMapTabl e pointing to the row (i.e., when
npl sFTNI ndex of the conceptual row being deleted is
equal to npl sFTNMapCurrl ndex for one or nore entries in
npl sSFTNVapTabl e), the agent MJST al so destroy the
corresponding entries in npl sFTNVapTabl e. "

o= { nplsFTNEntry 2 }

npl sFTNDescr OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The description of this FTN entry. Since the index for
this table has no particular significance or neaning,
this object should contain sone neani ngful text that an
operator could use to further distinguish entries in
this table."

o= { nplsFTNEntry 3 }

npl sFTNVask OBJECT- TYPE
SYNTAX BI TS {

sour ceAddr (0),
dest Addr (1),
sourcePort (2),
dest Port ( 3),
pr ot ocol (4),

dscp(5)
}
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This bit map indicates which of the fields described
next, nanely source address range, destination address
range, source port range, destination port range, |Pv4
Protocol field or I Pv6 next-header field and
Differentiated Services Code Point (DSCP) is active for
this FTN entry. If a particular bit is set to zero then
the corresponding field in the packet MJUST be ignored
for conparison purposes."

::={ npl sFTNEntry 4 }

npl sFTNAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

Nadeau,

"This object determ nes the type of address contained in
the source and destination address objects

(mpl sFTNSour ceAddr M n, npl sFTNSour ceAddr Max,

npl sFTNDest Addr M n and npl sFTNDest Addr Max) of a
concept ual row.

Thi s object MIUST NOT be set to unknown(0) when
npl sFTNVask has bit positions sourceAddr(0) or
dest Addr (1) set to one.

VWhen both these bit positions of npl sFTNVask are set to

zero the val ue of npl sFTNAddr Type SHOULD be set to
unknown(0) and the correspondi ng source and destination
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address objects SHOULD be set to zero-length strings."
c:={ nmpl sFTNEntry 5 }

npl sFTNSour ceAddr M n OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The | ower end of the source address range. The type of
this object is determned by the correspondi ng
npl sSFTNAddr Type obj ect.”
o= { nplsFTNEntry 6 }

npl sFTNSour ceAddr Max OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The upper end of the source address range. The type of
this object is determined by the correspondi ng
npl sSFTNAddr Type obj ect."
c:={ nplsFTNEntry 7 }

npl sFTNDest Addr M n OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The | ower end of the destination address range. The
type of this object is determned by the corresponding
npl sFTNAddr Type obj ect."

::={ nmpl sFTNEntry 8 }

nmpl sFTNDest Addr Max OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The higher end of the destination address range. The
type of this object is determned by the correspondi ng
npl sSFTNAddr Type obj ect.”

o= { nplsFTNEntry 9 }

npl sFTNSour cePort M n OBJECT- TYPE
SYNTAX | net Port Nunber
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The | ower end of the source port range."
DEFVAL { 0 }
c:={ nmpl sFTNEntry 10 }

npl sFTNSour cePor t Max OBJECT- TYPE
SYNTAX | net Port Nunber
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The hi gher end of the source port range
DEFVAL { 65535 }
o= { nplsFTNEntry 11 }

npl sFTNDest Port M n OBJECT- TYPE
SYNTAX | net Por t Nurmber
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The | ower end of the destination port range."
DEFVAL { 0}

c:={ nmpl sFTNEntry 12 }

nmpl sFTNDest Por t Max OBJECT- TYPE
SYNTAX | net Port Nunber
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The higher end of the destination port range.”
DEFVAL { 65535 }
o= { nplsFTNEntry 13 }

npl sFTNPr ot ocol OBJECT- TYPE
SYNTAX I nt eger 32 (0..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The I P protocol to natch against the | Pv4 protocol
nunber or | Pv6 Next-Header number in the packet. A
val ue of 255 neans match all. Note that the protocol
nunber of 255 is reserved by | ANA, and Next - Header
nunber of O is used in I Pv6."

DEFVAL { 255 }

o= { nplsFTNEntry 14 }

npl sSFTNDscp OBJECT- TYPE
SYNTAX Dscp
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The contents of the DSCP field."

REFERENCE
"N chols, K, Blake, S., Baker, F. and D. Bl ack
Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers, RFC 2474, Decenber
1998. "

c:={ nmpl sFTNEntry 15 }

npl sFTNAct i onType OBJECT- TYPE

SYNTAX | NTEGER {
redirectLsp(1), -- redirect into LSP
redi rect Tunnel (2) -- redirect into tunne
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of action to be taken on packets matching this
FTN entry."

c:={ nmpl sFTNEntry 16 }

npl sFTNAct i onPoi nt er OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'f npl sFTNActionType is redirectLsp(1l), then this

obj ect MJST contain zeroDotZero or point to a instance
of npl sXCEntry indicating the LSP to redirect natching
packets to.

I f npl sFTNActi onType is redirectTunnel (2), then this
obj ect MJST contain zeroDotZero or point to a instance
of npl sTunnel Entry indicating the MPLS TE tunnel to
redi rect matchi ng packets to.

If this object points to a conceptual rowinstance in a
tabl e consistent with nmpl sFTNActi onType but this

i nstance does not currently exist then no action wll
be taken on packets matching such an FTN entry till
this instance cones into existence.

If this object contains zeroDotZero then no action wll
be taken on packets matching such an FTN entry till it
is populated with a valid pointer consistent with the
val ue of npl sFTNActi onType as expl ai ned above."

c:={ npl sFTNEntry 17 }
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npl sFTNSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this FTN entry. Conceptual rows
havi ng the val ue 'pernanent’ need not allow wite-
access to any columar objects in the row "

DEFVAL { nonVol atile }
c:={ npl sFTNEntry 18 }

-- End of npl sFTNTabl e.
-- Last tinme an object in nplsFTNMapTabl e changed.

npl sFTNVapTabl eLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the last tine an entry was added, deleted or
nodi fied in nmpl sSFTNMapTabl e. Managenent stations shoul d
consult this object to deternmine if the table requires
their attention. This object is particularly usefu
for applications performng a retrieval on
npl sFTNVapTabl e to ensure that the table is not
nodi fied during the retrieval operation.”

1= { npl sFTNOQbj ects 4 }

-- FTN to interface napping table.

npl sFTNVapTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mpl sFTNVapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This tabl e contains objects which provide the
capability to apply or map FTN rul es as defined by
entries in npl sFTNTabl e to specific interfaces in the
system FTN rules are conmpared with incom ng packets
in the order in which they are applied on an interface.

The indexing structure of npl sFTNMapTable is as
fol | ows.

- npl sFTNVapl ndex i ndicates the interface to which the

rule is being applied. A value of O represents the
application of the rule to all interfaces.
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- npl sFTNMapPr evl ndex specifies the rule on the
interface prior to the one being applied. A value of
0 specifies that the rule is being inserted at the
head of the list of rules currently applied to the
interface.

- npl sFTNMapCurrlndex is the index in npl sFTNTabl e
corresponding to the rule being applied.

Thi s indexing structure makes the entries in the table
behave like itens in a linked-list. The object

npl sFTNVapPr evl ndex in each conceptual rowis a pointer
to the previous entry that is applied to a particular
interface. This allows a new entry to be 'inserted at
an arbitrary position in a list of entries currently
applied to an interface. This object is self-

adjusting, i.e., its value is automatically adjusted by
the agent, if necessary, after an insertion or deletion
operation.

Using this linked-list structure, one can retrieve FTN
entries in the order of application on a per-interface
basis as foll ows:

- To deternmine the first FTN entry on an interface
with index iflndex performa GETNEXT retrieva
operation on nmpl sFTNMapRowSt at us. i fI ndex. 0.0; the
returned object, if one exists, is (say)
npl sFTNVapRowSt at us. i f1 ndex. 0. n (npl sFTNMapRowSt at us
is the first accessible columar object in the
conceptual row). Then the index of the first FTN
entry applied on this interface is n

- To determne the FTN entry applied to an interface
after the one indexed by n performa GETNEXT
retrieval operation on
npl sFTNVapRowSt at us. i fI ndex.n. 0. |If such an entry
exi sts the returned object would be of the form
npl sSFTNVapRowSt at us. i fl ndex.n.m  Then the index of
the next FTN entry applied on this interface is m

- If the FTN entry indexed by nis the last entry
applied to the interface with index iflndex then the
obj ect returned would either be:

1. npl sFTNMVapRowsSt at us. i f 1 ndexNext . 0. k, where
i flndexNext is the index of the next interface in
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ifTable to which an FTN entry has been applied, in
which case k is the index of the first FTN entry
applied to the interface with index iflndexNext;

or:

2. npl sFTNVapSt or ageType. firstlflndex.0.p, if there
are no nore entries in nplsFTNVapTabl e, where
firstiflndex is the first entry in ifTable to
whi ch an FTN entry has been mapped.

Use the above steps to retrieve all the applied FTN
entries on a per-interface basis in application order
Note that the nunber of retrieval operations is the
same as the nunber of applied FTN entries (i.e., the
m ni mum nunber of GETNEXT operati ons needed usi ng any
i ndexi ng schene).

Agents MUST NOT allow the same FTN entry as specified
by nmpl sFTNMapCurrlndex to be applied multiple tinmes to
the sane interface.

Agents MUST NOT allow the creation of rows in this
table until the corresponding rows are created in the
npl sFTNTabl e.

If arowin nplsFTNTable is destroyed, the agent MJST
destroy the corresponding entries (i.e., ones with a
mat chi ng val ue of npl sFTNCurrlndex) in this table as
wel . "

::= { npl sFTNObj ects 5 }

npl sSFTNVapEnt ry OBJECT- TYPE

SYNTAX Mol sSFTNVapEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each conceptual row represents the application of an
FTN rule at a specific position in the list of FTN
rules applied on an interface. "
| NDEX {
npl sFTNVapl ndex,
npl sFTNVapPr evl ndex,
npl sFTNMapCur r | ndex
}
::= { npl sFTNVapTable 1 }

Mpl SFTNMBpENtry ::= SEQUENCE {
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npl sFTNVapl ndex I nterfacel ndexOr Zer o,

npl sFTNVapPr evl ndex Mpl sFTNENt ryl ndexOr Zer o,
npl sFTNVapCur r | ndex Mpl sFTNENt r yl ndex,

npl sSFTNVapRowSt at us RowSt at us,

npl SFTNVapSt or ageType St or ageType

}

npl sFTNVapl ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface index that this FTN entry is being
applied to. A value of zero indicates an entry that is
applied all interfaces.

Entries mapped to an interface by specifying its (non-

zero) interface index in nplsFTNVapl ndex are applied

ahead of entries with npl sFTNMapl ndex equal to zero."
c:={ nmpl sFTNVapEntry 1 }

npl sSFTNVapPr evl ndex OBJECT- TYPE
SYNTAX Mol sSFTNEnt ryl ndexCOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The i ndex of the previous FTN entry that was applied to
this interface. The special value zero indicates that
this should be the first FTN entry in the list."

::= { npl sFTNMapEntry 2 }

npl sFTNVapCur r | ndex OBJECT- TYPE
SYNTAX Mpl sFTNENt r yl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I'ndex of the current FTN entry that is being applied to
this interface."
::= { npl sFTNMapEntry 3 }

npl sSFTNVapRowSt at us OBJECT- TYPE
SYNTAX Rowst at us {
active(l),

creat eAndGo( 4),
destroy(6)

}
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"Used for controlling the creation and deletion of this
r ow.

All witable objects in this row may be nodified at any
tine.

If a conceptual row in npl sFTNMapTabl e points to a

conceptual row in npl sFTNTabl e which is subsequently

del eted, the correspondi ng conceptual row in

npl sFTNVapTabl e MJUST al so be del eted by the agent.™
::= { npl sFTNMapEntry 4 }

npl sSFTNVapSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this entry. Conceptual rows
havi ng the val ue ’'permanent’ need not allow wite-
access to any columar objects in this row"

DEFVAL { nonVol atile }
::={ nmpl sFTNVapEntry 5 }

-- End of npl sFTNVapTabl e

-- FTN entry perfornance table

npl sFTNPer f Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mol sFTNPer fEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains performance statistics on FTN
entries on a per-interface basis.”
.= { npl sFTNObj ects 6 }
npl sFTNPer f Entry OBJECT- TYPE
SYNTAX Mpl sFTNPerf Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains performance information for the
specified interface and an FTN entry mapped to this
interface."

I NDEX { npl sFTNPer fl ndex, npl sFTNPerf Currl ndex }
::= { nplsFTNPerfTable 1 }
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Mol sFTNPerfEntry ::= SEQUENCE {
npl sFTNPer f | ndex I nt erfacel ndexOr Zer o,
npl sFTNPer f Cur r | ndex Mpl sFTNENt ryl ndex,
npl sFTNPer f Mat chedPacket s Count er 64,
npl sFTNPer f Mat chedCct et s Count er 64,
npl sFTNPer f Di sconti nui tyTi ne Ti meSt anp
}
npl sFTNPer f I ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface index of an interface that an FTN entry
has been applied/ mapped to. Each instance of this
obj ect corresponds to an instance of npl sFTNMapl ndex. "
::={ nmpl sFTNPerfEntry 1 }

npl sFTNPer f Cur r | ndex OBJECT- TYPE
SYNTAX Mpl sFTNENt r yl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I'ndex of an FTN entry that has been applied/ mapped to
the specified interface. Each instance of this object
corresponds to an instance of npl sFTNMapCurrl ndex."

c:= { nplsFTNPerfEntry 2 }

sFTNPer f Mat chedPacket s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nunmber of packets that matched the specified FTN entry
if it is applied/ mapped to the specified interface.
Di scontinuities in the value of this counter can occur
at re-initialization of the nanagenent system and at
other tinmes as indicated by the val ue of
npl sFTNDi scontinuityTi me. "

::={ nplsFTNPerfEntry 3 }

nmp

sFTNPer f Mat chedQct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nunber of octets that matched the specified FTN entry
if it is applied/ mapped to the specified interface.

nmp
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Di scontinuities in the value of this counter can occur
at re-initialization of the nanagenent system and at
other times as indicated by the val ue of
npl SFTNDi sconti nuityTi me. "

::={ npl sFTNPerfEntry 4 }

npl sFTNPer f Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the nbst recent occasion at
whi ch any one or nore of this entry’'s counters suffered
a discontinuity. |If no such discontinuities have
occurred since the last re-initialization of the Iocal
management subsystem then this object contains a zero
val ue. "

.= { nplsFTNPerfEntry 5 }

-- End of npl sFTNPerf Tabl e
-- Modul e conpli ance.
-- Top | evel object |Ds.
npl sFTNG oups

OBJECT | DENTI FI ER : :

npl sSFTNConpl i ances
OBJECT | DENTI FI ER ::

{ mpl sFTNConf or mance 1 }

{ mpl sFTNConf or mance 2 }

-- Compliance requirenent for fully conpliant inplenentations.
npl sFTNVbdul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that provide full
support for MPLS-FTN-STD-MB."

MODULE IF-M B -- The Interfaces Group M B, RFC 2863.
MANDATCORY- GROUPS {

i f General | nformati onG oup,

i f Count er Di sconti nui tyG oup

}

MODULE -- This nodul e.
MANDATCORY- GROUPS {
npl sFTNRul eG oup,
npl sSFTNVapG oup,
npl sFTNPer f Gr oup
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}

OBJECT npl sFTNAddr Type
SYNTAX | net AddressType { ipv4(1l), ipve(2) }
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and/ or |1 Pv6 addresses. An inplenmentation is only
required to support the address types that are actually
supported on the LSR "

OBJECT npl sFTNSour ceAddr M n

SYNTAX | net Address (SIZE (4 | 20))

DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and/or | Pv6 addresses. An inplementation is only
required to support the address types that are actually
supported on the LSR "

OBJECT npl sFTNSour ceAddr Max
SYNTAX | net Address (SIZE (4 | 20))
DESCRI PTI ON
"An inmplenentation is only required to support |Pv4
and/ or |1 Pv6 addresses. An inplenmentation is only
required to support the address types that are actually
supported on the LSR "

OBJECT npl sFTNDest Addr M n
SYNTAX | net Address (SIZE (4 | 20))
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and/ or |1 Pv6 addresses. An inplenmentation is only
required to support the address types that are actually
supported on the LSR "

OBJECT npl sFTNDest Addr Max

SYNTAX | net Address (SIZE (4 | 20))

DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and/or | Pv6 addresses. An inplementation is only
required to support the address types that are actually
supported on the LSR "

;.= { npl sFTNConpl i ances 1 }

-- Conpliance requirenment for read-only inplenmentations.
npl sFTNVbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirement for inplenentations that only
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provi de read-only support for MPLS-FTN- STD-M B. Such
devi ces can then be nonitored but cannot be configured
using this MB nodule."

MODULE F-M B -- The interfaces G oup MB, RFC 2863
MANDATORY- GROUPS {

i f General | nformati onG oup,

i f Count er Di sconti nuityG oup

}

MODULE -- This nodul e
MANDATORY- GROUPS {
npl sFTNRul eGr oup,
npl sFTNVapG oup,
npl sFTNPer f G oup

}

OBJECT npl sFTNI ndexNext
M N-ACCESS not-accessible
DESCRI PTI ON
"This object is not needed when npl sFTNTabl e is
i mpl enented as read-only."

OBJECT npl sFTNRowSt at us

SYNTAX RowSt atus { active(l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and active is the only
status that needs to be supported.”

OBJECT npl sFTNDescr
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sFTNVask
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT npl sFTNAddr Type

SYNTAX | net Addr essType { ipv4(1l), ipv6(2) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required. An inplementation is only
required to support |Pv4 and | Pv6 addresses.”

OBJECT npl sFTNSour ceAddr M n
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SYNTAX | net Address (SIZE (4 | 20))
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required. An inplementation is only
required to support IPv4 and | Pv6 addresses.”

OBJECT npl sFTNSour ceAddr Max

SYNTAX I net Address (SIZE (4 | 20))
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required. An inplementation is only
required to support IPv4 and | Pv6 addresses.”

OBJECT npl sFTNDest Addr M n

SYNTAX | net Address (SIZE (4 | 20))
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required. An inplenmentation is only
required to support IPv4 and | Pv6 addresses."

OBJECT npl sFTNDest Addr Max

SYNTAX | net Address (SIZE (4 | 20))
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required. An inplenmentation is only
required to support |Pv4 and | Pv6 addresses."

OBJECT npl sFTNSour cePort M n
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT npl sFTNSour cePor t Max
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT npl sFTNDest Port M n
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT npl sFTNDest Por t Max
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT npl sFTNPr ot ocol
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M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sFTNActi onType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sFTNAct i onPoi nt er
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sFTNDscp
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
OBJECT npl sFTNSt or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT npl sFTNVapRowSt at us

SYNTAX RowsSt atus { active(1l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and active(l)
status that needs to be supported.”

OBJECT npl sFTNVapSt or ageType
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
;.= { npl sFTNConpl i ances 2 }

Units of conformance

mpl sFTNRul eGr oup OBJECT- GROUP

OBJECTS {
npl sFTNI ndexNext ,
npl sFTNTabl eLast Changed,
npl sFTNRowSt at us,
npl sFTNDescr ,
npl sFTNMVasK,
npl sFTNAddr Type,
npl sSFTNSour ceAddr M n,
npl sFTNSour ceAddr Max,
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npl sFTNDest Addr M n,
npl sFTNDest Addr Max,
npl sFTNSour cePort M n,
npl sFTNSour cePor t Max,
npl sSFTNDest Port M n,
npl sFTNDest Por t Max,
npl sFTNPr ot ocol ,

npl sFTNAct i onType,

npl sSFTNAct i onPoi nt er,
npl sSFTNDscp,

npl SFTNSt or ageType

}
STATUS current
DESCRI PTI ON
"Col | ection of objects that inplenent MPLS FTN rul es."
::={ npl sFTNG oups 1 }

npl sFTNVapG- oup OBJECT- GROUP
OBJECTS {
npl sFTNVapTabl eLast Changed,
npl sSFTNVapRowSt at us,
npl sSFTNVapSt or ageType

}
STATUS current
DESCRI PTI ON
"Col | ection of objects that inplenent activation of MPLS
FTN entries on interfaces."
2= { npl sFTNG oups 2 }

npl sFTNPer f G oup OBJECT- GROUP
OBJECTS {
npl sFTNPer f Mat chedPacket s,
npl sFTNPer f Mat chedCct et s,
npl sFTNPer f Di sconti nui tyTi ne

}
STATUS current
DESCRI PTI ON
"Col | ecti on of objects providing MPLS FTN performance
i nformation."
::= { npl sFTNG oups 3 }

END
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10.

Security Considerations

This M B nodul e can be used to configure LSRs to redirect non-MPLS
traffic into an MPLS cloud. As such, inproper nanipulation of the
objects represented in this MB nodule may result in traffic being
redirected to unintended destinations, potentially resulting in
deni al of service to end-users.

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
objects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

- npl sFTNTabl e and npl sFTNVvapTabl e can be used to create packet
matching rules for classifying IPv4 or IPv6 traffic and
redirecting matched packets into the MPLS cloud. Modifying
objects in these tables can result in the misdirection of traffic
and potential denial of service to end-users. It nmay also result
intraffic which was intended to be redirected into the MPLS cl oud
bei ng routed through the IP network instead, potentially resulting
i n degradation of service quality or outright denial of service.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

- npl sFTNPer f Tabl e provi des counters for nonitoring the performance
of packet classification rules defined in nmplsFTNTabl e and
npl sFTNVapTabl e.  Unaut hori zed read access to objects in these
tables may be used to gain traffic flow information.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWMPv3 franmework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c nechani sns (for
aut hentication and privacy).
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11.

11.

12.

12.

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED that SNMPv3 be depl oyed and
cryptographic security be enabled. It is then a custoner/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects to only those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

As described in [ MPLSMGMI] and as requested in [ RFC3811], MPLS

rel ated standards-track M B nodul es should be rooted under the

npl sStdM B subtree. New assignnents can only be made by a standards
action as specified in [ RFC2434].

1. | ANA Consi derations for MPLS-FTN-STD-M B

The | ANA has assigned nplsStdMB 8 to the MPLS-FTN- STD-M B nodul e
specified in this docunent.

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key W rds for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2578] M oghrie, K, Perkins, D., and J. Schoenwael der,
"Structure of Managenent Information Version 2 (SMv2)",
STD 58, RFC 2578, April 1999.

[ RFC2579] Mcd oghrie, K, Perkins, D., and J. Schoenwael der,
"Textual Conventions for SMv2", STD 58, RFC 2579, April
1999.

[ RFC2580] Mcd oghrie, K., Perkins, D., and J. Schoenwael der,
"Confornmance Statenments for SMv2", STD 58, RFC 2580,
April 1999.

[ RFC2863] M oghrie, K and F. Kastenholz, "The Interfaces Goup
M B", RFC 2863, June 2000.

[ RFC3031] Rosen, E., Viswanathan, A, and R Callon, "Miltiprotocol
Label Switching Architecture", RFC 3031, January 2001.

[ RFC3289] Baker, F., Chan, K, and A Smith, "Managenment |nformation
Base for the Differentiated Services Architecture", RFC
3289, May 2002.

Nadeau, et al. St andards Track [ Page 39]



RFC 3814

[ RFC3291]

[ RFC3411]

[ RFC3

[ RFC3

[ RFC3

813]

811]

812]

MPLS FTN M B June 2004

Daniele, M, Haberman, B., Routhier, S., and J.
Schoenwael der, "Textual Conventions for |Internet Network
Addr esses", RFC 3291, May 2002.

Harrington, D., Presuhn, R, and B. Wjnen, "An
Architecture for Describing Sinple Network Managenent
Prot ocol (SNWP) Managenent Franmeworks", STD 62, RFC 3411,
Decenber 2002.

Srinivasan, C., Viswanathan, A, and T. Nadeau,

"Ml tiprotocol Label Switching (MPLS) Label Switching
Router (LSR) Managenent Information Base (MB)", RFC 3813,
June 2004.

Nadeau, T., and J. Cucchiara, J., Editors, "Definition of
Textual Conventions (TCs) for Multi-Protocol Labe
Swi tching (MPLS) Managenent”, RFC 3811, June 2004.

Srinivasan, C, Viswanathan, A, and T. Nadeau

"Mul tiprotocol Label Switching (MPLS) Traffic Engi neering
(TE) Managenent |Information Base (MB)", RFC 3812, June
2004.

12. 2. Informmtive References

[ MPLSMGMT]

[ RFC7

[ RFCL

[ RFC2

[ RFC2

[ RFC2

Nadeau,

91]

519]

026]

434]

460]

et al.

Nadeau, T., Srinivasan, C., and A Farrel, "Miltiprotoco
Label Switching (MPLS) Managenment Overview', Work in
Progress, Septenber 2003.

Postel, J., "Internet Protocol", STD 5, RFC 791, Septenber
1981.

Fuller, V., Li, T., Yu, J., and K Varadhan, "d assless
Inter-Domain Routing (CIDR): an Address Assignment and
Aggregation Strategy", RFC 1519, Septenber 1993.

Bradner, S., "The Internet Standards Process -- Revision
3", BCP 9, RFC 2026, Cctober 1996.

Narten, T. and H Alvestrand, "CGuidelines for Witing an
I ANA Consi derations Section in RFCs", BCP 26, RFC 2434,
Cct ober 1998.

Deering, S. and R Hi nden, "Internet Protocol, Version 6
(I'Pv6) Specification", RFC 2460, Decenber 1998.

St andards Track [ Page 40]



RFC 3814 MPLS FTN M B June 2004

13.

14.

[ RFC2474] N chols, K, Blake, S., Baker, F., and D. Bl ack,
"Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers", RFC 2474, Decenber
1998.

[ RFC3410] Case, J., Mundy, R, Partain, D., and B. Stewart,
“Introduction and Applicability Statenents for |nternet-
St andard Managenent Franmewor k", RFC 3410, Decenber 2002.

Acknowl edgenent s

We woul d particularly like to thank Bert Wjnen for the substantial
time and effort he spent in helping us inprove this docunent. W
woul d also |ike to thank David Perkins, Joan Cucchiara, M ke Piecuch,
and Adrien Grise for their insightful coments and additions to this
docurnent .

Aut hors’ Addr esses

Thomas D. Nadeau

Ci sco Systens, Inc.
300 Apollo Drive
Chel nsford, MA 01824

Phone: +1-978-244-3051
EMai | : t nadeau@i sco. com

Cheenu Sri ni vasan
Bl oomberg L. P.

499 Park Avenue
New Yor k, NY 10022

Phone: +1-212-893-3682
EMai | : cheenu@l oonber g. net

Arun Vi swanat han
Forcel0 Networks, Inc.
1440 McCarthy Bl vd

M| pitas, CA 95035

Phone: +1-408-571-3516
EMai | : arunv@ or celOnet wor ks. com

Nadeau, et al. St andards Track [ Page 41]



RFC 3814 MPLS FTN M B June 2004

15. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS COR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clai ned
to pertain to the inplenentation or use of the technol ogy
described in this document or the extent to which any license
under such rights m ght or might not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunents can be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use
of such proprietary rights by inmplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository
at http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that may cover technol ogy that may be required
to inplenent this standard. Pl ease address the information to the
|ETF at ietf-ipr@etf.org.
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