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Abst r act

Thi s docunent describes a symmetric encryption protocol that

suppl enents the protocols described in the User-based Security Mbdel
(USM, which is a Security Subsystemfor version 3 of the Sinple

Net wor k Managenent Protocol for use in the SNMP Architecture. The
symetric encryption protocol described in this docurment is based on
the Advanced Encryption Standard (AES) cipher algorithmused in

C pher FeedBack Mbdde (CFB), with a key size of 128 bits.
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1. Introduction

Wthin the Architecture for describing Internet Managenment Framewor ks
[ RFC3411], the User-based Security Mdel (USM [RFC3414] for SNMPv3
is defined as a Security Subsystemw thin an SNMP engi ne. RFC 3414
descri bes the use of HVAC MD5-96 and HVAC-SHA-96 as the initia

aut hentication protocols, and the use of CBC-DES as the initia
privacy protocol. The User-based Security Mdel, however, allows for
ot her such protocols to be used instead of, or concurrently with,

t hese protocols.

This menmo descri bes the use of CFB128- AES-128 as an alternative
privacy protocol for the User-based Security Mddel. The key words
"MUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOI", "SHOULD',
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [RFC2119].

1.1. Goals and Constraints

The main goal of this nenp is to provide a new privacy protocol for
the USM based on the Advanced Encryption Standard (AES) [ Fl PS-AES].

The major constraint is to maintain a conplete interchangeability of
the new protocol defined in this memo with existing authentication
and privacy protocols already defined in USM

For a given user, the AES-based privacy protocol MJST be used with

one of the authentication protocols defined in RFC 3414 or an
al gori t hm protocol providing equival ent functionality.

Bl unment hal , et al. St andards Track [ Page 2]



RFC 3826 AES for SNWP' s USM June 2004

1.2. Key Localization

As defined in [RFC3414], a localized key is a secret key shared

bet ween a user U and one authoritative SNVMP engine E. Even though a
user may have only one pair of authentication and privacy passwords
(and consequently only one pair of keys) for the entire network, the
actual secrets shared between the user and each authoritative SNWP
engine will be different. This is achieved by key |ocalization

If the authentication protocol defined for a user U at the
authoritative SNVMP engine E is one of the authentication protocols
defined in [RFC3414], the key localization is perfornmed according to
the two-step process described in section 2.6 of [RFC3414].

1.3. Password Entropy and Storage

The security of various cryptographic functions lies both in the
strength of the functions thensel ves against various forns of attack
and al so, perhaps nore inmportantly, in the keying material that is
used with them While theoretical attacks against cryptographic
functions are possible, it is nore probable that key guessing is the
mai n threat.

The following are reconmended in regard to user passwords:

- Password | ength SHOULD be at |east 12 octets.

-  Password sharing SHOULD be prohibited so that passwords are not
shared anmong mul tiple SNWP users.

- Inplementations SHOULD support the use of randomy generated
passwords as a stronger form of security.

It is worth remenbering that, as specified in [RFC3414], if a user’s
password or a non-localized key is disclosed, then key | ocalization
will not help and network security may be conprom sed. Therefore, a
user’s password or non-|ocalized key MIUST NOT be stored on a managed
devi ce/ node. Instead, the localized key SHALL be stored (if at all)
so that, in case a device does get conprom sed, no other nmanaged or
nmanagi ng devi ces get conpronmi sed.
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2. Definitions

This MBis witten in SMv2 [ RFC2578] .

SNWVP- USM AES-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- | DENTI TY,
snnpModul es FROM SNWPv2- SM -- [ RFC2578]
snmpPri vProt ocol s FROM SNWVP- FRAMEWORK- M B; -- [ RFC3411]

snnpUsmAesM B MODULE- | DENTI TY

LAST- UPDATED "2004061400002"

ORGANI ZATI ON "I ETF"

CONTACT-1 NFO "Uri Bl unent hal
Lucent Technol ogies / Bell Labs
67 Wi ppany Rd.
14D 318
Wi ppany, NJ 07981, USA
973-386- 2163
uri @ell-1abs.com

Fabi o Mai no

Andi anb Systens, |nc.
375 East Tasman Drive
San Jose, CA 95134, USA
408- 853- 7530

f mai no@ndi anp. com

Keith MC oghrie

Cisco Systens, Inc.

170 West Tasman Drive

San Jose, CA 95134-1706, USA

408- 526- 5260
kzm@i sco. cont'

DESCRI PTION "Definitions of Ohject Identities needed for
the use of AES by SNWP' s User-based Security
Model .

Copyright (C The Internet Society (2004).
This version of this MB nodule is part of RFC 3826;
see the RFC itself for full |egal notices.

Suppl emrentary information may be avail able on
http://ww.ietf.org/copyrights/ianamb.htm ."
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REVI SI ON "2004061400002"
DESCRI PTION "lnitial version, published as RFC3826"

::= { snnpModul es 20 }

usmAesCf b128Pr ot ocol OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON " The CFB128- AES-128 Privacy Protocol."
REFERENCE "- Specification for the ADVANCED ENCRYPTI ON

STANDARD. Federal |nformation Processing
Standard (FIPS) Publication 197.
(Novenber 2001).

- Dworkin, M, N ST Recommendation for Bl ock
C pher Mdes of Operation, Methods and
Techni ques. NI ST Speci al Publication 800-38A
(Decenber 2001).

::={ snnpPrivProtocols 4 }

END

3.

3.

CFB128- AES- 128 Synmmetric Encryption Protoco

This section describes a Symetric Encryption Protocol based on the
AES ci pher algorithm[FIPS-AES], used in C pher Feedback Mde as
described in [ AES-MODE], using encryption keys with a size of 128
bits.

This protocol is identified by usmAesCf b128Pri vProt ocol

The protocol usmAesCfbl28PrivProtocol is an alternative to the
privacy protocol defined in [ RFC3414].

Mechani sns

In support of data confidentiality, an encryption algorithmis
required. An appropriate portion of the nessage is encrypted prior
to being transnmtted. The User-based Security Mdel specifies that
the scopedPDU is the portion of the message that needs to be
encrypt ed.

A secret value is shared by all SNWP engi nes which can legitinmtely
ori gi nate nmessages on behal f of the appropriate user. This secret
val ue, in conmbination with a tineliness value and a 64-bit integer
is used to create the (localized) en/decryption key and the
initialization vector.
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3.1.1. The AES-based Symetric Encryption Protoco

The Synmmetric Encryption Protocol defined in this neno provides
support for data confidentiality. The designated portion of an SNWP
message i s encrypted and included as part of the nessage sent to the
reci pi ent.

The AES (Advanced Encryption Standard) is the symretric cipher
algorithmthat the NIST (National Institute of Standards and
Technol ogy) has selected in a four-year conpetitive process as
Repl acenent for DES (Data Encryption Standard).

The AES honepage, http://ww. nist.gov/aes, contains a wealth of

i nformati on on AES including the Federal Information Processing

Standard [FI PS-AES] that fully specifies the Advanced Encryption
St andar d.

The foll owi ng subsections contain descriptions of the rel evant
characteristics of the AES ci phers used in the symretric encryption
protocol described in this nmeno.

3.1.1.1. NMode of operation

The NI ST Special Publication 800-38A [ AES- MODE] recomends five
confidentiality nodes of operation for use with AES: Electronic
Codebook (ECB), G pher Block Chaining (CBC), Cipher Feedback (CFB)
Qut put Feedback (OFB), and Counter (CTR).

The synmmetric encryption protocol described in this menmo uses AES in
CFB node with the paraneter S (nunber of bits fed back) set to 128
according to the definition of CFB nobde given in [AES-MODE]. This
node requires an Initialization Vector (1V) that is the same size as
the bl ock size of the cipher algorithm

3.1.1.2. Key Size

In the encryption protocol described by this nmenbo AES is used with a
key size of 128 bits, as recommended in [ AES- MODE] .

3.1.1.3. Block Size and Paddi ng
The bl ock size of the AES cipher algorithns used in the encryption

protocol described by this nmeno is 128 bits, as reconmended in [ AES-

MODE] .
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3.1.1.4. Rounds

Thi s paraneter determ nes how nany tinmes a block is encrypted. The
encryption protocol described in this nenmo uses 10 rounds, as
recomended i n [ AES- MODE] .

3.1.2. Localized Key, AES Encryption Key, and Initialization Vector

The size of the Localized Key (Kul) of an SNMP user, as described in
[ RFC3414], depends on the authentication protocol defined for that
user U at the authoritative SNVWP engine E

The encryption protocol defined in this nenmo MJUST be used with an
aut hentication protocol that generates a |localized key with at |east
128 bits. The authentication protocols described in [ RFC3414]
satisfy this requirenent.

3.1.2.1. AES Encryption Key and IV

The first 128 bits of the localized key Kul are used as the AES
encryption key. The 128-bit IV is obtained as the concatenation of
the authoritative SNVWP engine’'s 32-bit snnmpEngi neBoots, the SNWP
engine’s 32-bit snnmpEngi neTine, and a |ocal 64-bit integer. The 64-
bit integer is initialized to a pseudo-random val ue at boot tine.

The 1V is concatenated as follows: the 32-bit snnpEngi neBoots is
converted to the first 4 octets (Mst Significant Byte first), the
32-bit snnpEngineTime is converted to the subsequent 4 octets (Mbst
Significant Byte first), and the 64-bit integer is then converted to
the last 8 octets (Mdst Significant Byte first). The 64-bit integer
is then put into the nsgPrivacyParaneters field encoded as an OCTET
STRING of length 8 octets. The integer is then nodified for the
subsequent nessage. W recommend that it is increnented by one unti
it reaches its maxi mumvalue, at which time it is w apped.

An i npl enentation can use any nethod to vary the value of the |oca
64-bit integer, providing the chosen nethod never generates a
duplicate IV for the sane key.

A duplicated IV can result in the very unlikely event that multiple
managers, comunicating with a single authoritative engine, both
accidentally select the same 64-bit integer within a second. The
probability of such an event is very |low, and does not significantly
af fect the robustness of the nmechani snms proposed.
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The 64-bit integer nust be placed in the privParaneters field to
enabl e the receiving entity to conpute the correct IV and to decrypt
the message. This 64-bit value is called the "salt" in this

docurent .

Note that the sender and receiver nust use the same IV value, i.e.
they nust both use the sanme val ues of the individual conponents used
to create the IV. In particular, both sender and receiver nust use

the val ues of snnpEngi neBoots, snnpEngi neTime, and the 64-bit integer
whi ch are contained in the rel evant nmessage (in the

nmsgAut horit ati veEngi neBoots, nsgAut horitativeEngi neTi me, and
privParaneters fields respectively).

3.1.3. Data Encryption
The data to be encrypted is treated as a sequence of octets.

The data is encrypted in C pher Feedback node with the paraneter s
set to 128 according to the definition of CFB npbde given in Section
6.3 of [AES-MODE]. A clear diagramof the encryption and decryption
process is given in Figure 3 of [AES MODE].

The plaintext is divided into 128-bit blocks. The last bl ock may
have fewer than 128 bits, and no padding is required.

The first input block is the IV, and the forward ci pher operation is
applied to the 1V to produce the first output block. The first

ci phertext block is produced by exclusive-ORing the first plaintext

bl ock with the first output block. The ciphertext block is also used
as the input block for the subsequent forward ci pher operation

The process is repeated with the successive input blocks until a
ci phertext segnent is produced fromevery plaintext segment.

The | ast ciphertext block is produced by exclusive-ORi ng the | ast
pl ai ntext segnent of r bits (r is less than or equal to 128) with the
segnent of the r nost significant bits of the |ast output block

3.1.4. Data Decryption

In CFB decryption, the IV is the first input block, the first

ci phertext is used for the second i nput block, the second ciphertext
is used for the third input block, etc. The forward ci pher function
is applied to each input block to produce the output blocks. The
out put bl ocks are exclusive-ORed with the correspondi ng ci phertext

bl ocks to recover the plaintext blocks.

Bl unment hal , et al. St andards Track [ Page 8]



RFC 3826 AES for SNWP' s USM June 2004

The | ast ciphertext block (whose size r is less than or equal to 128)
is exclusive-ORed with the segnment of the r nost significant bits of
the last output block to recover the last plaintext block of r bits.

3.2. Eenents of the AES Privacy Protoco

This section contains definitions required to realize the privacy
nodul es defined by this nmeno.

3.2. 1. Users

Data en/decryption using this Symmetric Encryption Protocol nakes use
of a defined set of userNames. For any user on whose behalf a
nessage nust be en/decrypted at a particular SNVP engi ne, that SNWP
engi ne nust have know edge of that user. An SNVP engine that needs
to communi cate with anot her SNMP engi ne nmust al so have know edge of a
user known to that SNWP engi ne, including know edge of the applicable
attributes of that user

A user and its attributes are defined as foll ows:

<user Nanme>
An octet string representing the name of the user

<priVvAl g>
The al gorithm used to protect nessages generated on behal f of the
user from di scl osure.

<pri vKey>
The user’s secret key to be used as input to the generation of the
| ocal i zed key for encrypting/decrypting nessages generated on
behal f of the user. The length of this key MUST be greater than
or equal to 128 bits (16 octets).

<aut hAl g>
The al gorithm used to authenticate nessages generated on behal f of
the user, which is also used to generate the | ocalized version of
the secret key.

3.2.2. msgAuthoritativeEngi nel D
The nsgAut horitativeEngi nel D val ue contained in an authenticated
nessage specifies the authoritati ve SNVP engine for that particul ar

nessage (see the definition of SnnpEnginelD in the SNMP Architecture
document [ RFC3411]).
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The user’s (private) privacy key is different at each authoritative
SNVP engi ne, and so the snnpEnginelD is used to select the proper key
for the en/decryption process.

3.2.3. SNWP Messages Using this Privacy Protoco

Messages using this privacy protocol carry a nsgPrivacyParaneters
field as part of the nsgSecurityParanmeters. For this protocol, the
privParaneters field is the serialized OCTET STRI NG representing the
"salt" that was used to create the |IV.

3.2.4. Services provided by the AES Privacy Mdul es

This section describes the inputs and outputs that the AES Privacy
nodul e expects and produces when the User-based Security nodul e
i nvokes one of the AES Privacy nodul es for services.

3.2.4.1. Services for Encrypting Qutgoing Data

The AES privacy protocol assunmes that the selection of the privKey is
done by the caller, and that the caller passes the |ocalized secret
key to be used.

Upon conpl etion, the privacy nodule returns statuslnformation and, if
the encryption process was successful, the encryptedPDU and t he
nsgPri vacyParaneters encoded as an OCTET STRING The abstract
service primtive is:

statuslinformation = -- success or failure
encrypt Dat a(
IN encrypt Key -- secret key for encryption
IN dat aToEncr ypt -- data to encrypt (scopedPDU)
QUT  encryptedData -- encrypted data (encryptedPDU)
out pri vParaneters -- filled in by service provider
)

The abstract data el enents are:

stat usl nformation
An indication of the success or failure of the encryption process.
In case of failure, it is an indication of the error

encr ypt Key
The secret key to be used by the encryption algorithm The length
of this key MJUST be 16 octets.

dat aToEncr ypt
The data that nust be encrypted.
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encrypt edDat a
The encrypted data upon successful conpletion

pri vParaneters
The privParanmeters encoded as an OCTET STRI NG

3.2.4.2. Services for Decrypting Incom ng Data

Thi s AES privacy protocol assunes that the selection of the privKey

is done by the caller and that the caller passes the |ocalized secret
key to be used.

Upon conpletion the privacy nodul e returns statuslnformation and, if
the decryption process was successful, the scopedPDU in plain text.
The abstract service prinitive is:

statuslnformation =
decr ypt Dat a(

IN decr ypt Key -- secret key for decryption
IN pri vParaneters -- as received on the wire
IN encrypt edDat a -- encrypted data (encryptedPDU)
QUT  decryptedDat a -- decrypted data (scopedPDU)
)

The abstract data el enents are:

statusl nformati on

An indication of whether the data was successfully decrypted, and
if not, an indication of the error

decr ypt Key

The secret key to be used by the decryption algorithm The length
of this key MJUST be 16 octets.

pri vParaneters
The 64-bit integer to be used to calculate the IV

encrypt edDat a
The data to be decrypted.

decr ypt edDat a
The decrypted dat a.

3.3. Elenments of Procedure

This section describes the procedures for the AES privacy protoco
for SNMP' s User-based Security Mbdel
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3.

3.

3.

3.

1. Processing an Qutgoing Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it must encrypt part of an outgoi ng nessage using the
usmAesCf b128Pri vPr ot ocol

1) The secret encryptKey is used to construct the AES encryption key,
as described in section 3.1.2.1.

2) The privParaneters field is set to the serialization according to
the rules in [ RFC3417] of an OCTET STRING representing the 64-bit
integer that will be used in the IV as described in section
3.1.2. 1.

3) The scopedPDU is encrypted (as described in section 3.1.3) and the
encrypted data is serialized according to the rules in [RFC3417]
as an OCTET STRI NG

4) The serialized OCTET STRI NG representing the encrypted scopedPDU
together with the privParaneters and statuslnformation indicating
success is returned to the calling nodul e.

2. Processing an Incom ng Message

This section describes the procedure foll owed by an SNMP engi ne
whenever it nust decrypt part of an inconmi ng nessage using the
usmAesCf b128Pri vPr ot ocol

1) If the privParaneters field is not an 8-octet OCTET STRING then
an error indication (decryptionError) is returned to the calling
nmodul e.

2) The 64-bit integer is extracted fromthe privParaneters field.

3) The secret decryptKey and the 64-bit integer are then used to
construct the AES decryption key and the IV that is conputed as
described in section 3.1.2.1.

4) The encryptedPDU is then decrypted (as described in section
3.1.4).

5) If the encryptedPDU cannot be decrypted, then an error indication
(decryptionError) is returned to the calling nodul e.

6) The decrypted scopedPDU and statuslnformation indicating success
are returned to the calling nodule.
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4.

Security Considerations

The security of the cryptographic functions defined in this docunent
lies both in the strength of the functions thensel ves agai nst vari ous
forns of attack, and al so, perhaps nore inportantly, in the keying
material that is used with them The recomendations in Section 1.3
SHOULD be foll owed to ensure maxi numentropy to the sel ected
passwords, and to protect the passwords while stored.

The security of the CFB node relies upon the use of a unique IV for
each message encrypted with the same key [CRYPTOB]. |If theIVis
not uni que, a cryptanal yst can recover the correspondi ng pl ai ntext.

Section 3.1.2.1 defines a procedure to derive the IV froma |oca
64-bit integer (the salt) initialized to a pseudo-random val ue at
boot tinme. An inplenentation can use any nethod to vary the val ue of
the |l ocal 64-bit integer, providing the chosen nethod never generates
a duplicate IV for the sane key.

The procedure of section 3.1.2.1 suggests a nethod to vary the |oca
64-bit integer value that generates unique |Vs for every nessage.
This method can result in a duplicated IV in the very unlikely event
that multiple managers, conmunicating with a single authoritative
engi ne, both accidentally select the sanme 64-bit integer within a
second. The probability of such an event is very |ow, and does not
significantly affect the robustness of the mechani snms proposed.

Thi s AES-based privacy protocol MJST be used with one of the

aut hentication protocols defined in RFC 3414 or with an

al gorithnf protocol providing equivalent functionality (including
integrity), because CFB encryption node does not detect ciphertext
nmodi fi cati ons.

For further security considerations, the reader is encouraged to read
[ RFC3414], and the docunents that describe the actual cipher
al gorithns.

| ANA Consi der ati ons

| ANA has assigned O D 20 for the snnpUsmAesM B nodul e under the
snmpModul es subtree, maintained in the registry at
http://ww. i ana. or g/ assi gnnent s/ sm - nunbers.

| ANA has assigned O D 4 for the usmAesCf b128Prot ocol under the
snmpPri vProtocol s registration point, as defined in RFC 3411
[ RFC3411] .
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except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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