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Abst ract

Renot e service discovery refers to discovering desired services in
given renote (i.e., non-local) DNS donmmins. This docunent describes
renote service discovery in the Service Location Protocol (SLP) via
DNS SRV. It defines the DNS SRV Resource Records for SLP Directory
Agent services, discusses various issues in using SLP and DNS SRV
together for renote service discovery, and gives the steps for

di scovering desired services in renote DNS donmi ns.

1. Introduction

Thi s docunent describes renote service discovery in the Service
Location Protocol (SLP) [RFC2608] via DNS SRV [ RFC2782]. We consi der
renote service discovery as discovering desired services in given
renote DNS donmins, and | ocal service discovery as discovering
desired services within the | ocal admnistrative donmain

SLP provides a scal able framework for |ocal service discovery and
selection. 1In SLP, User Agents (UAs) discover desired services in
the |l ocal administrative domain by querying all Service Agents (SAs)
via nmulticast or querying a Directory Agent (DA) via unicast. To
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query a DA using unicast, a UA needs to first |earn about the DA via
DHCP, static configuration or multicast (listening for DAAdvert
mul ticast or issuing DA discovery SrvRgst multicast).

DNS SRV provi des good support for renote service discovery. However,
if multiple servers are discovered via DNS SRV for a service, only
priority and wei ght can be used to nake a selection. |[|f additiona
service properties (such as cost, speed and service quality) need to
be considered in the selection process, DNS SRV becones insufficient.

We propose that using SLP and DNS SRV toget her can provide better
support for renote service discovery. First, a UA uses DNS SRV to
find SLP DAs at a renote DNS domain. Then, the UA uses SLP to query
one of those DAs to discover desired services. |In this way, we can
avoid the Iimtations in using SLP and DNS SRV separately. On one
hand, w thout DNS SRV, an SLP UA needs to depend on static
configuration to | earn about renpte DAs because DHCP and nulticast DA
di scovery are not generally applicable beyond the |oca

admini strative domain. On the other hand, wi thout SLP, DNS SRV has
limted support for service selection

In this document, we first define the DNS SRV Resource Records (RRs)
for SLP DA services, which are used to map a given DNS domain to
renotely accessible (i.e., accessible fromthe Internet) DAs in that
domain. Then, we discuss various issues in using SLP and DNS SRV
together for renote service discovery. Finally, we give the steps
for discovering services in renmpte DNS domai ns.

1.1. Notation Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .

2. The DNS SRV RRs for SLP DA services

According to RFC 2782 [RFC2782], the DNS SRV RRs for SLP DA services
are defined as follows:

_Slpda. _Proto.Name TTL C ass SRV Priority Wight Port Target
where "slpda" is the synbolic name for SLP DA services, the Proto
field is either "tcp" or "udp", and the Target field is the domain

nane of an SLP DA. Please refer to [ RFC2782] for detail ed
expl anati on of each field in DNS SRV RRs.

Zhao, et al. Experi ment al [ Page 2]



RFC 3832 Renote Di scovery in SLP via DNS SRV July 2004

Next we show an exanple of using DNS SRV RRs to map a given DNS
donmain to renotely accessible DAs in that domain. To discover
renotely accessible DAs in a renote domain (say, exanple.con), a UA
makes a DNS query [ RFC1034, RFC1035] for QNAME=_ sl pda. _tcp. exanpl e. com
(or ONAMVE=_sl pda. _udp. exanpl e. com), QCLASS=IN, and QTYPE=SRV. Then
the UAwill receive a list of DNS SRV RRs in a DNS reply, which gives
all remotely accessible DAs in the domai n exanpl e.com such as:

o Priority Weight Port Target
_Slpda. _tcp.exanple.comIN SRV 0 0 427 dal. exanpl e. com
_Slpda. _tcp.exanple.comIN SRV 0 0 427 da2. exanpl e. com

3. Renpte Service Discovery in SLP via DNS SRV

SLP DAs can be discovered in two ways: (1) using the mechani sms
described in RFC 2608, and (2) using DNS SRV RRs as described in this
docunent. The second approach is useful for UAs to acquire service
information for renpte DNS domains. For exanple, a nobile node
visiting a network (w thout the use of nobile IP) nay want to obtain
i nformation about services in its hone network.

3.1. The DNS Domain of Interest for Rempte Service Discovery

Using DNS SRV RRs to discover SLP DAs requires know edge of the
donmai n where SLP DAs are registered. For renpte service discovery,

it is assumed that the DNS domain of interest is known via a priori
know edge. For exanple, a UAis configured with a domain nanme or the
user provides the domain nanme manual | y.

Note that there is no inplied "search order"” of DNS domains in
finding rembte DAs. For instance, if a UAis |ooking for renote DAs
in the domain foo.bar.example.com it SHOULD only | ook for

_slp. _tcp.foo. bar. exanpl e.com (or _slp._udp. foo. bar. exanpl e.comj, and
MUST NOT fall back to look for _slp._tcp.bar.exanple.com
_Slp._tcp.exanpl e.com and so on.

3.2. SLP DAs for Renpte Service Discovery

A UA discovers desired services in a given renote DNS domai n by

uni casting requests to DAs in that domain. The UA uses renpte DAs
according to these prioritized rules: (1) using DAs which it has been
configured with, and (2) using DAs which it has discovered via DNS
SRV.
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3.3. SLP Scopes for Renote Service Discovery

As SLP scopes are intended to be used only within one administrative
domain, they are likely inconprehensible to users outside of the

adm ni strative domain. Thus, any renptely accessible service MIST be
registered in the "default" scope, but it MAY be registered in other
scopes at the sane tinme. Simlarly, all DAs advertised via DNS SRV
MUST serve the "default" scope, but they MAY serve ot her scopes at
the sane tine. As a result, users wi shing to discover services at a
renote DNS domai n SHOULD only search the "default" scope.

4. Steps for Renpte Service Discovery

The steps for a User Agent U to discover desired services in a renote
DNS dormain D are as follows.

(1) U rmakes a DNS query for QNAME=_sl pda. _tcp.D (or
NAME=_sl pda. _udp. D), QCLASS=IN, and QIYPE=SRV. Then, U gets a
list of DNS SRV RRs (referred to as L) in a DNS reply, which
gives all renotely accessible DAs in D

(2) Uselects a DA X fromL based on the priority and wei ght
i nformati on per RFC 2782.

(3) Uqueries Xin the "default" scope to discover desired services
in D

Note that the services discovered in the above steps may not
necessarily be renotely accessible.

5. Security Considerations

To support renote service discovery, a dommin exposes its service
information to the Internet. Standard SLP authenticati on SHOULD be
used to protect valuable service information. First, there is a risk
that any SA could advertise any service on a DA accessible fromthe
Internet. Such a DA SHOULD reject all registrations and

deregi strations that cannot be authenticated. Secondly, to avoid

di scl osi ng uni ntended service information to renote users, a DA
accessible fromthe Internet SHOULD at | east authenticate service
gueries that are not in the "default" scope. In addition, the
security considerations for DNS SRV [ RFC2782] apply to this docunent.
Al so, the DNS security extensions [ RFC 2535] SHOULD be used to
provide origin authentication and integrity protection for DNS data.
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6. Applicability Statenents

Thi s specification describes renmote service discovery in SLP via DNS
SRV. It facilitates discovering services at a renote DNS domain if
the domain nane is known via a priori know edge. However, it does
not intend to solve the problemof Internet-w de service discovery.

Users should be aware of two constraints in using DNS SRV to di scover
SLP DAs: (1) they SHOULD only use DNS SRV to discover DAs in the
"default" scope, and (2) an adm nistrator may choose to register only
a subset of all DAs in the "default"” scope via DNS SRV. Thus, to

di scover |ocal DAs, inplenentations MIST use the standard SLP
nechani sns per RFC 2608. In addition, inplenentations supporting
this specification MAY use DNS SRV to discover local DAs in the
"default" scope.

As SLP scopes are not intended to be used outside the |oca
adm nistrative domain, all renote service discovery in SLP SHOULD be
carried only in the "default" scope.

Note that the services discovered via DNS SRV and renote SLP DAs nay
not necessarily be remptely accessible.

7. 1 ANA Consi derations
In the DNS SRV RRs for SLP DA services, the synbolic nane for the

Service field is "slpda", supported protocols are "tcp" and "udp".
The foll owi ng val ues have been registered with | ANA:

Service Field Prot ocol Field Ref er ence
sl pda tcp [ RFC3832]
sl pda udp [ RFC3832]
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11. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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