Net wor k Wor ki ng Group G Klyne
Request for Comments: 3862 Ni ne by N ne
Cat egory: Standards Track D. Atkins
| HTFP Consul ti ng

August 2004

Conmon Presence and I nstant Messaging (CPIM: Message Format

Status of this Meno

Thi s document specifies an Internet standards track protocol for the
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Abst r act

This meno defines the M ME content type ' Message/ CPIM, a nessage

format for protocols that conformto the Common Profile for Instant
Messagi ng (CPIM specification.

Klyne & Atkins St andards Track [ Page 1]



RFC 3862 CPIM Message For mat

Tabl e of Contents

1.

10.
11.

12.
13.

troduction .

1.1 Motivation .

1.2 Background .

1.3. Coals . .

1.4. Termnol ogy and Conventl ons
Overall Message Structure .
2.1

2.2

2.3

In

Message/ CPI M M ME Headers

Message Headers

Char acter Escape Mechamsm .

2.3.1. Escape Mechani sm Usage .

Message Cont ent Coe

sage Header Syntax

Header Names .

Header Val ue .

Language tagging . . .
Nanmespaces for Header Name Exten5| b| [i ty .
Mandat or y-t o- Recogni ze Feat ures

Col | ect ed Message Header Synt ax

der Definitions . . . . )

The ’ Fronmi Header

The ' To’ Header

The 'cc’ Header .

The ' DateTi me’ Header

The ' Subj ect’ Header

The 'NS' Header .

The ' Require’ Header

rrpl es .

An Exanpl e Message/ CPI M Message .o .
An Exanple Esing M ME nul tipart/si gned .
plication Design Considerations

NA Consi derations . .
.1. Registration for Message/ CPI M Cont ent Type .
7. 2. Registration for urn:ietf:parans: cpi mheaders
I nternationalization Considerations

Security Considerations

Acknow edgerrents .

Ref erences .

11.1. Normative Ref erences.

11.2. Informative References.

Aut hors’ Addresses .

Ful | Copyright St aterrent

SO AERARARAERTOWWOWLOIN
!\’!—‘9’\‘.C"SJ".4>.‘*’!\’!“JJ CURWONEO A

~ =
b

Klyne & Atkins St andards Track

August 2004

OO UIUI, WWW

WNNNNNNNNNNNNNNNNNNRPRPRPRPRRPRPRPRPRPRPRERRE
QONOOOOOOOOUIARWNNREPPOOOOONOOPPWEFRLROOOO

[ Page 2]



RFC 3862 CPIM Message For mat August 2004

1. Introduction

This menmo defines the M ME content type ' Message/ CPIM, a nessage
format for protocols that conformto the Common Profile for Instant
Messaging (CPIM specification. This is a common message format for
CPlI M conpl i ant nessagi ng protocols [26].

Wi |l e being prepared for CPIM this format is quite general and may
be reused by other applications with simlar requirenents.
Application specifications that adopt this as a base format shoul d
address the questions raised in section 6 of this docunent.

1.1. Motivation

The Common Profile for Instant Messaging (CPIM [26] specification
defines a nunber of operations to be supported and criteria to be
satisfied for interworking between diverse instant nessagi ng
protocols. The intent is to allow a variety of different protocols
i nterworking through gateways to support cross-protocol messaging
that neets the requirements of RFC 2779 [20].

To adequately neet the security requirements of RFC 2779, a common
message format is needed so that end-to-end signatures and encryption
may be applied. This docunent describes a common canoni cal nessage
format that nust be used by any CPI M conpliant nessage transfer
protocol, whereby signatures are calculated for end-to-end security.

The design of this nessage format is intended to enable security to
be applied, while itself remmining agnostic about the specific
security nechani sns that nmay be appropriate for a given application
For CPIMinstant nmessagi ng and presence, specific security protocols
are specified by the CPIMinstant nessaging [26] and CPI M presence
[27] specifications.

Al so note that the nessage format described here is not itself a MM
data format, although it nay be contained within a MM object, and
may contain M ME objects. See section 2 for nore details.

1.2. Background
RFC 2779 requires that an instant nessage can carry a M ME payl oad
[1][2]; thus sone |evel of support for MME will be a commopn el enent
of any CPIM conpliant protocol. Therefore it seens reasonable that a
conmon nessage format shoul d use a RFC2822/ M ME-1i ke syntax [9], as
protocol inplenmentations rmust already contain code to parse this.

Unfortunately, using pure RFC2822/ M ME can be probl emati c:
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o

o

o

Irregular lexical structure -- RFC2822/M ME al |l ows a nunber of
optional encodings and nultiple ways to encode a particul ar val ue.
For exanple, RFC2822/M ME commrents may be encoded in multiple
ways. For security purposes, a single encoding nethod nust be
defined as a basis for conputing nessage di gest values. Protocols
that transmt data in a different fornmat woul d ot herwi se | ose

i nfornmati on needed to verify a signature.

Weak internationalization -- RFC2822/ M ME requires header val ues
to use 7-bit ASCIl, which is problematic for encoding

i nternational character sets. Mechanisns for |anguage tagging in
RFC2822/ M ME headers [16] are awkward to use and have limted
applicability.

Mutability -- addition, nodification or renoval of header
informati on. Because it is not explicitly forbidden, nmany
applications that process MM content (e.g., MME gateways)
rebuild or restructure nessages in transit. This obliterates nost
attenpts at achieving security (e.g., signatures), |eaving

recei ving applications unable to verify the data received.

Message and payl oad separation -- there is not a clear syntactic
di stincti on between nessage netadata and nessage content.

Limted extensibility. (X-headers are problematic because they
may not be standardized; this |leads to situati ons where a header
starts out as experinmental but then finds w despread application
resulting in a comopn usage that cannot be standardi zed.)

No support for structured information (text string val ues only).

Sone processors inpose line length limtations.

The nessage format defined by this nenp overcomes sonme of these
difficulties by having a sinplified syntax that is generally
conpatible with the format accepted by RFC2822/M ME parsers and
having a stricter syntax. It also defines mechanisnms to support sone
desired features not covered by the RFC2822/ M ME f or mat

speci fications.

1.3.

Coal s

This specification ainms to satisfy the follow ng goals:

o

a securable end-to-end format for a nessage (a canoni cal nessage
format to serve as a basis for signature cal culation, rather than
speci fied security nechani sns).

Klyne & Atkins St andards Track [ Page 4]



RFC 3862 CPIM Message For mat August 2004

1

o independence of any specific application

o capability of conveying a range of different address types

o assunption of an 8-bit clean nmessage-transfer protoco

o evolvable: extensible by multiple parties

o a clear separation of nessage netadata from nmessage content

o a sinple, regular, easily parsed syntax

o a conpact, |low overhead format for sinple nmessages
Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [4].

NOTE: Conments |ike this provide additional nonessential informtion
about the rationale behind this docunent. Such information is not
needed for building a conformant inplenmentation, but may hel p those
who wi sh to understand the design in greater depth.

Overall Message Structure

The CPI M nessage format encapsul ates arbitrary M ME nmessage content,
together with message- and content-related nmetadata. This can
optionally be signed or encrypted using MME security nultiparts in
conjunction with an appropriate security schene.

A Message/ CPI M object is a two-part entity, where the first part
contai ns the message nmetadata and the second part is the nessage
content. The two parts are separated fromthe encl osing M ME header
fields and al so fromeach other by blank lines. The nessage netadata
header informati on obeys nore stringent syntax rules than the MM
nessage content headers that nmay be carried within the nessage.

A compl ete nessage | ooks sonmething |like this:
m Content-type: Message/ CPI M

(message- net adat a- header s)

Owonm

(encapsul ated M ME nessage- body)
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The end of the nmessage body is defined by the fram ng mechani sm of
the protocol used. The tags 'm’', 's:', "h:’', "e:’, and 'x:' are not
part of the nmessage fornmat and are used here to indicate the
different parts of the nessage, thus:

M ME headers for the overall nessage

a bl ank separator |ine

nessage headers

encapsul ated M ME obj ect containing the message content
M ME security multipart nessage w apper

XCDD'MB

2.1. Message/ CPI M M ME Headers

The nessage M ME headers identify the nessage as a CPI M formatted
nmessage.

The only required M ME header is:
Content-type: Message/ CPI M

QO her M ME headers may be used as appropriate for the nessage
transfer environment.

2.2. Message Headers
Message headers carry information relevant to the end-to-end transfer
of the nessage from sender to receiver. Message headers MJST NOT be
nodi fied, refornmatted or reordered in transit, but in some

ci rcunst ances they MAY be exam ned by a CPI M nessage transfer
pr ot ocol

The nessage headers serve a sinilar purpose to RFC 2822 nessage
headers in email [9], and have a similar but restricted all owabl e
synt ax.
The basi c header syntax is:

Key: Val ue

where "Key" is a header nane and "Value" is the correspondi ng header
val ue.

The foll owi ng considerations apply:

0 The entire header MJST be contained on a single line. The line
term nator is not considered part of the header val ue.
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0 Only one header per line. Miltiple headers MJST NOT be incl uded
on a single line.

0 Processors SHOULD NOT i nmpose any line-length limtations.

o There MUST NOT be any whitespace at the beginning or end of a
l'ine.

o UTF-8 character encoding [13] MJST be used throughout.

o The character sequence CR, LF (13,10) MJST be used to term nate
each |ine.

o The header nane contains only US-ASCI| characters (see section 3.1
and section 3.6 for the specific syntax).

o The header MJST NOT contain any control characters (0-31). If a
header val ue needs to represent control characters then the escape
mechani sm descri bed bel ow MUST be used

o There MUST be a single space character (32) follow ng the header
nane and col on.

o Miltiple headers using the sanme key (header nane) are all owed.
(Speci fic header semantics may dictate only one occurrence of any
particul ar header.)

0 Header nanes MJST match exactly (i.e., "From" and "from" are
di fferent headers).

o |If a header nane is not recognized or not understood, the header
shoul d be ignored. But see also the "Require:" header (section
4.7).

o Interpretation (e.g., equival ence) of header values is dependent
on the particul ar header definition. Message processors MJST
preserve all octets of all headers (both nane and val ue) exactly.

o Message processors MUST NOT change the order of nessage headers.

Exampl es:

To: Pooh Bear <i m pooh@OOakerwood. conr
From <im pi gl et @00aker wood. conp
Dat eTi me: 2001- 02- 02T10: 48: 54- 05: 00
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2.3. Character Escape Mechani sm

Thi s mechani sm MUST be used to code control characters in a header
havi ng Uni code code points in the range U+0000 to U+001f or U+007f.
(Rat her than invent something conpletely new, the escape nechani sm
has been adopted fromthat used by the Java programm ng | anguage.)

Note that the escape nechanismis applied to a UCS-2 character, NOT
to the octets of its UTF-8 coding. Mapping fronmto UTF-8 coding is
performed wi thout regard for escape sequences or character coding.
(The header syntax is defined so that octets corresponding to contro
characters other than CR and LF do not appear in the output.)

An arbitrary UCS-2 character is escaped using the form

\ UXXXX
wher e:
\ i s WH005c (backsl ash)
u is U+0075 (Il ower case letter U)

XXXX is a sequence of exactly four hexadecimal digits
(0-9, a-f or A-F) or
(U+0030- U+0039, U+0041- U+0046, or U+0061-0066)

The hexadeci mal nunber ' xxxx' is the UCS code-point value of the
escaped character.

Further, the foll owi ng special sequences introduced by "\" are used:

\\ for \ (backslash, W005c)

\ " for " (double quote, U+0022)
\’ for ' (single quote, W+0027)
\b for backspace (UW+0008)

\ 't for tab (U+0009)

\n for linefeed (U+000a)

\r for carriage return (U+000d)

2.3.1. Escape Mechani sm Usage
VWhen generating nessages conformant with this specification
o The special sequences |isted above MJUST be used to encode any
occurrence of the followi ng characters that appear anywhere in a

header: backsl ash (U+005c), backspace (U+0008), tab (U+0009),
i nefeed (U+000a) or carriage return (W+000d).
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o The special sequence \" MJST be used for any occurrence of a
doubl e quote (W+0022) that appears within a string delinmted by
doubl e quot es.

o The special sequence \' MJIST be used for any occurrence of a
single quote (U+0027) that appears within a string delimted by
si ngl e quot es.

o Single- or double-quote characters that delimt a string val ue
MUST NOT be escaped.

o The general escape sequence \uxxxx MJST be used for any other
control character (W+0000 to U+0007, W+000b to U+000c, U+000e to
U+001f or u+007f) that appears anywhere in a header

o Al other characters MJST NOT be represented using an escape
sequence.

When processing a nessage based on this specification, the escape
sequence usage descri bed above MJST be recogni zed.

Further, any other occurrence of an escape sequence described above
SHOULD be recogni zed and treated as an occurrence of the
correspondi ng Uni code character.
Any backslash ("\') character SHOULD be interpreted as introducing an
escape sequence. Any unrecogni zed escape sequence SHOULD be treated
as an instance of the character follow ng the backsl ash character.
An isol ated backslash that is the |ast character of a header SHOULD
be i gnored.

2.4. Message Content

The final section of a Message/CPIMis the M Me-encapsul ated nessage
content, which follows standard M ME formatting rules [1][2].

The M ME content headers MJST include at | east a Content-Type header
The content may be any M ME type.

Exanpl e:

e: Content-Type: text/plain; charset=utf-8
e: Content-ID: <1234567890@ oo. con®
e:
e

This is nmy encapsul ated text message content
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3.

3.

3.

3.

Message Header Syntax

A header contains two parts, a name and a val ue, separated by a col on
character (’:’') and single space (32). It is ternminated by the
sequence CR, LF (13, 10).

Headers use UTF-8 character encodi ng throughout, per RFC 3629 [13].
NOTE: in the descriptions that follow, header field names and ot her
specified text values MJST be used exactly as given, using exactly
the indicated upper- and | ower- case letters. In this respect, the
ABNF usage differs from RFC 2234 [6].

1. Header Nanes

The header name is a sequence of US-ASCI| characters, excluding
control, SPACE or separator characters. Use of the character "." in
a header nane is reserved for a nanmespace prefix separator.

Separator characters are:

SEPARATORS = "(" [ ") [ "<" [ ">" | "@
Y A A S A oV o))
B e I e
fo{t oyt 1 sk

NOTE: The range of allowed characters was determ ned by exam nation
of HTTP and RFC 2822 header nane formats and choosing the nore
restricted. The intent is to allow CPIM headers to foll ow a synt ax
that is conpatible with the allowed syntax for both RFC 2822 [9] and
HTTP [ 18] (i ncluding HTTP-derived protocols such as SIP [21]).

2. Header Val ue

A header value has a structure defined by the correspondi ng header
specification. Inplenmentations that use a particul ar header nust
adhere to the format and usage rul es thus defined when creating or
processi ng a nessage containing that header

The ot her general constraints on header formats MJST al so be foll owed
(one line, UTF-8 character encoding, no control characters, etc.)

3. Language tagging

Full internationalization of a protocol requires that a |anguage can
be indicated for any hunan-readable text [15][7].
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A nmessage header mmy indicate a | anguage for its value by including
";lang=tag’ after the header nane and col on, where "tag’ is a
| anguage identifying token per RFC 3066 [10].

Exampl e:
Subj ect:;lang=fr Objet de nessage

If the | anguage paraneter is not applied a header, any hunman-readabl e
text is assumed to use the | anguage identified as 'i-default’ [7].

3.4. Nanespaces for Header Nane Extensibility

NOTE: This section defines a framework for header extensibility whose
use is optional. |If no header extensions are allowed by an
application then these structures may never be used.

An application that uses this nessage format is expected to define
the set of headers that are required and all owed for that
application. This section defines a header extensibility franmework
that can be used with any application

The extensibility framework is based on that provided for XM. [22] by
XML nanespaces [23]. All headers are associated with a "nanespace",
which is in turn associated with a globally unique URI.

Wthin a particul ar nessage i nstance, header nanes are associ ated
with a particul ar namespace through the presence or absence of a
nanespace prefix, which is a | eading part of the header name foll owed
by a period ("."); e.g.,

prefi x. header-nanme: header-val ue
Here, 'prefix’ is the header nane prefix, ’'header-nane’ is the header
nane wi thin the nanespace associated with 'prefix’, and ’'header-
value’ is the value for this header

header - nane: header -val ue

In this case, the header nane prefix is absent, and the given
"header-nane’ is associated with a default namespace.

The Message/ CPI M nedi a type registration designates a default
nanespace for any headers that are not nore explicitly associated
with any nanmespace. In nost cases, this default nanmespace is al
that is needed.
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A nanespace is identified by a URI. In this usage, the URl is used
sinply as a globally unique identifier, and there is no requiremnent
that it can be used for any other purpose. Any legal globally unique
URI MAY be used to identify a namespace. (By "globally unique", we
mean constructed according to some set of rules so that it is
reasonabl e to expect that nobody else will use the sane URI for a

di fferent purpose.) A URl used as an identifier MJUST be a ful

absol ute-URI, per RFC 2396 [8]. (Relative URIs and URI -references
containing fragnent identifiers MJUST NOT be used for this purpose.)

Wthin a specific nessage, an 'NS header is used to declare a
nanespace prefix and associate it with a URI that identifies a
nanespace. Followi ng that declaration, within the scope of that
nessage, the conbi nati on of namespace prefix and header nane

i ndicates a globally unique identifier for the header (consisting of
the nanespace URI and header nane).

For exanpl e:

NS: MyFeatures <m d: MessageFeat ures@d. f oo. conp
MyFeat ur es. WackyMessageOpti on: Use-silly-font

Thi s defines a nanespace prefix ' MyFeatures’ associated with the
nanespace identifier 'md: MessageFeatures@d. foo.com . Subsequently,
the prefix indicates that the WackyMessageOpti on header nane
referenced is associated with the identified nanespace.

A namespace prefix declarati on MIST precede any use of that prefix.
Wth the exception of any application-specific predefined nanespace
prefixes (see section 6), a namespace prefix is strictly local to the
nessage in which it occurs. The actual prefix used has no gl oba
significance. This nmeans that the headers:

XXX. name: val ue
yyy. nane: val ue

intwo different nmessages nay have exactly the sane effect if
nanespace prefixes 'xxx' and 'yyy' are associated with the same
nanespace URI. Thus the follow ng have exactly the same neani ng:

NS: acne <http://id.acne.w dgets/w |y-headers/>
acme. runner-trap: set

and

NS: widget <http://id.acme.w dgets/w |y-headers/>
wi dget . runner-trap: set
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A 'NS' header without a header prefix name specifies a default
nanespace for subsequent headers; that is a namespace that is
associ ated wi th header nanmes not having a prefix. For exanple:

NS: <http://id.acnme.w dgets/w |y-headers/>
runner-trap: set

has the sane neani ng as the previ ous exanpl es.

This framework allows different inplenmenters to create extension
headers wi thout the worry of header name duplication; each defines
headers within their own nanespace.

3.5. Mandat ory-to-Recogni ze Features

Sonetimes it is necessary for the sender of a nessage to insist that
some functionality is understood by the recipient. By using the
mandat ory-t o-recogni ze indicator, a sender is notifying the recipient
that it MJST understand the named header or feature in order to
properly understand the nessage.

A header or feature is indicated as bei ng nandatory-to-recogni ze by a
"Require:’ header. For exanple:

Require: MyFeatures. Vital MessageQption
MyFeat ures. Vit al MessageOpti on: Confirmation-requested

Mul tiple required header nanmes nay be listed in a single 'Require’
header, separated by conmas.

NOTE: |ndiscrimnate use of 'Require:’ headers could harm
interoperability. It is suggested that any inplenenter who defines
requi red headers al so publish the header specifications so other

i mpl enent ati ons can successfully interoperate.

The 'Require:’ header MAY al so be used to indicate that sone non-
header semantics must be inplenmented by the recipient, even when it
does not appear as a header. For exanple:

Requi re: Local e. Must Render Kanj i

m ght be used to indicate that nessage content includes characters
fromthe Kanji repertoire, which nust be rendered for proper
under st andi ng of the nessage. In this case, the header name is just
a token (using header name syntax and nanespace associ ation) that

i ndi cates sone desired behavi our
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Col | ected Message Header Syntax

The foll owi ng description of nmessage header syntax uses ABNF, per
Most of this syntax can be interpreted as defining UCS
Al ternate productions

2234 [ 6].
character sequences or UTF-8 octet seque
at the end allow for either interpretati

NOTE: Specified text values MJUST be used
i ndi cated upper- and | ower-case letters.
usage here differs from RFC 2234 [6].

Col | ect ed synt ax:

Header = Header-nanme ":" *( ";"
Header - val ue
CRLF
Header-name = [ Nane-prefix "." ] Nane
Nanme-prefix = Nane
Par anet er = Lang- param/ Ext-param
Lang-param = "l ang=" Language-tag
Ext - par am = Param name "=" Paramvalu
Par am name = Nane

Par am val ue Token / Nunber / String

Header - val ue = * HEADERCHAR

Name = 1* NAMECHAR

Token = 1* TOKENCHAR

Nurber = 1*DIAT

String = DQUOTE *( Str-char / Escape )

Str-char = 9%20-21 / %23-5B / 9%5D-

Escape ="\" ( "u" 4(HEXD G ;
/ "b" :
/"t :
/ "n" :
[ "r" ;
/- DQUOTE ;
[ ;
Fm\t) ;

For mal - nane
URI
Language-t ag

1*( Token SP ) / String
<defi ned as absol ute- UR
<defined by RFC 3066>

Any UCS character except
UCS- no- CTL / Escape

HEADERCHAR

St andards Track

mat

nces.
on.

as given,

In this respect,

Parameter ) SP

e

DQUOTE
7E | UCS- hi gh
UCS codepoi nt
Backspace

Tab

Li nef eed

Ret urn

Doubl e quot e
Si ngl e quote
Backsl ash

by RFC 2396>
CTLs,

or escape

August 2004

RFC

usi ng exactly the

t he ABNF
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; Any US-ASCII char except ".", CTLs or SEPARATORS:
NAMECHAR = 21 /| 9&23-27 | W2a-2b / %2d
/[ %5e-60 /| W7c /| %7e
/ ALPHA/ DIAT
; Any UCS char except CTLs or SEPARATORS:
TOKENCHAR = NAMECHAR / "." [ UCS- hi gh
SEPARATORS = "(" [ ")" | "<" | ">" | "@ ; 28/ 29/ 3c/ 3e/ 40
[y ot "\ [ DQUOTE ; 2c¢/ 3b/ 3al 5c¢/ 22
T A A Y B B ; 2f/5b/5d/ 3f/ 3d
[ "yl SP ; 7b/7d/ 20
CTL = <Defined by RFC 2234 -- 9%O0- % 1f, 97f>
CRLF = <Defined by RFC 2234 -- CR LF>
SP = <defined by RFC 2234 -- %20>
DAT = <defined by RFC 2234 -- '0'-'9 >
HEXDI G = <defined by RFC 2234 -- '0'-"'9", "A-"F, 'a’ -"f'>
ALPHA = <defined by RFC 2234 -- "A-'Z", 'a’-'z2'>
DQUOTE = <defined by RFC 2234 -- 9%22>
To interpret the syntax in a general UCS character environnent, use
the follow ng productions:
UCS- no- CTL = 9%20-7e / UCS- hi gh
UCS- hi gh = Ox80-7fffffff
To interpret the syntax as defining UTF-8 coded octet sequences, use
the follow ng productions:
UCS- no- CTL = UTF8- no- CTL
UCS- hi gh = UTF8-nul ti
UTF8-no- CTL = %20-7e / UTF8-nul ti
UTF8- mul t i = 9% CO- DF %80- BF
| 9EO- EF 9%80- BF %x80- BF
| 9%&FO- F7 9%80-BF 9%80-BF %x80- BF
| Y%F8-FB 9%80- BF %80-BF %x80-BF %x80- BF
/| Y%FC-FD %80- BF %80-BF %80-BF %80-BF %x80- BF
NOTE: the above syntax comes from an ol der version of UTF-8, and is

i ncluded for conpatibility with UTF-8 software based on the earlier
Applications generating this nessage format SHOULD
generate UTF-8 that natches the nore restricted specification in RFC

speci fications.

3629 [13].

Klyne & Atkins
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4. Header Definitions

This specification defines a core set of headers that are avail able
for use by applications: an application specification nust indicate
the headers that may be used, those that nust be recogni zed and those
that nust appear in any nessage (see section 6).

The header definitions that follow fall into two categories:

a) those that are part of the CPIMformt extensibility franmework,
and

b) those that have been based on sinilar headers in RFC 2822 [9],
specified here with correspondi ng semanti cs.

Header names and syntax are described w thout a nanespace
qualification, and the associated nanmespace URl is |listed as part of
the header specification. Any of the nanespace associ ations already
nentioned (inplied default namespace, explicit default nanespace or

i mpl i ed nanespace prefix or explicit nanespace prefix declaration)
may be used to identify the namespace.

all headers defined here are associated with the nanmespace ur
<urn:ietf:parans: cpi mheaders: >, which is defined according to [12].

NOTE: Header nanes and ot her text MJST be used as given, using
exactly the indicated upper- and | ower-case letters. In this
respect, the ABNF usage here differs from RFC 2234 [6].

4.1. The 'Fronm Header
I ndi cates the sender of a nessage.

Header nanme: From

Nanmespace URI:
<urn:ietf:parans: cpi mheaders: >

Synt ax:

(see al so section 3.6)

From header = "Fronf [ Formal-nane ] "<" URI ">"
; "Fronml is case-sensitive

Descri pti on:
I ndi cates the sender or originator of a nessage.
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If present, the ’'Fornal -nane’ identifies the person or
wor | d* nane for the originator.
The URI indicates an address for the originator.
Exanpl es:
From Wnnie the Pooh <i m pooh@OOakerwood. con
From <imtigger@00akerwood. conr
4.2. The ’'To' Header
Speci fies an intended recipient of a nessage.
Header name: To

Nanmespace URI:
<urn:ietf:parans: cpi mheaders: >

Synt ax:

(see al so section 3.6)

To-header = "To" ": " [ Formal-nanme ] "<" URI ">"
; "To" is case-sensitive

Descri pti on:
I ndi cates the recipient of a nessage.

If present, the 'Fornmal -nane’ identifies the person or
wor | d" nanme for the recipient.

The URI indicates an address for the recipient.

August

"real

"real

2004

Multiple recipients may be indicated by including nultiple ' To’

headers.
Exanpl es:
To: Wnnie the Pooh <i mpooh@OOakerwood. con>

To: <imtigger @00akerwood. conr

Klyne & Atkins St andards Track
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4.3. The 'cc’ Header
Specifies a non-primary recipient ("courtesy copy") for a message.
Header name: cc

Nanmespace URI:
<urn:ietf:parans: cpi mheaders: >

Synt ax:

(see al so section 3.6)

Cc- header ="cc" ": " [ Formal-nane ] "<" UR ">"

; "cc" is case-sensitive

Descri pti on:
I ndi cates a courtesy copy recipient of a nmessage.

If present, the 'Formal -nanme’ identifies the person or "rea
wor | d* nane for the recipient.

The URI indicates an address for the recipient.

Mul tiple courtesy copy recipients nay be indicated by including
nmultiple 'cc’ headers.

Exanpl es:
cc: Wnnie the Pooh <i m pooh@O0Oakerwood. conr
cc: <imtigger@O00Oakerwood. conp
4.4. The ’'DateTine’ Header
Specifies the date and tine a nessage was sent.
Header nane: DateTine

Namespace URl:
<urn:ietf:paranms: cpi mheaders: >

Synt ax:
(see al so section 3.6)

Dat eTi ne- header = "DateTine" ": " date-tinme
; "DateTime" is case-sensitive
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(where the syntax of 'date-tinme’ is a profile of |1S08601 [24]
defined in "Date and Tine on the Internet" [11])

Descri pti on:
The ' Dat eTi ne’ header supplies the date and tine at which the
sender sent the nessage.
One purpose of the this header is to provide for protection
agai nst a replay attack, by allow ng the recipient to know when
the message was intended to be sent. The value of the date header
is the senders’s current time when the nessage was transmtted,
using |1 SO 8601 [24] date and tine format as profiled in "Date and
Time on the Internet: Tinestanps" [11].

Exanpl e:
Dat eTi me: 2001- 02-01T12: 16: 49- 05: 00

4.5. The ' Subject’ Header
Contains a description of the topic of the nessage.

Header nane: Subject

Namespace URI:
<urn:ietf:parans: cpi m headers: >

Synt ax:

(see al so section 3.6)

Subj ect - header = "Subject" ":" [ ";" Lang-param] SP *HEADERCHAR
; "Subject" is case-sensitive

Descri pti on:
The ' Subj ect’ header supplies the sender’s description of the
topic or content of the nessage.
The sendi ng agent shoul d specify the | anguage paraneter if it has
any reasonabl e know edge of the | anguage used by the sender to
i ndi cate the nessage subject.

Exanpl e:

Subj ect: ;| ang=en Eeyore’'s feeling very depressed today

Klyne & Atkins St andards Track [ Page 19]



RFC 3862 CPIM Message For mat August 2004

4.6. The 'NS' Header
Decl are a | ocal nanespace prefix.
Header name: NS

Nanmespace URI:
<urn:ietf:parans: cpi mheaders: >

Synt ax:

(see al so section 3.6)

NS- header = "NS" ": " [ Nane-prefix ] "<" URl ">"
; "NS" is case-sensitive

Descri pti on:
Decl ares a nanespace prefix that may be used i n subsequent header
names. See section 3.4 for nore details.

Exanpl e:

NS: MyAlias <ni d: MessageFeat ures@d. f oo. conp
M/Al i as. MyHeader: pri vat e- ext ensi on-dat a

4.7. The 'Require’ Header

Specify a header or feature that nust be inplenented by the receiver
for correct message processing.

Header name: Require

Namespace URI:
<urn:ietf:parans: cpi mheaders: >

Synt ax:
(see al so section 3.6)

Requi re- header = "Require" ": " Header-nane *( "," Header-nane )
; "Require" is case-sensitive

Descri pti on:
I ndi cates a header or feature that nust be inplenented or
understood by the receiver for correct nessage processing. See
section 3.5 for nore details.
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Note that the required header or feature does not have to be used
in the nessage, but for brevity it is recommended that an

i mpl ement ati on does not issue the 'Required header for

features.
Exanpl e:
Require: MAli as. Vital Header

5. Exanpl es

unused

The exanples in the follow ng sections use the per-line tags below to

indicate different parts of the overall nessage format:

M ME headers for the overall nessage
a bl ank separator |ine
nmessage headers

XCDIU)B

M ME security nultipart nmessage w apper

encapsul ated M ME obj ect containing the nmessage content

The foll owi ng exanpl es al so assunme <urn:ietf:parans: cpi mheaders:> is

the inplied default namespace for the application.
5.1. An Exanpl e Message/ CPI M Message

The foll owi ng exanpl e shows a Message/ CPlI M nessage:
Content-type: Message/ CPI M
From MR SANDERS <i m pi gl et @00aker wood. con®
Dat eTi me: 2000- 12- 13T13: 40: 00- 08: 00
Subj ect: the weather will be fine today
Require: MyFeatures. Vital MessageQption
MyFeat ur es. WackyMessageOpti on: Use-silly-font

Content-type: text/xm; charset=utf-8
Content-1D: <1234567890@ 00. conP

<body>
Here is the text of ny message.
</ body>

CDCDCDCDCDCDCDD'D'IIID‘D‘D‘IU)B

Klyne & Atkins St andards Track

To: Depressed Donkey <i m eeyore@OOakerwood. conr

Subj ect:; 1l ang=fr beau tenps prevu pour aujourd’ hui
NS: MyFeatures <m d: MessageFeat ures@d. f oo. conp

MyFeat ures. Vit al MessageOpti on: Confirmation-requested
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5.2. An Exanple Esing M ME nul tipart/signed

In order to secure a Message/ CPIM an application or inplenentation
may use RFC 1847 [14], and sone appropriate security protocols (e.qg.
SIMME [19] or openPGP [17]), and cryptographic schemne.

Using SIMME [19] and pkcs7, the above nessage would | ook |ike this:

x: Content-Type: nultipart/signed; boundary=next;
m cal g=shal;
pr ot ocol =appl i cati on/ pkcs7-si gnature

- - next
Cont ent - Type: Message/ CPI M

From MR SANDERS <i m pi gl et @00Oaker wood. conw

To: Dopey Donkey <i m eeyore@0OOakerwood. conr

Dat eTi me: 2000- 12-13T13: 40: 00- 08: 00

Subj ect: the weather will be fine today

Subj ect:;lang=fr beau tenps prevu pour aujourd hu

NS: MyFeatures <m d: MessageFeat ures@d. f oo. conp
Require: MyFeatures. Vital MessageOption

MyFeat ures. Vit al MessageOpti on: Confirmation-requested
MyFeat ur es. WackyMessageOpti on: Use-silly-font

Content-type: text/xm; charset=utf-8
Content-1D: <1234567890@ o0o0. conp

<body>

Here is the text of ny nessage.

</ body>

- - next

Cont ent - Type: application/ pkcs7-signature

XXXXCDCDCDCDCDCDMIIID‘D‘D‘IIIU)BXX

(signature stuff)
X: --next--
6. Application Design Considerations

As defined, the 'Message/ CPIM content type uses a default nanmespace
URI "urn:ietf:parans-cpi mheaders:’, and does not define any other
implicit namespace prefixes. Applications that have different

requi renents should define and register a different MM nedia type,
specify the required default namespace URI and define any inplied
nanespace prefixes as part of the nedia type specification.
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Applications using this specification nmust also specify:

o all headers that nust be recogni zed by inplenmentations of the
application

o any headers that nust be present in all nessages created by that
application.

o any headers that nay appear nore than once in a nessage, and how
they are to be interpreted (e.g., howto interpret multiple
"Subj ect:’ headers with different |anguage paraneter val ues).

o Security nechanisns and crytography schenes to be used with the
application, including any mandatory-to-inplenment security
provi si ons.

The goal of providing a definitive nessage format to which security
mechani sns can be applied places sonme constraints on the design of
applications that use this nessage fornat:

o Wthin a network of nessage transfer agents, an internediate
gat eway MJST NOT change the Message/ CPI M content in any way. This
i mplies that headers cannot be changed or reordered, transfer
encodi ng cannot be changed, |anguages cannot be changed, etc.

0 Because Message/ CPI M nessages are inmmutabl e, any transfer agent
that wants to nodify the nmessage should create a new Message/ CPI M
nmessage with the nodi fied header and with the origi nal nessage as
its content. (This approach is simlar to real-world bill-of-
| adi ng handl i ng, where each person in the chain attaches a new
sheet to the nmessage. Then anyone can validate the origina
nmessage and see what has changed and who changed it by follow ng
the trail of amendments. Another metaphor is including the old
nmessage in a new envel ope.)

In chosing security nechani sns for an applications, the follow ng | AB
survey docunents nay be hel pful:

0 Security Mechanisnms for the Internet [28]

o A Survey of Authentication Mechanisns [29].
7. | ANA Consi derations

This menmo calls for two new | ANA regi strations:

o A new MM content-type value, Message/CPIM per RFC 2048 [3].
The registration tenplate can be found in section 7.1 bel ow.
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o A new | ANA URN sub-nanespace, urn:ietf:parans:cpi mheaders:, per
RFC 3553 [12]. The registration tenplate can be found in section
7.2 bel ow.

7.1. Registration for Message/ CPI M Content Type
To: ietf-types@ana.org
Subj ect: Registration of MM nedia type Message/ CPI M
M ME nedia type nane: nessage
M ME subtype nane: CPIM
Requi red paraneters: (None)
Optional parameters: (None)

Encodi ng consi derati ons:
Intended to be used in 8-bit clean environments, w th non-
transformative encoding (8-bit or binary, according to the content
contained within the message; the CPI M nessage headers can be
handl ed in an 8-bit text environment).

This content type could be used with a 7-bit transfer environnent
if appropriate transfer encoding is used. NOTE that for this

pur pose, enclosed M ME content MJST BE treated as opaque data and
encoded accordingly. Any encoding nust be reversed before any
encl osed M ME content can be accessed.

Security considerations:
The content may contain signed data, so any transfer encodi ng MJST
BE exactly reversed before the content is processed.

See al so the security considerations for email messages (RFC 2822

[91).

I nteroperability considerations:
This content format is intended to be used to exchange possibly-
secured messages between different instant nessagi ng protocols.
Very strict adherence to the nessage format (including whitespace
usage) may be needed to achieve interoperability.

Publ i shed specification: RFC 3862

Applications which use this media type: Instant messagi ng
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Addi tional information:
The default nanespace URl associated with this content-type is
‘urn:ietf:paramnms: cpi mheaders:’. (See RFC 3862 for further
details.)

See al so the Common Profile for Instant Messaging (CPIM [26].

Person & email address to contact for further infornmation:
G Klyne, <CK-I|ETF@i nebynine. org>

I nt ended usage: LIM TED USE
Aut hor/ Change controller: |ETF

7.2. Registration for urn:ietf:parans:cpi mheaders
Regi stry name: cpi mheaders

Speci ficati on:
RFC 3862. Additional values may be defined by standards track
RFCs that update or obsol ete RFC 3862.

Repository:
http://wwv. i ana. or g/ assi gnnent s/ cpi m header s

| ndex val ue:
The index value is a CPI M nessage header nane, which may consi st
of a sequence froma restricted set of US-ASCI|I characters, as
def i ned above.

URN For mat i on:
The URI for a header is formed fromits nane by:

a) replacing any non-URN characters (as defined by RFC 2141 [5])
with the correspondi ng ' %h’ escape sequence (per RFC 2396
[8]); and

b) prepending the resulting string with "urn:ietf:parans: cpim
headers:’

Thus, the URI corresponding to the CPI M nessage header ' From’
woul d be "urn:ietf:paranms: cpi mheaders: Fromi. The UR
corresponding to the (putative) CPIM nessage header ' Topé&Tail
woul d be "urn:ietf:paranms: cpi mheaders: Top%26Tai |’
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8.

10.

11.

11.

I nternationalization Considerations

Message headers use UTF-8 character encodi ng throughout; hence, they
can convey the full UCS-4 (Unicode [30], I1SOIEC 10646 [25])
character repertoire.

Language tagging is provided for nessage headers using the "Lang"
paranmeter (section 3.3).

Message content is any M Me-encapsul ated content, and normal M ME
content internationalization considerations apply.

Security Considerations

The Message/CPIM format is designed with security in mnd. In
particular it is designed to be used with MME security multiparts
for signatures and encryption. To this end, Message/ CPl M nessages
nust be considered i mmut abl e once created.

Because Message/ CPI M nessages are binary nessages (due to UTF-8
encoding), if they are transmtted across non-8-bit-clean transports
then the transfer agent nust tunnel the entire nessage. Changing the
nmessage data encoding is not an option. This inplies that the
Message/ CPI M nust be encapsul ated by the nessage transfer system and
unencapsul ated at the receiving end of the tunnel

The resulting nessage nust not have data | oss due to the encodi ng and
unencodi ng of the nessage. For exanple, an application may choose to
apply the M ME base64 content-transfer-encoding to the Message/ CPI M
object to neet this requirenent.
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Copyright (C The Internet Society (2004). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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