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1. The Internet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |nformation Base or MB. MB nodul e objects are
general |y accessed through the Sinple Network Managenment Protoco
(SNWP). (Objects in this MB nodul e are defined using the mechani sims
defined in the Structure of Management Information (SM). This neno
specifies a MB nodule that is conmpliant to the SMv2, which is
described in STD 58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579],
and STD 58, RFC 2580 [ RFC2580].

2. | nt roducti on

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes a set of nanaged objects that are used
to schedul e managenent operations periodically or at specified dates
and times. Since TRIP [RFC3219] is nodel ed after the Border Gateway
Protocol (BGP-4) [RFC1771], the managed objects for TRIP are al so
nodel ed after RFC1657 - Definitions of Managed Ohjects for the
Fourth Version of the Border Gateway Protocol (BGP-4) using SMv2

[ RFC1657] .

3. Conventions used in this document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in

this docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119].

4. CQverview

This M B nodul e provi des nmanaged objects for TRIP devices defined in
Tel ephony Routing over IP [RFC3219]. TRIP is an inter-domain
application-layer control protocol that exchanges information
between TRI P | ocation servers (LS) to provide efficient |IP tel ephony
routing.

5. Structure of TRIP MB
This M B nodul e utilizes the framework described in RFC 2788
[ RFC2788] for managenent of nultiple instances of TRIP froma single

entity. The Network Services Mnitoring MB nodul e appl Table wi ||
be populated with entries corresponding to each TRIP Locati on Server
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in the system Each TRIP Location Server will then have an
appl I ndex associated with it. The value assigned to appl | ndex wll
represent the distinct instance of TRIP

The TRIP M B nodul e contains the foll owing groups of objects with
each group as part of the managenment of a singular TRIP entity. Each
group covers a section of functionality of TRIP

0o The tripConfigGoup contains the comon configuration objects
applicable to all TRIP applications referenced by the appl | ndex.

o The tripPeerTabl eConfi gGoup contains the configuration objects
applicable to all TRI P peers of the Location Server referenced by
the appl I ndex.

o The tripRouteGoup contains the configuration objects related to
the routes of all TRIBs of this Location Server.

o The tripltadTopol ogyG oup contains information about the topol ogy
of the TRIP I TADs concerning this Location Server.

o The tripPeerTabl eStatsG oup contains the statistical objects
applicable to all TRIP peers of the Location Server referenced by
the appl I ndex.

o The tripNotificationGoup contains notifications that the TRIP
application can generate.

o The tripNotifCbjectGoup contains the objects needed by one or
nore of the notifications.

5.1. Textual Conventions

The data types Tripltad and Tripld are used as textual conventions
in this document. A TRIP ITAD (I P Tel ephony Admi nistrative Domain)
is described in [RFC3219]. A TRIP ID is used as a distinct
identifier for a TRIP Location Server. A TripAppProtocol is used to
identify an application protocol. A TripAddressFamily is used to
define an address famly. TripCommunityld is used as a distinct
identifier for a TRIP community. TripProtocol Version depicts the
versi on nunber of the TRIP protocol. TripSendRecei veMode descri bes
the operational nbde of the TRIP application
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6. Definitions
6.1. TRI P Textual Conventions
TRIP-TC-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
Unsi gned32,
I nt eger 32,
m b- 2
FROM SNWVPv2- SM -- [ RFC2578]

TEXTUAL- CONVENTI ON
FROM SNVPv2- TC; -- [RFC2579]

tri pTC MODULE- | DENTI TY
LAST- UPDATED  "200409020000z" -- Sep 02, 2004
ORGANI ZATION "I ETF | PTel Wrki ng G oup.
Mailing list: iptel @ists. bell-Iabs.cont
CONTACT- | NFO
"Co-editor David Zi nman

post al : 265 Ridl ey Bl vd.
Toronto ON, MoM 4N8
Canada

emai |l : dzi nman@ oger s. com

phone: +1 416 433 4298

Co-editor: David Wal ker
Sedna Wrel ess |Inc.

post al : 495 March Road, Suite 500

O tawa, ON K2K 3GL

Canada
email : davi d. wal ker @edna-w rel ess. com
phone: +1 613 878 8142

Co- edi t or Ji anpi ng Ji ang
Syndesis Linmted

post al : 30 Ful ton Way
Ri chnond Hill, ON L4B 1J5
Canada
emai | : jjiang@yndesis.com
phone: +1 905 886- 7818 x2515
DESCRI PTI ON

"Initial version of TRIP (Tel ephony Routing Over |P)
M B Textual Conventions nodul e used by other
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TRI P-rel ated M B Mdul es.

Copyright (C) The Internet Society (2004). This version of
this MB nmodule is part of RFC 3872, see the RFC itself

for full legal notices.”
REVI SI ON *200409020000Zz" -- Sep 02, 2004
DESCRI PTI ON

"The initial version, Published as RFC 3872."
c:={ mb-2 115 }

-- Textual Conventions

Tripltad ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The values for identifying the | P Tel ephony
Admi ni strative Domain (I TAD)."
SYNTAX Unsi gned32 (0..4294967295)

Tripld ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"The TRIP Identifier uniquely identifies a LSwithinits
ITAD. It is a 4 octet unsigned integer that may, but not
necessarily, represent the | Pv4d address of a Location
Server. \ere bytes 1-4 of the Unsigned32 represent
1-4 bytes of the IPv4 address in network-byte order. For
an | Pv6 network, Tripld will not represent the |IPv6
address. "

SYNTAX Unsi gned32 (0..4294967295)

Tri pAddressFam |y ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A type of address for a TRIP route. Address fanilies
defined within this MB nodul e are:

Code Address Fam |y

1 Deci mal Routing Nunbers

2 Pent aDeci nal Routing Nunbers

3 E. 164 Nunbers

255 An other type of address famly"

SYNTAX | NTEGER
{ decimal (1), pentadecimal (2), el64(3), other(255) }
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Tri pAppProt ocol ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The application protocol used for comunication with TRIP
Location Servers. Protocols defined in this MB Mdul e

are:
Code Pr ot oco

1 SIP

2 H. 323- H. 225. 0- Q 931

3 H. 323- H. 225. 0- RAS

4 H. 323- H. 225. 0- Annex- G

255 An other type of application protocol™

SYNTAX | NTEGER
{ sip(l), q931(2), ras(3), annex3 4), other(255) }

Tri pCommunityld ::= TEXTUAL- CONVENTI ON
STATUS curr ent
DESCRI PTI ON
"The range of legal values for a TRIP Comunity
I dentifier."

SYNTAX Unsi gned32 (0. .4294967295)

Tri pProtocol Versi on ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The version nunber of the TRI P protocol."
SYNTAX I nteger 32 (1..255)

Tri pSendRecei veMode :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The operational node of the TRIP application. Possible
val ues are:
1 - Send Receive nopde
2 - Send only node
3 - Receive Only node"
SYNTAX | NTEGER { sendRecei ve(1l), sendOnly(2), receiveOnly(3) }

END
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6.2. TRIP MB
TRIP-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
NOTI FI CATI ON- TYPE,
Unsi gned32,
I nt eger 32,
Count er 32,
m b-2
FROM SNWVPv2- SM -- [

Dat eAndTi ne,
Ti mel nt erval ,
Tr ut hval ue,
Ti meSt anp,
St or ageType,
RowsSt at us
FROM SNWPv2- TC -- [

OBJECT- GROUP,
MCDUL E- COVPLI ANCE,
NOTI FI CATI ON- GROUP
FROM SNWVPv 2- CONF -- [

| net Addr essType,
| net Addr ess,
| net Port Nunber
FROM | NET- ADDRESS- M B -- [

appl I ndex,
appl RFC2788G oup
FROM NETWORK- SERVI CES-M B -- [

Tripltad,
Tripld,
Tri pAppPr ot ocol ,
Tri pAddr essFam |y,
Tri pConmuni tyl d,
Tri pPr ot ocol Ver si on,
Tri pSendRecei veMode
FROM TRI P- TC- M B; --

tri pM B MODULE- | DENTI TY

LAST- UPDATED " 200409020000Z" -- Sep
ORGANI ZATI ON "I ETF | PTel Workin

Zinman, et al. St andards Trac

RFC2578]

RFC2579]

RFC2580]

RFC3291]

RFC2788]

[ RFC3872]

02, 2004
g G oup.

k

Sept enber 2004

[ Page 7]



RFC 3872 MB for TRIP Sept enber 2004

Mailing list: iptel @ists.bell-Iabs.cont

CONTACT- | NFO
"Co-editor David Zi nman
post al : 265 Ridl ey Bl vd.
Toronto ON, NMbM 4N8
Canada
emai |l : dzi nman@ oger s. com
phone: +1 416 433 4298

Co-editor: David Wal ker
Sedna Wrel ess |Inc.

post al : 495 March Road, Suite 500

O tawa, ON K2K 3GL

Canada
email : davi d. wal ker @edna-w rel ess. com
phone: +1 613 878 8142

Co- edi t or Ji anpi ng Ji ang
Syndesis Linmted

post al : 30 Ful ton Way
Ri chnond Hill, ON L4B 1J5
Canada
emai | : jjiang@yndesis.com
phone: +1 905 886- 7818 x2515
DESCRI PTI ON

"The M B nodul e descri bi ng Tel ephony Routing over |IP
(TRIP). TRIP is a policy driven inter-admnistrative
donai n protocol for advertising the reachability of

tel ephony destinati ons between | ocation servers (LS), and
for advertising attributes of the routes to those
destinati ons.

Copyright (C The Internet Society (2004). This version of
this MB nodule is part of RFC 3872, see the RFC itself

for full legal notices."
REVI SI ON "200409020000Z" -- Sep 02, 2004
DESCRI PTI ON

"The initial version, Published as RFC 3872."
o= { mb-2 116 }

tripMBNotifications OBJECT IDENTIFIER ::={ tripMB 0 }
tri pM Bbj ects OBJECT IDENTIFIER ::= { tripMB 1}
tri pM BConf or mance OBJECT IDENTIFIER ::= { tripMB 2 }
tripMBNotifChjects OBJECT IDENTIFIER ::= { tripMB 3 }
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tri pM BConpl i ances

tri pM BG oups

i pCf gTabl e

MB for TRIP

Sept enber 2004

OBJECT | DENTIFIER :: =

{ tripM BConformance 1 }
OBJECT | DENTIFIER :: =

{ tripM BConformance 2 }

tri pCfgTabl e OBJECT- TYPE

SYNTAX

SEQUENCE OF Tri pCfgEntry

MAX- ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON

"This table contains the comopn configuration objects

applicable to all

app! I ndex.

particular TRIP LS present

TRI P applications referenced by the
Each row represents those objects for a
in this system The

instances of TRIP LS s are uniquely identified by the

appl! I ndex.

ci={ tripMBObjects 1}

tripCfgEntry OBJECT- TYPE

Trip

Zi nman,

SYNTAX
MAX- ACCESS not - acces
STATUS current
DESCRI PTI ON

"A row of conmmon configuration.”

| NDEX { appl | ndex }

Tri pCfgEntry

si bl e

c:={ tripCfgTable 1}

CigEntry ::=
SEQUENCE {

tri pCf gProtocol Version

tripCfgltad

tripCfgldentifier
tripCfgAdm nStatu
tri pCf gOper St at us

S

tri pCf gAddr | Addr Type

tri pCf gAddr
tripCfgPort

tripCfgMnltadOigi nationl nterval
tri pCf gM nRout eAdverti senent | nterval

tri pCf gMaxPur geTi

nme

tri pCf gbi sabl eTi ne

tri pCf gSendRecei v
tripCfgStorage

et al.

eMbde

St andards Track

The objects in this table SHOULD be
nonVol atil e and survive a reboot."

Tri pPr ot ocol Ver si on,
Tripltad,

Tripld,

| NTECER,

| NTEGER,

| net Addr essType,

| net Addr ess,

| net Port Nunber ,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Tri pSendRecei veMode,
St or ageType
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tri pCf gProtocol Version OBJECT- TYPE

SYNTAX Tri pPr ot ocol Ver si on
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This object will reflect the version of TRIP

supported by this system It follows the sane
format as TRIP version information contained
in the TRIP messages generated by this TRIP entity."
REFERENCE
"RFC 3219, section 4.2."
o= { tripCfgEntry 1}

tripCfgltad OBJECT- TYPE

SYNTAX Tripltad

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The Internet Tel ephony Administrative domain (I TAD)
of this LS. "

ci={ tripCfigEntry 2}

tripCfgldentifier OBJECT- TYPE
SYNTAX Tripld
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The object that identifies this TRIP dient."
c:={ tripCfigEntry 3}

tri pCf gAdm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The desired TRIP state.

up(l) : Set the application to normal operation.

down(2): Set the application to a state where it wll
not process TRI P nmessages.

Setting this object should be reflected in

tripCfgOperStatus. If an unknown error occurs
tripCfgQOperStatus will return unknown(0)."
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o= { tripCfgEntry 4 }

tri pCf gOper St at us OBJECT- TYPE

SYNTAX | NTEGER {
unknown( 0) ,
up(1),
down(2),
faul ty(3)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current operational state of the TRI P protocol

unknown(0): The operating status of the application is
unknown.

up(1): The application is operating normally, and
is ready to process (receive and issue) TR P
requests and responses.

down(2): The application is currently not processing
TRI P nmessages. This occurs if the TRIP
application is in an initialization state or
if tripCfgAdmi nStatus is set to down(2).

faulty(3): The application is not operating nornally due
to a fault in the system

If tripCfgAdm nStatus is down(2) then tripOperStatus SHOULD
be down(2). If tripAdnm nStatus is changed to up(1) then
tripQperStatus SHOULD change to up(l) if there is no
fault that prevents the TRIP protocol fromnoving to the
up(l) state.”

c:={ tripCfigEntry 5 }

tri pCf gAddr | Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of Inet Address of the tripAddr."
REFERENCE

"RFC 3291, section 3."
c:={ tripCfgEntry 6 }

tri pCf gAddr OBJECT- TYPE
SYNTAX | net Addr ess
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The network address of the local LS that the peer
connects to. The type of address depends on the object
tri pCf gAddr | Addr Type. The type of this address is
determ ned by the value of the
tri pCf gAddr | Addr Type object."

REFERENCE
"RFC 3291, section 3."

c:={ tripCfigEntry 7 }

tripCfgPort OBJECT- TYPE

SYNTAX | net Port Nurmber

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The | ocal tcp/udp port on the local LS that the peer
connects to."

ci={ tripCfgEntry 8 }

tripCfgMnltadOriginati onl nterval OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

UNI TS " Seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The m ni num amount of tine that MJST el apse between
advertisenent of the update nessage that reports changes
within the LS s own | TAD. "

DEFVAL { 30 }

o= { tripCfgEntry 9 }

tri pCf gM nRout eAdverti senent | nterval OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

UNI TS " Seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Specifies mninmal interval between successive
advertisenents to a particul ar destination froman LS. "

DEFVAL { 30 }

o= { tripCfgEntry 10 }

tri pCf gMaxPur geTi me OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
UNI TS " Seconds"
MAX- ACCESS read-wite
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STATUS current

DESCRI PTI ON
"Indicates the interval that the LS MJST maintain routes
mar ked as withdrawn in its database."

DEFVAL { 10 }

o= { tripCfgEntry 11 }

tri pCf ghi sabl eTi ne OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

UNI TS " Seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"I ndicates the interval that the TRI P nodul e of the
LS MJUST be disabled while routes originated by this
LS with hi gh sequence nunbers can be renoved."

DEFVAL { 180 }

o= { tripCfgEntry 12 }

tri pCf gSendRecei veMbde OBJECT- TYPE

SYNTAX Tri pSendRecei veMbde

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The operational node of the TRIP entity running on this
system "

o= { tripCigEntry 13 }

tri pCf gSt orage OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row. Conceptual rows
havi ng the val ue ' permanent’ need not allow write-access
to any columar objects in the row"

DEFVAL { nonVol atile }

o= { tripCigEntry 14 }

-- Tri pRout eTypeTabl e

tri pRout eTypeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri pRout eTypeEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The TRI P peer Route Type table contains one entry per

supported protocol - address fanmily pair. The objects in

this table are volatile and are refreshed after a reboot."
c:={ tripMBQObjects 2 }

tri pRout eTypeEntry OBJECT- TYPE

SYNTAX Tri pRout eTypeEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"An entry containing informati on about the route type
that a particular TRIP entity supports. Each entry
represents informati on about either the |local or a renpte
LS peer. The object tripRouteTypePeer is used to

di stinguish this. In the case of a local LS, the
address/port information will reflect the val ues
configured in tripCfigTable. 1In the case of a renote
peer, the address/port information will reflect the

val ues of an entry in the tripPeerTable.

| mpl ement ati on need to be aware that if the size of
tri pRout eTypeAddr exceeds 111 sub-I1Ds, then O Ds of colum
instances in this table will have nore than 128 sub-1IDs
and cannot be accessed using SNMPv1l, SNMPv2c, or snnpv3."
| NDEX { appl | ndex,
tri pRout eTypeAddr | net Type,
tri pRout eTypeAddr,
tri pRout eTypePort,
tri pRout eTypeProtocol I d,
tri pRout eTypeAddr Fam |yl d }
.= { tripRouteTypeTable 1 }

Tri pRout eTypeEntry ::= SEQUENCE {
tri pRout eTypeAddr | net Type | net Addr essType,
tri pRout eTypeAddr | net Addr ess,
tri pRout eTypePort | net Port Nurber ,
tri pRout eTypeProtocol Id Tri pAppPr ot ocol
tri pRout eTypeAddr Fani | yl d Tri pAddressFami |y,
tri pRout eTypePeer | NTEGER

}

tri pRout eTypeAddr | net Type OBJECT- TYPE

Zi nman,

SYNTAX | net Addr essType
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The type of Inet Address of the tripRouteTypeAddr."
REFERENCE
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"RFC 3291, section 3."
::={ tripRouteTypeEntry 1 }

tri pRout eTypeAddr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The network address of this entry’'s TRIP peer LS. The
type of this address is determ ned by the value of the
tri pRout eTypeAddr | net Type object."”

REFERENCE
"RFC 3291, section 3."

::={ tripRouteTypeEntry 2 }

tri pRout eTypePort OBJECT- TYPE

SYNTAX I net Por t Nunber

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The port for the TCP connection between this and
an associated TRI P peer."

.= { tripRouteTypeEntry 3 }

tri pRout eTypeProtocol I d OBJECT- TYPE

SYNTAX Tri pAppPr ot oco

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The object identifier of a protocol that the associated
peer is using."

.= { tripRouteTypeEntry 4 }

tri pRout eTypeAddr Fani | yl d OBJECT- TYPE

SYNTAX Tri pAddr essFam |y

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The object identifier of an address fanmily that the
associ ated peer belongs to."

2= { tripRouteTypeEntry 5 }

tri pRout eTypePeer OBJECT- TYPE
SYNTAX I NTECGER { local (1), remote(2) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object identifies whether this entry is
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associated with a "local’ or 'renote’ LS peer."
.= { tripRouteTypeEntry 6 }

-- tripSupportedComrunityTabl e

tripSupportedComunityTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri pSupportedComruni t yEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The list of TRIP comunities that this LS supports. A
TRIP community is a group of destinations that share
conmon properties.

The TRI P Supported Comunities entry is used to group
destinations so that the routing decision can be based
on the identity of the group."

REFERENCE
"RFC 3219, section 5.9"

c:={ tripMBCObjects 3}

tripSupportedComunityEntry OBJECT- TYPE

SYNTAX Tri pSupportedCommuni t yEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Entry containing informati on about a comunity. A TRIP
conmunity is a group of destinations that share sone
conmon property. This attribute is used so that routing
deci si ons can be based on the identity of the group."”

| NDEX { appl | ndex, tripSupportedConmunityld }

::={ tripSupportedCommunityTable 1 }

Tri pSupportedComruni tyEntry ::= SEQUENCE ({
tripSupportedComunityld Tri pCommuni tyl d,
tripSupportedComunityltad Tripltad,

tripSupportedComunitySt orage St or ageType,
tri pSupportedComunit yRowSt at us RowSt at us

tripSupportedComunityld OBJECT- TYPE
SYNTAX Tri pConmuni tyld
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The identifier of the supported Comunity."
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::={ tripSupportedCommunityEntry 1 }

tri pSupportedComunityltad OBJECT- TYPE

SYNTAX Tripltad
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The | TAD of the comunity."
::={ tripSupportedCommunityEntry 2 }

tri pSupportedComunitySt orage OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row. Conceptual
rows having the value 'permanent’ need not allow wite-
access to any columar objects in the row It is not a
requi renent that this storage be non volatile."

DEFVAL { nonVol atile }

::={ tripSupportedCommunityEntry 3 }

tri pSupportedComunit yRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The row status of the entry. This object is REQU RED
to create or delete rows by a manager. A value for
tripSupportedComunityltad MJUST be set for row creation

to be successful. If the instance already exists for a
particul ar applIndex, the row create operation wll
fail.

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be nodified."
::={ tripSupportedCommunityEntry 4 }

-- TripPeerTabl e

tri pPeer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri pPeerEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The TRI P peer table. This table contains one entry per
TRI P peer, and informati on about the connection with
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the peer.™
c:={ tripMBObjects 4 }

tripPeerEntry OBJECT- TYPE

SYNTAX Tri pPeerEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

Sept enber 2004

"Entry containing informati on about the connection with

a TRI P peer.

| mpl enent ati on need to be aware that
tri pPeer Renpt eAddr exceeds 113 sub-1 Ds,
colum instances in this table wll

if the size of
then O Ds of
have nore than 128

sub-1Ds and cannot be accessed using SNWPvl, SNwPv2c, or

snnpv3. "
| NDEX { appl I ndex,
tri pPeer Renpt eAddr | net Type,
tri pPeer Renpt eAddr,
tri pPeer Renot ePort }
::= {tripPeerTabl e 1}

Tri pPeerEntry ::= SEQUENCE {

}

tri pPeer Renpt eAddr | net Type
tri pPeer Renot eAddr

tri pPeer Renot ePor t
tripPeerldentifier
tripPeerState

tri pPeer Adm nSt at us

tri pPeer Negoti at edVer si on
tri pPeer SendRecei veMbde

tri pPeerRenmoteltad

tri pPeer Connect Retryl nterva
tri pPeer MaxRetryl nterva

tri pPeer Hol dTi ne

tri pPeer KeepAlive

tri pPeer Hol dTi meConfi gured
tri pPeer KeepAl i veConfi gured
tri pPeer MaxPur geTi nme

tri pPeer D sabl eTi me

tri pPeerLear ned

tri pPeer St or age

tri pPeer Rowst at us

tri pPeer Renot eAddr | net Type OBJECT- TYPE

Zi nman,

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
et al. St andards Track

| net Addr essType,

| net Addr ess,

| net Port Nurber ,
Tripld,

| NTEGER

| NTEGER

Tri pPr ot ocol Ver si on
Tri pSendRecei veMode,
Tripltad,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Tr ut hVal ue,

St or ageType,

RowSt at us
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STATUS current
DESCRI PTI ON

"The type of Inet Address of the tripPeerRenoteAddr."
REFERENCE

"RFC 3291, section 3."
.= { tripPeerEntry 1}

tri pPeer Renot eAddr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The I P address of this entry’'s TRIP peer LS. The type of
this address is determ ned by the value of the
tri pPeer Renot eAddr | net Type obj ect."

REFERENCE
"RFC 3291, section 3."

.= { tripPeerEntry 2}

tri pPeer Renmot ePort OBJECT- TYPE

SYNTAX | net Por t Nurmber

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The renote port for the TCP connection between the
TRI P peers.”

c:={ tripPeerEntry 3}

tripPeerldentifier OBJECT- TYPE
SYNTAX Tripld
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"TRIP identifier of the peer."
c:={ tripPeerEntry 4}

tripPeerState OBIJECT- TYPE
SYNTAX | NTEGER {

ide(l1),
connect (2),
active(3),
openSent (4),
openConfirm5),
est abl i shed(6)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"TRIP Peer Finite State Machi ne state

idle(l) : The initial state. Local LS refuses al
i ncom ng connections. No application
resources are allocated to processing
i nfornati on about the renpte peer

connect (2) : Local LS waiting for a transport
protocol connection to be conpleted to
the peer, and is listening for inbound
transport connections fromthe peer

active(3) . Local LS is listening for an i nbound
connection fromthe peer, but is not in
the process of initiating a connection
to the renmpte peer.

openSent (4) : Local LS has sent an OPEN nessage to its
peer and is waiting for an OPEN nessage
fromthe renote peer

openConfirm(5): Local LS has sent an OPEN nessage to the
renote peer, received an OPEN nessage from
the renote peer, and sent a KEEPALI VE
nessage in response to the OPEN. The | oca
LS is now waiting for a KEEPALI VE nmessage
or a NOTI FI CATI ON nessage in response to
its OPEN nessage.

establ i shed(6): LS can exchange UPDATE, NOTI FI CATI ON, and
KEEPALI VE nessages with its peer."
::={ tripPeerEntry 5}

tri pPeer Adm nSt at us OBJECT- TYPE

SYNTAX | NTEGER {
up(1),
down( 2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object is used to affect the TRI P connection
state.
up(1) : Allow a connection with the peer LS.

down(2) : disconnect the connection fromthe peer LS and
do not allow any further connections to this
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peer.

If this value is set to down(2) then tripPeerState wll
have the value of idle(l)."

DEFVAL { up}

.= { tripPeerEntry 6 }

tri pPeer Negoti at edVer si on OBJECT- TYPE

SYNTAX Tri pPr ot ocol Ver si on

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The negotiated version of TRI P running between this
| ocal entity and this peer."

c:={ tripPeerEntry 7 }

tri pPeer SendRecei veMbde OBJECT- TYPE
SYNTAX Tri pSendRecei veMode
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The operational node of this peer.”
c:={ tripPeerEntry 8 }

tri pPeer Renot el t ad OBJECT- TYPE

SYNTAX Tripltad

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Internet Tel ephony Admi nistrative domain of
this peer."

::={ tripPeerEntry 9 }

tri pPeer Connect Retryl nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)
UNI TS " Seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Specifies the initial amount of tine that will el apse

bet ween connection retry. This val ue SHOULD doubl e
after each attenpt up to the val ue of
tri pPeer MaxRetrylnterval. This value MJST al ways be | ess
than or equal to the value of tripPeerMaxRetryl nterval
Attenpts to set this value higher than the max retry
will not be allowed."

DEFVAL { 120 }

o= { tripPeerEntry 10 }
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tri pPeer MaxRetryl nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

UNI TS " Seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the nmaxi mum anmount of tine that will el apse
bet ween connection retries. Once the val ue of
tri pPeer Connect Retryl nterval has reached this value, no

nore retries will be attenpted. Attenpts to set this
val ue lower than the retry interval SHOULD not be
al | oned. "

DEFVAL { 360 }

c:={ tripPeerEntry 11 }

tri pPeerHol dTi me OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

UNI'TS " Seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The tine interval in seconds for the hold tiner that
is established with the peer. The value of this object
is the smaller of the values in
tri pPeerHol dTi meConfigured and the hold tine received
in the open nessage."

c:={ tripPeerEntry 12 }

tri pPeer KeepAl i ve OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

UNI'TS " Seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Specifies the amount of time that MJST el apse between
keep alive nmessages. This value is negotiated with the
renote when a connection is established."”

c:={ tripPeerEntry 13 }

tri pPeer Hol dTi meConfi gured OBJECT- TYPE

SYNTAX Unsi gned32 (0 | 3..65535)

UNI TS " Seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the maximumtine that MAY el apse between the
recei pt of successive keepalive or update nessage. A value
of 0 nmeans that keepalive or update nessages will not be
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sent."
DEFVAL { 240 }
c:={ tripPeerEntry 14 }

tri pPeer KeepAl i veConfi gured OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

UNI'TS " Seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the amount of time that MJST el apse between
keep alive nessages."

DEFVAL { 30 }

c:={ tripPeerEntry 15 }

tri pPeer MaxPur geTi ne OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

UNI TS "Seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Indicates the interval that the LS MJST nmintai n routes
mar ked as withdrawn in its database.”

DEFVAL { 10 }

c:={ tripPeerEntry 16 }

tri pPeerDi sabl eTi me OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

UNI TS " Seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I ndicate the interval that the TRIP nodule of the renpte
peer LS MJST be disabled while routes originated by the
| ocal LS with high sequence nunbers can be renpved."

DEFVAL { 180 }

o= { tripPeerEntry 17 }

tri pPeerLear ned OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates whether this entry was | earned or
configured."

DEFVAL { false }

c:={ tripPeerEntry 18 }
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tri pPeer St orage OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row. Conceptual
rows having the value 'pernanent’ need not allow wite-
access to any columar objects in the row It is not a
requi renent that this storage be non volatile."

DEFVAL { nonVol atile }

c:={ tripPeerEntry 19 }

tri pPeer Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The row status of the entry. This object is REQU RED to
create or delete rows renotely by a nanager. |If the

i nstance al ready exists for a particular appl|lndex, the
row create operation will fail.

The val ue of this object has no effect on whether
ot her objects in this conceptual row can be nodified.

Entries in this table can be |learned by the TRIP
application, or provisioned through this table."
c:={ tripPeerEntry 20 }

-- TripPeerStatisticsTable

tripPeerStatisticsTable OBJECT- TYPE

SYNTAX SEQUENCE OF TripPeerStatisticsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The TRI P peer stats table. This table contains one
entry per renote TRIP peer, and statistics related to the
connection with the renote peer. The objects in this
table are volatile."

o= { tripMBObjects 5}

tripPeerStatisticsEntry OBJECT- TYPE

SYNTAX Tri pPeer StatisticseEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"Entry containing informati on about the connection with
a TRIP peer."
AUGVENTS { tripPeerEntry }
c:={ tripPeerStatisticsTable 1 }

Tri pPeer StatisticseEntry ::= SEQUENCE {
tri pPeer | nUpdat es Count er 32,
tri pPeer Qut Updat es Count er 32,
tri pPeerlnTot al Messages Count er 32,
tri pPeer Qut Tot al Messages Count er 32,
tri pPeer FsnEst abl i shedTransi ti ons Count er 32,
tri pPeer FsnEst abl i shedTi ne Dat eAndTi e,
tri pPeer | nUpdat eEl apsedTi ne Ti mel nt er val
tri pPeer St at eChangeTi ne Ti meSt anp

}

tri pPeer | nUpdat es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of TRI P update nmessages received fromthis
renote peer since the last restart of this location
server."

o= { tripPeerStatisticsEntry 1 }

tri pPeer Qut Updat es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of TRI P update nessages sent to this renote
peer since the last restart of this LS. "

c:={ tripPeerStatisticsEntry 2 }

tripPeerlnTot al Messages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of TRI P nessages received fromthe
renote peer on this connection since the |ast restart
of this LS. "

c:={ tripPeerStatisticsEntry 3 }

tri pPeer Qut Tot al Messages OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total number of outgoing TRIP nessages sent to the
renote peer since the last restart of this LS. "
o= { tripPeerStatisticsEntry 4 }

tri pPeer FsnEst abl i shedTransi ti ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines the renote peer has transitioned

into the established state since the |last restart of this

LS. "
c:={ tripPeerStatisticsEntry 5 }

tri pPeer FsnEst abl i shedTi mne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the tine and date that this renote peer entered

the 'established state."
c:={ tripPeerStatisticsEntry 6 }

tri pPeer| nUpdat eEl apsedTi me OBJECT- TYPE

SYNTAX Ti mel nterva
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"El apsed tine in hundredths of seconds since the |ast

TRI P updat e nmessage was received fromthis renote peer."

c:={ tripPeerStatisticsEntry 7 }

tri pPeer St at eChangeTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when the | ast state change of
tripPeerState took place."
c:={ tripPeerStatisticsEntry 8 }

TRI P Recei ved Route Table. This table contains
all routes fromall sources. Each entry consists
of aroute and its associated path attri butes.
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tri pRout eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri pRouteEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The TRIP route table containing informtion about
reachabl e routes that are to be added to service by the
receiving LS. The objects in this table are volatile
and are refreshed when this LS redi scovers its route

trip

Trip

table."
c:={ tripMBCbjects 6 }

Rout eEntry OBJECT- TYPE
SYNTAX Tri pRout eEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"Informati on about a route to a called destination."”

| NDEX { appl | ndex,
tri pRout eAppPr ot ocol ,
tri pRout eAddr essFam |y,
tri pRout eAddr ess,
tri pRout ePeer

}
o= { tripRouteTable 1 }

Rout eEntry ::= SEQUENCE {
tri pRout eAppPr ot ocol

tri pRout eAddr essFam |y
tri pRout eAddr ess

Tri pAppPr ot ocol ,
Tri pAddr essFam |y,
OCTET STRI NG

tri pRout ePeer Tripld,

tri pRout eTRI BMask BI TS,

tri pRout eAddr essSequenceNunber Unsi gned32,

tri pRout eAddressOriginatorld Tripld,

tri pRout eNext HopSer ver | Addr Type | net Addr essType,

tri pRout eNext HopSer ver
tri pRout eNext HopSer ver Por t

| net Addr ess,
| net Port Nunber,

tri pRout eNext HopServerltad Tripltad,
tri pRouteMil ti ExitDisc Unsi gned32,
tri pRout eLocal Pref Unsi gned32,

tri pRout eAdverti sement Pat h
tri pRout eRout edPat h

CCTET STRI NG,
CCTET STRI NG,

tri pRout eAt omi cAggr egat e Trut hVval ue,
tri pRout eUnknown OCTET STRI NG,
tri pRout eWt hdr awn Trut hVal ue,
tri pRout eConverted Trut hVal ue,
tri pRout eRecei vedTi ne Ti meSt amp
}
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tri pRout eAppProt ocol OBJECT- TYPE

SYNTAX Tri pAppPr ot ocol

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The protocol for which this entry of the routing table
is maintained."

::={ tripRouteEntry 1 }

tri pRout eAddr essFam |y OBJECT- TYPE

SYNTAX Tri pAddr essFam |y

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Specifies the type of address for the destination
route."

c:={ tripRouteEntry 2 }

tri pRout eAddr ess OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(1..105))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the address (prefix) of the famly type given
by Address Fanily of the destination. It is the prefix
of addresses reachable fromthis gateway via the next
hop server. The SIZE val ue of 105 has been assigned due
to the sub identifier of object types length limtation
as defined in SMv2."

REFERENCE
"RFC 3219, section 5.1.1.1."

o= { tripRouteEntry 3}

tri pRout ePeer OBJECT- TYPE

SYNTAX Tripld

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The identifier of the peer where the route information
was | earned."

c:={ tripRouteEntry 4 }

tri pRout eTRI BMask OBJECT- TYPE
SYNTAX BITS {
adj Tri bl ns(0),
ext Trib(1),
[ ocTrib(2),
adj Tri bQut (3)
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}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cat es whi ch Tel ephony Routing Information Base (TRl B)
this entry belongs to. This is
a bit-map of possible types. If the bit has a val ue of
1, then the entry is a nmenber of the corresponding TRI B
type. If the bit has a value of 0 then the entry is not
a nmenber of the TRIP type. The various bit positions

are:

0 adj Tri bl ns The entry is of type adj-TRI Bs-ins,
stores routing informati on that has
been | earned from i nbound UPDATE
nessages.

1 extTrib The entry is of type ext-TRI B, the
best route for a given destination

2 locTrib The entry is of type |oc-TRI B contains

the local TRIP routing information
that the LS has sel ected
3 adj Tri bQut The entry is of type adj-TRI Bs-out,
stores the information that the |oca
LS has sel ected for advertisement to
its external peers."
REFERENCE
"RFC 3291, section 3.5."
::={ tripRouteEntry 5 }

tri pRout eAddr essSequenceNunber OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates the version of the destination route
originated by the LS identified by
tri pRout eAddressOriginatorld intra-donain attribute.”

o= { tripRouteEntry 6 }

tri pRout eAddressOri gi natorld OBJECT- TYPE

SYNTAX Tripld

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This is an intra-domain attribute indicating the
internal LS that originated the route into the I TAD."

c:={ tripRouteEntry 7 }
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tri pRout eNext HopSer ver | Addr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of Inet Address of the tripRouteNextHopServer."
REFERENCE
"RFC 3291, section 3."
::={ tripRouteEntry 8 }

tri pRout eNext HopSer ver OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates the next hop that nmessages of a given protocol
destined for tripRouteAddress SHOULD be sent to. The type
of this address is determ ned by the value of the
tri pRout eNext HopSer ver | Addr Type obj ect."

o= { tripRouteEntry 9 }

tri pRout eNext HopSer ver Port OBJECT- TYPE

SYNTAX I net Por t Nunber

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The port of the next hop server that this route
will use."”

c:={ tripRouteEntry 10 }

tri pRout eNext HopServer|ltad OBJECT- TYPE
SYNTAX Tripltad
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cates the domain of the next hop."
o= { tripRouteEntry 11 }

tri pRouteMul ti ExitDi sc OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Multiple Exit Discrimnator allows an LS to
di scrim nate between, and indicate preference for,
otherwise simlar routes to a nei ghbouring domai n.
A higher value represents a nore preferred routing
obj ect."
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REFERENCE
"RFC 3219, section 5.8"
c:={ tripRouteEntry 12 }

tri pRout eLocal Pref OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Indicated the local LS s degree of preference for an
advertised route destination."

REFERENCE
"RFC 3219, section 4.3.4.7"

2= { tripRouteEntry 13 }

tri pRout eAdverti senent Pat h OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(4..252))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Identifies the sequence of domains through which this
adverti senment has passed.

This object is probably best represented as sequence of
Tripltads. For SM conpatibility, though, it is
represented as an OCTET STRING This object is a sequence
of | TADs where each set of 4 octets corresponds to a TRIP
| TAD i n network byte order."

REFERENCE
"RFC 3219, section 4.3.4.4"

o= { tripRouteEntry 14 }

tri pRout eRout edPat h OBJECT- TYPE

Zi nman,

SYNTAX OCTET STRING (SI ZE(4..252))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
“"Identifies the | TADs through which nessages sent using
this route woul d pass. These are a subset of
tri pRout eAdverti sement Pat h.

This object is probably best represented as sequence of
Tripltads. For SM conpatibility, though, it is
represented as OCTET STRING. This object is a sequence
of | TADs where each set of 4 octets corresponds to a TRIP
| TAD i n network byte order."

REFERENCE
"RFC 3219, section 4.3.4.5"
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o= { tripRouteEntry 15 }

tri pRout eAt omi cAggr egat e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates that a route MAY traverse donmains not |isted
in tri pRouteRoutedPath. If an LS selects the |ess
specific route froma set of overlapping routes, then
this value returns TRUE. "

REFERENCE
"RFC 3219, section 4.3.4.6"

2= { tripRouteEntry 16 }

tri pRout eUnknown OBJECT- TYPE
SYNTAX OCTET STRI NG (SI ZE(O. . 255))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains one or nore attributes that were not
under st ood, and because they were transitive, were dropped

during aggregation. They take the format of a triple
<attribute type, attribute length, attribute val ue>, of
variable length. If no attributes were dropped, this
returns an OCTET STRI NG of size 0."

REFERENCE
"RFC 3219, sections 4.3.1, 4.3.2.3"

c:={ tripRouteEntry 17 }

tri pRout eWt hdrawn OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Indicates if this route is to be renoved from service
by the receiving LS. "

::={ tripRouteEntry 18 }

tri pRout eConverted OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indicates if this route has been converted to a
di fferent application protocol than it had originally."
c:={ tripRouteEntry 19 }
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tri pRout eRecei vedTi mne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme when this route was received."
o= { tripRouteEntry 20 }

-- TRIP Received Route Conmunity Tabl e.

tri pRout eConmruni t yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri pRout eConmuni t yEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Atable containing a list of TRIP communities associ ated
with a route. Each instance of tripRouteTypeEntry that has
the tripRout eTypePeer object set to renpte(2) has an
instance in the tripRouteTable as a parent. The objects
inthis table are volatile and are refreshed after a
reboot . "

REFERENCE
"RFC 3219, section 5.9."

o= { tripMBObjects 7 }

tri pRout eConmuni t yEntry OBJECT- TYPE
SYNTAX Tri pRout eCommuni t yEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I nformati on about conmmunities associated with a route.
An entry with a tripRouteAddress of 00 and a
tri pRoutePeer of O refers to the local LS. "
| NDEX { appl | ndex,
tri pRout eAppPr ot ocol
tri pRout eAddr essFani | vy,
tri pRout eAddr ess,
tri pRout ePeer,
tri pRout eConmuni tyld

}
::={ tripRouteCommunityTable 1 }

Tri pRout eCommuni tyEntry ::= SEQUENCE {
tri pRout eConmuni tyld Tri pConmuni tyl d,
tri pRouteConmunityltad Tripltad

}
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tri pRout eConmuni tyld OBJECT- TYPE
SYNTAX Tri pConmuni tyld
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The community identifier."
o= { tripRouteCommunityEntry 1 }

tri pRout eConmuni tyltad OBJECT- TYPE
SYNTAX Tripltad
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | TAD associated with this community."
::={ tripRouteConmunityEntry 2 }

-- tripltadTopol ogyTabl e

tripltadTopol ogyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri plt adTopol ogyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The sequence of |ink connections between peers within an
| TAD. The objects in this table are volatile and are
refreshed after a reboot."

c:={ tripMBCbjects 8 }

tripltadTopol ogyEntry OBJECT- TYPE

SYNTAX Tri pltadTopol ogyEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about a peer of the LS identified by
tripltadTopol ogyOrigld.”

| NDEX { appl I ndex, tripltadTopol ogyOrigld }

::={ tripltadTopol ogyTable 1 }

Tri pltadTopol ogyEntry ::= SEQUENCE ({
tripltadTopol ogyOrigld Tripld,
tripltadTopol ogySeqNum Unsi gned32

}
tripltadTopol ogyOrigld OBJECT- TYPE
SYNTAX Tripld

MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"Indicates the internal LS that originated the | TAD
topol ogy information into the I TAD."

::={ tripltadTopol ogyEntry 1 }

tripltadTopol ogySeqNum OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I ndi cates the version of the | TAD topol ogy ori gi nat ed
by the LS identified by tripltadTopol ogyOrigld. ™

::={ tripltadTopol ogyEntry 2 }

-- tripltadTopol ogyl dTabl e

tripltadTopol ogyl dTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tri pl t adTopol ogyl dEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The list of other LS s within the | TAD donain that the
LS identified by tripltadTopol ogyOrigld is currently
peering. Each instance of tripltadTopol ogyl dEntry has an
instance in the tripltadTopol ogyTable as a parent. The
objects in this table are volatile and are refreshed
after a reboot."

o= { tripMBObjects 9 }

tripltadTopol ogyl dEntry OBJECT- TYPE
SYNTAX Tri pltadTopol ogyl dEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a peer to the LS identified by
tripltadTopol ogyOrigld.”
| NDEX { appl | ndex,
tripltadTopol ogyOri gl d,
tripltadTopol ogyld }
.= { tripltadTopol ogyl dTable 1 }

TripltadTopol ogyl dEntry ::= SEQUENCE {
tripltadTopol ogyld Tripld
}
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tripltadTopol ogyld OBJECT- TYPE

SYNTAX Tripld

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The index into this entry. Indicates the other |ocation
servers within the | TAD domain that this LS identified
by tripltadTopol ogyOrigld is currently peering."

::={ tripltadTopol ogyl dEntry 1 }

-- Notification objects

tripNotifAppl | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"This object contains the application Index. It is used
to bind this notification with a specific instance of
TRIP entity."

REFERENCE
"RFC 2788, section 3."

o= { tripMBNotifCbjects 1}

tripNotifPeer Addr| net Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"The type of Inet Address of the tripNotifPeerAddr."
REFERENCE

"RFC 3291, section 3."
c:={ tripMBNotifCbjects 2 }

tripNotifPeer Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS accessible-for-notify

STATUS current

DESCRI PTI ON
"The I P address of this entry’'s TRIP peer LS. This object
contai ns the value of tripPeerRenoteAddr. The type of this
address is determned by the value of the
tripNotifPeer Addr| net Type object."

REFERENCE
"RFC 3291, section 3."

o= { tripMBNotifCbjects 3}
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tripNotifPeerErrCode OBJECT- TYPE
SYNTAX | NTEGER {

nessageHeader (1),
openMessage( 2),
updat eMessage(3),
hol dTi mer Expi r ed(4),
finiteStateMachi ne(5),
cease(6),
tripNotification(7)

}
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"Notification message of TRIP error. The nmeaning of this
value is applicable to the follow ng functions:

nmessageHeader (1)
- Al errors detected while processing the TRIP nessage
header .

openMessage( 2)
- All errors detected while processing the OPEN nessage.

updat eMessage( 3)
- Al errors detected while processing the UPDATE
nmessage.

hol dTi mer Expi r ed( 4)
- Anotification generated when the hold tiner expires.

finiteStateMachi ne(5)
- Al errors detected by the TRIP Finite State Machi ne.

cease(6)
- Any fatal error condition that the rest of the val ues
do not cover.

tripNotification(7)
- Any error encountered while sending a notification
message. "
c:={ tripMBNotifCbjects 4 }

tripNotifPeerErrSubcode OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"The sub error code associated with error code. The

Zinman, et al. St andards Track [ Page 37]



RFC 3872 MB for TRIP Sept enber 2004

neani ng of this value is dependent on the val ue of
tripNotif PeerErrCode.

Message Header (1) Error Subcodes:
1 - Bad Message Lengt h.
2 - Bad Message Type.

OPEN Message (2) Error Subcodes:

1 - Unsupported Version Nunber.

- Bad Peer | TAD.

- Bad TRIP Identifier.
Unsupported Optional Paraneter.
- Unacceptabl e Hold Tine.

- Unsupported Capability.

- Capability M smatch.

~NoO o~ wWN
1

UPDATE Message (3) Error Subcodes:
1 - Malformed Attribute List.
2 - Unrecognized Wl | -known Attribute.
3 - Mssing Well-known Mandatory Attribute.
4 - Attribute Flags Error.
5 - Attribute Length Error.
6 - Invalid Attribute.”
o= { tripMBNotifCbjects 5}

-- Notifications

tri pConnecti onEst abl i shed NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr

}
STATUS current
DESCRI PTI ON
"The TRI P Connection Established event is generated when
the TRIP finite state machi ne enters the ESTABLI SHED
state.”
c:={ tripMBNotifications 1}

tri pConnecti onDropped NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeer Addr

}
STATUS current

DESCRI PTI ON
"The TRI P Connection Dropped event is generated when the
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TRIP finite state machi ne | eaves the ESTABLI SHED state."”
o= { tripMBNotifications 2}

tri pFSM NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr,
tripNotif PeerErr Code,
tripNotifPeerErrSubcode,
tripPeerState

}
STATUS current
DESCRI PTI ON
"The trip FSM Event is generated when any error is
detected by the TRIP Finite State Machine."
c:={ tripMBNotifications 3}

tri pOpenMessageError NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr,
tripNotif PeerErr Code,
tripNotifPeerErrSubcode,
tripPeerState

}
STATUS current
DESCRI PTI ON
"Errors detected while processing the OPEN nessage."
;= { tripMBNotifications 4 }

tri pUpdat eMessageError NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr,
tripNotif PeerErr Code,
tripNotifPeerErrSubcode,
tripPeerState

}
STATUS current
DESCRI PTI ON
"Errors detected while processing the UPDATE nessage."
;= { tripMBNotifications 5 }

tripHol dTi mer Expi red NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr,
tripNotifPeerErr Code,
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tripNotifPeerErrSubcode,
tripPeerState

}
STATUS current
DESCRI PTI ON
"The system does not receive successive nmessages within
the period specified by the negotiated Hold Tine."
o= { tripMBNotifications 6 }

tri pConnectionCol lision NOTIFI CATI ON- TYPE
OBJECTS { tripNotifAppllndex }
STATUS current
DESCRI PTI ON
"A pair of LSs tried to sinultaneously to establish a
transport connection to each other."
= { tripMBNotifications 7 }

tri pCease NOTI FI CATI ON- TYPE
OBJECTS { tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr,
tripNotif PeerErr Code,
tripNotifPeerErrSubcode,
tripPeerState

}
STATUS current
DESCRI PTI ON

2004

"A TRI P peer MAY choose at any given tinme to close its TRIP

connection by sending this notification nmessage. However
the Cease notification nmessage MJUST NOT be used when a
fatal error occurs."

c:={ tripMBNotifications 8 }

tripNotificationErr NOTIFI CATI ON- TYPE

OBJECTS { tripNotifApplIndex }

STATUS current

DESCRI PTI ON
"CGenerated if there is an error detected in a TRIP
notification nessage sent wi th anot her cause. Note that
the TRIP notification referred to in this object is not
an SNMP notification, it is a specific nmessage described
in the TRIP specification."

REFERENCE
"RFC 3219, section 6.4."

;= { tripMBNotifications 9 }
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-- Conpliance Statenents

tri pM BFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for TRIP entities that
i mpl ement this MB nodule in read-wite npde, such
that it can be used for both nonitoring and configuring
the TRIP entity.

There is one | NDEX object that cannot be represented in
the formof OBJECT clauses in SMv2, but for which there
is a conpliance requirenent, expressed in OBJECT cl ause
formin this description:

-- OBJECT tri pRout eTypeAddr | net Type

- - SYNTAX | net Addr essType (ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4))
-- DESCRI PTI ON

-- This M B requires support for gl obal and

-- non- gl obal ipv4 and i pv6 addresses.

-- OBJECT tri pRout eTypeAddr
- - SYNTAX I net Address (SIZE (4 | 8 | 16 | 20))
- - DESCRI PTI ON

-- This M B requires support for gl obal and
-- non- gl obal 1Pv4 and | Pv6 addresses.

MODULE -- this nodul e
MANDATORY- GROUPS { tri pConfi gG oup,
tri pPeer Tabl eConfi gG oup,
tri pRout eG oup,
tripltadTopol ogyG oup,
tri pPeer Tabl eSt at sG oup }

GROUP tripNotificationG oup

DESCRI PTI ON
"This group is OPTIONAL. A TRIP entity can choose not to
send any notifications. If this group is inplenented,
the tripNotifObjectGoup MIST al so be inplenented. "

GROUP tripNotifObjectGoup

DESCRI PTI ON
"This group is OPTIONAL. A TRIP entity can choose not to
send any notifications. If this group is inplenented,
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the tripNotificati onGoup MIST al so be inplenented."

OBJECT tri pSupportedComuni t yRowSt at us
SYNTAX RowSt atus { active(l) }
VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not
required."
OBJECT tri pPeer Rowst at us
SYNTAX RowSt atus { active(l) }
VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not
required."

MODULE NETWORK- SERVI CES- M B
MANDATORY- GROUPS { appl RFC2788Gr oup }

::={ tripMBConpliances 1}
tri pM BReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenent for TRIP entities that
i mpl enent this MB nodule in read only nbde. Such TRI P
entities can then only be nonitored, but not be
configured via this M B nodul e.

In read-only node, the manager will not be able to add,
renove or nodify rows to any table, however the TRIP
application may nodify, renove or add rows to a table.

There is one | NDEX object that cannot be represented in

the formof OBJECT clauses in SMv2, but for which there
is a conpliance requirenent, expressed in OBJECT cl ause

formin this description:

-- OBJECT tri pRout eTypeAddr | net Type

- - SYNTAX | net Addr essType (ipv4(l), ipv6(2),
-- i pv4z(3), ipv6z(4))
-- DESCRI PTI ON

-- This M B requires support for gl obal and

-- non- gl obal ipv4 and i pv6 addresses.

-- OBJECT tri pRout eTypeAddr
- - SYNTAX I net Address (SIZE (4 | 8 | 16 | 20))
-- DESCRI PTI ON

-- This M B requires support for gl obal and
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-- non- gl obal 1 Pv4 and | Pv6 addresses.

MODULE -- this nodul e
MANDATORY- GROUPS { tri pConfi gG oup,
tri pPeer Tabl eConfi gG oup,
tri pRout eG oup,
tripltadTopol ogyG oup,
tri pPeer Tabl eSt at sG oup }

GROUP tripNotificationG oup

DESCRI PTI ON
"This group is OPTIONAL. A TRIP entity can choose not to
send any notifications. If this group is inplenented,
the tripNotifObjectGoup MIST al so be inplenmented. "

GROUP tripNotifObjectGoup

DESCRI PTI ON
"This group is OPTIONAL. A TRIP entity can choose not to
send any notifications. If this group is inplenented,
the tripNotificati onGoup MIST al so be inplenented."

OBJECT tripCfgltad
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT tri pCf gAdm nSt at us
M N- ACCESS not - accessi bl e
DESCRI PTI ON
"Cbject is not needed when inplenmented in read-only node."
OBJECT tripCfgPort
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT tripCfgMnltadOigi nationl nterval
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT tri pCf gM nRout eAdverti senent | nterval
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT tri pCf gMaxPur geTi ne
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M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT tri pCf gbi sabl eTi ne
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT tri pCf gStorage
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT tripSupportedComunityltad
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."”
OBJECT tripSupportedComunityStorage
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT tripSupportedComuni t yRowSt at us
SYNTAX RowsSt atus { active(1l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and active is the only
status that needs to be supported.”

OBJECT tri pPeer Adm nSt at us
M N- ACCESS not -accessi bl e
DESCRI PTI ON

"Cbject is not needed when inplenmented in read-only node."
OBJECT tri pPeer Connect Retryl nt erval
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT tri pPeer MaxRetryl nterval
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT tri pPeer Hol dTi meConfi gured
M N-ACCESS read-only
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DESCRI PTI ON

"Wite access is not required."
OBJECT tri pPeer KeepAl i veConfi gur ed
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT tri pPeer MaxPur geTi ne
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT tri pPeerDi sabl eTi nme
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT tri pPeer St or age
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT tri pPeer Rowst at us
SYNTAX RowSt atus { active(l) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and active is the only
status that needs to be supported.”
MODULE NETWORK- SERVI CES-M B
MANDATORY- GROUPS { appl RFC2788G oup }

::={ tripMBConpliances 2 }

ct and event conformance groups

Confi gG oup OBJECT- GROUP
OBJECTS {
tri pCf gProtocol Versi on,
tripCfgltad,
tripCfgldentifier,
tri pCf gOper St at us,
tri pCf gAdmi nSt at us,
tri pCf gAddr | Addr Type,
tri pCf gAddr,
tripCfgPort,
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tripCfgMnltadOigi nationl nterval,
tri pCf gM nRout eAdverti senent|nterval,
tri pCf gMaxPur geTi e,

tri pCf gbi sabl eTi ne,

tri pCf gSendRecei veMbde,
tripCfgStorage,
tripSupportedComunityltad,

tri pSupportedComunitySt orage,

tri pRout eTypePeer,

tri pSupportedComuni t yRowSt at us

}
STATUS current
DESCRI PTI ON
"The gl obal objects for configuring trip."
c:={ tripMBGoups 1}

tri pPeer Tabl eConfi gG oup OBJECT- GROUP
OBJECTS {
tripPeerldentifier,
tripPeerState,
tri pPeer Adm nSt at us,
tri pPeer Negoti at edVer si on,
tri pPeer SendRecei veMode,
tri pPeer Renptelt ad,
tri pPeer Connect Retryl nterval,
tri pPeer MaxRetryl nterval,
tri pPeer Hol dTi ne,
tri pPeer KeepAl i ve,
tri pPeer Hol dTi meConfi gured,
tri pPeer KeepAl i veConfi gured,
tri pPeer MaxPur geTi e,
tri pPeerDi sabl eTi ne,
tri pPeer Lear ned,
tri pPeer St or age,
tri pPeer Rowst at us

}

STATUS current

DESCRI PTI ON
"The gl obal objects for configuring the TRI P peer
table."”

o= { tripMBGoups 2}

tri pPeer Tabl eSt at sG oup OBJECT- GROUP
OBJECTS {
tri pPeer | nUpdat es,
tri pPeer Qut Updat es,
tri pPeerl nTot al Messages,
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tri pPeer Qut Tot al Messages,

tri pPeer FsnEst abl i shedTransi ti ons,
tri pPeer FsnEst abl i shedTi ne,

tri pPeer | nUpdat eEl apsedTi e,

tri pPeer St at eChangeTi ne

}
STATUS current
DESCRI PTI ON

"The gl obal statistics the TRIP peer table.”
:={ tripMBGoups 3}

tri pRout eG oup OBJECT- GROUP
OBJECTS {
tri pRout eTRI BMasKk,
tri pRout eAddr essSequenceNunber,
tri pRout eAddressOri gi natorld,
tri pRout eNext HopSer ver | Addr Type,
tri pRout eNext HopSer ver,
tri pRout eNext HopSer ver Port,
tri pRout eNext HopServer |t ad,
tri pRouteMil ti ExitDi sc,
tri pRout eLocal Pref,
tri pRout eAdverti senment Pat h,
tri pRout eRout edPat h,
tri pRout eAt omi cAggr egat e,
tri pRout eUnknown,
tri pRout eWt hdr awn,
tri pRout eConverted,
tri pRout eRecei vedTi ne,
tri pRouteConmunityltad

}

STATUS current
DESCRI PTI ON
"The gl obal objects for configuring route attribute."
o= { tripMBGoups 4 }
tripltadTopol ogyG oup OBJECT- GROUP
OBJECTS {
tripltadTopol ogySeqNum
tripltadTopol ogyld

}
STATUS current
DESCRI PTI ON

"The objects that define the TRIP | TAD t opol ogy. "
c:={ tripMBGoups 5 }

tripNotificationG oup NOTIFI CATI ON- GROUP
NOTI FI CATI ONS {
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tri pConnecti onEst abl i shed,
tri pConnecti onDr opped,

tri pFSM

tri pOpenMessageErr or,

tri pUpdat eMessageErr or,
tripHol dTi mer Expi r ed,

tri pConnectionCol lision,
tri pCease,
tripNotificationErr

}
STATUS current
DESCRI PTI ON
"A collection of notifications defined for TRIP."
o= { tripMBG oups 6 }

tripNotifQbject&Goup OBIECT- GROUP
OBJECTS {
tripNotifAppl I ndex,
tripNotifPeer Addr| net Type,
tripNotifPeerAddr,
tripNotif PeerErr Code,
tripNotifPeerErrSubcode

}

STATUS current

DESCRI PTI ON
"The collection of objects that specify information for
TRIP notifications."

= { tripMBGoups 7 }

END

7.

Security Considerations

The managed objects in this MB nodule contain sensitive information
since, collectively, they allow tracing and influencing of
connections in TRI P devices and provide information of their
connection characteristics. As such, inproper manipul ation of the
objects represented by this MB nodul e MAY result in denial of
service to a |l arge nunmber of avail abl e routes.

There are a nunber of nanagement objects defined in this MB nodul e
that have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects MAY be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
networ k operations. These objects include:
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tripCfgltad:
| mproper setting of tripCfgltad value can nake all peer
connections drop and not be re-established.

tri pCf gAdm nSt at us:
| mproper setting of tripCfgAdm nStatus fromup to down will cause
the TRIP Location Server stop processing TRI P nessages.

tripCfgPort:
| mproper setting of tripCfgPort can cause the failure of a peer
establ i shing a connection

tripCfgMnltadOigi nationl nterval,

tri pCf gM nRout eAdverti senent|nterval:

| nproper configuration of these values MAY adversely affect |oca
and gl obal convergence of the routes advertised by this TRIP
Location Server.

tri pPeer Adm nSt at us:

| nproper setting of tripPeerAdm nStatus fromup to down can cause
significant disruption of the connectivity to the destination via
the applicable rempte TRI P Location Server peer

tri pPeer Connect Retryl nterval, tri pPeer MaxRetryl nterval

| mproper configuration of these values can cause connections to be
di srupted for extrenely long time periods when otherw se they
woul d be restored in a relatively short period of tine.

tri pPeer Hol dTi meConfi gured, tri pPeerKeepAliveConfigured:
| mproper configuration of these value can nake TRI P peer sessions
nore fragile and less resilient to denial of service attacks.

There are a nunber of nanaged objects in this MB nodul e that contain
sensitive information regardi ng the operation of a network. For
exanple, a TRIP Location Server peer’s |ocal and renote addresses

m ght be sensitive for ISPs who want to keep interface addresses on
TRI P Location Server confidential so as to prevent TRI P Location
Server addresses used for a denial of service attack or address
spoofi ng.

Therefore, it is thus inmportant to control even GET access to these
obj ects and possibly to even encrypt the values of these object when
sendi ng them over the network via SNMP. Not all versions of SNW
provi de features for such a secure environnment.
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SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

CGET/ SET (read/ change/create/delete) the objects in this MB nodul e.

It is RECOWENDED that the inplenenters consider the security
features as provided by the SNMPv3 framework (see [ RFC3410], section
8), including full support for the SNMPv3 cryptographi c nechani sns
(for authentication and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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11. Full Copyright Statenent
Copyright (C The Internet Society (2004).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATION HE/ S HE
REPRESENTS OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS COR

| MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the |ETF' s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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