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Abst r act

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in TCP/I|P-based internets.
In particular, it defines objects for controlling the reporting of
al arm condi ti ons.
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1. Introduction

The scope of this MB is targeted for network operators responsible
for managi ng the operations of network resources. This docunent
defines an alarmreporting control (ARC) M B nodul e, which provides a
nmechani sm for a manager to suppress or defer the reporting of alarm
conditions based on the resource ID and alarm condition type.

2. The Internet-Standard Managerment Franmework

For a detailed overview of the docunments that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managerment Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenment Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

4. ARC M B Overvi ew

There is a need to provide a nechanismfor controlling the reporting
of alarm conditions of resources in a network device. For exanple,
(a) inhibiting the reporting of alarmconditions of a resource unti
the resource is problemfree, (b) inhibiting the reporting of alarm
conditions of a resource for a specified tine period, or (c)
inhibiting the reporting of alarmconditions of a resource
indefinitely until explicitly allowed by the managi ng systemat a
later tine.

The alarmreporting control (ARC) feature provides an automatic in-
service provisioning capability. It allows sufficient tinme for
service setup, customer testing, and other nmintenance activities in
an "alarmfree" state. Once a resource is "problemfree", alarm
reporting can be automatically or manually turned on (i.e., allowed).
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By putting a network resource in ARC node, (i.e., in nalm nalnil,

nal M), or nal mQ CD states, as described in the MB), the technicians
and managi ng systens will not be flooded with unnecessary work itens
during operations activities such as service provisioning and network
setup/teardown. This will reduce mai ntenance costs and inprove the
operation and mai ntenance of these systenms. Putting a network
resource in ARC node shall not affect the availability of active
alarmcondition information for potential retrieval.

| TUT Recormendati on M 3100 Anendnment 3 [M 3100 And3] provides the
busi ness requirements, analysis, and design of the Al arm Reporting
Control feature.

Thi s docunent defines the M B objects to support a subset of the ARC
functions described in M 3100 And3. In particular, it defines a
table that can be used to specify the ARC settings for the resources
in a system

Defined in M 3100 Anendnent 3 [M 3100 And3], there are five ARC
states: alm nalm nalnQd, nalnM CD and nalnifl. |In the ARC MB
nodul e, the arcState object is defined to nodel the M 3100 ARC
states. Note that the state alm (alarmreporting is allowed) is not
listed in the enuneration of the value of this object. However, this
state is inplicitly supported by the mb. Once a resource enters the
normal reporting node (i.e., into the almstate) for the specified
alarmtype, the corresponding row will be autonmatically deleted from
the arc table. Also the manual setting of arcState to al mcan be
achi eved through setting the RowStatus object to 'destroy’.

The ARC M B nodul e defined in this docunent provides a way to control
the reporting of alarmconditions. A set of applicable alarm
conditions is defined in I TUT Recormendati on M 3100 [ M 3100] and is
naned "probabl e causes". These probable causes (al arm conditions)
have been included in the | ANAItuProbabl eCause TC, which is defined
in the I ANA- |1 TU- ALARM TC M B nodul e [ RFC3877]. The | ANA-1TU- ALARM TC
M B nmodule is maintained in the | ANA web-site [I TUALARMIC] .

[ RFC3877] .

The ARC M B nodul e defines an | ANAIt uProbabl eCauseOr Zero TC whi ch can
take any val ue of | ANAItuProbabl eCause or 0. The ARC M B nodul e
further uses | ANAItuProbabl eCauseOrZero to define the ARC settings
for the nmanaged resource in the network el ements. Specification of
objects for defining and storing alarns, including active and history
alarms, standing and transient alarns, and alarmnotifications are
out of the scope of this docunent.
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4.1. Relationship between ARC node and al armreporting

When the ARC M B nodule is used in a nanaged system the follow ng
rul es apply:

For alarmcondition raised prior to entering ARC node, reporting of
alarmraised and alarmcleared will be sent as usual.

For alarmcondition raised after entering ARC node and al so cl eared
before exiting ARC node, no reporting of alarmraised will be sent
and no reporting of alarmcleared will be sent.

For alarmcondition raised after entering ARC node and not cl eared

when exiting ARC node, the reporting of alarmraised will be deferred
until the noment of exiting ARC node. The reporting of alarmcleared

will be sent as usual (i.e., at the time of alarmcleared).

Further details of the ARC function can be found in M 3100 And3
[M 3100 And3].

5. ARC M B bject Definition

ARC-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Unsigned32, mnib-2
FROM SNWVPv2- SM -- [RFC2578]
TEXTUAL- CONVENTI ON, RowSt at us, St orageType
FROM SNMPv2-TC -- [RFC2579]
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv 2- CONF -- [ RFC2580]
Resourcel d
FROM ALARM M B; -- [RFC3877]

arcM bMbdul e MODULE- | DENTI TY
LAST- UPDATED "200409090000Z2" -- Septenber 09, 2004
ORGANI ZATI ON "I ETF Di stributed Managenment Working G oup"
CONTACT- | NFO
"WG EMai | di sman@etf.org
Subscri be: di sman-request@etf.org
http://wwv. ietf.org/htm.charters/di sman-charter. htm

Chair: Randy Presuhn
E-mai |l : randy_presuhn@ri ndspri ng. com
Edi t or: H ng- Kam Lam

Lucent Technol ogi es, 4C- 616
101 Crawfords Corner Road
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Hol ndel, NJ 07733

USA

Tel: +1 732 949 8338
E-mai |l : hkl am@ ucent . cont

DESCRI PTI ON
"The M B nodul e describes the objects for controlling a resource
in reporting alarmconditions that it detects.

Copyright (C) The Internet Society (2004). This version
of this MB nodule is part of RFC 3878; see the RFC

itself for full legal notices."
REVI SI ON  "200409090000Z" -- Septenber 09, 2004
DESCRI PTI ON

“Initial version, published as RFC 3878."
r={ mb-2 117 }

| ANAI t uPr obabl eCauseOr Zero :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This TC can take any val ue of | ANAItuProbabl eCause or O.
| ANAI t uPr obabl eCause is defined in the | ANA-I TU- ALARM TC
nmodul e, which is maintained at the | ANA web site and
published in the Alarm M B docunent (see RFC 3877)."
REFERENCE
"1 ANA- | TU- ALARM TC M B nodul e as mai ntai ned at the | ANA web site.
The initial nmodule was al so published in RFC 3877."

SYNTAX | NTEGER (0. .2147483647)

arcTi nel nterval s OBJECT | DENTI FI ER ::
archj ects OBJECT | DENTI FI ER ::

{ arcM bMbdule 1 }
{ arcM bMbdule 2 }

arcTIl Ti nrel nt erval OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
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"This variable indicates the tine interval used for the nal nTl
state, in units of second. It is a pre-defined length of tine
in which the resource will stay in the nalnill state before
transition into the almstate.

I nstances of this object SHOULD persist across agent restarts."”
.= { arcTinelntervals 1 }

ar cCDTi nel nterval OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"This variable indicates the tinme interval used for the nal nQ CD
state, in units of second. It is a pre-defined Iength of tine

in which the resource will stay in the nal M) CD state before
transition into the almstate after it is problemfree.

I nstances of this object SHOULD persist across agent restarts."
c:={ arcTinelntervals 2}

arcTabl e OBJECT-TYPE
SYNTAX SEQUENCE OF ArcEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of Alarm Reporting Control (ARC) settings on the system

Al arm Reporting Control is a feature that provides an autonmatic
i n-service provisioning capability. Alarmreporting is turned
off on a per-resource basis for a selective set of potentia
alarmconditions to allow sufficient tine for custoner testing
and ot her maintenance activities in an 'alarmfree state.

Once a resource is ready for service, alarmreporting is
automatically or manually turned on

Functi onal description and requirenments of Al arm Reporting
Control are defined in ITU T Reconmendati on M 3100 Amendment 3
[M 3100 And3]."

REFERENCE

"1 TU Recommendati on M 3100 Anendnment 3, ' Generic Network
I nformati on Model ', January 2001."
c:={ arcojects 1}

arcEntry OBJECT- TYPE
SYNTAX ArcEntry
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A conceptual row that contains information about an ARC setting
of a resource in the system

| mpl enentation need to be aware that if the total size of
arclndex and arcNotificationld exceeds 114 sub-1Ds, then O Ds
of columm instances in this table will have nore than 128
sub-1Ds and cannot be access using SNWPv1l, SNWPv2c, or snmpv3."

I NDEX { arclndex, arcAl arnType, arcNotificationld }
.= { arcTable 1 }

ArcEntry ::=
SEQUENCE {
ar cl ndex Resour cel d,
ar cAl ar nType | ANAI t uPr obabl eCauseOr Zer o,
arcNotificationld OBJECT | DENTI FI ER,
arcState | NTECER,
ar cNal niTi meRemai ni ng Unsi gned32,
ar cRowsSt at us RowsSt at us,
arcSt or ageType St or ageType
}

arcl ndex OBJECT- TYPE
SYNTAX Resourcel d
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"This object uniquely identifies a resource, which is under the
arcState’'s control for the associated arcAl arnlype.

For exanple, if the resource is an interface, this object wll
point to an instance of interface, e.g., iflndex.1."
.= { arcEntry 1 }

ar cAl ar nifype OBJECT- TYPE
SYNTAX | ANAI t uPr obabl eCauseOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"This object identifies the alarmcondition type controlled by the
arcState. It specifies the value 0 or a val ue of

| ANAI t uPr obabl eCause that is applicable to the resource.
| ANAI t uPr obabl eCause is defined in the | ANA-I TU- ALARM TC
nmodul e in the Alarm M B docunent.
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The val ue of zero (0) inplies any probabl e causes that are

applicable to the resource. Usually, the applicable probable

causes of a resource are specified in the resource-specific nib."
::={ arcEntry 2}

arcNotificationld OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This object identifies the type of notification to be suppressed.
The notification type identified should be the one normally used
by the resource for reporting its alarms. Wen the value of 0.0 is
specified for this object, it inplies all applicable notification
types."

::={ arcEntry 3}

arcState OBJECT-TYPE
SYNTAX | NTECER {
nalm (1),
nal mQ (2),
nal nrl (3),
nal mJ CD (4)
}

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Defined in M 3100 Anendnent 3 [M 3100 And3], there are five
ARC states: alm nalm nalmd, nal mMQ CD, and nal nil.

alm Alarmreporting is turned on (i.e., is allowed).
nal m Alarmreporting is turned off (i.e., not allowed).
nal m : nalm- Qualified Inhibit. Alarmreporting is

turned of f until the managed entity is qualified
problem free for an optional persistence interval.
Problem free neans that the condition correspondi ng
to the specified alarmtype is cleared.

nal nQ) CD: nal M - Count down. This is a substate of nal nQ)
and perforns the persistence tining countdown
function after the managed entity is qualified
probl em free.

nal mrl : nalm- Tinmed Inhibit. Alarmreporting is turned
off for a specified tine interval.

almmay transition to nalm nalm) or nal nifl by nmanagenent request.

nalmmy transition to alm naln)d or nal nTl by managenent request.
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nal M may transition to nalmor al mby nmanagenent request.

nalmd may transition to almautomatically
if qualified problemfree (if nalmMJCD is not supported) or
if the CDtimer expired (if nalnJ CD is supported)

nal Ml may transition to al mor nal mby nmanagenent request.
nal Ml may transition to almautomatically if the TI tinmer expired.

Further details of ARC state transitions are defined in Figure 3
of M 3100 Amd3 [M 3100 Amd3].

According to the requirenments in M 3100 And3, a resource
supporting the ARC feature shall support the almstate and at

| east one of the nalm nalnmll, and nal n)J states. The nal n) CD
state is an optional substate of nal m).

The arcState object controls the alarmreporting state of a
resource. Note that the state alm (alarmreporting is allowed) is
not listed in the enuneration of the value of this object. However,
this state is inmplicitly supported by the m b.

Once a resource enters the normal reporting node (i.e., in the alm
state) for the specified alarmtype, the corresponding
row will be automatically deleted fromthe arc table.

Al so the nmanual setting of arcState to al mcan be achieved through
setting the RowStatus object to 'destroy’.

The nalanf)J CD state is a transitional state fromnaln to alm It
is optional depending on the resource type and the inplenentation
of the resource. If it is supported, before the state
transitions fromnalm@d to alm a count down period is activated
for a duration set by the object arcNal nCDTi nel nterval. When the
time is up, the arcState transitions to alm?"

.= { arcEntry 4 }

ar cNal mTi meRenai ni ng OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This variable indicates the tinme remaining in the nalnill state
or the nalmMJ CD state, in units of second.

At the noment the resource enters the nal nlfl state, this variable
will have the initial value equal to the val ue of
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arcNal mTl Ti rel nterval and then starts decrenenting as tine goes by.

Similarly at the nonent the resource enters the nalnQ) CD state,
this variable will have the initial value equal to the val ue of
arcNal mCDTi el nterval and then starts decrenenting as tine goes by.

This variable is read-create and thus will allow the nanager to
wite (extend or shorten), as needed, the remaining tinme when the
resource is in the nalnfl or nal M) CD state.

If this variable is supported and the resource is currently not in
the nal mll nor nal M CD state, the value of this variable shall
equal to zero."

c:={ arcEntry 5}

ar cRowst at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"This columar object is used for creating and del eting a concept ual
row of the arcTable. It is used to create and delete an arc
setting.

Setting RowStatus to createAndGo or createAndWait inplies creating
a new ARC setting for the specified resource and al armtype.
Setting RowStatus to destroy inplies renoving the ARC setting and
thus has the effect of resum ng normal reporting behaviour of the
resource for the alarmtype.

Only the objects arcState, arcNal nili reRemai ni ng, and ar cRowSt at us

can be updated when a row is active. Al the objects, except

ar cNal nTi meRemai ni ng, nmust be set before the row can be activated."
::={ arcEntry 6 }

arcSt orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.

Conceptual rows having the value ’pernmanent’ nust

allow wite-access at a mnimumto arcState.

Note that arcState nust all ow change by managenent request.

Therefore, no row can be created with 'readOnly’.

If a set operation tries to set the value to 'readOnly’,

then an ’inconsistentValue’ error nust be returned.”
DEFVAL { nonVol atile }
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.= { arcEntry 7}

ar cConf ormance OBJECT IDENTIFIER ::= { arcM bMdule 3 }

arcConpl i ances OBJECT IDENTIFIER ::= { arcConformance 1 }
ar cCompl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for systens supporting
the ARC M B nodul e. "

MODULE -- this nodul e
MANDATORY- GROUPS {
arcSettingG oup

}

OBJECT arcStorageType
VRl TE- SYNTAX St or ageType {
vol atile(2),
nonVol ati | e(3),
per manent (4)

DESCRI PTI ON
"Support for value "other’ is not required.
The arcState object nmust all ow change by managenent
request. Therefore, no row can be created with
"readOnly’ . "

GROUP arcTl G oup
DESCRI PTI ON
"This group is REQUI RED for ARC settings
that provide the Time Inhibit (TI) function."

GROUP arcQ CDG oup

DESCRI PTI ON
"This group is REQUI RED for ARC settings
that provide the Quality Inhibit (Q) Count Down (CD)
function."

::={ arcConpliances 1 }

arcG oups OBJECT IDENTIFIER ::= { arcConformance 2 }
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arcSettingG oup OBJECT- GROUP
OBJECTS {
arcSt at e,
ar cRowSt at us,
arcSt or ageType

}
STATUS  current
DESCRI PTI ON
"A collection of objects applicable to
basi ¢ ARC setting."
.= { arcGoups 1}

arcTl G oup OBJECT- GROUP
OBJECTS {
arcTI Ti nel nterval,
ar cNal mTi neRemai ni ng

}
STATUS current
DESCRI PTI ON
"A collection of objects applicable to
ARC setting that support the Time Inhibit (TIl)
function."
1= { arcGoups 2}

arcQ CDG oup OBJECT- GROUP
OBJECTS {
ar cCDTi nel nterval ,
ar cNal mTi neRemai ni ng

}
STATUS current
DESCRI PTI ON
"A collection of objects applicable to
ARC setting that support the Quality Inhibit (Q)
Count Down (CD) function."
::={ arcGoups 3}

END
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6.

Security Considerations

There are a nunber of nanagement objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
objects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

arcTIl Ti nel nterval,

ar cCDTi nel nt er val
arcSt at e,

ar cNal mTi neRenai ni ng,
ar cRowst at us,
arcSt or ageType.

Setting these objects may have disruptive effects on network
operation that range fromom ssion of alarmnotifications to flooding
of unwanted alarmnotifications fromthe network. The consequence of
suppressing or deferring the reporting of an alarm can prevent the
timely delivery of inmportant diagnostic information, including
informati on that can help identify an attack

Sone of the readable objects in this MB nbodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

arcTI Ti nel nterval,

ar cCDTi nel nt er val
arcSt at e,

ar cNal mTi neRenmi ni ng,
ar cRowst at us,

ar cSt or ageType.

Readi ng these objects will provide information about the setting
whi ch affects alarmnotification generation

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |IPSec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/delete) the objects in this
M B nodul e.
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8.

8.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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10. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
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copyrights, patents or patent applications, or other proprietary
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