Net wor k Wor ki ng Group E. Al man
Request for Comments: 3886 Sendnmai |, Inc.
Updat es: 3463 Sept ember 2004
Cat egory: Standards Track

An Extensible Message Format for Message Tracki ng Responses
Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
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Abst r act

Message Tracking is expected to be used to determine the status of
undel i vered e-nmail upon request. Tracking is used in conjunction
with Delivery Status Notifications (DSN) and Message Disposition
Notifications (MDN); generally, a nmessage tracking request will be
i ssued only when a DSN or MDN has not been received within a
reasonabl e ti neout period.

This menmo defines a M ME content-type for nessage tracking status in
the sane spirit as RFC 3464, "An Extensi ble Message Format for
Delivery Status Notifications". It is to be issued upon a request as
described in "Message Tracking Query Protocol". This neno defines
only the format of the status information. An extension to SMIP to

| abel nessages for further tracking and request tracking status is
defined in a separate neno.
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1.

| ntroducti on

Message Tracking is expected to be used to determine the status of
undel i vered e-mail upon request. Tracking is used in conjunction
with Delivery Status Notifications (DSN) [ RFC-DSN-SMIP] and Message
Di sposition Notifications (MDN) [ RFC-NMDN]; generally, a nessage
tracking request will be issued only when a DSN or MDN has not been
received within a reasonable tinmeout period.

This menmo defines a MME [ RFC-M ME] content-type for nessage tracking
status in the sane spirit as RFC 3464, "An Extensible Message For mat
for Delivery Status Notifications" [RFC-DSN-STAT]. It is to be

i ssued upon a request as described in "Message Tracking Query
Protocol " [RFC-MIRK-MIQP]. This neno defines only the format of the
status information. An extension to SMIP [ RFC-ESMIP] to | abel
nmessages for further tracking and request tracking status is defined
in a separate meno [ RFC- MTRK- SMIPEXT] .

O her Docunents and Confornance
The nodel used for Message Tracking is described in [ RFC- MTRK- MODEL] .

Message tracking is intended for use as a "last resort” mechani sm
Normal Iy, Delivery Status Notifications (DSNs) [RFC-DSN-SMIP] and
Message Disposition Notifications (MDNs) [ RFC-MDN] woul d provide the
primary delivery status. Only if no response is received from either
of these nechani sns woul d Message Tracki ng be used.

Thi s docunent is based on [ RFC-DSN- STAT]. Sections 1.3

(Term nol ogy), 2.1.1 (General conventions for DSN fields), 2.1.2
("*-type" subfields), and 2.1.3 (Lexical tokens inported from RFC
822) of [RFC-DSN STAT] are included into this docunent by reference.
O her sections are further incorporated as described herein.

Syntax notation in this docunent conforms to [ RFC- ABNF].

The foll ow ng | exical tokens, defined in [ RFC-MSG-MI], are used in
the ABNF grammar for MISNs: atom CHAR comment, CR, CRLF, DIG T, LF,
i near-white-space, SPACE, text. The date-time |exical token is
defined i n [ RFCG HOSTREQ .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC
KEYWORDS] .
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3. Format of a Message Tracking Status Notification

A Message Tracking Status Notification (MISN) is intended to be
returned as the body of a Message Tracking request [RFC MIRK- MIQP] .
The actual body MJUST be a nmultipart/related [ RFCG- RELATED] with type
par amet er of "nessage/tracki ng-status"; each subpart MJST be of type
"message/ tracki ng-status" as described herein. The multipart/rel ated
body can include multiple nessage/tracking-status parts if an MIQP
server chains requests to the next server; see [ RFC- MTRK- MODEL] and

[ RFC- MTRK- MTQP] for nore information about chaining.

3.1. The nessage/tracking-status content-type

The nessage/tracki ng-status content-type is defined as foll ows:

M ME type nane: message

M ME subtype nane: tracki ng- st at us

Optional paraneters: none

Encodi ng considerations: "7bit" encoding is sufficient and

MUST be used to maintain readability
when vi ewed by non-M ME nai | readers.
Security considerations: discussed in section 4 of this meno.

The body of a nessage/tracking-status is nodel ed after [RFC- DSN
STAT]. That body consists of one or nore "fields" fornatted to
according to the ABNF of RFC 2822 header "fields" (see [ RFC-MSGFMI]).
The per-nmessage fields appear first, followed by a blank line.
Fol | owi ng the per-nessage fields are one or nore groups of per-
recipient fields. Each group of per-recipient fields is preceded by
a blank line. Note that there will be a blank Iine between the fina
per-recipient field and the M ME boundary, since one CRLF is
necessary to termnate the field, and a second is necessary to

i ntroduce the M ME boundary. Formally, the syntax of the

message/ tracki ng-status content is as foll ows:

tracki ng-status-content =
per-nmessage-fields 1*( CRLF per-recipient-fields )

The per-message fields are described in section 3.2. The per-
recipient fields are described in section 3. 3.

3.1.1. General conventions for MISN fields
Section 2.1.1 (General conventions for DSN fields) of [RFC DSN STAT]

is included herein by reference. Notably, the definition of xtext is
identical to that of that documnent.
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3.1.2. *-type subfields

Section 2.1.2 (*-type subfields) of [RFC-DSN STAT] is included herein
by reference. Notably, the definitions of address-type, diagnostic-
type, and MIA-nane type are identical to that of RFC 3464.

3.2. Per-Message MISN Fi el ds

Sone fields of an MISN apply to all of the addresses in a single
envel ope. These fields may appear at nobst once in any MISN. These
fields are used to correlate the MISN with the origi nal nessage
transaction and to provide additional information which may be usefu
to gat eways.

per - message-fields =
origi nal -envel ope-id-field CRLF
reporting-nta-field CRLF
arrival -date-field CRLF
*( extension-field CRLF )
3.2.1. The Oiginal-Envel ope-Id field

The Original -Envelope-1d field is defined as in section 2.2.1 of
[ RFC- DSN- STAT]. This field is REQU RED

3.2.2. The Reporting-MIA field

The Reporting-MIA field is defined as in section 2.2.2 of [RFC DSN
STAT]. This field is REQU RED

3.2.3. The Arrival-Date field

The Arrival-Date field is defined as in section 2.2.5 of [RFC DSN
STAT]. This field is REQU RED

3.3. Per-Recipient MISN fields
An MISN contains informati on about attenpts to deliver a nessage to
one or nore recipients. The delivery information for any particul ar

recipient is contained in a group of contiguous per-recipient fields.
Each group of per-recipient fields is preceded by a blank |ine.
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The syntax for the group of per-recipient fields is as foll ows:

per-recipient-fields =
original -recipient-field CRLF
final-recipient-field CRLF
action-field CRLF
status-field CRLF
[ remote-ma-field CRLF ]
[ last-attenpt-date-field CRLF ]
[ will-retry-until-field CRLF ]
*( extension-field CRLF )

3.3.1. Oiginal-Recipient field

The Original-Recipient field is defined as in section 2.3.1 of [RFC
DSN- STAT]. This field is REQU RED

3.3.2. Final-Recipient field

The required Final-Recipient field is defined as in section 2.3.2 of
[ RFC-DSN- STAT]. This field is REQU RED

3.3.3. Action field

The required Action field indicates the action perforned by the
Reporting-MIA as a result of its attenpt to deliver the nessage to
this recipient address. This field MIST be present for each

reci pient named in the MISN. The syntax is as defined in RFC 3464.
This field is REQU RED

Valid actions are:

failed The nmessage coul d not be delivered. |If DSNs have been
enabl ed, a "failed" DSN shoul d al ready have been
ret urned.

del ayed The nessage is currently waiting in the MIA queue for

future delivery. Essentially, this action nmeans "the
nessage is located, and it is here."

del i vered The nessage has been successfully delivered to the fina
recipient. This includes "delivery" to a mailing |ist
expl oder. It does not indicate that the nessage has

been read. No further information is available; in
particul ar, the tracking agent SHOULD NOT att enpt
further "downstream® tracking requests.
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expanded The nessage has been successfully delivered to the
reci pi ent address as specified by the sender, and
forwarded by the Reporting- MIA beyond that destination
to nultiple additional recipient addresses. However,
these additional addresses are not trackable, and the
tracki ng agent SHOULD NOT attenpt further "downstreant
tracki ng requests.

rel ayed The nmessage has been delivered into an environnent that
does not support nessage tracking. No further
information is available; in particular, the tracking
agent SHOULD NOT attenpt further "downstreant tracking
requests.

transferred The nmessage has been transferred to anot her MIRK-
conpliant MIA. The tracking agent SHOULD att enpt
further "downstreant tracking requests unless that
information is already given in a chaining response.

opaqgue The nessage may or nay not have been seen by this
system No further information is available or
fort hcom ng.

There may be sonme confusi on between when to use "expanded" versus
"delivered". \Whenever possible, "expanded" should be used when the
MIA knows that the nessage will be sent to multiple addresses.
However, in sonme cases the delivery occurs to a program which
unknown to the MIA, causes mailing |list expansion; in the extrene
case, the delivery may be to a real mail box that has the side effect
of list expansion. |If the MIA cannot ensure that this delivery will
cause list expansion, it should set the action to "delivered"

3.3.4. Status field

The Status field is defined as in RFC 3464. A new code is added to
RFC 3463 [ RFC-EMBSC], "Enhanced Mail System Status Codes”,

X. 1.9 Message rel ayed to non-conpliant nailer"
The mail box address specified was valid, but the message has
been rel ayed to a systemthat does not speak this protocol; no
further information can be provided.

A2.1.9 Status field MIUST be used exclusively with a "relayed" Action
field. This field is REQU RED

Al | man St andards Track [ Page 6]



RFC 3886 Message/ Tr acki ng- St at us Sept enber 2004

3.3.5. Rempte-MIA field

The Renote-MIA field is defined as in section Reference 2.3.5 of

[ RFC- DSN- STAT]. This field MJUST NOT be included if no delivery
attenpts have been made or if the Action field has val ue "opaque”
If delivery to sonme agent other than an MIA (for exanple, a Loca
Delivery Agent) then this field MAY be included, giving the nane of
the host on which that agent was contacted.

3.3.6. Last-Attenpt-Date field

The Last-Attenpt-Date field is defined as in section Reference 2.3.7
of [RFC-DSN-STAT]. This field is REQURED if any delivery attenpt
has been made and the Action field does not have val ue "opaque", in
which case it will specify when it last attenpted to deliver this
nmessage to another MIA or other Delivery Agent. This field MJUST NOT
be included if no delivery attenpts have been made.

3.3.7. WIlIl-Retry-Until field

The WIIl-Retry-Until field is defined as in section Reference 2.3.9
of [RFC-DSN-STAT]. |If the nmessage is not in the | ocal queue or the
Action field has the value "opaque” the WIlI-Retry-Until field MJST
NOT be included; otherwise, this field SHOULD be incl uded.

3.4. Extension fields

Future extension fields may be defined as defined in section 2.4 of
[ RFC- DSN- STAT] .

3.5. Interaction Between MIAs and LDAs

A message that has been delivered to a Local Delivery Agent (LDA)
that understands message tracking (in particular, an LDA speaking
LMIP [ RFC-LMIP] that supports the MIRK extension) SHOULD pass the
tracking request to the LDA. In this case, the Action field for the
MTA- >LDA exchange will | ook the sane as a transfer to a conpliant
MIA; that is, a "transferred" tracking status will be issued.

4. Security Considerations
4.1. Forgery
Mal i ci ous servers nay attenpt to subvert nessage tracking and return

false information. This could result in msdirection or
m sinterpretation of results.
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4.2. Confidentiality

Anot her di mension of security is confidentiality. There may be cases
in which a nmessage recipient is autoforwardi ng nessages but does not
wi sh to divulge the address to which the nessages are autof orwar ded.
The desire for such confidentiality will probably be hei ghtened as
"wirel ess mail boxes", such as pagers, becone nore widely used as

aut of orwar d addresses.

MIA aut hors are encouraged to provi de a mechani sm which enabl es the
end user to preserve the confidentiality of a forwardi ng address.
Dependi ng on the degree of confidentiality required, and the nature
of the environnment to which a nessage were being forwarded, this

m ght be acconplished by one or nore of:

(a) respond with a "relayed" tracking status when a nmessage is
forwarded to a confidential forwarding address, and disabling
further nessage tracking requests.

(b) declaring the nmessage to be delivered, issuing a "delivered"
tracki ng status, re-sending the nessage to the confidentia
forwardi ng address, and disabling further nessage tracking
requests.

The tracking algorithms MJUST NOT allow tracking through Iist

expansi ons. Wen a nessage is delivered to a list, a tracking

request MJST respond with an "expanded" tracking status and MJUST NOT

di splay the contents of the |ist.

5. | ANA Consi derations
| ANA has registered the SMIP extension defined in section 3.
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATION HE/ S HE
REPRESENTS OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS COR

| MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the |ETF' s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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