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2.

2.

| ntroducti on

There are several applications that require flowbased IP traffic
measurenents. Such nmeasurements could be performed by a router while
forwarding the traffic, by a m ddl ebox [ RFC3234], or by a traffic
nmeasur enent probe attached to a line or a nonitored port. This nmeno
defines requirenents for exporting traffic flow information out of
these boxes for further processing by applications |ocated on other
devices. They serve as input to the standardization of the |IPFI X
prot ocol specifications.

In section 3, a selection of such applications is presented. The
following sections list requirenments derived fromthese applications.

Inits early discussions the | PFI X Wrking Goup chose to eval uate
existing flow export protocols at the same tinme it was devel opi ng
this ’requirenents’ docunent.

Fl ow export, however, is not perfornmed by a protocol acting alone, it
al so requires a system of co-operating processes. In producing |PFIX
requi renments, therefore, the Wrking Goup decided to specify what
was required by these various processes - the netering process, the
exporting process, etc. In these specifications we use | ower-case
for the words must, may, and should, to indicate that |PFIX

i mpl enentors have sone freedomas to how to neet the requirenents.

The Working Goup’s goal is to produce standards-track RFCs
describing the I PFI X i nformati on nodel and export protocol RFCs. As
well as neeting the requirenents set out in this docunent, the

i nformati on nodel and protocol docunents will provide a ful
specification of the IPFI X system and will use uppercase keywords as
in [RFC 2119].

Ter m nol ogy
The following termnology is used in this docunent:
1. IP Traffic Flow

There are several definitions of the term’flow being used by the
Internet conmunity. Wthin this docunent we use the foll owi ng one:

Aflowis defined as a set of |IP packets passing an observation point
in the network during a certain tine interval. Al packets bel onging
to a particular flow have a set of conmon properties. Each property
is defined as the result of applying a function to the val ues of:
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1. one or nore packet header field (e.g., destination |IP address),
transport header field (e.g., destination port nunber), or
application header field (e.g., RTP header fields [RFC3550])

2. one or nore characteristics of the packet itself (e.g., number
of MPLS | abels, etc.)

3. one or nore of fields derived from packet treatnent (e.g., next
hop | P address, the output interface, etc.)

A packet is defined to belong to a flowif it conpletely satisfies
all the defined properties of the flow.

This definition covers the range froma fl ow containing all packets
observed at a network interface to a flow consisting of just a single
packet between two applications with a specific sequence numnber.

Pl ease note that the flow definition does not necessarily match a
general application-level end-to-end stream However, an application
may derive properties of application-level streams by processing
nmeasured flow data. Al so, please note that although packet
properties may depend on application headers, there is no requirenent
defined in this docunent related to application headers.

2.2. (Cbservation Point

The observation point is a location in the network where | P packets
can be observed. Exanples are a line to which a probe is attached, a
shared medi um such as an Et hernet-based LAN, a single port of a
router, or a set of interfaces (physical or logical) of a router.

Not e that one observation point may be a superset of several other
observation points. For exanple one observation point can be an
entire line card. This would be the superset of the individua
observation points at the line card’ s interfaces.

2.3. Metering Process

The netering process generates flow records. |Input to the process
are packet headers observed at an observation point and packet
treatment at the observation point, for exanple the sel ected output
interface. The netering process consists of a set of functions that
i ncl udes packet header capturing, tinestanping, sanpling,

cl assifying, and maintaining flow records.

The mai ntenance of flow records may include creating new records,
updating existing ones, conputing flow statistics, deriving further
flow properties, detecting flow expiration, passing flow records to
the exporting process, and deleting flow records.
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The sanpling function and the classifying function nay be applied
nore than once with different parameters. Figure 1 shows the
sequence in which the functions are applied. Sanpling is not

illustrated in the figure; it may be applied before any other
function.

packet header capturing

|
ti mest anpi ng

mai ntai ning flow records

\Y

Figure 1: Functions of the nmetering process

2.4. Flow Record

A flow record contains information about a specific flow that was
netered at an observation point. A flow record contains neasured
properties of the flow (e.g., the total nunber of bytes of al

packets of the flow) and usually characteristic properties of the
flow (e.g., source |P address).

2.5. Exporting Process

The exporting process sends flow records to one or nore collecting

processes. The flow records are generated by one or nore metering
processes.

2.6. Collecting Process

The col |l ecting process receives flow records fromone or nore
exporting processes. The collecting process mght store received

flow records or further process them but these actions are out of
the scope of this docunent.
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3. Applications Requiring IP Flow Informati on Export

This section describes a selection of applications requiring IP flow
i nformati on export. Because requirenents for flow export listed in
further sections below are derived fromthese applications, their

sel ection is crucial. The goal of this requirements docunent is not
to cover all possible applications with all their flow export

requi renents, but to cover applications which are considered to be of
significant inmportance in today's and/or future |IP netwrks, and for
whi ch requirenents can be nmet with reasonabl e technical effort.

The list of applications should |ead to a better understandi ng of the
requi renents which is particularly inportant when designing or

i mplementing traffic flow nmetering functions. A detailed overview of
whi ch requirenent was derived from which application(s) is given in

t he appendi x.

Pl ease note that the described applications can have a | arge nunber
of differing inplenmentations. Requirenent details or requirenent
significance (required (nust), reconmended (should), optional (may))
could differ for specific inplenmentations and/or for specific
application scenarios. Therefore we derive the requirenments fromthe
general functionality of the selected applications. Sonme particular
cases will even mandate nore stringent requirenents than the ones
defined in this docunent. For exanple, usage-based accounting is
certainly the application that will probably nmandate the hi ghest
degree of reliability anmpbngst the applications discussed below. The
reliability requirements defined in sections 5.1 and 6.3.2. are not
sufficient to guarantee the level of reliability that is needed for
many usage-based accounting systens. Particular reliability

requi renents for accounting systems are di scussed in [ RFC2975].

3.1. Usage-based Accounting

Several new business nmodels for selling I P services and | P-based
services are currently under investigation. Beyond flat rate

servi ces which do not need accounting, accounting can be based on
time or volune. Accounting data can serve as input for billing
systenms. Accounting can be performed per user or per user group, it
can be performed just for basic IP service or individually per high-

| evel service and/or per content type delivered. For advanced/future
servi ces, accounting may al so be perforned per class of service, per
application, per time of day, per (label switched) path used, etc.
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3.2. Traffic Profiling

Traffic profiling is the process of characterizing IP flows by using
a nodel that represents key paranmeters of the flows such as fl ow

duration, volunme, tine, and burstiness. It is a prerequisite for
net wor k pl anni ng, network di nensioning, trend anal ysis, business
nodel devel opnent, and other activities. |t depends heavily on the

particular traffic profiling objective(s), which statistics, and

whi ch accuracy are required fromthe neasurenments. Typica

i nformati on needed for traffic profiling is the distribution of used
services and protocols in the network, the amount of packets of a
specific type (e.g., percentage of |Pv6 packets) and specific flow
profiles.

Since objectives for traffic profiling can vary, this application
requires a high flexibility of the measurenent infrastructure,
especially regarding the options for measurement configuration and
packet classification

3.3. Traffic Engineering

Traffic Engineering (TE) conprises nethods for measurenent,

nodel | i ng, characterization and control of a network. The goal of TE
is the optimzation of network resource utilization and traffic
performance [ RFC2702]. Since control and adm nistrative reaction to
nmeasurenent results requires access to the involved network nodes, TE
nmechani sns and the required neasurenment function usually are
performed wi thin one adm nistrative domain. Typical paraneters
required for TE are link utilization, |oad between specific network
nodes, nunber, size and entry/exit points of the active flows and
routing information.

3.4. Attack/Intrusion Detection

Capturing flow information plays an inportant role for network
security, both for detection of security violation, and for

subsequent defense. |In case of a Denial of Service (DOS) attack
flow nonitoring can all ow detection of unusual situations or
suspicious flows. In a second step, flow analysis can be perforned

in order to gather information about the attacking flows, and for
deriving a defense strategy.

Intrusion detection is a potentially nore demandi ng application which
woul d not only | ook at specific characteristics of flows, but may

al so use a stateful packet flow analysis for detecting specific,

suspi cious activities, or unusually frequent activities. Such
activities may be characterized by specific conmunication patterns,
det ectabl e by characteristic sequences of certain packet types.
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3.5. QoS Monitoring

QS nonitoring is the passive neasurement of quality paraneters for
IP flows. 1In contrast to active measurenents, passive neasurements
utilize the existing traffic in the network for QS analysis. Since
no test traffic is sent, passive neasurenents can only be applied in
situations where the traffic of interest is already present in the
network. One exanple application is the validation of QoS paraneters
negotiated in a service level specification. Note that
passi ve/ active neasurenent is also referred to as non-

i ntrusive/intrusive neasurenent or as measurement of
observed/synthetic traffic.

Passi ve neasurenents cannot provide the kind of controll able
experiments that can be achieved with active nmeasurements. On the
ot her hand passive measurements do not suffer from undesired side

ef fects caused by sending test traffic (e.g., additional |oad,
potential differences in treatment of test traffic and real custoner
traffic).

QS nonitoring often requires the correlation of data fromnultiple
observation points (e.g., for neasuring one-way metrics). This
requi res proper clock synchronization of the involved netering
processes. For sone neasurenents, flow records and/or notifications
on specific events at the different observation points nust be
correl ated, for exanple the arrival of a certain packet. For this,
the provisioning of post-processing functions (e.g., the generation
of packet 1Ds) at the metering processes would be useful. Since QS
nmonitoring can |l ead to a huge anobunt of measurenent result data, it
woul d highly benefit from nechanisns to reduce the nmeasurenent data,
i ke aggregation of results and sanpli ng.

Pl ease note that not all requirements for QoS nonitoring are covered
by the IPFI X requirenents specified in the follow ng sections. The

| PFI X requirenents are targeted at per flow information including
sunmari es of per-packet properties for packets within a flow, but not
per-packet information itself. For exanple jitter measurenent
requires timestanping each packet and reporting of all tinestanps of
a flow, but the IPFIX requirements only cover tinmestanps of first and
| ast packet of a flow

4. Distinguishing Fl ows
Packets are mapped to flows by evaluating their properties. Packets
with common properties are considered to belong to the same flow A

packet showi ng at | east one difference in the set of properties is
considered to belong to a different flow
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4.

4.

4.

1

2.

3.

The foll owi ng subsections list a set of properties which a netering
process nust, should, or may be able to evaluate for mapping packets
to flows. Please note that requiring the ability to evaluate a
certain property does not inply that this property nust be eval uated
for each packet. In other words, neeting the | PFI X requirements
neans that the netering process in general nmust be able, via its
configuration, to sonehow support to distinguish flows via all the
must fields, even if in certain circunstances/for certain
applications, only a subset of the nust fields is needed and

ef fectively used to distinguish flows.

VWi ch conbi nation of properties is used for distinguishing flows and
how t hese properties are eval uated depends on the configuration of
the nmetering process. The configured choice of eval uated properties
strongly depends on the environment and purpose of the nmeasurenent
and on the information required by the collecting process. But in
any case, a collecting process must be able to clearly identify, for
each received flow record, which set of properties was used for

di stinguishing this flow from other ones.

For specific deploynments, only a subset of the required properties
listed bel ow can be used to distinguish flows. For exanple, in order
to aggregate the flow records and reduce the nunber of flow records
exported. On the other hand, some ot her deploynments will require

di stinguishing flows by sonme extra paraneters, such as the TTL field
of the | P header or the BGP Autononpbus System nunber [RFCL771] of the
| P destination address.

Encryption

If encryption is used, the nmetering process mght not be able to
access all header fields. A netering process nust neet the
requirenents stated in this section 4 only for packets that have the
rel evant header fields not encrypted.

I nterfaces

The netering process nust be able to separate flows by the i ncom ng
interface or by the outgoing interface or by both of them

| P Header Fields

The netering process nmust be able to separate flows by the follow ng
fields of the I P header:

1. source | P address

2. destination |IP address

Quittek, et al. I nf or mati onal [ Page 9]



RFC 3917 | PFI X Requirenents Cct ober 2004

3. protocol type (TCP, UDP, ICWP, ...)

For source address and destination address, separating by full match
must be supported as well as separation by prefix match.

The nmetering process should be able to separate flows by the IP
versi on nunber if the observation point is |ocated at a device that
is supporting nore than one | P version

4.4. Transport Header Fields

The netering process nmust be able to separate flows by the port
nunbers of the transport header in case of TCP or UDP bei ng used as
transport protocol. The nmetering process should be able to separate
flows by the port nunbers of the transport header in case of SCTP

[ RFC2960] .

For separation, both, source and destination port nunber nust be
supported for distinguishing flows, individually as well as in
conbi nati on.

4.5. MPLS Labe

If the observation point is |located at a device supporting
Mul tiprotocol Label Switching (MPLS, see [ RFC3031]) then the netering
process nust be able to separate flows by the MPLS | abel

4.6. D ffServ Code Point

If the observation point is |located at a device supporting
Differentiated Services (DiffServ) then the netering process nust be
able to separate flows by the DiffServ Code Point (DSCP, see

[ RFC2474]).

5. Metering Process
The following are requirenments for the nmetering process. Al
neasurenents nust be conducted fromthe point of view of the
observati on point.

5.1. Reliability
The netering process nmust either be reliable or the absence of
reliability must be known and indicated. The netering process is

reliable if each packet passing the observation point is netered
according to the configuration of the netering process. If, e.g.,
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due to sone overload, not all passing packets can be included into
the nmetering process, then the nmetering process nust be able to
detect this failure and to report it.

5.2. Sanmpling

Sanpl i ng descri bes the systematic or random sel ection of a subset of
el ements (the sanple) out of a set of elenents (the parent

popul ation). Usually the purpose of applying sanpling techniques is
to estimate a paraneter of the parent popul ation by using only the
el ements of the subset. Sanpling techniques can be applied for
instance to select a subset of packets out of all packets of a flow
or to select a subset of flows out of all flows on a link. Sanpling
nmet hods differ in their sanpling strategy (e.g., systematic or
randon) and in the event that triggers the selection of an el enent.
The sel ection of one packet can for instance be triggered by its
arrival time (time-based sanpling), by its position in the flow
(count - based sanpling) or by the packet content (content-based

sanpl i ng).

The netering process may support packet sampling. |If sanpling is
supported, the sanpling configuration nmust be well defined. The
sampl ing configuration includes the sanpling nethod and all its

par anet ers.

If the sanpling configuration is changed during operation, the new
sanmpling configuration with its paranmeters nust be indicated to al
col l ecting processes receiving the affected fl ow records. Changing
the sanpling configuration includes: adding a sanmpling function to
the netering process, renoving a sanpling function fromthe netering
process, change sanpling nethod, and change sanpling paraneter(s).

In case of any change in the sanpling configuration, all flow records
netered by the previous sanpling configuration nust be term nated and
exported according to the export configuration. The metering process
nmust not nmerge the flow records generated with the new sanpling
configuration with the flow records generated with the previous

sanmpl ing configuration.

5.3. Overload Behavi or
In case of an overload, for exanple lack of nmenory or processing

power, the metering process may change its behavior in order to cope
with the |ack of resources. Possible reactions include:
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- Reduce the nunber of flows to be nmetered. This can be
achi eved by nore coarse-grai ned fl ow neasurenent or by a
restriction of the flow records to a subset of the set of
ori gi nal ones.

- Start sanpling packets before they are processed by the
netering process or - if sanpling is already perforned -
reduce the sanpling frequency.

- Stop metering.

- Reducing the resource usage of conpeting processes on the
sanme device. Exanple: reducing the packet forwarding
t hr oughput

Overl oad behavior is not restricted to the four options |isted above.
But in case the overload behavior induces a change of the metering
process behavior, the overload behavior nust be clearly defined.

For sonme flows, the change of behavior night have an inpact on the
data that would be stored in the associated flow records after the
change, for exanple if the packet classification is changed or the
sampling frequency. These flows must be considered as term nated and
the associated flow records nmust be exported separately from new ones
generated after the behavior change. The termnated flow records and
new ones generated after the behavior change nmust not be nerged by
the nmetering process. The collecting process nmust be able to

di stinguish the affected fl ow records generated before and after the
change of behavior. This requirenent does not apply to flows and
associ ated flow records not affected by the change of netering
process behavi or.

5.4. Timestanps
The netering process nmust be able to generate tinestanps for the
first and the | ast observation of a packet of a flow at the
observation point. The tinmestanp resolution nmust be at |east the one
of the sysUpTi me [ RFC3418], which is one centisecond.

5.5. Time Synchronization

It nust be possible to synchronize tinestanps generated by a netering
process with Coordinated Universal Tinme (UTCQ)

Note that the possibility of synchronizing timestanps of each single

metering process with UTC inplies the possibility of synchronizing
ti mestanps generated by different netering processes.
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Note that this does not necessarily inply that tinestanps generated
by the netering process are UTC tinestanps. For exanple, this

requi rement can be met by using | ocal systemclock val ues as

ti mestanps and addi ng an additional timestanp when exporting a report
to a collecting process. Then the collecting process can synchronize
the timestanps by cal culating the offset between UTC and the system
cl ock of the nmetering process.

5.6. Flow Expiration

The netering process nmust be able to detect flow expirations. A flow
is considered to be expired i f no packet of this flow has been
observed for a given tineout interval. The netering process may
support means for detecting the expiration of a flow before a tineout
occurs, for exanple by detecting the FIN or RST bits in a TCP
connection. The procedure for detecting a flow expiration nust be
clearly defined.

5.7. Milticast Flows

For multicast flows containing packets replicated to multiple output
interfaces, the nmetering process should be able to maintain discrete
flow records per different output interface. For exanple, the

net ering process should be able to report an incom ng multicast
packet that is replicated to four output interfaces in four different
flowrecords that differ by the output interface.

5.8. Packet Fragnentation

In case of | P packet fragnentation and depending on the
classification scheme, only the zero-offset fragnment of a single
initial packet mght contain sufficient information to classify the
packet. Note that this fragnent should be the first one generated by
the router inposing the fragnmentation [ RFC791], but m ght not be the
first one observed by the I PFI X device, due to reordering reasons.
The netering process may keep state of | P packet fragnentation in
order to map fragnents that do not contain sufficient header
information correctly to fl ows.

5.9. lgnore Port Copy
The netering process may be able to ignore packets which are

generated by a port copy function acting at the device where the
observation point of a flowis |ocated.
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6.

6.

Dat a Export
The following are requirements for exporting flow records out of the
exporting process. Beside requirements on the data transfer, we
separate requirements concerning the information nodel from

requi renents concerning the data nodel. Furthernore, we |ist

requi renments on reporting tines and notification on specific events,
and on anonymi zation of flow records.
1. Information Mde

The information nodel for the flow infornmation export is the list of
attributes of a flowto be contained in the report (including the
semantics of the attributes).

This section lists attributes an exporting process nust, should or
may be able to report. This does not inply that each exported fl ow
record nust contain all required attributes. But it inplies that it
nust be possible to configure the exporting process in a way that the
information of all required attributes can be transmitted fromthe
exporting process to the receiving collecting process(es) for each
exported fl ow

In other words, neeting the | PFI X requirenents neans that the
exporting process in general nust be able, via its configuration, to
sonmehow support to report all the nmust fields, even if in certain
circunstances or for certain applications, only a subset of the set
of all nust fields is needed and effectively reported.

Beyond that, the exporting process might offer to report further
attributes not nentioned here. A particular flow record may contain
some of the "required" attributes as well as sone additional ones,
for exanpl e covering future technol ogies.

Thi s docunent does not inpose that the follow ng attributes are
reported for every single flowrecord, especially for repetitive
attributes. For exanple, if the observation point is the incom ng
packet streamat the IP interface with the iflndex value 3, then this
observati on point does not have to be exported as part of every
single flow record. Exporting it just once mght give sufficient
information to the collecting process.

The exporting process nust be able to report the following attributes
for each nmetered flow

1. IP version number
This requirenment only applies if the observation point is
| ocated at a device supporting nore than one version of |P.
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10.
11.

12.
13.
14.
15.
16.
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source | P address

destination | P address

| P protocol type (TCP, UDP, I CVP,...)

if protocol type is TCP or UDP: source TCP/UDP port number

if protocol type is TCP or UDP: destination TCP/ UDP port
nunber

packet counter

If a packet is fragnmented, each fragnment is counted as an

i ndi vi dual packet.

byte counter

The sum of the total length in bytes of all |IP packets

bel onging to the flow The total |ength of a packet covers IP
header and | P payl oad.

type of service octet (in case of IPv4), traffic class octet
(in case of IPv6). According to [ RFC2474], these octets
include the DiffServ Code Point that has a length of 6 bits.
in case of |1Pv6: Flow Labe

if MPLS is supported at the observation point: the top MPLS

| abel or the corresponding forwardi ng equival ence cl ass (FEC,
[ RFC3031]) bound to that |abel. The FEC is typically defined
by an I P prefix.

timestanp of the first packet of the flow

timestanp of the |last packet of the flow

if sanpling is used: sanpling configuration

uni que identifier of the observation point

uni que identifier of the exporting process

The exporting process should be able to report the follow ng
attributes for each nmetered flow

17.
18.

19.

20.

if protocol type is ICVWP:. |ICWP type and code

i nput interface (iflndex)

This requirenment does not apply if the observation point is
| ocated at a probe device.

out put interface (iflndex)

This requirenment does not apply if the observation point is
| ocated at a probe device.

mul ticast replication factor

the number of outgoing packets originating froma single
incoming multicast packet. This is a dynanic property of

mul ticast flows, that may change over time. For unicast flows
it has the constant value 1. The reported value nust be the
val ue of the factor at the tine the flow record is exported.

The exporting process nay be able to report the following attributes
for each metered fl ow

21.

Quittek,
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6.

6.

6.

22. | P header flags

23. TCP header fl ags

24. dropped packet counter at the observation point
If a packet is fragnented, each fragment nust be counted as an
i ndi vi dual packet.

25. fragnented packet counter
counter of all packets for which the fragnented bit is set in
the I P header

26. next hop | P address

27. source BGP Aut onompus System nunber (see [RFCL1771])

28. destination BGP Aut onompbus System number

29. next hop BGP Autononpbus System numnber

2. Data Mde

The data nodel describes how information is represented in flow
records.

The data nodel nust be extensible for future attributes to be added.
Even if a set of attributes is fixed in the flow record, the data
nodel rmust provide a way of extending the record by configuration or
for certain inplementations.

The data nopdel used for exporting flow information nust be flexible
concerning the flow attributes contained in flow records. A flexible
record format would offer the possibility of defining records in a
flexible (custom zable) way regarding the nunber and type of

contai ned attributes.

The data npdel shoul d be independent of the underlying transport
protocol, i.e., the data transfer.

3. Data Transfer

Requirenents for the data transfer include reliability, congestion
awar eness, and security requirements. For neeting these requirenents
the exporting process can utilize existing security features provided
by the device hosting the process and/or provided by the transport
network. For exanple it can use existing security technol ogies for
aut hentication and encryption or it can rely on physical protection
of a separated network for transferring flow information

3.1. Congestion Awareness

For the data transfer, a congestion aware protocol must be supported.
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6.3.2. Reliability

Loss of flow records during the data transfer fromthe exporting
process to the collecting process nust be indicated at the collecting
process. This indication nust allow the collecting process to gauge
the number of flow records lost. Possible reasons for flow records

| oss include but are not limted to:

1. Metering process limtations: |ack of nenory, processing power,
etc. These limtations are already covered in section 5. 1.

2. Exporting process limtations: |lack of nmenory, processing
power, etc.

3. Data transfer problens: packets that carry fl ow records sent
fromthe exporting process to the collecting process, are
dropped by the network. Exanples are connection failures and
| osses by a transport protocol that specifically offers
congestion avoi dance w thout persistent transport-I|eve
reliability.

4. Collecting process limtations: it may be experiencing
congestion and not able to buffer new fl ows records.

5. Operation and Mai ntenance: the collecting process is taken down
for maintenance or other adnministrative purposes.

Pl ease note that if an unreliable transport protocol is used,
reliability can be provided by higher layers. If reliability is
provi ded by higher layers, only |lack of overall reliability nust be
i ndi cated. For exanple reordering could be dealt with by adding a
sequence nunber to each packet.

The data transfer between exporting process and coll ecting process
must be open to reliability extensions including at |east

- retransm ssion of |lost flow records,
- detection of disconnection and fail-over, and
- acknow edgenent of flow records by the collecting process.

This extensibility may be used to provide additional reliability.
The extended protocol nust still nmeet the requirenents described in
this section, particularly, it nmust still be congestion aware.
Theref ore, extensions using retransm ssions nust use exponentia
backof f.
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6.3.3. Security

Confidentiality of IPFIX data transferred from an exporting process
to a collecting process nust be ensured.

Integrity of IPFIX data transferred froman exporting process to a
col l ecting process nmust be ensured.

Authenticity of IPFIX data transferred froman exporting process to a
col l ecting process must be ensured.

The security requirenments have been derived froman anal ysis of
potential security threads. The analysis is sunmarized in Section
10.

6.4. Push and Pull Mde Reporting

In general, there are two ways of deciding on reporting tines: push
node and pull node. |In push node, the exporting process decides

wi t hout an external trigger when to send flow records. |In pull node,
sending flow records is triggered by an explicit request froma
col l ecting process. The exporting process nust support push node
reporting, it may support pull nbde reporting.

6.5. Regular Reporting Interva

The exporting process should be capable of reporting neasured traffic
data regularly according to a given interval |ength.

6.6. Notification on Specific Events

The exporting process may be capable of sending notifications to a
collecting process, if a specific event occurs. Such an event can
be, for instance, the arrival of the first packet of a new flow, or
the termination of a flow after flow tineout.

6.7. Anonym zation

The exporting process nay be capabl e of anonym zi ng source and
destination | P addresses in flow data before exporting them It may
support anonym zation of port nunbers and other fields. Please note
that anonym zation is not originally an application requirenment, but
derived fromgeneral requirenents for treatnent of neasured traffic
data within a network.

For several applications anonym zation cannot be applied, for exanple

for accounting and traffic engineering. However, for protecting the
network user’s privacy, anonym zation should be applied whenever
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possible. In many cases it is sufficient if anonym zation is
performed at the collecting process after flow infornmation has been
exported. This provides a reasonable protection of privacy as |ong
as confidentiality of the export is provided.

It would be desirable to request that all |PFIX exporters provide
anonym zation of flow records, but algorithns for anonym zation are
still a research issue. Several are known but the security they
provide and their other properties are not yet studied sufficiently.
Al so, there is no standardi zed method for anonym zation. Therefore,
the requirenent for the exporting process supporting anonynization is
qualified with "may’ and not with 'nust’.

I f anonym zed flow data is exported, this nust be clearly indicated
to all receiving collecting processes, such that they can distinguish
anonym zed data from non-anonym zed dat a.

7. Configuration

If configuration is done renmptely, security should be provided for
the configuration process covering confidentiality, integrity, and
authenticity. The means used for renote configuration are out of the
scope of this docunent.

7.1. Configuration of the Metering Process
The netering process rmust provide a way of configuring traffic
nmeasurenent. The follow ng parameters of the metering process should
be configurabl e:
1. specification of the observation point
e.g., an interface or a list of interfaces to be nonitored.
2. specifications of flows to be netered
3. flow tineouts
The foll owi ng paraneters may be confi gurabl e:

4. sanpling nmethod and paraneters, if feature is supported
5. overload behavior, if feature is supported

7.2. Configuration of the Exporting Process
The exporting process nust provide a way of configuring the data
export. The followi ng paraneters of the exporting process should be
confi gurabl e:

1. reporting data format
Speci fying the reporting data fornat nmust include a
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sel ection of attributes to be reported for each flow

2. the collecting process(es) to which flows are reported

3. the reporting interva
This requirenment only applies if the exporting process
supports reporting in regular intervals.

4. notifications to be sent to the collecting process(es)
This requirenment only applies if the exporting process
supports notifications.

5. flow anonymni zati on
This requirenment only applies if the exporting process
supports flow anonym zati on.

8. GCeneral Requirenents
8.1. Openness

| PFI X specifications should be open to future technol ogies. This
i ncludes extensibility of configuration of the netering process and
the exporting process.

Openness is also required concerning the extensibility of the data
nodel , as stated in section 6.2.

8.2. Scalability

Data coll ection from hundreds of different exporting processes nust
be supported. The collecting process nmust be able to distinguish
several hundred exporting processes by their identifiers.

8.3. Several Collecting Processes

The exporting process nay be able to export flow information to nore
than one collecting process. |f an exporting process is able to
export flow records to multiple collecting processes then it nust be
able to ensure that the flow records can be identified so that
duplicates can be detected between different collecting processes and
doubl e counting probl ens can be avoi ded.

9. Special Device Considerations

Thi s docunent intends to avoid constraining the architecture of
probes, routers, and other devices hosting observation points,

net ering processes, exporting processes, and/or collecting processes.
It can be expected that typically observation point, netering
process, and exporting process are co-located at a single device.
However, the requirenments defined in this document do not exclude
devices that derive fromthis configuration. Figure 2 shows some
exanpl es.
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Al'l exanpl es are conposed of one or nore of the foll owi ng el enents:
observation point (O, netering process (M, exporting process (E)
and col l ecting process (C). The observation points shown in the
figure are always the nmost fine-granul ar ones supported by the
respecti ve devi ce.

+-- -+ S IR + S IR + S IR +
| E-+-> | E--+-> | E----+-> <-+--E E--+->
||| . | 7\ I
| M| | M| | M M | M M
||| | 71\ | AN AN
| O | OO0 | | OO0 OO0 | | OO0 OO0
+-- -+ S TR + S R + S R +
Pr obe Basi c Conpl ex Mul tiple
Rout er Rout er Exporting
Processes
+---+ +---+ +---+
| E-+-> | E-+-> | E-4----mmmema - >-- -+
|1 |1 | ] e oot
+- -+ | M| | M| | B-4------- >-+-CME-+->
| |1 R B T R S Sh SRR
+- +- + +- +- + | O] | M| | BE-+->---+
|1 | bt L
| M| doke ot | Ol | M|
|1 |1 #omk ] oot
| O] | O] | O] ->- 4 G E-+->
+---+ +---+ +---+ +-- - - +
Pr ot ocol Renot e Concentr at or Pr oxy

Converter (Observation
Fi gure 2: |PFI X-rel ated Devices

A very simple device is a probe. A typical probe contains a single
observation point, a single netering process, and a single exporting
process.

A basic router extends this structure by multiple observation points.
Here, the observation point of a particular flow nay be one of the

di spl ayed nost fine-granul ar observation points, but also it may be a
set of them

A nmore conplex router may host nore than one netering process, for
exanpl e one per line card. Please note that here, the observation
poi nt of a single flow cannot exceed the set of npbst fine-granul ar
observation points linked to a single netering process, because only
the netering process can nerge packets observed at different fine-
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granul ar observation points to a joint flow. An observation point
containing all nost fine-granular observation points of this router
is not possible with this structure. Alternatively, a conplex router
may host different exporting processes for flow records generated by
di fferent nmetering processes.

A protocol converter nakes use of a netering process that can be
accessed only by protocol (s) other than the one defined for |PFIX
for exanple, the SNMP and the Meter M B nodul e [RFC2720]. Then the
exporting process receives flow records froma renote netering
process and exports these records using the | PFI X protocol. Please
note that this docunent does not make any particul ar assunption on
how et ering processes and export processes exchange information, as
long as all individual requirenments for these processes are net.

Al so the |l ocations of metering processes are not of any rel evance for
this document (in contrast to the |ocations of observation points and
the exporting processes).

In the exanple of renpte packet observation in Figure 2 the netering
process and the observation point are not co-located. Packet headers
captured at an observation point nay be exported as raw data to a
devi ce hosting netering process and exporting process. Again, this
docunent does not make any particul ar assunption on how packet
headers are transferred from observation points to netering
processes, as long as all requirenents for the netering processes are
net .

An internediate structure between protocol converter and renpte
observation (not shown in the Figure) would be a split metering
process, for exanple performng tinestanping and sanpling at the
devi ce hosting the observation point and perform ng packet
classification at another device hosting the exporting process.

A concentrator receives flow records via the |IPFI X protocol, merges
theminto nore aggregated flow records, and exports them again using
the I PFI X protocol. Please note that for the final flow records the
resulting observation point my be a superset of the nore fine-
granul ar observation points at the first |evel devices. The netering
process of the final flow records is conposed by the (partial)
nmetering processes at the first | evel devices and the partia

metering process at the concentrator.

Finally, a very sinple IPFIX-related device is a proxy. It just
receives flow records using the | PFI X protocol and sends them further
using the same protocol. A proxy might be useful for traversing

firewal | s or other gateways.
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10.

10.

Security Considerations

An | PFI X protocol must be capable of transporting data over the
public Internet. Therefore it cannot be excluded that an attacker
captures or nodifies packets or inserts additional packets.

Thi s section describes security requirenents for | PFIX. Like other
requi renents, the security requirenents differ anong the considered
applications. The incentive to nodify collected data for accounting
or intrusion detection for instance is usually higher than the
incentive to change data collected for traffic profiling. A detailed
list of the required security features per application can be found
in the appendi x.

The suggestion of concrete solutions for achieving the required
security properties should be part of an |IPFI X architecture and
protocol. It is out of scope of this docunent. Also nmethods for
renote configuration of the netering processes and exporting
processes are out of scope. Therefore, threats that are caused by
dat a exchange for renote configuration are not considered here.

The foll owi ng potential security hazards for an | PFI X protocol have
been identified: disclosure of IP flowinformation, forgery of flow
records, and Denial of Service (DoS) attacks.

1. Disclosure of Flow Informati on Data

The content of data exchanged by an | PFI X protocol (for exanple |PFIX
fl ow records) should be kept confidential between the involved
parties (exporting process and collecting process). Gbservation of

| PFI X flow records gives an attacker infornation about the active
flows in the network, conmunication endpoints and traffic patterns.
This information cannot only be used to spy on user behavior but also
to plan and conceal future attacks. Therefore, the requirements
specified in section 6.3.3. include confidentiality of the
transferred data. This can be achieved for instance by encryption

Al so the privacy of users acting as sender or receiver of the
nmeasured traffic needs to be protected when they use the Internet.
In many countries the right to store user-specific data (including
the user’s traffic profiles) is restricted by |aw or by regul ati ons.

In addition to encryption, this kind of privacy can al so be protected
by anonyni zing flow records. For nany traffic fl ow neasurenents,
anonyni zed data is as useful as precise data. Therefore, it is
desirable to support anonym zation in IPFI X inplenentations. It is
beyond the scope of the I PFI X Wrking Goup to devel op and
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10.

10.

st andardi ze anonyni zation nmethods. However, the requirenents for
extensibility of the | PFI X protocol are sufficient to support
anonym zed fl ow records when appropriate nethods are standardi zed.

2. Forgery of Flow Records

If flowrecords are used in accounting and/or security applications,
there are potentially strong incentives to forge exported |IPFI X fl ow
records (for exanmple, to save noney or prevent the detection of an
attack). This can be done either by altering flow records on the
path or by injecting forged flow records that pretend to be
originated by the original exporting process.

Special caution is required if security applications rely on flow
nmeasurenments. Wth forged flow records it is possible to trick
security applications. For exanple, an application may be lead to
fal sely conclude that a DoS attack is in progress. |If such an
injection of IPFIX traffic flow records fools the security
application, causing it to erroneously conclude that a DoS attack is
underway, then the counterneasures enployed by the security
application may actually deny useful non-nalicious services.

In order to make an | PFI X protocol resistant agai nst such attacks,
aut hentication and integrity nust be provided, as specified in
section 6.3. 3.

3. Denial of Service (DoS) Attacks

DoS attacks on routers or other mddl eboxes that have the |PFI X
protocol inplenented woul d also affect the | PFI X protocol and inpair
the sending of IPFIX records. Nevertheless, since such hazards are
not induced specifically by the I PFI X protocol the prevention of such
attacks is out of scope of this docunent.

However, IPFIX itself al so causes potential hazards for DoS attacks.
Al'l processes that expect the reception of traffic can be target of a
DoS attack. Wth the exporting process this is only the case if it
supports the pull node (which can be an optional feature of the |IPFIX
protocol according to this docunent). The collecting process always
expects data and therefore can be flooded by flow records.
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12. Appendi x: Derivation of Requirenents from Applications
The foll owi ng table docunents, how the requirements stated in
sections 3-7 are derived fromrequirenents of the applications |listed
in section 2.

Used abbrevi ati ons:

M = nust

S = shoul d

O = may (optional)
| PFI X

| Sect. | Requi r enent | A B C D E | PFI X
| ------- o m e e e e eaaamm +-- - - +-- - - +-- - - +-- - - +-- - - [ |
| 4 | DI STI NGUI SHI NG FLOWS |
[ ------- o e e e e e e oo oo +---- - +---- - +---- - +---- - +---- - S R, |
| 4. | Conbination of | M| M| M| M| M| M |
| | required attributes | | | | | | |
[------- T +---- - +---- - +---- - +---- - +---- - S R, |
| 4.1 | infout IF | S | M| M| S | S | M |
[------- o e e e e e e oo - +- - - - +- - - - +- - - - +- - - - +- - - - [ S, |
| 4.2 | src/dst address | M| M| M| M| M| M |
[------- e S e S e S e S e S e S e |
| 4.2 | Masking of IPaddresses | M | M| M| M| M| M |
[------- T +---- - +---- - +---- - +---- - +---- - S R, |
| 4.2 | transport protocol | M| M| - | M| M| M |
[------- o e e e e e e oo - +- - - - +- - - - +- - - - +- - - - +- - - - [ S, |
| 4.2 | version field | - | S | S O] O] s |
| | | | | (b) | | | |
[------- B T +--m-a +--m-a +--m-a +--m-a +--m-a S RS |
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[------- e S e S e S e S e S e S e

| Sect. | Requi r enent | A ] B | C | D | E | IPRX

[------- T +---- - +---- - +---- - +---- - +---- - S R,

| 7.1 | Config sanpling |] o] o] o| O] O] O

[------- o e e e e e e oo - +- - - - +- - - - +- - - - +- - - - +- - - - [ S, |

| 7.1. | Config overload | 0] O] O] O] O] O |

| | behavior (a) | | | | | | |

[------- B T +--m-a +--m-a +--m-a +--m-a +--m-a S RS

| 7.2. | Config report | S | S| S| S| S | S

| | data format | | | | | |

[------- o e e e e e e oo - +- - - - +- - - - +- - - - +- - - - +- - - - [ S, |

| 7.2. | Config | S| S| S| S| S | S

| | notifications | | | | | |

[------- B T +--m-a +--m-a +--m-a +--m-a +--m-a S RS

| 8 | GENERAL REQUI REMENTS

| ------- o m e e e e eaaamm +-- - - +-- - - +-- - - +-- - - +-- - - [ |

| 8.1 | Openness | S | S| S| S| S | S

[ ------- o e e e e e e oo oo +---- - +---- - +---- - +---- - +---- - S R, |

| 8.2. | Scalability: | | | | | |

| | data collection | M| S| M| O] S | M

| | from hundreds of | | | | | |

| | measurement devices | | | | | | |

[------- o e e e e e e oo - +- - - - +- - - - +- - - - +- - - - +- - - - [ S, |

| 8.3. | Several collectors | o] o| O] O| O] O

[------- e S e S e S e S e S e S e
Remar ks

(a) If feature is supported

(b) The differentiation of IPv4 and IPv6 is for TE of inportance.
So we tended to make this a must. Nevertheless, a should
seens to be sufficient to performnost TE tasks and all ows us
to have a should for IPFIX instead of a nust.

(c) For TE in an MPLS network the |abel is essential. Therefore a
must is given here leading to a must in | PFIX

(d) If sanpling is supported, the nethods and paraneters nust be
wel | defined.

(e) If sanpling is supported, sanpling configuration changes nust
be indicated to all collecting processes.

(f) If overload behavior is supported and it induces changes in
the metering process behavior, the overload behavi or nust be
clearly defined.

(g) Precise tinme-based accounting requires reaction to a flow
ti meout.

(h) If a packet is fragnented, each fragment is counted as an
i ndi vi dual packet.

(i) If protocol type is |ICW
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This requirement does not apply if the observation point is

| ocated at a probe device.

Only if measurenent is done on data path i.e., has access to
f orwar di ng deci si on.

Ei ther push or pull has to be supported.

Required, in order to inmmediately report drop indications for
SLA val i dati on.

Anonym zation must be clearly indicated to all receiving

col l ecting processes.
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15. Full Copyright Statenent
Copyright (C The Internet Society (2004).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the |ETF' s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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