Net wor k Wor ki ng Group C. Perkins

Request for Comments: 3957 Noki a Research Center
Cat egory: Standards Track P. Cal houn
Ai respace
March 2005

Aut henti cation, Authorization, and Accounting (AAA)
Regi stration Keys for Mbile |IPv4

Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2005).
Abst r act

Aut henti cation, Authorization, and Accounting (AAA) servers, such as
RADI US and DI AMETER, are in use within the Internet today to provide
aut hentication and authorization services for dial-up conputers.
Mobile IP for I Pv4d requires strong authentication between the nobile
node and its hone agent. Wen the nobile node shares an AAA Security
Association with its home AAA server, however, it is possible to use
that AAA Security Association to create derived Mbility Security
Associ ati ons between the nobil e node and its hone agent, and again
bet ween the nobil e node and the foreign agent currently offering
connectivity to the nobile node. This docunent specifies extensions
to Mobile IP registration nessages that can be used to create
Mobility Security Associations between the nobile node and its home
agent, and/or between the nmobile node and a foreign agent.
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1. Introduction

AAA servers, such as RADIUS [11] and DI AMETER [12], are in use within
the Internet today to provide authentication and authorization
services for dial-up conputers. Such services are likely to be

val uabl e for nobil e nodes using Mdbile IP for IPv4 [1], when the
nodes are attenpting to connect to foreign domains with AAA servers.
In this docunment Mobile IP for IPv4 is called "Mbile | Pv4" or just
"Mobile I P* for short, since no confusion with other versions is
expected. Requirements for interactions between AAA and Mbile IP
are outlined in RFC 2977 [13]; that docunent describes an
infrastructure whi ch enabl es AAA servers to authenticate and

aut hori ze network access requests from nobil e nodes. See al so
appendi x A. The Mbile | P Registration Request is considered to be a
request for network access. It is then possible to augnent the
functionality of the Mobile IP nobility agents so that they can
transl ate between Mobile I P registration nessages and the nessages
used within the AAA infrastructure, as described in RFC 2977.
Mobility agents and AAA servers that conformto the requirenments of
RFC 2977 can be considered as appropriate network entities to support
the message types specified in this docunent. Please consult RFC
2977 [13] for further details.
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Thi s specification nakes use of a single AAA Security Association to
create derivative Mbility Security Associations. A Mbility
Security Association in this specification is a sinmplex connection
that serves to authenticate MPv4 control traffic between a MN and HA
and/or a MN and FA. A Mbility Security Association is identified by
the two end points, such as a MN I P address and a HA | P address, and
a SPI. Two nodes may have one or nore Mbility Security Associations
est abl i shed between each other; however, typically there is no reason
to have nore than one Mobility Security Association between two
nodes.

Thi s docunent specifies extensions to Mobile IP registrati on nessages
that can be used to create Mobility Security Associations between the
MN and FA and/or MN and HA based on the AAA Security Association

bet ween the MN and AAA server. These new Mobility Security
Associ ati ons may then be used to calcul ate the Authentication Data
needed by authentication extensions used in Mbile IP contro
nmessages.

It is assunmed that the security association between the nobil e node
and its AAA server has been appropriately configured so that the AAA
server can provide key material to be used as the basis for the
necessary Mbility Security Association(s) between the nobil e node
and its prospective nobility agents.

AAA servers typically use the Network Access ldentifier (NAI) [2] to
uni quely identify the nobile node; the nobile node’s home address is
not al ways necessary to provide that function. Thus, it is possible
for a nobile node to authenticate itself, and be authorized for
connection to the foreign donmain, wthout having any honme address.
However, for Mobile IP to work, the nobile node is required to have a
horme address and a Mbility Security Association [1] with its hone
agent. Wen the Mbile I P Registration Reply packet is authenticated
by the M\ AAA Aut hentication Extension [3], the nmobile node can
verify that the key material contained in the extensions were
produced by the AAA server, and thus may be reliably used to create
Mobility Security Associations with the hone agent and/or the foreign
agent .

It is also assunmed that the AAA entities involved (i.e., the AAAH
AAAL, and the AAA interface features of the foreign agents and hone
agents) all have neans outside of the scope of this docunent for
exchangi ng keys. The extensions within this docunent are intended to
work with any AAA protocol suite that allows for such key exchange,
as long as it satisfies the requirenents specified in RFC 2977 [13].
One such AAA protocol is defined within the D ameter franmework [14].
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [4].

AAA Aut henti cation, Authorization, and Accounting (see
[10]).
AAA entity A network node processi ng AAA messages according to the

requi rements for AAA protocols (see [10]).

AAA Security Association
A security association between a AAA entity and anot her
node needi ng the services of that AAA entity. In this
docunent all AAA Security Associations are between a
nobi |l e node and its honme AAA server (AAAH). A npobile
node’s AAA Security Association with its home AAA
server (AAAH) nay be based either on the nobile node's
| P address or on its NAIl [2]. The key is referred to
as "AAA-key" in this specification.

Key A number, kept secret. Only nodes in possession of the
key have any hope of using the security transformto
obtain correct results.

Key Generation Nonce
Nonce data used for the purpose of creating a key.

Mobility Security Association
A Mobility Security Association is a sinplex connection
that applies security services to RFC 3344 M Pv4
control traffic between a MN and HA (or MN and FA)
usi ng RFC 3344 Aut hentication Extensions. A Mbility
Security Association is uniquely identified by the peer
source and destination |IP addresses and an SPI. Two
nodes nmay have one or nore Mobility Security
Associ ations; however, typically there is no reason to
have nore than one Mbility Security Association
bet ween two nodes, except as a transient condition
during re-keying events.

Regi strati on Key
A key used in the MN-FA or MN-HA Mobility Security
Association. A registration key is typically only used
once or a very fewtimes, and only for the purposes of
verifying a small volume of Authentication data.
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Security Al gorithm
A set of rules for using input data and a secret key
for producing data for use in security protocols.

SPI Security Parameters Index. The SPI is an arbitrary
32-bit value that assists in the identification of an
AAA | P, or Mobility Security Association.

QO her termnology is used as defined in the base Mbile IP
specification [1]. Furthernore, in order to sinplify the di scussion
we have used the word "Extension" instead of "Subtype of the
General i zed Extension" in nmany cases. So, for instance, instead of
using the phrase "The M\-FA Key Generation Nonce From AAA Subtype of
the Generalized MN-FA Key Generation Nonce Reply Extension", we would
i nstead use the phrase "The M\-FA Key Cenerati on Nonce From AAA

Ext ensi on".

3. Overview of Qperations with Key Generation Nonce Extensions

When a nobil e node depends on an AAA infrastructure to obtain

aut hori zation for network connectivity and Mobile IP registration, it
may | ack any pre-existing Mobility Security Associations with either
its home agent, or the foreign agent controlling the access to the
foreign network. The extensions defined in this docunent allow a AAA
entity to supply key material to nobile nodes to be used as the basis
of its Mobility Security Association with nobile agents. The AAA
entity that will act on these extensions is part of the AAA
infrastructure, and is typically identified within the foreign donmain
by met hods outside the scope of this specification (see appendix A).

The key material may be requested by the nobile node in new

ext ensi ons (defined below) to Mbile | P Registrati on Request

nmessages, and supplied to the nobile node in extensions to the Mbile
| P Registration Reply messages. Alternatively, the AAA server MAY
provide unsolicited key material via mobility agents to nobil e nodes;
the nobil e node MUST then cal cul ate new keys and update or create its
rel evant Mobility Security Association. The nethod by which key
material is supplied to the nobility agents thenselves is out of
scope for this docunent, and woul d depend on the particular details
of the security architecture for the AAA servers in the foreign and
hone domai ns (see RFC 2977 and appendi x A). For the purposes of this
document, we assune that there is a suitable AAA infrastructure
avai |l able to the honme and foreign agents, and that the nobile node
does have an AAA Security Association with at | east one AAA server in
its home donmin.
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When a nobil e node travels away from hone, it may not have a Mobility
Security Association with its home agent, perhaps because it does not
yet have a hone address [5]. The protocol and nessages in this
docunent are intended to facilitate the foll owi ng operations which
may occur between the nobile node, foreign agent, hone agent, and AAA
servers in the visited (local) dommin (Authentication, Authorization
and Accounting Local or AAAL) and in the hone domain (Authentication
Aut hori zati on, and Accounting Hone or AAAH). In the follow ng
sequence of nessages, the only nessage flows specified in this
docunent are the Registrati on Request between the nobil e node and the
foreign agent, and Registration Reply between the foreign agent and
the nobil e node. The other nmessages described here result fromthe
presuned action of the AAA entities as described in RFC 2977. See

al so appendi x B

1. If the nmobile node does not have a Mdbility Security Associ ation
with the foreign agent, it SHOULD i ncl ude an M\- FA Key Generation
Nonce Request extension (see Section 6.1) as part of its
Regi stration Request that it sends to the Foreign Agent.

2. If the nobile node does not have a Mobility Security Association
with the hone agent, it MJST add an MN\-HA Key Generation Nonce
Request extension (see Section 6.3) as part of its Registration
Request that it sends to the Foreign Agent.

3. If one or nore AAA Key Ceneration Nonce Request extensions were
added, the nobile node MJUST add the M\- AAA Aut henti cation
extension to its Registrati on Request.

4. By action of the foreign agent, which is presuned to be also a
AAA entity, the nobile node's key requests and authentication
data are transferred to the | ocal AAA server (AAAL), typically
after reformatting to fit into the appropriate AAA nessages,
whi ch are out of scope for this docunent.

5. After the information within the M\ AAA Aut hentication extension
is verified by the AAA server in the hone donain (AAAH), it then
al so generates the key material that has been requested by the
nobi |l e node, for the necessary Mbility Security Associ ati ons.

6. The respective keys for the Mbility Security Associations are
distributed to the Honme Agent and Foreign Agent via the AAA
pr ot ocol

7. The nobile node receives the Registration Reply nmessage fromthe
Forei gn Agent.
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8. If a M\-HA Key Ceneration Nonce Request From AAA extension is
present in the Registration Request nessage, then the nobile node
MJST create or update its Mobility Security Association with the
Hone Agent indicated in the correspondi ng Regi stration Reply,
using the key conmputed fromthe key material in the M\-HA Key
Generation Nonce From AAA extension. In this case, if no M\HA
Key Ceneration Nonce Reply extension is present, the nobile node
MUST di scard the Registration Reply.

9. Using its (perhaps newy created) Mbility Security Associ ation
with the hone agent, the nobile node authenticates the
Regi stration Reply nessage by checking the Authentication Data in
the Mobil e-Hone Authentication extension. |f the check fails,
the MN MUST discard the Registration Reply and the new Mbility
Security Association, reverting to the old Mbility Security
Association with the home agent, if any.

10. If the Registration Reply passes authentication and contains a
M\- FA Key Generation Nonce From AAA extension (see section 6.2),
the nobil e node generates the registration key using the Key
Generation Nonce provided, according to its AAA Security
Association with the AAA. The resulting registration key is used
to establish the nobile node’s Mbility Security Association with
its foreign agent, and is used to conpute the authentication data
used in the Mbil e-Foreign authentication extension

If verification of the Mobile-Foreign authentication extension
fails, and if the M\-FA Key CGeneration Nonce Reply extension was
not protected by another, valid authentication extension, the M
MUST di scard the new Mobility Security Association, reverting to
the old Mbility Security Association with the foreign agent, if
any.

Any registration reply containing the M\-HA Key Generation Nonce From
AAA ext ensi on MJUST al so contain a subsequent Mbile Home

Aut hentication extension, created using the generated M\-HA key.
Simlarly, a reply containing the M\-FA Key Generation Nonce From AAA
extensi on MJST al so contain a subsequent Mobile Foreign

Aut henti cati on extension, created using the registration key.

4. Mobility Security Associations

Mobility Security Associations between Mbile IP entities (nobile
nodes, home agents, foreign agents) contain both the necessary
cryptographic key information and a way to identify the cryptographic
transformthat uses the key to produce the authentication information
that is present in the Mbile-Hone Authentication extension or the
Mobi | e- Forei gn Aut hentication extension. 1In order for the nobile
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node to nake use of key material created by the AAA server, the
nobi |l e node also has to be able to identify and select the
appropriate cryptographic transformthat uses the key to produce the
aut henti cati on.

The transformidentifiers are the sane as those used in IPsec. They
are tabulated in the list of Authentication Al gorithns all owabl e as
val ues for the "Attribute Type" (5) (i.e., "Authentication

Al gorithm''), one of the classifications in the tabulated Attribute
Types for "IPsec Security Association Attributes". See

http://wwv. i ana. or g/ assi gnnent s/ i saknp-registry for the full listing
of all Attribute Types and other Attributes for |Psec Security
Associ ati ons.

Mobility Security Associations shared between nobil e nodes and home
agents also require a replay protection nmethod. The follow ng table
contai ns the supported replay detection nethods.

Repl ay Met hod Nane Ref erence
0,1 Reserved

2 Ti mest anps RFC 3344 [1]
3 Nonces RFC 3344 [1]
4- 65535 Unal | ocat ed

5. Key Generation Nonce Creation and Key Derivation

This section contains the procedures followed in the creation of the
Key Ceneration Nonce by AAA servers, and the key derivation
procedures used by nobile nodes. Note that the AAA servers will also
deliver the keys to the nobility agents (hone agent, foreign agent)

via the AAA protocol. AAA servers that foll ow these procedures wll
produce results that can be understood by nobile nodes. The mobility
agents will faithfully transcribe the results into the appropriate

Mobi | e | P extensions.

The foll owi ng exanpl e uses HVAC-SHAL [6]. All nobile nodes and

mobi ity agents inplementing Mbile IP [1] and inplenenting the
extensions specified in this document MJST inpl ement HVAC- SHA1 [1].

O her message aut hentication codes or keyed hash functions MAY al so
be used. The particular algorithmused is configured as part of the
AAA Security Association between the MN and the AAAH server, which is
in turn indexed by the AAA SPI.
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The foll owing steps are perforned on the AAAH server:

1. The AAA server identifies the nobile node. If the NAl field is
present in the Registration Request, then the NAl is used as the
nobi |l e node identifier. Oherw se, the Hone Address field of the
Regi stration Request is used.

2. The AAA server generates a random|[7] value of at least 128 bits
to be used as the Key Generation Nonce.

3. The AAA server inserts the randomvalue into the Key Generation
Nonce Reply extension in the "Key Generation Nonce" field.

The following steps are perfornmed by the nobile node (here |
represents concatenation):

1. The npbil e node cal cul ates

key = HVAC- SHA1 (AAA-key, {Key Generation Nonce || nobile node
identifier})

Here the Key Generation Nonce is fromthe extension in the

Regi stration Reply, and the nobile node identifier is the MWN's
NAI, if present in the Registration Request, or the Hone Address
fromthe Registration Request otherw se.

2. The nobile node creates the Mobility Security Association(s),
using the resulting key and the other relevant information in the
Key Ceneration Nonce Extension

The secret key used within the HVAC- SHA1 conputation is indicated by

the AAA Security Association indexed by the AAA SPI, which has been

previously configured as the basis for the AAA Security Association

bet ween t he nobil e node and the AAA server creating the key nateri al
6. Key Generation Extensions

Thi s section defines new Extensions to Mbile | P Registration
Requests and Replies [1].
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6.1. Ceneralized M\-FA Key Generation Nonce Request EXxtension

Figure 1 illustrates the Generalized M\ FA Key Ceneration Nonce
Request Extension (M\-FA KeyGen Request for short).

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Type | Subt ype | Length

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Mobi | e Node SPI

B T s i I S e i S i i S S e S
| M\- FA Key Generation Nonce Request Subtype Data ..
s S S i I S R R e h T Tk e S S S o T S

Figure 1: The CGeneralized Mbile P M\-FA Key Ceneration
Nonce Request Extension

Type 40 (not skippable) (see [1] and section 8)

Subt ype A nunber assigned to identify the way in which the
M\- FA Key Generation Nonce Request Subtype Data is
to be used when generating the registration key.

Lengt h The 16-bit Length field indicates the I ength of the
extension. It is equal to the nunmber of bytes in
the M\-FA Key Generation Nonce Request Subtype Data
plus 4 (for the Mobile Node SPI field).

Mobi |l e Node SPI The Security Paraneters Index that the nobile node
will assign for the Mbility Security Association
created for use with the registration key.

M\- FA Key Generation Nonce Request Subtype Data
Data needed to carry out the creation of the
regi stration key on behal f of the nobile node.

The M\-FA KeyGen Request defines a set of extensions, identified by
subtype, which may be used by a nobile node in a Mbile IP

Regi strati on Request nessage to request that sone other entity create
a Registration Key for use by the nobile node with the nobile node's
new forei gn agent.
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Thi s docunent defines the subtype 1 for the M\FA Key Generation
Nonce >From AAA Request (M\-FA AAA KeyCGen Request for short). The
M\- FA AAA KeyGen Request has a zero-length Subtype Data field and
MJST appear in the Registration Request before the M\ AAA

Aut hent i cati on ext ensi on.

6.2. Ceneralized MN-FA Key Generation Nonce Reply Extension

The CGeneralized M\-FA Key Generation Nonce Reply extension (M\-FA
KeyGen Reply for short) supplies keying material requested by the
M\- FA KeyGen Request extension. Figure 2 illustrates the format of
the Generalized M\-FA Key Generation Nonce Reply Extension.

0 1 2 3

01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Type | Subt ype | Length |
B T s i I S e i S i i S S e S
| M\- FA Key Generation Nonce Reply Subtype Data ...

s S S i I S R R e h T Tk e S S S o T S

Figure 2: The CGeneralized Mbile |IP MN-FA Key
Generati on Nonce Reply Extension

Type 41 (not skippable) (see [1] and section 8)

Subt ype A nunber assigned to identify the way in which the M\:FA
Key Ceneration Nonce Reply Subtype Data is to be used to
obtain the registration key.

Length The 16-bit Length field is equal to the number of bytes in
the M\-FA Key Generation Nonce Reply Subtype Data.

M\- FA Key Generation Nonce Reply Subtype Data
An encoded copy of the keying material, along with any
other information needed by the recipient to create the
designated Mobility Security Association.

For each subtype, the format of the MN-FA Key Generation Nonce Reply
Subtype Data has to be separately defined according to the particul ar
method required to set up the Mbility Security Association.

For the subtype defined in this docunent, the M\-FA Key CGeneration
Nonce supplied in the data for a subtype of this extension may cone
as a result of a request which was sent using a subtype of the

CGeneralized MN-FA Key Ceneration Nonce Request Extension. 1In such
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cases, the SPI to be used when enploying the Mbility Security
Associ ation defined by the registration key is the sane as given in
the original request.

Once the nobil e node creates the Mobility Security Association with
the foreign agent, by using the transformindexed by the AAA SPI, it
stores that Mobility Security Association indexed by the FA SPI in
its list of Mbile Security Associ ations.

If the foreign agent receives a Registration Reply that has no M\ FA
Key Ceneration Nonce Reply extension, and if it has no existing
Mobility Security Association with the nobile node, the foreign agent
MAY change the Code value of the Registration Reply to M SSI NG MN _FA
(see section 7), effectively causing the registration to fail

Thi s docunent defines subtype 1 of the MN\FA KeyGen Reply for the
M\- FA Key Generation Nonce From AAA extension (MN-FA AAA KeyGen Reply
for short), shown in figure 3.

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| Lifetime

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| AAA SPI |
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
| FA SPI |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Al gorithmldentifier | Key Ceneration Nonce ..

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Fi gure 3: The M\-FA Key Generation Nonce From AAA
Subt ype- Speci fic Data

lifetime This field indicates the duration of time (in seconds) for
which the keying material used to create the registration
key is valid.

AAA SPI A 32-bit opaque value, indicating the SPI that the nobile
node nust use to determine the transformto use for
establishing the Mobility Security Associ ati on between the
nobil e node and its prospective foreign agent.

FA SPI The SPI for the Mbility Security Association to the FA
that the nobile node creates using the Key Generation
Nonce.
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Al gorithmldentifier
This field indicates the transformto be used (stored as
part of the Mbility Security Association with the foreign
agent, and selected from anmong the values in the
"Aut hentication Al gorithm table cited in section 4), for
future conputations of the Mobil e-Foreign Authentication
Ext ensi on.

Key Generation Nonce
A random [7] value of at |least 128 bits.

The MN-FA AAA KeyGen Reply extensi on MUST appear in the Registration
Reply before the Mobil e-Forei gn Authentication extension.

The Key Ceneration Nonce is provided by the AAA server for use by the
nobil e node in creating the registration key, which is used to secure
future Mobile IP registrations with the sane foreign agent.

6.3. Ceneralized M\-HA Key Generation Nonce Request Extension

Figure 4 illustrates the Generalized M\-HA Key Ceneration Nonce
Request Extension (M\-HA KeyGen Request for short).

Type 42 (not skippable) (see [1] and section 8)

Subt ype a nunber assigned to identify the way in which the
M\- HA Key Generation Nonce Request Subtype Data is
to be used when generating the registration key.

Length The 16-bit Length field indicates the I ength of the
extension. It is equal to the nunber of bytes in
the MN-HA Key Generation Nonce Request.

0 1 2 3
01234567890123456789012345678901
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Type | Subt ype | Length |
s S S i I S R R e h T Tk e S S S o T S

| Mbbi | e Node SPI

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| M\- HA Key Generation Nonce Request Subtype Data ..
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Figure 4: The CGeneralized Mbile I P MN-HA Key Generation
Nonce Request Extension

Subtype Data plus 4 (for the Mbile Node SPI field).

Per ki ns & Cal houn St andards Track [ Page 13]



RFC 3957 AAA Keys for Mbile | Pv4 Mar ch 2005

Mobi |l e Node SPI The Security Paraneters Index that the nobile node
will assign for the Mbility Security Association
created for use with the registration key.

M\- HA Key Generation Nonce Request Subtype Data
Data needed to carry out the creation of the M\-HA
key on behal f of the nopbile node.

The M\ HA KeyGen Request Extension defines a set of extensions,
identified by subtype, which may be used by a nmobile node in a Mbile
| P Regi strati on Request nessage to request that sone other entity
create an MN-HA key for use by the nobile node with the nobile node’s
new hone agent.

Thi s docunent defines the subtype 1 for the M\-HA Key Generation
Nonce from AAA Request (M\-HA AAA KeyGen Request for short). The
MN- HA AAA KeyGen Request has a zero-length Subtype Data field and
MUST appear in the Registration Request before the M\ AAA

Aut henti cati on extension.

6.4. Ceneralized M\-HA Key Generation Nonce Reply Extension

The Generalized MN-HA Key CGeneration Nonce Reply extension (M\-HA
KeyGen Reply for short) supplies keying material requested by the
M\- HA KeyGen Request extension. Figure 5 illustrates the format of
the CGeneralized M\HA Key Generation Nonce Reply Extension.

0 1 2 3
012345678901234567890123456789¢01
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Type | Subt ype | Length |
s S S i I S R R e h T Tk e S S S o T S
| Lifetime |
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| M\- HA Key Generation Nonce Reply Subtype Data ...
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Figure 5: The CGeneralized Mbile | P MN-HA Key
Generation Nonce Reply Extension

Type 43 (not skippable) (see [1] and section 8)
Subt ype a nunber assigned to identify the way in which the M\-HA

Key Ceneration Nonce Reply Subtype Data is to be used to
obtain the M\-HA key.
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Length The 16-bit Length field indicates the I ength of the
extension. It is equal to the nunber of bytes in the M\
HA Key Ceneration Nonce Reply Subtype Data plus 4 (for the
Lifetime field).

Lifetine This field indicates the duration of time (in seconds) for
which the MN-HA key is valid.

M\- HA Key Generation Nonce Reply Subtype Data
Data used to derive the M\-HA key, along with any ot her
i nformati on needed by the nobile node to create the
designated Mobility Security Association with the hone
agent .

For each subtype, the format of the MN-HA Key Generation Nonce Reply
Subtype Data has to be separately defined according to the particul ar
method required to set up the Mbility Security Association

Thi s docunent defines subtype 1 of the MN\-HA KeyGen Reply for the
MN- HA Key Generation Nonce From AAA extension (M\HA AAA KeyGen Reply
for short), shown in figure 6.

0 1 2 3
01234567890123456789012345678901
e b i T T e T S s S R S e T O i i Tk i RIS S S
| AAA SPI |
R T i T e e i T S L e e e i T St R S S S S s e I S R
| HA SPI |
B s i S i I i S S S i i

| Algorithmldentifier | Repl ay Met hod

e b i T T e T S s S R S e T O i i Tk i RIS S S
| Key Generation Nonce ..

R T i T e e i T S L e e e i T St R S S S S s e I S R

Figure 6: The M\-HA Key Generation Nonce From AAA
Subt ype- Speci fic Data

AAA SPI A 32-bit opaque value, indicating the SPI that the nobile
node must use to deternine the transformto use for
establishing the Mobility Security Associati on between the
nobi |l e node and its home agent.

HA SPI The SPI for the Mbility Security Association to the HA
that the nobile node creates using the Key Generation
Nonce.
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Al gorithmldentifier
This field indicates the transformto be used for future
conput ati ons of the Mbile-Home Authentication Extension
(see section 4).

Repl ay Met hod
This field contains the replay nethod to be used for
future Registration nmessages (see section 4).

Key Ceneration Nonce
A random [7] value of at |east 128 bits.

The MN-HA AAA KeyGen Reply subtype-specific data is shown in figure
6. The Mobile Node cal cul ates the M\-HA key using the Key Generation
Nonce provided by the AAA server. The cal cul ation proceeds by using
the key shared between the nobile node and the AAA server that has
previously been configured for securing all such comunication
requirenents with the AAA server which will be contacted within the
AAA infrastructure (see appendix A). The MN-HA key is intended for
use by the nobile node to secure future Mbile IP registrations with
its home agent. The M\-HA AAA KeyGen Reply extension MJST appear in
the Registration Reply before the MN-HA Aut henticati on extension.

Once the nobil e node creates the MN-HA Key, by using the transform
specified in the AAA SPI, it stores the HA Security Information

i ndexed by the HA SPI in its Ilist of Mbile Security Associations.
The nobil e node uses the Identification field data fromthe
Registration Reply as its initial synchronization data with the home
agent.

7. FError Val ues

Each entry in the following table contains the name of the Code [1]
value to be returned in a Registration Reply, the value for that
Code, and the section in which the error is first mentioned in this
speci fication.

Error Nane Val ue Section

M SSI NG_WMN_FA 107 6.2
8. | ANA Consi derations
Thi s docunent defines 4 new extensions (see Section 6) taken fromthe
(non- ski ppabl €) nunbering space defined for Mbile IP registration

extensions defined in RFC 3344 [1] as extended in RFC 2356 [8]. The
val ues for these extensions are:
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Nare Val ue Secti on
M\- FA- KeyGen Request 40 6.1
M\- FA- KeyGen Reply 41 6.2
M\- HA- KeyGen Request 42 6.3
M\- HA- KeyGen Reply 43 6.4
| ANA has created and will nmaintain a new registry for the KeyGen

Request/ Reply subtypes. The initial contents of the registry is a
single entry for the subtypes defined in this docunent:

Name Val ue Secti on

KeyGen Request/ Reply from AAA 1 6

New subtypes for these two registries are assigned through Standards
Action as defined in [9].

| ANA has assigned a code value for error MSSING MN FA, listed in
section 7. This value has been taken fromthe space of error val ues
conventionally associated with rejection by the foreign agent (i.e.
64-127) .

| ANA has created and will maintain a nanmespace for the Replay Method
Identifier. This specification nakes use of 2 and 3; all other

val ues other than zero (0) and (1) are avail able for assignnent,
pendi ng revi ew and approval by a Designated Expert [9].

9. Security Considerations

The extensions in this docunent are intended to provide the
appropriate |level of security for Mbile IP entities (nobile node,
foreign agent, and hone agent) to calculate the Authentication Data
needed by authentication extensions used with Mbile IP registration
messages. The Mbility Security Associations resulting fromuse of
these extensions do not offer any higher level of security than what
is already inplicit in use of the AAA Security Association between
the nobile node and the AAAH. I n order to deny any adversary the

[ uxury of unbounded tinme to anal yze and break the secrecy of the AAA
Security Association between the nobile node and the AAA server, that
AAA Security Association MIST be refreshed periodically.

The provisioning and refreshing of the AAA key in the MN and AAA
server is outside the scope of this docunent.

Since the Reply extensions defined in this specification only carry

Key Ceneration Nonces, which are used to derive keys, they do not
expose any data that could be used in an attack aimed at recovering
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10.

11.

11.

the key shared between the nobile node and the AAA. The authors do
not believe this specification introduces any new security
vul nerability.
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Appendi x A, AAA Infrastructure

In this appendi x, we attenpt to capture the main features of a basic
nodel for operation of AAA servers that is assuned for understanding
of the use of the Mobile IP registration extensions described in this
docunent. This information has been adapted fromthe discussion in
RFC 2977 [13].

Wthin the Internet, a nobile node belonging to one admnistrative
domain (called the home dommin) often needs to use resources provided
by another administrative domain (called the foreign domain). A
forei gn agent that handl es the nobil e node’s Registration Request is
likely to require that the nobile node provide sone credentials that
can be authenticated before access to the resources is permitted.
These credentials may be provided as part of the Mbil e- AAA

Aut hentication extension [3], relying on the existence of an AAA
infrastructure such as is described in this section, and al so
described in RFC 2977 and RFC 3012 [3]. Such credentials are
typically managed by entities within the nobile node’s honme domain.
They may be al so used for setting up secure conmunications with the
nobi | e node and the foreign agent, or between the nmobile node and its
hone agent if necessary.

Local Donain Home Donai n
S + U +
| R + | | R + |
| | | | |
| | AMAL| | || AAAH | |
| Hosmmmmi e + | |
| R - | | Fommm - + |
| | | | |
| | | R AEEEEEEEEEEEED +

S R, + | +-- - - -+

| | | | | | MN = nobile node

| MN |- -]- -] FA | | FA = foreign agent

| | | | | | AAAL = |ocal authority

oo + oo + AAAH = hone authority
e .

Figure 7: AAA Servers in Home and Local Domains

The foreign agent often does not have direct access to the data
needed to verify the credentials. Instead, the foreign agent is
expected to consult an authority (typically in the same foreign
domain) in order to request proof that the nobile node has acceptable
credentials. Since the foreign agent and the |ocal authority (AAAL)
are part of the same admnistrative domain, they are expected to have
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established, or be able to establish for the necessary lifetine, a
secure channel for the purposes of exchanging sensitive (access)

i nformati on, and keeping it private from(at least) the visiting
nobi | e node.

The local authority (AAAL) itself may not have enough information
stored locally to carry out the verification for the credentials of
the nobile node. In contrast to the foreign agent, however, the AAAL
is expected to be configured with enough information to negotiate the
verification of nobile node credentials with its home domain. The
hone and foreign domains should be configured with sufficient IP
Security Associations (i.e., |IPsec) and access controls so that they
can negotiate the authorization, and also enable the nobile node to
acquire Mbility Security Associations with the nmobility agents
within the foreign domain. For the purposes of the key exchanges
specified within this document, the authorization is expected to
depend only upon secure authentication of the nobile node’s
credenti al s.

Once the authorization has been obtained by the |ocal authority, and
the authority has notified the forei gn agent about the successfu
negoti ati on, the foreign agent can deliver the Registration Reply to
the nmobil e node along with the key materi al

In figure 7, there nmight be many nobil e nodes from many different
Hone Domai ns. Each Honme Donmi n provides a AAAH that can check
credentials originating from nobil e nodes admi nistered by that Home
Domain. There is a security nmodel inplicit in figure 7, and it is
crucial to identify the specific security associations assuned in the
security nodel. These IP Security Associations are illustrated in
figure 8, and are considered to be relatively long-lived security
associ ati ons.

First, it is natural to assune that the nobil e node has an AAA
Security Association with the AAAH, since that is roughly what it
neans for the nobile node to belong to the honme domain

Second, fromthe nodel illustrated in figure 7 it is clear that AAAL
and AAAH have to share an I P Security Association, because otherw se
they could not rely on the authentication results, authorizations,

nor even the accounting data which mght be transacted between them
Requiring such bilateral IP Security Associations is, however, in the
end not scal able; the AAA franmework nust provide for nore scal able
nmechani sns, but the nmethods by which such a broker nodel is to be
created are out of scope for this docunent. See RFC 2977 for nore
details.
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Finally, fromfigure 7, it is clear that the foreign agent can
naturally share an I P Security Association with the AAL. This is
necessary in order for the nodel to work because the foreign agent
has to have a way to find out that it is permssible to allocate the
| ocal resources to the nobile node, and further to transmt any
successful Registration Reply to the nobile node.

Figure 8 illustrates the I P Security Associati ons we understand from
our proposed nodel. Note that there may be, by mutual agreenent

bet ween AAAL and AAAH, a third party inserted between AAAL and AAAH
to help themarbitrate secure transactions in a nore scal able

fashi on. The broker nopdel which has been designed to enable such
third-party processing should not have any effect on the Mbile IP
extensions specified in this docunment, and so no description is

provi ded here; see RFC 2977 [13] for nore details.

S R, + S R, +
I I I I
| AAAL +-------------- + AAAH
I I I I
oot -t oo oot

I I
I I
+-- - - -+ +- - - -+

MN = nobile node | | | |

FA = foreign agent |  FA | | MN

AAAL = |ocal authority | | | |

AAAH = hone authority +o----- + +o----- +

Figure 8: I P Security Associations

Nodes in two separate administrative donmains (for instance, AAAH and
AAAL) often nust take additional steps to verify the identity of
their communi cation partners, or alternatively to guarantee the
privacy of the data making up the communi cation. Wile these
considerations lead to inmportant security requirenents, as nentioned
above in the context of security between servers, we consider the
exact choice of I P Security Associations between the AAA servers to
be beyond the scope of this docunment. The choices are unlikely to
depend upon Mbile IP, or any specific features of the general node
illustrated in figure 7. On the other hand, the Mbility Security
Associ ations needed between Mbile IP entities are of centra

i mportance in the design of the key derivation extensions in this
document .
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One further detail deserves nention. The Mbility Security
Association to be established between the nobil e node and the foreign
agent has to be communicated to the foreign agent as well as to the
nobi |l e node. The follow ng requirenments are placed on the mechani sm
used by the AAA infrastructure to effect key distribution

-  The AAAH nust establish strong, fresh session keys.

- The nechani sm nust mai ntain al gorithmindependence, allow ng for
the distribution of authentication algorithmidentification along
with the keys.

- The nechani sm nust include replay detection

- The nechani sm nust authenticate all parties, including the AAA
servers and the FA and HA.

- The nechani sm nust provide for authorization of the client, FA
and HA.

- The nechani sm nust not rely on plaintext passwords.

- The nechani smnust maintain confidentiality of session keys.

- The nechani sm nust uni quel y nane sessi on keys.

- The nechani sm nust be such that the conprom se of a single FA and
HA cannot conpromn se any other part of the system including
session keys and | ong-term keys

- The nechani sm nust bind key(s) to an appropri ate context

- The nechani sm nust not expose the keys to entities other than the
AAAH and FA (or HA in the case of key distribution to the HA).

The way that the key is distributed to the foreign agent (or hone
agent) is expected to be handl ed as part of the AAA protoco
processi ng between the AAAH and AAAL, and the further AAA protoco
processi ng between the AAAL and the foreign agent. Such processing
is outside the scope of this document, but nust satisfy the above
requi renents.

Per ki ns & Cal houn St andards Track [ Page 23]



RFC 3957 AAA Keys for Mbile | Pv4 Mar ch 2005

Appendi x B. Message Fl ow for Requesting and Receiving Registration Keys

In this section, we show nmessage flows for requesting and receiving a
registration key fromthe AAA infrastructure, described in section A
Chal | enge val ues, as specified in [3], mght be added to the
Advertisenment and Regi stration nmessages for additional replay
protection, but are not illustrated here.

Diagram9 illustrates the nessage flow for the case when the nobile
node explicitly requests keying material to create registration keys.

MN FA AAA | nfrastructure
| | |
| <--- Advertisenent----- |
(i f needed) |

|
| |
| -- RReq+AAA Key Req. -->| |
| | --- RReq + AAA Key Req.--->|
| | |
| | <--- RRep + AAA Key Rep.---|
| <-- RRep+AAA Key Rep. --| |
| | |

Figure 9: Message Flows for Requesting and
Recei vi ng Key Generation Nonce

In diagram 9, the follow ng nessage flowis illustrated:

1. The foreign agent disseni nates an Agent Advertisenent. This
adverti senent MAY have been produced after receiving an Agent
Solicitation fromthe nobile node (not shown in the diagram.

2. The nobile node creates a Registration Request including the M\-HA
AAA KeyCGen Request and/or M\-FA AAA KeyCGen Request, as needed,
along with an aut horization-enabling authentication extension as
required by Mbile IP [1].

3. The foreign agent relays the Registrati on Request and/or Key
Request(s) to its locally configured AAA Infrastructure (see
appendi x A), according to |ocal policy.

4. The foreign agent receives a AAA Response with the appropriate
i ndi cations for authorizing connectivity for the nobil e node.
Along with this AAA Response, the foreign agent nmay al so receive
key material by sone secure nethod appropriate for comunications
between it and its |local AAA infrastructure. At this point if the
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forei gn agent has not relayed the Registrati on Request, it
forwards it directly to the Home Agent and waits for a
Regi stration Reply (not shown in the figure).

5. The foreign agent relays the Registration Reply to the nobile
node, along with the new AAA KeyGen Reply extensions to be used by
the nobile node to establish Mbility Security Associations with
the relevant nobility agents (foreign agent and/or hone agent).

Diagram 10 illustrates the nmessage flow for the case when the nobile
node receives unsolicited keying material fromthe AAA
I nfrastructure

VN FA AAA Infrastructure
I I I
| <--- Advertisement----- | |
| (i f needed) | |
I I I
BEEREEE RReq --------- > |
[ ------- RReq ------------- >

I
I I
| <--- RRep + AAA Key Rep.---

I I
I I

|
<-- RRep+AAA Key Rep.--
|

Fi gure 10: Message Flow for Receiving Unsolicited
Key Generation Nonce

In diagram 10, the foll owi ng nessage flowis illustrated:

1. The foreign agent disseninates an Agent Advertisenent. This
advertisement MAY have been produced after receiving an Agent
Solicitation fromthe nobile node (not shown in the diagranj.

2. The nobile node creates a Registration Request including an
aut hori zati on-enabl i ng aut henticati on extension as required by
Mobile IP [1].

3. The foreign agent sends a AAA Request (possibly containing the
Regi stration Request) to its locally configured AAA Infrastructure
(see appendi x A), according to |ocal policy.

4. The foreign agent receives a AAA Response with the appropriate
i ndi cations for authorizing connectivity for the nobile node.
Along with this AAA Response, the foreign agent may al so receive
key material by sone secure nethod appropriate for comunications
between it and its | ocal AAA infrastructure. At this point, if
the foreign agent has not relayed the Registration Request, it
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forwards it directly to the Hone Agent and waits for a
Regi stration Reply (not shown in the figure).

5. The foreign agent relays the Registration Reply to the nobile
node, along with the new KeyGen Reply extensions to be used by the
nobil e node to establish Mbility Security Associations with the
rel evant nmobility agents (foreign agent and/or hone agent).
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