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Abst r act

The Network News Transfer Protocol (NNTP) has been in use in the
Internet for a decade, and renai ns one of the nost popul ar protocols
(by volume) in use today. This docunent is a replacenent for

RFC 977, and officially updates the protocol specification. It
clarifies sone vagueness in RFC 977, includes some new base
functionality, and provides a specific nmechanismto add standardi zed
extensions to NNTP

Tabl e of Contents

1. Introduction .
1.1. Author’s Note .

2. Notation .

3. Basic Concepts

[(eloclN o) eI &) RN-NNIS]

3.1. Commands and Responses .
3.1.1. Milti-line Data Bl ocks .
3.2. Response Codes . . . e e e e e
3.2.1. Ceneric Response CDdes e K¢
3.2.1.1. Exanmples . . . P 72
3.3. Capabilities and ExtenS|ons .
3.3.1. Capability Descriptions . . . . . . . . . . . . . . . 14
3.3.2. Standard Capabilities . . . . . . . . . . . . . . . . 15
3.3.3. Extensions . . T )
3.3.4. Initial | ANA Reg|ster e <
3.4. Mandatory and Optional Cormands . . . . . . . . . . . . . 20

Feat her St andards Track [ Page 1]



RFC 3977 Net wor k News Transfer Protocol (NNTP)

PhAbr W
PDAWNPFR O W WW
WO W
)

oooo
e N

o

NNNNN
NPOEPZENNNNNNONORONMNETOOWIOOONOO OO

~

Feat her

.1. Reading and Transit Servers .
.2. Mode Switching
Pi pel i ni ng
5.1. Exanples
Articles . .
W LDVAT For nat
W dmat Synt ax
W | dmat Semantics .
Ext ensi ons
Exanpl es .
e55| on Adm ni strati on Commnds .
Initial Connection
CAPABI LI TI ES
MODE READER .
QT ...
ticle Posting and Retr| eval
Goup and Article Selection .
1. GROUP . . .
2. LISTGROUP .
3. LAST
4. NEXT .
Retrieval of Articles and Article Sections
1. ARTICLE .
2. HEAD
3. BODY
4. STAT . . . .
Article Posting .
1. POST .
2. 1HAVE .
ormati on Commands
DATE
HELP . . .
NEWGROUPS .
NEWNEWS .
Time . . . .
.1. Exanples . . .
The LI ST Conmands .
Lrst . . .
Standard LI ST Keywords
LIST ACTIVE . . . . . .
LI ST ACTI VE. Tl MES .
LI ST DI STRI B. PATS .
LI ST NEWBGROUPS .
cI e Field Access Commands .
Article Metadata .o
.1. The :bytes Metadata Item
.2. The :lines Metadata Item
Dat abase Consi st ency

PR PR

NN

o ww

n

_‘
oo O
CUuRWNE

I

St andards Track

Cct ober 2006

21
21
22
23
24
25
26
26
27
27
28
28
29
32
34
35
36
36
39
42
44
45
46
49
51
53
56
56
58
61
61
62
63
64
65
66
66
67
69
70
71
72
73
73
74
74
75
75

[ Page 2]



RFC 3977 Net wor k News Transfer Protocol (NNTP) Cct ober 2006

8.3. OVER . . . Y 46
8.4. LIST CMERVIEM/FNW T
8.5. HDR . . P < K<
8.6. LIST HEADERS e < X4
9. Augnented BNF Syntax for NNTP . . . . . . . . . . . . . . . . 90
9.1. Introduction . . . . . . . . . . . . . . . . . . .. ..9
9.2 Comands . . P
9.3. Command CDnt|nuat|on K
9.4. Responses . . . K
9.4.1. Ceneric Responses .o e e e . . . . . . . . 93
9.4.2. Initial Response Line Cbntents -
9.4.3. Milti-line Response Contents . . . . . . . . . . . . 94

9.5 Capability Lines . . . . . . . . . . . . . . . . . ... 9
9.6 LI ST vVariants . . . . . . . . . . . . . . . . . . . .. .96
9.7 Articles . . . . . . . . . . . . 0097
9.8 Ceneral Non-termnals . . . . . . . . . . . . . . . . . .97
9.9. Extensions and Validation . . . . . . . . . . . . . . . . 99
10. Internationalisation Considerations . . . . . . . . . . . . .100
10.1. Introduction and Historical Situation . . . . . . . . . .100
10.2. This Specification . . . . . . . . . . . . . . . . . . .101
10.3. Qutstanding Issues . . . . . . . . . . . . . . . . . . .102
11. 1 ANA Considerations . . . . . . . . . . . . . . . . . . . . .l0o3
12. Security Considerations . . . e 0 K
12. 1. Personal and Proprietary Infornat|on e o 1
12. 2. Abuse of Server Log Information . . . e . . . . . . 104
12. 3. Weak Aut hentication and Access Cbntrol . e . . . . . . 104
12.4. DNS Spoofing . . . . . . . . . . . . . . . . . . . . . .1l04
12. 5. UTF-8 Issues . . e N1
12. 6. Caching of Capab|l|ty L|sts e 1 0]
13. Acknow edgenents . . . . 0 I 4
14. References . . A B X
14.1. Normative References e 0]
14.2. Informative References . . . e 0]
A. Interaction with O her SpeC|f|cat|ons I 22
A.1. Header Folding . . . . . . . . . . . . . . . . . . .. .112
A 2. Message-IDs . . . . . . . . . . . .. . ... ... . 112
A 3. Article Posting . . . . . . . . . . . . . . . . . ... .14
B. Summary of Commands . . A <
C. Sumary of Response dees e I 4
D. Changes fromRFC 977 . . . . . . . . . . . . . . . . . .. 122

1. Introduction

Thi s docunment specifies the Network News Transfer Protocol (NNTP),
which is used for the distribution, inquiry, retrieval, and posting
of Netnews articles using a reliable stream based mechani sm For
news-readi ng clients, NNTP enables retrieval of news articles that
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are stored in a central database, giving subscribers the ability to
sel ect only those articles they wish to read.

The Net news nodel provides for indexing, cross-referencing, and
expiration of aged nmessages. NNTP is designed for efficient
transm ssion of Netnews articles over a reliable full duplex
communi cati on channel

Al t hough the protocol specification in this docunment is largely
conpatible with the version specified in RFC 977 [ RFC977], a number
of changes are sunmarised in Appendix D. In particular

o the default character set is changed from US-ASCI| [ANSI 1986] to
UTF-8 [ RFC3629] (note that US-ASCI|I is a subset of UTF-8);

o0 a nunber of commands that were optional in RFC 977 or that have
been taken from RFC 2980 [ RFC2980] are now mandat ory; and

o a CAPABILITIES command has been added to allow clients to
determ ne what functionality is available froma server.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

An inplenentation is not conpliant if it fails to satisfy one or nore
of the MUST requirenments for this protocol. An inplenentation that
satisfies all the MUST and all the SHOULD requirements for its
protocols is said to be "unconditionally conpliant”; one that
satisfies all the MJUST requirenents but not all the SHOULD
requirenents for NNTP is said to be "conditionally conpliant"

For the remai nder of this docunent, the terns "client" and "client
host" refer to a host making use of the NNTP service, while the terns
"server" and "server host" refer to a host that offers the NNTP

servi ce.

1.1. Author’s Note
This docunent is witten in XM. using an NNTP-specific DID. Custom
software is used to convert this to RFC 2629 [ RFC2629] format, and
then the public "xm 2rfc" package to further reduce this to text,
nrof f source, and HTM.

No perl was used in producing this docunent.
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2. Notation

The foll owi ng notational conventions are used in this docunent.

UPPERCASE indicates literal text to be included in the
comand.
| ower case i ndi cates a token described el sewhere.
[ bracket s] i ndicate that the enclosed material is optional
elliptical i ndi cates that the argunent may be repeated any
mar ks nunber of tinmes (it nust occur at |east once).

vertical | bar indicates a choice of two nutually exclusive
argunents (exactly one must be provided).

The nane "nessage-id" for a conmand or response argumrent indicates
that it is the message-id of an article as described in Section 3.6,
i ncl udi ng the angl e brackets.

The nane "wi |l dmat" for an argunent indicates that it is a wildmat as
defined in Section 4. |If the argument does not neet the requirenents
of that section (for exanple, if it does not fit the grammar of
Section 4.1), the NNTP server MAY place sone interpretation on it
(not specified by this docunent) or otherwise MIST treat it as a
syntax error.

Responses for each command will be described in tables listing the
required format of a response followed by the neaning that shoul d be
ascribed to that response.

The terms "NUL", "TAB", "LF", "CR and "space" refer to the octets
900, 909, 9%O0A, 90D, and %20, respectively (that is, the octets
with those codes in US-ASCI|I [ANSI1986] and thus in UTF-8 [ RFC3629]).
The term "CRLF" or "CRLF pair" neans the sequence CR i mmedi ately
followed by LF (that is, %0D.0A). A "printable US-ASCI| character"
is an octet in the range %21-7E. Quoted characters refer to the
octets with those codes in US-ASCII (so "." and "<" refer to %2E and
%3C) and will always be printable US-ASCI| characters; simlarly,
"digit" refers to the octets % 30-39.

A "keyword" MJST consist only of US-ASCI| letters, digits, and the

characters dot (".") and dash ("-") and MJST begin with a letter.
Keywor ds MJUST be at |east three characters in |ength.
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3.

3.

1

Examples in this docunent are not normative but serve to illustrate
usages, argunents, and responses. In the examples, a "[C" will be
used to represent the client host and an "[S]" will be used to
represent the server host. Mst of the exanples do not rely on a
particul ar server state. In sone cases, however, they do assune that
the currently sel ected newsgroup (see the GROUP command,

Section 6.1.1) is invalid; when so, this is indicated at the start of
the exanple. Exanples may use commands or ot her keywords not defined
in this specification (such as an XENCRYPT command). These will be
used to illustrate sone point and do not inply that any such comrand
i s defined el sewhere or needs to exist in any particul ar

i mpl enent ati on.

Ternms that mght be read as specifying details of a client or server
i mpl enent ati on, such as "database", are used sinply to ease
description. Provided that inplenentations conformto the protoco
and format specifications in this docunent, no specific technique is
mandat ed.

Basi ¢ Concepts
Conmands and Responses

NNTP operates over any reliable bi-directional 8-bit-w de data stream
channel . When the connection is established, the NNTP server host
MJUST send a greeting. The client host and server host then exchange
conmands and responses (respectively) until the connection is closed
or aborted. If the connection used is TCP, then the server host
starts the NNTP service by listening on a TCP port. \When a client
host wi shes to make use of the service, it MJST establish a TCP
connection with the server host by connecting to that host on the
sane port on which the server is |istening.

The character set for all NNTP commands is UTF-8 [RFC3629]. Commands
in NNTP MJUST consi st of a keyword, which MAY be foll owed by one or
nore argunments. A CRLF pair MJST termnate all commands. Miltiple
comands MJUST NOT be on the same line. Unless otherw se noted

el sewhere in this docunent, arguments SHOULD consi st of printable US-
ASCI | characters. Keywords and arguments MUST each be separated by
one or nore space or TAB characters. Command |ines MJST NOT exceed
512 octets, which includes the term nating CRLF pair. The arguments
MUST NOT exceed 497 octets. A server MAY relax these limts for
comuands defined in an extension

Where this specification permts UTF-8 characters outside the range
of W+0000 to W+007F, inplementations MJUST NOT use the Byte Order Mark
(WHFEFF, encodi ng %EF. BB. BF) and MJST use the Word Joi ner (U+2060,
encodi ng %E2.91. A0) for the neaning Zero Wdth No-Break Space in
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conmand lines and the initial |ines of responses. |Inplenentations
SHOULD apply these same principles throughout.

The term "character"” means a single Unicode code point.

I mpl ement ations are not required to carry out Unicode normalisation
Thus, U+0084 (A-dieresis) is one character, while U+0041 U+0308 (A
conposed with dieresis) is twd; the two need not be treated as
equi val ent .

Conmands may have variants; if so, they use a second keyword

i mMmediately after the first to indicate which variant is required.
The only such commands in this specification are LIST and MODE. Note
that such variants are sonetines referred to as if they were conmands
in their own right: "the LIST ACTIVE' conmand shoul d be read as

short hand for "the ACTIVE variant of the LIST conmand".

Keywords are case insensitive; the case of keywords for comrands MUST
be ignored by the server. Command and response argunents are case or
| anguage specific only when stated, either in this docunment or in

ot her rel evant specifications.

In some cases, a conmand involves nore data than just a single |ine.
The further data may be sent either imediately after the commuand
line (there are no instances of this in this specification, but there
are in extensions such as [ NNTP-STREAM) or following a request from
the server (indicated by a 3xx response).

Each response MJST start with a three-digit response code that is
sufficient to distinguish all responses. Certain valid responses are
defined to be multi-line; for all others, the response is contained
inasingleline. The initial line of the response MJUST NOT exceed
512 octets, which includes the response code and the term nating CRLF
pair; an extension MAY specify a greater maxi mumfor comuands that it
defines, but not for any other conmand. Single-line responses
consist of an initial line only. Milti-line responses consist of an
initial line followed by a nulti-line data bl ock

An NNTP server MAY have an inactivity autologout timer. Such a tiner
SHOULD be of at |east three minutes’ duration, with the exception
that there MAY be a shorter limt on how long the server is willing
to wait for the first conmand fromthe client. The receipt of any
conmand fromthe client during the timer interval SHOULD suffice to
reset the autologout tiner. Sinilarly, the receipt of any
significant ambunt of data froma client that is sending a multi-line
data bl ock (such as during a POST or | HAVE comand) SHOULD suffice to
reset the autol ogout tiner. Wen the timer expires, the server
SHOULD cl ose the connection w thout sending any response to the
client.
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3.1.1. Milti-line Data Bl ocks

A multi-line data block is used in certain conmands and responses.
It MUST adhere to the follow ng rules:

1. The block consists of a sequence of zero or nore "lines", each
being a stream of octets ending with a CRLF pair. Apart from
those line endings, the stream MUST NOT i nclude the octets NUL

LF, or CR

2. Inamlti-line response, the block inmediately follows the CRLF
at the end of the initial Iine of the response. Wen used in any
ot her context, the specific command wi |l define when the block is
sent.

3. If any line of the data block begins with the "ternmi nation octet"

("." or W2E), that line MJST be "dot-stuffed" by prepending an
additional term nation octet to that |ine of the bl ock

4. The lines of the block MIUST be followed by a terminating |ine
consisting of a single termination octet followed by a CRLF pair

in the normal way. Thus, unless it is enpty, a multi-line block
is always terminated with the five octets CRLF "." CRLF
(% O0D. OA. 2E. OD. 0A) .

5. Wien a multi-line block is interpreted, the "dot-stuffing" MJST
be undone; i.e., the recipient MIST ensure that, in any line

beginning with the termnation octet followed by octets ot her
than a CRLF pair, that initial term nation octet is disregarded.

6. Likewise, the terminating line ("." CRLF or %Z2E. OD. 0A) MJST NOT
be considered part of the nmulti-line block; i.e., the recipient
MUST ensure that any |ine beginning with the termi nation octet
followed i mediately by a CRLF pair is disregarded. (The first
CRLF pair of the termnating CRLF "." CRLF of a non-enpty bl ock
is, of course, part of the last |line of the block.)

Note that texts using an encoding (such as UTF-16 or UTF-32) that may
contain the octets NUL, LF, or CR other than a CRLF pair cannot be
reliably conveyed in the above format (that is, they violate the MJST
requi renent above). However, except when stated otherw se, this
specification does not require the content to be UTF-8, and therefore
(subject to that same requirenent) it MAY include octets above and
bel ow 128 ni xed arbitrarily.

Thi s docunent does not place any linit on the length of aline in a

multi-line block. However, the standards that define the format of
articles may do so.
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3.2. Response Codes

Each response MJUST begin with a three-digit status indicator. These
are status reports fromthe server and indicate the response to the
| ast command received fromthe client.

The first digit of the response broadly indicates the success,
failure, or progress of the previous comrand:

1xx - Informative nessage

2xx - Command conpl eted OK

3xx - Command OK so far; send the rest of it

4xx - Command was syntactically correct but failed for sonme reason
5xx - Command unknown, unsupported, unavail able, or syntax error

The next digit in the code indicates the function response category:

x0x - Connection, setup, and m scell aneous nessages

x1x - Newsgroup sel ection

x2x - Article selection

x3x - Distribution functions

x4x - Posting

x8x - Reserved for authentication and privacy extensions
X9x - Reserved for private use (non-standard extensions)

Certain responses contain argunents such as nunbers and nanes in
addition to the status indicator. In those cases, to sinplify
interpretation by the client, the nunber and type of such argunents
is fixed for each response code, as is whether the code is
single-line or multi-line. Any extension MJST follow this principle
as well. Note that, for historical reasons, the 211 response code is
an exception to this in that the response nmay be single-line or

mul ti-1line depending on the command (GROUP or LI STGROUP) t hat
generated it. In all other cases, the client MJST only use the
status indicator itself to determ ne the nature of the response. The
exact response codes that can be returned by any given conmand are
detailed in the description of that comrmand.

Arguments MJUST be separated fromthe nuneric status indicator and
fromeach other by a single space. Al nuneric arguments MJST be in
base 10 (decimal) format and MAY have | eading zeros. String
argunents MJST contain at | east one character and MJST NOT contain
TAB, LF, CR, or space. The server MAY add any text after the
response code or |ast argunent, as appropriate, and the client MJST
NOT rmake deci sions based on this text. Such text MJST be separated
fromthe nuneric status indicator or the last argunent by at | east
one space.
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The server MUST respond to any command with the appropriate generic
response (given in Section 3.2.1) if it represents the situation

O herwi se, each recogni zed command MJST return one of the response
codes specifically listed in its description or in an extension. A
server MAY provide extensions to this specification, including new
conmands, new variants or features of existing conmands, and ot her
ways of changing the internal state of the server. However, the
server MJST NOT produce any ot her responses to a client that does not
i nvoke any of the additional features. (Therefore, a client that
restricts itself to this specification will only receive the
responses that are listed.)

If a client receives an unexpected response, it SHOULD use the first
digit of the response to determine the result. For exanple, an
unexpected 2xx shoul d be taken as success, and an unexpected 4xx or
5xx as failure.

Response codes not specified in this docunent MAY be used for any
installation-specific additional comands al so not specified. These
SHOULD be chosen to fit the pattern of x9x specified above.

Nei t her this document nor any regi stered extension (see

Section 3.3.3) will specify any response codes of the x9x pattern
(I'npl emrenters of extensions are accordingly cautioned not to use such
responses for extensions that may subsequently be subnmitted for
registration.)

3.2.1. Ceneric Response Codes

The server MUST respond to any comrand with the appropriate one of
the follow ng generic responses if it represents the situation

If the command is not recognized, or if it is an optional comrand
that is not inplemented by the server, the response code 500 MJST be
ret urned.

If there is a syntax error in the argunents of a recognized comuand,

i ncludi ng the case where nore argunents are provi ded than the comand
specifies or the command line is |onger than the server accepts, the
response code 501 MUST be returned. The |line MJST NOT be truncated
or split and then interpreted. Note that where a comrand has

vari ants dependi ng on a second keyword (e.g., LIST ACTIVE and LIST
NEWSGROUPS), 501 MJUST be used when the base command is inpl enented
but the requested variant is not, and 500 MJUST be used only when the
base command itself is not inplenented.

[f an argument is required to be a base64-encoded string [ RFC4648]
(there are no such argunments in this specification, but there may be
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in extensions) and is not validly encoded, the response code 504 MJUST
be returned.

If the server experiences an internal fault or problemthat means it
is unable to carry out the command (for exanple, a necessary file is
m ssing or a necessary service could not be contacted), the response
code 403 MUST be returned. |If the server recogni zes the command but
does not provide an optional feature (for exanple, because it does
not store the required information), or if it only handles a subset
of legitimte cases (see the HDR command, Section 8.5, for an

exanpl e), the response code 503 MJST be returned.

If the client is not authorized to use the specified facility when
the server is inits current state, then the appropriate one of the
foll owi ng response codes MJST be used.

502: It is necessary to terminate the connection and to start a new
one with the appropriate authority before the comand can be used.
Hi storically, some node-switching servers (see Section 3.4.1) used
this response to indicate that this command will becone avail abl e
after the MODE READER command (Section 5.3) is used, but this
usage does not conformto this specification and MJUST NOT be used.
Note that the server MJUST NOT cl ose the connection inmediately
after a 502 response except at the initial connection
(Section 5.1) and with the MODE READER conmmand.

480: The client nust authenticate itself to the server (that is, it
must provide information as to the identity of the client) before
the facility can be used on this connection. This will involve
the use of an authentication extension such as [ NNTP- AUTH].

483: The client nmust negotiate appropriate privacy protection on the
connection. This will involve the use of a privacy extension such
as [ NNTP-TLS].

401: The client nmust change the state of the connection in sone other
manner. The first argunent of the response MUST be the capability
| abel (see Section 5.2) of the facility that provides the
necessary nechani sm (usually an extension, which my be a private
extension). The server MJST NOT use this response code except as
specified by the definition of the capability in question

If the server has to terminate the connection for some reason, it
MUST give a 400 response code to the next conmand and then

i medi ately close the connection. Followi ng a 400 response, clients
SHOULD NOT sinmply reconnect imediately and retry the sane actions.
Rat her, a client SHOULD either use an exponentially increasing del ay
between retries (e.g., double the waiting tine after each 400
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response) or present any associated text to the user for themto
deci de whet her and when to retry.

The client MUST be prepared to receive any of these responses for any
conmand (except, of course, that the server MJST NOT generate a 500
response code for nmandatory conmmands).

3.2.1.1. Exanples
Exampl e of an unknown command:

[ ML
[S] 500 Unknown conmmand

Exanpl e of an unsupported comrand:

[C CAPABILITIES

[S] 101 Capability list:
[S] VERSION 2

[ S| READER

[S] NEWNEWS

[S] LIST ACTI VE NEWSGROUPS
[9 .

[ OVER

[S] 500 Unknown conmmand

Exanmpl e of an unsupported variant:

[C MODE POSTER
[S] 501 Unknown MODE option

Exanmpl e of a syntax error:

[C] ARTICLE a. message.i d@o. angl e. brackets
[S] 501 Syntax error

Exampl e of an overlong comand |i ne:

[C HEAD 53 54 55
[S] 501 Too many argunents

Exanpl e of a bad wildmat:

[C] LIST ACTIVE u[ks].*
[S] 501 Syntax error
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Exanmpl e of a base64-encoding error (the second argunent is neant to
be base64 encoded):

[C XENCRYPT RSA abcd=efg
[S] 504 Base64 encodi ng error

Exanmpl e of an attenpt to access a facility not available to this
connecti on:

[C] MODE READER

[S] 200 Reader nopde, posting permtted

[C] THAVE <i.aman.article.you.wll.want @xanpl e. conp
[S] 500 Permi ssion denied

Exanpl e of an attenpt to access a facility requiring authentication:

[C] GROUP secret.group
[S] 480 Perm ssion denied

Exanmpl e of a successful attenpt follow ng such authentication:

[C] XSECRET fred flintstone

[S] 290 Password for fred accepted
[C] GROUP secret.group

[S] 211 5 1 20 secret.group sel ected

Exanpl e of an attenpt to access a facility requiring privacy:

[C] GROUP secret.group

[S] 483 Secure connection required

[ XENCRYPT

[Cient and server negotiate encryption on the |ink]
[S] 283 Encrypted |ink established

[C] GROUP secret.group

[S] 211 5 1 20 secret.group sel ected

Exanpl e of a need to change node before a facility is used:

[C] GROUP binary. group

[S] 401 XHOST Not on this virtual host

[C] XHOST bi nary. news. exanpl e. org

[S] 290 binary. news. exanple.org virtual host sel ected
[C] GROUP bi nary. group

[S] 211 5 1 77 binary.group sel ected
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Exampl e of a tenporary failure:

[C] GROUP archive.loca
[S] 403 Archive server tenporarily offline

Exanmpl e of the server needing to close down i nmredi ately:

[C] ARTICLE 123
[S] 400 Power supply failed, running on UPS
[ Server cl oses connection.]

3.3. Capabilities and Extensions

Not all NNTP servers provide exactly the sane facilities, both
because this specification allows variation and because servers may
provi de extensions. A set of facilities that are related are called
a "capability". This specification provides a way to determ ne what
capabilities are available, includes a |list of standard capabilities,
and includes a nechani sm (the extension mechanism for defining new
capabilities.

3.3.1. Capability Descriptions

A client can determ ne the available capabilities of the server by
using the CAPABI LI TIES comand (Section 5.2). This returns a
capability list, which is a list of capability Iines. Each |line
descri bes one avail abl e capability.

Each capability line consists of one or nore tokens, which MJST be
separated by one or nore space or TAB characters. A token is a
string of 1 or nore printable UTF-8 characters (that is, either
printable US-ASCI| characters or any UTF-8 sequence outside the US-
ASCI | range, but not space or TAB). Unless stated otherw se, tokens
are case insensitive. Each capability Iine consists of the
fol | owi ng:

o The capability label, which is a keyword indicating the
capability. A capability |abel may be defined by this
specification or a successor, or by an extension

o The label is then followed by zero or nore tokens, which are
argunents of the capability. The form and neani ng of these tokens
is specific to each capability.

The server MUST ensure that the capability list accurately reflects
the capabilities (including extensions) currently available. If a

capability is only available with the server in a certain state (for
exanple, only after authentication), the Iist MJST only include the
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capability | abel when the server is in that state. Simlarly, if
only sone of the commands in an extension will be available, or if
the behavi our of the extension will change in sone other manner
according to the state of the server, this MJST be indicated by
different arguments in the capability |ine.

Note that a capability line can only begin with a letter. Lines
begi nning with other characters are reserved for future versions of
this specification. 1In order to interoperate with such versions,
clients MJST be prepared to receive |lines beginning with other
characters and MJST ignore any they do not understand.

3.3.2. Standard Capabilities
The following capabilities are defined by this specification

VERSI ON
This capability MJST be advertised by all servers and MJST be the
first capability in the capability list; it indicates the
version(s) of NNTP that the server supports. There nust be at
| east one argunent; each argunment is a decimal nunber and MJST NOT
have a | eading zero. Version nunmbers are assigned only in RFCs
that update or replace this specification; servers MIJST NOT create
their own version nunbers.

The version nunber of this specification is 2.

READER
This capability indicates that the server inplenments the various
conmands useful for reading clients.

| HAVE
This capability indicates that the server inplenments the | HAVE
comand.

POST
This capability indicates that the server inplenents the POST
conmand.

NEVWWEWS
This capability indicates that the server inplenments the NEWNEWS
command.

HDR

This capability indicates that the server inplenments the header
access commands (HDR and LI ST HEADERS)
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OVER
This capability indicates that the server inplements the overview
access conmmands (OVER and LI ST OVERVIEWFMI). If and only if the
server supports the message-id formof the OVER conmmand, there
must be a single argument MSG D.

LI ST
This capability indicates that the server inplements at |east one
variant of the LIST command. There MJST be one argunent for each
variant of the LIST command supported by the server, giving the
keyword for that variant.

| MPLEMENTATI ON
This capability MAY be provided by a server. |f so, the argunents
SHOULD be used to provide informati on such as the server software
nane and version nunmber. The client MJST NOT use this line to
determ ne capabilities of the server. (Wile servers often
provide this information in the initial greeting, clients need to
guess whether this is the case; this capability nakes it clear
what the information is.)

MODE- READER
This capability indicates that the server is node-sw tching
(Section 3.4.2) and that the MODE READER comand needs to be used
to enabl e the READER capability.

3.3.3. Extensions

Al t hough NNTP is w dely and robustly depl oyed, sonme parts of the
Internet conmunity nmight wish to extend the NNTP service. It nust be
enphasi zed that any extension to NNTP shoul d not be consi dered
[ightly. NNTP' s strength cones prinmarily fromits sinplicity.
Experience with many protocols has shown that:

Protocols with few options tend towards ubiquity, whilst protocols
with many options tend towards obscurity.

Thi s means that each and every extension, regardless of its benefits,
nmust be carefully scrutinized with respect to its inplenmentation

depl oyment, and interoperability costs. |In many cases, the cost of
extendi ng the NNTP service will likely outweigh the benefit.

An extension is a package of associated facilities, often but not

al ways including one or nmore new conmands. Each extension MJUST
define at | east one new capability label (this will often, but need
not, be the name of one of these new conmands). While any additiona
capability information can nornally be specified using argunents to
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that |abel, an extension MAY define nore than one capability | abel
However, this SHOULD be linited to exceptional circunstances.

An extension is either a private extension, or its capabilities are
included in the 1ANA registry of capabilities (see Section 3.3.4) and
it is defined in an RFC (in which case it is a "registered
extension"). Such RFCs either must be on the standards track or nust
define an | ESG approved experinental protocol

The definition of an extension nust include the follow ng:
o a descriptive nane for the extension

0 the capability |abel or labels defined by the extension (the
capability label of a registered extensi on MUST NOT begin with
"X

o The syntax, values, and neani ngs of any argunents for each
capability | abel defined by the extension

0 Any new NNTP commands associ ated with the extension (the nanes of
conmands associ ated with regi stered extensions MJST NOT begin wth
n XII) .

o The syntax and possi bl e val ues of argunents associated with the
new NNTP comrands.

o The response codes and possi bl e val ues of argunents for the
responses of the new NNTP commands.

0 Any new argunents the extension associates with any ot her
pre-exi sting NNTP comrands.

0 Any increase in the maxi mum |l ength of commands and initia
response lines over the value specified in this docunent.

o A specific statenment about the effect on pipelining that this
extension may have (if any).

o A specific statement about the circunmstances when use of this
extension can alter the contents of the capabilities list (other
than the new capability labels it defines).

o A specific statenment about the circunstances under which the

ext ensi on can cause any pre-existing command to produce a 401,
480, or 483 response.
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o A description of how the use of MODE READER on a node-switching
server interacts with the extension

o A description of how support for the extension affects the
behavi our of a server and NNTP client in any other manner not
outlined above.

o Formal syntax as described in Section 9.9.

A private extension MAY or MAY NOT be included in the capabilities
list. If it is, the capability |abel MJST begin with "X'. A server
MAY provi de additional keywords (for new commands and al so for new
variants of existing comands) as part of a private extension. To
avoid the risk of a clash with a future registered extension, these
keywor ds SHOULD begin with "X".

If the server advertises a capability defined by a registered
extension, it MJST inplenent the extension so as to fully conform
with the specification (for exanple, it MJST inplenent all the

comuands that the extension describes as mandatory). |[If it does not
i mpl enent the extension as specified, it MJST NOT |ist the extension
in the capabilities list under its registered name. |In that case, it

MAY, but SHOULD NOT, provide a private extension (not l|isted, or
listed with a different nane) that inplenents part of the extension
or inplenents the conmands of the extension with a different neaning.

A server MJST NOT send different response codes to basic NNTP
conmands documented here or to conmands docunented in registered
extensions in response to the availability or use of a private
ext ensi on.

3.3.4. Initial | ANA Register
ANA will maintain a registry of NNTP capability labels. All

capability labels in the registry MIJST be keywords and MJST NOT begin
with X
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The initial content of the registry consists of these entries:
e e T +
| Label | Meani ng | Definition |
o e a o T o e e e oo +
| AUTHI NFO | Authentication | [ NNTP- AUTH] |
| | | |
| HDR | Batched header retrieval | Section 3.3.2, |
| | | Section 8.5, and
| | | Section 8.6 |
| | | |
| 1 HAVE | 1HAVE command available | Section 3.3.2 and
| | | Section 6.3.2 |
| | | |
| | MPLEMENTATI ON | Server | Section 3.3.2 |
| | inplementation-specific |
| | information | |
| | | |
| LIST | LIST command variants | Section 3.3.2 and
| | | Section 7.6.1 |
| | | |
| MODE- READER | Mode-switching server | Section 3.4.2 |
| | and MODE READER command | |
| | avail abl e | |
| | | |
| NEVWWEWS | NEWNEWS command | Section 3.3.2 and
| | avail abl e | Section 7.4
| | | |
| OVER | Overview support | Section 3.3.2, |
| | | Section 8.3, and
| | | Section 8.4 |
| | | |
| POST | POST command avail abl e | Section 3.3.2 and
| | | Section 6.3.1 |
| | | |
| READER | Reader commands | Section 3.3.2 |
| | available | |
| | | |
| SASL | Supported SASL | [ NNTP- AUTH] |
| | mechani sms | |
| | | |
| STARTTLS | Transport |ayer security | [NNTP-TLS] |
| | | |
| STREAM NG | Streamng feeds | [ NNTP- STREAM |
| | | |
| VERSI ON | Supported NNTP versions | Section 3.3.2 |
o e a o T o e e e oo +
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3.4. Mandatory and Optional Conmands

For a nunber of reasons, not all the commuands in this specification
are mandatory. However, it is equally undesirable for every command
to be optional, since this nmeans that a client will have no idea what
facilities are available. Therefore, as a conprom se, sone of the
conmands in this specification are mandatory (they nust be supported
by all servers) while the renmainder are not. The latter are then
subdi vi ded i nto bundl es, each indicated by a single capability |abel

o If the label is included in the capability list returned by the
server, the server MJUST support all conmands in that bundle.

o If the label is not included, the server MAY support none or sone
of the commands but SHOULD NOT support all of them |n general
there will be no way for a client to determ ne which conmands are
supported w thout trying them

The bundl es have been chosen to provide useful functionality, and
therefore server authors are di scouraged frominplenenting only part
of a bundl e.

The description of each command will either indicate that it is
mandatory, or will give, using the term"indicating capability", the
capability |abel indicating whether the bundle including this command
is avail able.

VWere a server does not inplenent a command, it MJST al ways generate
a 500 generic response code (or a 501 generic response code in the
case of a variant of a command dependi ng on a second keyword where
the base conmand i s recognised). Oherw se, the command MJUST be
fully inplemented as specified; a server MJUST NOT only partially

i mpl ement any of the commands in this specification. (Cient authors
shoul d note that sone servers not conformng to this specification
will return a 502 generic response code to sone conmands that are not
i mpl enent ed.)

Not e: sone conmands have cases that require other commands to be used
first. If the former conmand is inplemented but the latter is not,
the former MJUST still generate the rel evant specific response code.
For exanple, if ARTICLE (Section 6.2.1) is inplemented but GROUP
(Section 6.1.1) is not, the correct response to "ARTI CLE 1234"
remai ns 412.
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3.4.1. Reading and Transit Servers

NNTP is traditionally used in two different ways. The first use is
"readi ng", where the client fetches articles froma |large store

mai nt ai ned by the server for immediate or later presentation to a
user and sends articles created by that user back to the server (an
action called "posting”") to be stored and distributed to other stores
and users. The second use is for the bulk transfer of articles from
one store to another. Since the hosts making this transfer tend to
be peers in a network that transmt articles amobng one another, and
not end-user systens, this process is called "peering" or "transit".
(Even so, one host is still the client and the other is the server).

In practice, these two uses are so different that sone server

i mpl enentations are optimnised for reading or for transit and, as a
result, do not offer the other facility or only offer limted
features. Qher inplementations are nore general and offer both.
This specification allows for this by bundling the rel evant conmands
accordingly: the I HAVE command is designed for transit, while the
conmands i ndi cated by the READER capability are designed for reading
clients.

Except as an effect of the MODE READER command (Section 5.3) on a
node-swi t chi ng server, once a server advertises either or both of the
| HAVE or READER capabilities, it MJST continue to advertise themfor
the entire session.

A server MAY provide different nodes of behaviour (transit, reader
or a conbination) to different client connections and MAY use
external information, such as the IP address of the client, to

det erm ne which node to provide to any given connection

The official TCP port for the NNTP service is 119. However, if a
host wi shes to offer separate servers for transit and reading
clients, port 433 SHOULD be used for the transit server and 119 for
the reading server.

3.4.2. Mode Switching
An i mpl enent ati on MAY, but SHOULD NOT, provide both transit and
reader facilities on the same server but require the client to sel ect

which it wishes to use. Such an arrangenent is called a
"mode- swi t chi ng" server.
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A node-swi tching server has two nodes:

o Transit node, which applies after the initial connection
* |t MUST advertise the MODE- READER capability.
* |t MUST NOT advertise the READER capability.

However, the server MAY cease to advertise the MODE- READER
capability after the client uses any comrand except CAPABI LI Tl ES.

o Reading node, after a successful MODE READER command (see Section
5.3).

* |t MUST NOT advertise the MODE- READER capability.
* |t MUST advertise the READER capability.

* |t MAY NOT advertise the IHAVE capability, even if it was
advertising it in transit node.

A client SHOULD only issue a MODE READER command to a server if it is
advertising the MODE- READER capability. |If the server does not
support CAPABI LI TIES (and therefore does not conformto this
specification), the client MAY use the follow ng heuristic:

o If the client wishes to use any "reader" conmands, it SHOULD use
the MODE READER command i mmedi ately after the initial connection.

o0 Oherwise, it SHOULD NOT use the MODE READER command.

In each case, it should be prepared for sone commands to be
unavai l abl e that woul d have been available if it had made the ot her
choi ce.

3.5. Pipelining

NNTP i s designed to operate over a reliable bi-directiona

connection, such as TCP. Therefore, if a command does not depend on
the response to the previous one, it should not matter if it is sent
bef ore that response is received. Doing this is called "pipelining".
However, certain server inplenmentations throw away all text received
fromthe client followi ng certain comands before sending their

response. |f this happens, pipelining will be affected because one
or nore comuands w Il have been ignored or msinterpreted, and the
client will be matching the wong responses to each command. Since

there are significant benefits to pipelining, but also circunstances
where it is reasonable or commpn for servers to behave in the above
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manner, this document puts certain requirenments on both clients and
servers.

Except where stated otherwi se, a client MAY use pipelining. That is,
it may send a command before receiving the response for the previous
conmand. The server MJST al |l ow pipelining and MJUST NOT throw away
any text received after a conmand. Irrespective of whether

pi pelining is used, the server MJST process comuands in the order
they are sent.

If the specific description of a command says it "MJST NOT be

pi pel i ned", that command MJUST end any pipeline of conmmands. That is,
the client MUST NOT send any followi ng command until it receives the
CRLF at the end of the response fromthe command. The server MNAY
ignore any data received after the command and before the CRLF at the
end of the response is sent to the client.

The initial connection nust not be part of a pipeline; that is, the
client MUST NOT send any comand until it receives the CRLF at the
end of the greeting.

If the client uses blocking systemcalls to send commands, it MJST
ensure that the anount of text sent in pipelining does not cause a
deadl ock between transm ssion and reception. The anount of text

i nvol ved will depend on w ndow sizes in the transm ssion | ayer;
typically, it is 4k octets for TCP. (Since the server only sends
data in response to commuands fromthe client, the converse problem
does not occur.)

3.5.1. Exanples
Exanpl e of correct use of pipelining:

[C] GROUP m sc.test

[ STAT

[ NEXT

[S] 211 1234 3000234 3002322 mi sc.test

[S] 223 3000234 <45223423@xanpl e.conp retrieved
[S] 223 3000237 <668929@xanpl e.org> retrieved

Exampl e of incorrect use of pipelining (the MODE READER comrand may
not be pipelined):

[C] MODE READER

[C DATE

[CQ NEXT

[S] 200 Server ready, posting allowed

[S] 223 3000237 <668929@xanpl e.org> retrieved
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The DATE command has been thrown away by the server, so there is no
111 response to match it.

3.6. Articles

NNTP is intended to transfer articles between clients and servers.
For the purposes of this specification, articles are required to
conformto the rules in this section, and clients and servers MJST
correctly process any article received fromthe other that does so.
Note that this requirement applies only to the contents of
conmuni cati ons over NNTP; it does not prevent the client or server
from subsequently rejecting an article for reasons of |ocal policy.
Al so see Appendix A for further restrictions on the format of
articles in some uses of NNTP

An article consists of two parts: the headers and the body. They are
separated by a single enpty line, or in other words by two
consecutive CRLF pairs (if there is nore than one enpty line, the
second and subsequent ones are part of the body). |In order to neet
the general requirenments of NNTP, an article MJST NOT include the
octet NUL, MJUST NOT contain the octets LF and CR other than as part
of a CRLF pair, and MJST end with a CRLF pair. This specification
puts no further restrictions on the body; in particular, it MAY be

enpty.

The headers of an article consist of one or nore header lines. Each
header |ine consists of a header name, a colon, a space, the header
content, and a CRLF, in that order. The nane consists of one or nore
printable US-ASCI| characters other than colon and, for the purposes
of this specification, is not case sensitive. There MAY be nore than
one header line with the sane name. The content MJST NOT contain
CRLF; it MAY be enpty. A header nay be "folded"; that is, a CRLF
pair may be placed before any TAB or space in the line. There MJST
still be sone other octet between any two CRLF pairs in a header

line. (Note that folding neans that the header |ine occupies nore
than one |ine when displayed or transmtted; nevertheless, it is
still referred to as "a" header line.) The presence or absence of

fol ding does not affect the nmeaning of the header line; that is, the
CRLF pairs introduced by folding are not considered part of the
header content. Header |ines SHOULD NOT be fol ded before the space
after the colon that follows the header name and SHOULD i ncl ude at

| east one octet other than %09 or %20 between CRLF pairs. However,
if an article that fails to satisfy this requirenent has been

recei ved from el sewhere, clients and servers MAY transfer it to each
other without re-folding it.
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The content of a header SHOULD be in UTF-8. However, if an

i npl enentation receives an article fromel sewhere that uses octets in
the range 128 to 255 in some other manner, it MAY pass it to a client
or server wthout nodification. Therefore, inplenmentations MJST be
prepared to receive such headers, and data derived fromthem (e.qg.

in the responses fromthe OVER comuand, Section 8.3), and MJST NOT
assune that they are always UTF-8. Any external processing of those
headers, including identifying the encoding used, is outside the
scope of this docunent.

Each article MJST have a uni que message-id; two articles offered by
an NNTP server MJST NOT have the sane nessage-id. For the purposes
of this specification, nessage-ids are opaque strings that MJST neet
the follow ng requirenents:

0 A nessage-id MJST begin with "<", end with ">", and MJUST NOT
contain the |atter except at the end.

o A nmessage-id MJST be between 3 and 250 octets in |ength.

0 A message-id MJUST NOT contain octets other than printable US-ASCl
characters.

Two nessage-ids are the sane if and only if they consist of the sane
sequence of octets.

Thi s specification does not describe how the nessage-id of an article
is determined. |If the server does not have any way to deternine a
message-id fromthe article itself, it MJST synthesize one (this
specification does not require that the article be changed as a
result). See al so Appendix A 2

4. The W LDVAT For mat

The W LDVAT format described here is based on the version first

devel oped by Rich Sal z [ SALZ1992], which was in turn derived fromthe
format used in the UNI X "find" conmand to articulate file nanes. It
was devel oped to provide a uniform mechani smfor matching patterns in
the sane nmanner that the UNI X shell nmtches fil enanes.
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4.1. WIldmat Syntax

A wildmat is described by the foll owing ABNF [ RFC4234] syntax, which
is an extract of that in Section 9.8.

wildmat = wildmat-pattern *("," ["!"] w |dmat-pattern)

Wil dmat -pattern = 1*wildnmat-item

Wi ldmat-item= wildmat-exact / wildmat-wild

wi | dmat - exact = %&22-29 /| 2B / w%2D-3E /| 9%40-5A /| 95E-T7E /

UTF8-non-ascii ; exclude ! * | ?2 [ \ ]
wildmat-wild = "*" [/ "?"
Note: the characters ",", "\", "[", and "]" are not allowed in

wildmats, while * and ? are always w ldcards. This should not be a
probl em since these characters cannot occur in newsgroup nanes,
which is the only current use of wildmats. Backslash is comonly
used to suppress the special neaning of characters, whereas brackets
are used to introduce sets. However, these usages are not universal
and interpretation of these characters in the context of UTF-8
strings is potentially complex and differs from existing practice, so
they were onitted fromthis specification. A future extension to
this specification may provide semantics for these characters.

4.2. WIldmat Semantics

A wildmat is tested against a string and either matches or does not
match. To do this, each constituent <wildmat-pattern> is matched
agai nst the string, and the rightnost pattern that matches is
identified. |If that <wi|ldmat-pattern> is not preceded with "!", the
whole wi | dmat matches. If it is preceded by "!", or if no <w | dmat-
pattern> matches, the whole wildmat does not match.

For exanple, consider the wildmat "a*,!*b, *c*":
o The string "aaa" matches because the rightnost match is with "a*".

o The string "abb" does not match because the rightnost match is
with "*b".

o The string "ccb" matches because the rightnost match is with

LRt A

o The string "xxx" does not match because no <w | dnat - pattern>
mat ches.

A <wi | dmat - pattern> matches a string if the string can be broken into

conponents, each of which matches the corresponding <wildmat-itenr in
the pattern. The matches nust be in the sane order, and the whole
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string must be used in the match. The pattern is "anchored"; that
is, the first and |ast characters in the string nust match the first
and last item respectively (unless that itemis an asterisk matching
zero characters).

A <wi | dmat - exact > mat ches the sane character (which may be nore than
one octet in UTF-8).

"?" matches exactly one character (which nay be nore than one octet).

"*" matches zero or nore characters. It can match an enpty string,
but it cannot match a subsequence of a UTF-8 sequence that is not
aligned to the character boundaries.

Ext ensi ons

An NNTP server or extension MAY extend the syntax or senmantics of
wildmats provided that all wildmts that nmeet the requirenents of
Section 4.1 have the neaning ascribed to them by Section 4.2. Future
editions of this docunment may al so extend w | dnats.

Exanpl es
In these exanples, $ and @are used to represent the two octets WC2

and %A3, respectively; $@is thus the UTF-8 encoding for the pound
sterling synbol, shown as # in the descriptions.

W | dmat Description of strings that match
abc The one string "abc”
abc, def The two strings "abc" and "def"
$@ The one character string "#"
a* Any string that begins with "a"
a*b Any string that begins with "a" and ends with "b"
a*, *b Any string that begins with "a" or ends with "b"
a*, 1'*p Any string that begins with "a" and does not end with

IIbII

a*,!*b,c* Any string that begins with "a" and does not end with
"b", and any string that begins with "c" no matter
what it ends with

a*,c*,!*b Any string that begins with "a" or "c" and does not

end with "b"
?a* Any string with "a" as its second character
??a* Any string with "a" as its third character
*a? Any string with "a" as its penultimte character
*a?? Any string with "a" as its antepenultimate character
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5.

5.

5.

5.

1

1

1

Sessi on Admi ni stration Conmands
Initial Connection

1. Usage

Thi s command MJUST NOT be pi peli ned.

Responses [ 1]

200 Servi ce avail abl e, posting all owed
201 Servi ce avail abl e, posting prohibited
400 Service tenporarily unavail able [ 2]
502 Servi ce permanently unavail abl e [ 2]

[1] These are the only valid response codes for the initial greeting;
the server MJST not return any other generic response code.

[2] Followi ng a 400 or 502 response, the server MJST i medi ately
cl ose the connection

2. Description

There is no conmand presented by the client upon initial connection
to the server. The server MJST present an appropriate response code
as a greeting to the client. This response inforns the client

whet her service is available and whether the client is pernitted to
post .

If the server will accept further commands fromthe client including
POST, the server MJST present a 200 greeting code. |If the server
will accept further commands fromthe client, but the client is not
aut horized to post articles using the POST command, the server MJST
present a 201 greeting code.

O herwi se, the server MJIST present a 400 or 502 greeting code and
then i mredi ately cl ose the connection. 400 SHOULD be used if the
issue is only tenmporary (for exanple, because of |oad) and the client
can expect to be able to connect successfully at sone point in the
future without maki ng any changes. 502 MUST be used if the client is
not permtted under any circunstances to interact with the server,
and MAY be used if the server has insufficient information to

det erm ne whether the issue is tenporary or pernanent.

Note: the distinction between the 200 and 201 response codes has
turned out in practice to be insufficient; for exanple, sone servers
do not allow posting until the client has authenticated, while other
clients assune that a 201 response neans that posting will never be
possi bl e even after authentication. Therefore, clients SHOULD use
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the CAPABI LI TIES conmand (Section 5.2) rather than rely on this
response.

5.1.3. Exanples

Exanmpl e of a normal connection froman authorized client that then
term nates the session (see Section 5.4):

[Initial connection set-up conpleted.]
[S] 200 NNTP Service Ready, posting pernitted

[ QT
[S] 205 NNTP Service exits normally
[ Server cl oses connection.]

Exanpl e of a normal connection froman authorized client that is not
permtted to post, which also inmediately term nates the session

[Initial connection set-up conpleted.]
[S] 201 NNTP Service Ready, posting prohibited

[C QUT
[S] 205 NNTP Service exits normally
[ Server cl oses connection.]
Exanmpl e of a normal connection from an unauthorized client:
[Initial connection set-up conpleted.]
[S] 502 NNTP Service permanently unavail abl e
[ Server cl oses connection.]

Exanmpl e of a connection froma client if the server is unable to
provi de service

[Initial connection set-up conpleted.]
[S] 400 NNTP Service tenporarily unavail abl e
[ Server cl oses connection.]

5.2. CAPABI LI TI ES

5.2.1. Usage

This command is mandatory.

Synt ax
CAPABI LI TI ES [ keywor d]

Responses
101 Capability list follows (nulti-Iine)
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Par anmet er s
keywor d additional feature, see description

5.2.2. Description

The CAPABI LI TIES command allows a client to determine the
capabilities of the server at any given tine.

Thi s command MAY be issued at any time; the server MJUST NOT require
it to be issued in order to nmake use of any capability. The response
generated by this conmand MAY change during a session because of
other state information (which, in turn, nmay be changed by the

ef fects of other comands or by external events). An NNTP client is
only able to get the current and correct information concerning
avai | abl e capabilities at any point during a session by issuing a
CAPABI LI TI ES conmand at that point of that session and processing the
response.

The capability list is returned as a nulti-line data bl ock follow ng
the 101 response code. Each capability is described by a separate
capability line. The server MJST NOT |ist the sanme capability twi ce
in the response, even with different argunments. Except that the
VERSI ON capability MJST be the first line, the order in which the
capability lines appears is not significant; the server need not even
consistently return the same order

Wil e sone capabilities are likely to be always avail abl e or never
avai |l abl e, others (notably extensions) w |l appear and di sappear
dependi ng on server state changes within the session or on externa
events between sessions. An NNTP client MAY cache the results of
this comand, but MJUST NOT rely on the correctness of any cached
results, whether fromearlier in this session or froma previous
session, MJST cope gracefully with the cached status being out of
date, and SHOULD (if caching results) provide a way to force the
cached information to be refreshed. Furthernmore, a client MJST NOT
use cached results in relation to security, privacy, and

aut hentication extensions. See Section 12.6 for further discussion
of this topic.

The keyword argument is not used by this specification. It is
provided so that extensions or revisions to this specification can

i nclude extra features for this conmand w thout requiring the
CAPABI LI TIES conmand to be used twice (once to deternmne if the extra
features are available, and a second time to nake use of then). If
the server does not recognise the argunment (and it is a keyword), it
MUST respond with the 101 response code as if the argunent had been
omtted. |If an argunent is provided that the server does recogni se,
it MAY use the 101 response code or MAY use sone other response code
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(which will be defined in the specification of that feature). |f the
argunent is not a keyword, the 501 generic response code MJST be
returned. The server MJST NOT generate any other response code to

t he CAPABI LI TI ES command.

5.2.3. Exanples

Exanmp

[
[ ]
[ )]
[S]
[S]
[S]

Exanpl

e of a mnimal response (a read-only server):

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

LI ST ACTI VE NEWSGROUPS

e of a response froma server that has a range of facilities

and that al so describes itself:

[
[S)]
[ 9]
[ ]
[S)]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]
[S]

Exanpl

[
[S]
[S]
[S)]
[ 9]
[S]

Feat her

CAPABI LI TI ES

101 Capability list:

VERSI ON 2

READER

| HAVE

POST

NEVWEWS

LI ST ACTI VE NEWSGROUPS ACTI VE. TI MES OVERVI EW FMI
| MPLEMENTATI ON | NN 4.2 2004-12-25
OVER M5d D

STREAM NG

XSECRET

e of a server that supports nore than one version of NNTP

CAPABI LI TI ES

101 Capability list:
VERSION 2 3

READER

LI ST ACTI VE NEWBGROUPS
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5.

5.

5.

Example of a client attenpting to use a feature of the CAPABILITIES
comuand that the server does not support:

[C] CAPABI LI TI ES AUTOUPDATE
[S] 101 Capability Iist:

[S] VERSION 2

[S] READER

[S] | HAVE

[S] LIST ACTI VE NEWSGROUPS OVERVI EW FMI HEADERS
[S] OVER MBG D

[S] HDR

[S] NEWKEWS

[s] .

3. MODE READER

3.1. Usage
I ndi cating capability: MODE- READER
Thi s command MJUST NOT be pi pel i ned.
Synt ax
MODE READER
Responses
200 Posting all owed
201 Posting prohibited
502 Readi ng service permanently unavail abl e [1]
[1] Followi ng a 502 response the server MJST i medi ately cl ose the
connecti on.
3.2. Description

The MODE READER command instructs a node-switching server to switch
nodes, as described in Section 3.4.2.

If the server is nmobde-switching, it switches fromits transit node to
its reader nmode, indicating this by changing the capability Iist
accordingly. It MJST then return a 200 or 201 response with the sane
neaning as for the initial greeting (as described in Section 5.1.1).
Note that the response need not be the sane as that presented during
the initial greeting. The client MJUST NOT i ssue MODE READER nore
than once in a session or after any security or privacy conmands are
i ssued. When the MODE READER command is issued, the server MAY reset
its state to that imediately after the initial connection before
swi t chi ng node
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5.

If the server is not node-switching, then the follow ng apply:

o

3.

3.

If it advertises the READER capability, it MJST return a 200 or
201 response with the same nmeaning as for the initial greeting; in
this case, the command MJST NOT affect the server state in any
way .

If it does not advertise the READER capability, it MJST return a
502 response and then i mredi ately cl ose the connecti on.

Exanpl es

Exampl e of use of the MODE READER command on a transit-only server
(which therefore does not providing reading facilities):

[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] I HAVE

[s] .

[C MODE READER

[S] 502 Transit service only
[ Server cl oses connection.]

Exampl e of use of the MODE READER command on a server that provides
reading facilities:

[C] CAPABI LI TIES

[S] 101 Capability list:

[S] VERSION 2

[ S] READER

[S] LIST ACTI VE NEWSGROUPS

[s] .

[C] MODE READER

[S] 200 Reader node, posting permtted
[C] THAVE <i.am an.articl e.you. have@xanpl e. conr
[S] 500 Permi ssion denied

[C] CGROUP mi sc.test

[S] 211 1234 3000234 3002322 mi sc.test

Note that in both of these situations, the client SHOULD NOT use MODE
READER.
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Exampl e of use of the MODE READER command on a node-swi tching server:

[C CAPABILITIES

[S] 101 Capability list:
[S] VERSION 2

[S] I HAVE

[S] MODE- READER

[C MODE READER

[S] 200 Reader npde, posting permtted
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] NEVWNEWS

[S] LIST ACTI VE NEWSGROUPS

[S] STARTTLS

In this case, the server offers (but does not require) TLS privacy in
its reading node but not in its transit node.

Exampl e of use of the MODE READER conmand where the client is not
permtted to post:

[C] MODE READER
[S] 201 NNTP Service Ready, posting prohibited

5.4. QUT
5.4.1. Usage
This command i s mandatory.

Synt ax
QT

Responses
205 Connection cl osing

5.4.2. Description

The client uses the QU T command to ternm nate the session. The
server MJST acknow edge the QUI T conmand and then close the
connection to the client. This is the preferred nethod for a client
to indicate that it has finished all of its transactions with the
NNTP server.
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If aclient sinmply disconnects (or if the connection tines out or
sonme other fault occurs), the server MJST gracefully cease its
attempts to service the client, disconnecting fromits end if
necessary.

The server MJUST NOT generate any response code to the QU T command
ot her than 205 or, if any argunents are provi ded, 501.

5.4.3. Exanples

6.

[ QT
[S] 205 closing connection
[ Server cl oses connection.]

Article Posting and Retrieva

News-readi ng clients have available a variety of nechanisns to
retrieve articles via NNTP. The news articles are stored and i ndexed
using three types of keys. The first type of key is the nessage-id
of an article and is globally unique. The second type of key is
conposed of a newsgroup name and an article nunber within that
newsgroup. On a particular server, there MJST only be one article
with a given nunmber w thin any newsgroup, and an article MJST NOT
have two different nunbers in the sane newsgroup. An article can be
cross-posted to multiple newsgroups, so there nay be multiple keys
that point to the sanme article on the same server; these MAY have

di fferent nunbers in each newsgroup. However, this type of key is
not required to be globally unique, so the same key MAY refer to
different articles on different servers. (Note that the terns
"group" and "newsgroup" are equivalent.)

The final type of key is the arrival timestanp, giving the tine that
the article arrived at the server. The server MJST ensure that
article nunbers are issued in order of arrival tinestanp; that is,
articles arriving | ater MJST have hi gher nunbers than those that
arrive earlier. The server SHOULD al |l ocate the next sequentia
unused number to each new article.

Article nunmbers MJUST |ie between 1 and 2, 147,483, 647, inclusive. The
client and server MAY use |eading zeroes in specifying article
nunbers but MJST NOT use nore than 16 digits. |In sone situations,
the value zero replaces an article nunber to show sone specia
situation.

Note that it is likely that the article nunber Iimt of 2,147,483, 647
will be increased by a future revision or extension to this
specification. While servers MIUST NOT send article nunbers greater
than this current limt, client and server devel opers are advised to
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use internal structures and datatypes capable of handling |arger
val ues in anticipation of such a change.

6.1. Goup and Article Selection
The foll owi ng commands are used to set the "currently sel ected
newsgroup" and the "current article nunmber", which are used by
various commands. At the start of an NNTP session, both of these
val ues are set to the special value "invalid".

6.1.1. GROUP

6.1.1.1. Usage

I ndi cating capability: READER

Synt ax
GROUP group
Responses
211 nunber | ow hi gh group Group successfully sel ected
411 No such newsgroup
Par amet er s
group Narme of newsgroup
nunber Esti mated nunber of articles in the group
| ow Reported | ow water mark
hi gh Reported high water mark

6.1.1.2. Description

The GROUP command sel ects a newsgroup as the currently sel ected
newsgroup and returns sumrary information about it.

The required argunent is the name of the newsgroup to be sel ected
(e.g., "news.software.nntp”). A list of valid newsgroups may be
obt ai ned by using the LI ST ACTI VE command (see Section 7.6.3).

The successful selection response will return the article nunbers of
the first and last articles in the group at the nonent of selection
(these nunbers are referred to as the "reported | ow water mark" and
the "reported high water mark") and an estinmate of the nunber of
articles in the group currently avail abl e.

If the group is not enpty, the estinmate MJUST be at | east the actua
nunber of articles avail able and MJST be no greater than one nore

than the difference between the reported | ow and hi gh water marks.
(Sone inplementations will actually count the nunber of articles
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currently stored. Qhers will just subtract the | ow water nmark from
the high water mark and add one to get an estinmate.)

If the group is empty, one of the follow ng three situations wll
occur. Cients MIST accept all three cases; servers MJST NOT
represent an enpty group in any ot her way.

o The high water mark will be one less than the | ow water nmark, and
the estimated article count will be zero. Servers SHOULD use this
met hod to show an enpty group. This is the only time that the
hi gh water mark can be | ess than the | ow water mark

o Al three nunbers will be zero.

o The high water mark is greater than or equal to the | ow water
mark. The estimated article count mght be zero or non-zero; if
it is non-zero, the same requirements apply as for a non-enpty
group.

The set of articles in a group may change after the GROUP comand is
carried out:

o Articles may be renoved fromthe group

o Articles may be reinstated in the group with the sane article
nunber, but those articles MJST have nunbers no | ess than the
reported low water mark (note that this is a reinstatement of the
previous article, not a new article reusing the nunber).

o New articles may be added with article nunbers greater than the
reported high water mark. (If an article that was the one with
t he hi ghest number has been renmoved and the high water mark has
been adj usted accordingly, the next new article will not have the
nunber one greater than the reported high water mark.)

Except when the group is enpty and all three nunbers are zero,
whenever a subsequent GROUP command for the sanme newsgroup is issued,
either by the same client or a different client, the reported | ow
water mark in the response MJST be no less than that in any previous
response for that newsgroup in this session, and it SHOULD be no | ess
than that in any previous response for that newsgroup ever sent to
any client. Any failure to neet the latter condition SHOULD be
transient only. The client may nake use of the | ow water mark to
renove all remenbered information about articles with | ower nunbers,
as these will never recur. This includes the situation when the high
water mark is one less than the low water nmark. No simlar
assunption can be made about the high water mark, as this can
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decrease if an article is renoved and then increase again if it is
reinstated or if new articles arrive.

VWhen a valid group is selected by neans of this conmand, the
currently sel ected newsgroup MJST be set to that group, and the
current article nunber MJUST be set to the first article in the group
(this applies even if the group is already the currently sel ected

newsgroup). |If an enpty newsgroup is selected, the current article
nunber is made invalid. |If an invalid group is specified, the
currently sel ected newsgroup and current article nunber MUST NOT be
changed.

The GROUP or LI STGROUP command (see Section 6.1.2) MJST be used by a

client, and a successful response received, before any other command

is used that depends on the value of the currently sel ected newsgroup
or current article nunber.

If the group specified is not available on the server, a 411 response
MUST be returned.

6.1.1.3. Exanples
Exampl e for a group known to the server:

[C] CGROUP m sc.test
[S] 211 1234 3000234 3002322 misc.test

Exampl e for a group unknown to the server:

[C] GROUP exanpl e.is.sob. bradner. or. barber
[S] 411 exanpl e.is.sob. bradner.or. barber is unknown

Exanmpl e of an enpty group using the preferred response:

[C] CGROUP exanple.currently. enpty. newsgroup
[S] 211 0 4000 3999 exanple.currently. enpty. newsgroup

Exanpl e of an enpty group using an alternative response:

[C] GROUP exanple.currently. enpty. newsgroup
[S] 211 0 O O exanple.currently. enpty. newsgroup

Exanmpl e of an enpty group using a different alternative response:

[C] CGROUP exanpl e.currently. enpty. newsgroup
[S] 211 0 4000 4321 exanple.currently. enpty. newsgroup
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Exanpl e resel ecting the currently sel ected newsgroup:

[C] GROUP m sc.test

[S] 211 1234 234 567 m sc.test

[C] STAT 444

[S] 223 444 <123456@xanpl e.net> retrieved
[C] CGROUP m sc.test

[S] 211 1234 234 567 m sc.test

[ STAT

[S] 223 234 <different @xanple.net> retrieved

6.1.2. LISTGROUP
6.1.2.1. Usage

I ndi cating capability: READER

Synt ax
LI STGROUP [group [range]]
Responses
211 nunber | ow hi gh group Article numbers follow (nmulti-Iine)
411 No such newsgroup
412 No newsgroup sel ected [1]
Par anet ers
group Name of newsgroup
range Range of articles to report
nunber Esti mated nunber of articles in the group
| ow Reported | ow water mark
hi gh Reported high water nmark

[1] The 412 response can only occur if no group has been specifi ed.
6.1.2.2. Description

The LI STGROUP comand sel ects a newsgroup in the sane manner as the
GROUP command (see Section 6.1.1) but also provides a list of article
nunbers in the newsgroup. |If no group is specified, the currently
sel ect ed newsgroup is used.

On success, a list of article nunbers is returned as a nmulti-Iline
data bl ock follow ng the 211 response code (the argunments on the
initial response line are the sane as for the GROUP command). The

list contains one nunber per line and is in nunerical order. It
lists precisely those articles that exist in the group at the noment
of selection (therefore, an enpty group produces an enpty list). |If

the optional range argunment is specified, only articles within the

Feat her St andards Track [ Page 39]



RFC 3977 Net wor k News Transfer Protocol (NNTP) Cct ober 2006
range are included in the list (therefore, the |ist MAY be enpty even
if the group is not).

The range argunent may be any of the follow ng:
0 An article nunber.
0 An article nunmber followed by a dash to indicate all follow ng.

o0 An article nunber followed by a dash foll owed by another article
numnber .

In the last case, if the second number is |ess than the first nunber,
then the range contains no articles. Oritting the range is
equi valent to the range 1- being specified.

If the group specified is not available on the server, a 411 response
MUST be returned. |If no group is specified and the currently
sel ected newsgroup is invalid, a 412 response MJST be returned.

Except that the group argunent is optional, that a range argunment can

be specified, and that a multi-line data block follows the 211
response code, the LI STGROUP conmand is identical to the GROUP
conmand. I n particular, when successful, the command sets the

current article nunber to the first article in the group, if any,
even if this is not within the range specified by the second
ar gument .

Note that the range argument is a new feature in this specification
and servers that do not support CAPABILITIES (and therefore do not
conformto this specification) are unlikely to support it.

6.1.2.3. Exanples
Exampl e of LI STGROUP being used to select a group:

[C] LISTGROUP misc.test

[S] 211 2000 3000234 3002322 misc.test list foll ows
[S] 3000234

[S] 3000237

[S] 3000238

[S] 3000239

[S] 3002322

[s .
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Exanpl e of LI STGROUP on an enpty group:

[C] LISTGROUP exanpl e. enpty. newsgroup
[S] 211 0 O O exanpl e. enpty. newsgroup list foll ows
[S]

Exampl e of LISTGROUP on a valid, currently sel ected newsgroup:

[C] GROUP m sc.test

[S] 211 2000 3000234 3002322 misc.test

[C LISTGROUP

[S] 211 2000 3000234 3002322 misc.test list follows
[S] 3000234

[S] 3000237

[S] 3000238

[S] 3000239

[S] 3002322

[S]

Exanpl e of LISTGROUP with a range:

[C] LISTGROUP misc.test 3000238- 3000248
[S] 211 2000 3000234 3002322 misc.test |ist follows
[S] 3000238

[S] 3000239

[S]

Exampl e of LISTGROUP with an enpty range:
[C LISTGROUP misc.test 12345678-
[S] 211 2000 3000234 3002322 msc.test list follows
[S]
Exampl e of LISTGROUP with an invalid range:
[C LISTGROUP misc.test 9999-111

[S] 211 2000 3000234 3002322 msc.test list follows
[S]
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6.1.3. LAST
6.1.3.1. Usage

I ndi cating capability: READER

Synt ax
LAST
Responses
223 n nmessage-id Article found
412 No newsgroup sel ected
420 Current article nunber is invalid
422 No previous article in this group
Paraneters
n Article number
nessage-id Article nessage-id

6.1.3.2. Description

If the currently selected newsgroup is valid, the current article
nunber MJUST be set to the previous article in that newsgroup (that

is, the highest existing article nunber |less than the current article
nunber). |If successful, a response indicating the new current
article nunber and the nmessage-id of that article MJST be returned.
No article text is sent in response to this comrand.

There MAY be no previous article in the group, although the current
article nunber is not the reported | ow water mark. There MJST NOT be
a previous article when the current article nunber is the reported

| ow wat er nmarKk.

Because articles can be renoved and added, the results of multiple
LAST and NEXT commands MAY not be consistent over the life of a
particul ar NNTP session

If the current article nunber is already the first article of the

newsgroup, a 422 response MJST be returned. |If the current article
nunber is invalid, a 420 response MJST be returned. |If the currently
sel ected newsgroup is invalid, a 412 response MJST be returned. In

all three cases, the currently selected newsgroup and current article
nunber MJST NOT be altered.
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6.1.3.3. Exanples
Exanpl e of a successful article retrieval using LAST:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 mi sc.test

[CQ NEXT

[S] 223 3000237 <668929@xanpl e.org> retrieved
[ LAST

[S] 223 3000234 <45223423@xanpl e.coner retrieved

Exanpl e of an attenpt to retrieve an article wthout having sel ected
a group (via the GROUP command) first:

[ Assumes currently sel ected newsgroup is invalid.]
[CQ LAST
[S] 412 no newsgroup sel ected

Exanpl e of an attenpt to retrieve an article using the LAST command
when the current article nunber is that of the first article in the

group:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 m sc.test
[ LAST

[S] 422 No previous article to retrieve

Exanmpl e of an attenpt to retrieve an article using the LAST conmrmand
when the currently sel ected newsgroup is enpty:

GROUP exanpl e. enpty. newsgr oup

211 0 0 0 exanpl e. enpty. newsgr oup
LAST

420 No current article selected

LOKNAO
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6.1.4. NEXT
6.1.4.1. Usage

I ndi cating capability: READER

Synt ax
NEXT
Responses
223 n nmessage-id Article found
412 No newsgroup sel ected
420 Current article nunber is invalid
421 No next article in this group
Paraneters
n Article number
nessage-id Article nessage-id

6.1.4.2. Description

If the currently selected newsgroup is valid, the current article
nunber MUST be set to the next article in that newsgroup (that is,
the | owest existing article nunber greater than the current article
nunber). |If successful, a response indicating the new current
article nunber and the nmessage-id of that article MJST be returned.
No article text is sent in response to this comrand.

If the current article nunber is already the last article of the
newsgroup, a 421 response MJST be returned. 1In all other aspects
(apart, of course, fromthe [ ack of 422 response), this comand is
identical to the LAST conmand (Section 6.1.3).

6.1.4.3. Exanples
Exanmpl e of a successful article retrieval using NEXT:
[C] CGROUP mi sc.test
[S] 211 1234 3000234 3002322 mi sc.test

[CQ NEXT
[S] 223 3000237 <668929@xanple.org> retrieved
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6.

2.

Exanpl e of an attenpt to retrieve an article w thout having sel ected
a group (via the GROUP command) first:

[ Assunes currently selected newsgroup is invalid.]
[Q NEXT
[S] 412 no newsgroup sel ected

Exanpl e of an attenpt to retrieve an article using the NEXT command
when the current article nunber is that of the last article in the

gr oup:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 misc.test

[C STAT 3002322

[S] 223 3002322 <41l1@xanple.net> retrieved
[CQ NEXT

[S] 421 No next article to retrieve

Exanpl e of an attenpt to retrieve an article using the NEXT command
when the currently selected newsgroup is enpty:

[C] CGROUP exanpl e. enpty. newsgr oup

[S] 211 0 O O exanpl e. enpty. newsgroup
[CQ NEXT

[S] 420 No current article selected

Retrieval of Articles and Article Sections

The ARTI CLE, BODY, HEAD, and STAT commands are very simlar. They
differ only in the parts of the article that are presented to the
client and in the successful response code. The ARTICLE command is
described here in full, while the other three comrands are described
interms of the differences. As specified in Section 3.6, an article
consists of two parts: the article headers and the article body.

When respondi ng to one of these commands, the server MJST present the
entire article or appropriate part and MJUST NOT attenpt to alter or
translate it in any way.
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6.2.1. ARTICLE
6.2.1.1. Usage
I ndi cating capability: READER
Synt ax
ARTI CLE nessage-id
ARTI CLE number
ARTI CLE

Responses

First form (nmessage-id specified)

220 0| n message-id Article follows (nulti-line)

430 No article with that nmessage-id
Second form (article nunber specified)

220 n nessage-id Article follows (multi-line)

412 No newsgroup sel ected

423 No article with that nunber
Third form (current article nunber used)

220 n nessage-id Article follows (multi-line)

412 No newsgroup sel ected

420 Current article nunber is invalid

Par anet ers

nunber Requested articl e nunmber
n Returned article nunber
nessage-id Article nessage-id

6.2.1.2. Description

The ARTI CLE conmand sel ects an article according to the argunments and
presents the entire article (that is, the headers, an enpty line, and
the body, in that order) to the client. The command has three forns.

In the first form a nessage-id is specified, and the server presents
the article with that nmessage-id. 1In this case, the server MJST NOT
alter the currently sel ected newsgroup or current article nunber.
This is both to facilitate the presentation of articles that may be
referenced within another article being read, and because of the
semantic difficulties of determ ning the proper sequence and
menbership of an article that may have been cross-posted to nore than
one newsgr oup.
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In the response, the article number MJST be replaced with zero,

unl ess there is a currently sel ected newsgroup and the article is
present in that group, in which case the server MAY use the article’s
nunber in that group. (The server is not required to determ ne

whet her the article is in the currently sel ected newsgroup or, if so,
what article nunmber it has; the client MIUST al ways be prepared for
zero to be specified.) The server MUST NOT provide an article nunber
unl ess use of that number in a second ARTI CLE conmand i nmedi ately
following this one would return the same article. Even if the server
chooses to return article nunbers in these circunmstances, it need not
do so consistently; it MAY return zero to any such command (al so see
the STAT exanples, Section 6.2.4.3).

In the second form an article nunber is specified. If there is an
article with that nunmber in the currently sel ected newsgroup, the
server MJST set the current article nunber to that nunber.

In the third form the article indicated by the current article
nunber in the currently sel ected newsgroup i s used.

Note that a previously valid article nunber MAY becone invalid if the
article has been renmoved. A previously invalid article nunmber MAY
beconme valid if the article has been reinstated, but this article
nunber MUST be no | ess than the reported | ow water mark for that

group.

The server MJUST NOT change the currently sel ected newsgroup as a
result of this command. The server MJST NOT change the current
article nunber except when an article nunber argument was provided
and the article exists; in particular, it MJST NOT change it

foll owi ng an unsuccessful response.

Since the nessage-id is unique for each article, it may be used by a
client to skip duplicate displays of articles that have been posted
nore than once, or to nore than one newsgroup.

The article is returned as a multi-line data block followi ng the 220
response code.

If the argunent is a nessage-id and no such article exists, a 430
response MJST be returned. |[If the argunent is a nunber or is omtted
and the currently selected newsgroup is invalid, a 412 response MJST
be returned. |f the argument is a nunber and that article does not
exist in the currently sel ected newsgroup, a 423 response MJST be
returned. |If the argunment is onmtted and the current article nunber
is invalid, a 420 response MJST be returned.
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6.2.1.3.

Exanpl

[
[S)]
[
[S)]
[ 9]
[ ]
[ )]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]

Exanpl

[
[S)]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]
[S]
[S)]
[S]

Exanpl

[
[S]

Exanpl
[C]

—

[S]
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e of a successful retrieval of an article (explicitly not using
an article nunber):

GROUP mi sc. test

211 1234 3000234 3002322 misc.test

ARTI CLE

220 3000234 <45223423@xanpl e. conm>

Pat h: pat host! denp! whi t ehouse! not - f or - mai
From "Deno User" <nobody@xanpl e. net>
Newsgr oups: m sc.test

Subject: | amjust a test article

Date: 6 Oct 1998 04:38:40 -0500

Organi zation: An Exanple Net, Uncertain, Texas
Message- | D <45223423@xanpl e. conp

This is just a test article.

e of a successful retrieval of an article by nessage-id:

ARTI CLE <45223423@xanpl e. conp

220 0 <45223423@xanpl e. conr

Pat h: pat host! denp! whi t ehouse! not - f or - mai |
From "Demp User" <nobody@xanpl e. net>

Newsgr oups: m sc.test

Subject: | amjust a test article

Date: 6 Oct 1998 04:38:40 - 0500

Organi zation: An Exanple Net, Uncertain, Texas
Message- | D <45223423@xanpl e. conp

This is just a test article.

e of an unsuccessful retrieval of an article by message-id:

ARTI CLE <i.am not .t here@xanpl e. conp
430 No Such Article Found

e of an unsuccessful retrieval of an article by nunber:

GROUP mi sc. test

211 1234 3000234 3002322 news. groups
ARTI CLE 300256

423 No article with that nunber
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Exampl e of an unsuccessful retrieval of an article by number because

no newsgroup was selected first:

[ Assunes currently selected newsgroup is invalid.]
[C ARTICLE 300256
[S] 412 No newsgroup sel ected

Exanpl e of an attenpt to retrieve an article when the currently
sel ected newsgroup is enpty:

[C] GROUP exanpl e. enpty. newsgr oup
[S] 211 0 O O exanpl e. enpty. newsgroup
[ ARTICLE
[S] 420 No current article selected
6.2.2. HEAD
6.2.2.1. Usage

This command i s mandatory.

Synt ax
HEAD nessage-id
HEAD nunber
HEAD

Responses

First form (message-id specified)

221 0| n message-id Headers follow (multi-1line)

430 No article with that message-id
Second form (article nunber specified)

221 n message-id Headers follow (multi-Iline)

412 No newsgroup sel ected

423 No article with that nunber
Third form (current article nunber used)

221 n message-id Headers follow (multi-1line)

412 No newsgroup sel ected

420 Current article nunber is invalid

Par anet ers

nunber Requested article nunber
n Returned article nunber
nmessage-id Article nessage-id

Feat her St andards Track [ Page 49]



RFC 3977

6.2.2.2.
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Descri ption

The HEAD command behaves identically to the ARTI CLE conmand except

t hat,

if the article exists, the response code is 221 instead of 220

and only the headers are presented (the enpty |line separating the
headers and body MJUST NOT be i ncluded).

6.2.2.3.

Exanpl
(expli

[

(%)

L0000 0NN NN O

Exanmp

Exanpl es

e of a successful retrieval of the headers of an article
citly not using an article nunber):

GROUP mi sc. test

211 1234 3000234 3002322 mi sc.test

HEAD

221 3000234 <45223423@xanpl e. conp

Pat h: pat host! denp! whi t ehouse! not - f or - mai
From "Deno User" <nobody@xanpl e. net>
Newsgr oups: m sc.test

Subject: | amjust a test article

Date: 6 Oct 1998 04:38:40 -0500

Organi zation: An Exanple Net, Uncertain, Texas
Message- | D <45223423@xanpl e. conp

e of a successful retrieval of the headers of an article by

nessage-i d:

[
[S)]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]
[S]

Exanpl

HEAD <45223423@xanpl e. conp

221 0 <45223423@xanpl e. conr

Pat h: pat host! denp! whi t ehouse! not - f or - mai |
From "Demp User" <nobody@xanpl e. net>

Newsgr oups: m sc.test

Subject: | amjust a test article

Date: 6 Oct 1998 04:38:40 - 0500

Organi zation: An Exanple Net, Uncertain, Texas
Message- | D <45223423@xanpl e. conp

e of an unsuccessful retrieval of the headers of an article by

nmessage-i d:

[
[S]

Feat her

HEAD <i .am not .t here@xanpl e. conp
430 No Such Article Found
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Exanmpl e of an unsuccessful retrieval of the headers of an article by

nunber :

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 m sc.test
[C HEAD 300256

[S] 423 No article with that nunber

Exanpl e of an unsuccessful retrieval of the headers of an article by

nunber because no newsgroup was selected first:

[ Assunes currently sel ected newsgroup is invalid.]
[CQ HEAD 300256
[S] 412 No newsgroup sel ected

Exampl e of an attenpt to retrieve the headers of an article when the

currently sel ected newsgroup is enpty:

GROUP exanpl e. enpty. newsgr oup

211 0 0 0 exanpl e. enpty. newsgr oup
HEAD

420 No current article selected

LOKNAO

6.2.3. BODY
6.2.3.1. Usage
I ndi cating capability: READER
Synt ax
BODY nessage-id
BODY nunber
BODY

Responses

First form (nmessage-id specified)

222 0| n nmessage-id Body follows (rmulti-line)
430 No article with that nmessage-id
Second form (article nunber specified)
222 n nmessage-id Body follows (multi-line)
412 No newsgroup sel ected
423 No article with that nunber
Feat her St andards Track
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Third form (current article nunber used)

222 n nmessage-id Body follows (rmulti-line)
412 No newsgroup sel ected
420 Current article nunber is invalid

Paranet ers

nunber Requested articl e nunber
n Returned article nunber
nessage-id Article nessage-id

6.2.3.2. Description

The BODY command behaves identically to the ARTI CLE conmand except
that, if the article exists, the response code is 222 instead of 220
and only the body is presented (the enpty |ine separating the headers
and body MUST NOT be included).

6.2.3.3. Exanples

Exanpl e of a successful retrieval of the body of an article
(explicitly not using an article nunber):

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 m sc.test
[ BODY

[S] 222 3000234 <45223423@xanpl e. cone
[S] This is just a test article.

[S]

Exanmpl e of a successful retrieval of the body of an article by
nessage-i d:

[C BODY <45223423@xanpl e. conm>
[S] 222 0 <45223423@xanpl e. conp
[S] This is just a test article.
[S]

Exanmpl e of an unsuccessful retrieval of the body of an article by
nessage-i d:

[C] BODY <i.am not.there@xanpl e. conp
[S] 430 No Such Article Found
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Exanmpl e of an unsuccessful retrieval of the body of an article by
nunber:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 m sc.test
[C] BODY 300256

[S] 423 No article with that nunber

Exanmpl e of an unsuccessful retrieval of the body of an article by
nunber because no newsgroup was selected first:

[ Assunes currently sel ected newsgroup is invalid.]
[C BODY 300256
[S] 412 No newsgroup sel ected

Exanmpl e of an attenpt to retrieve the body of an article when the
currently sel ected newsgroup is enpty:

GROUP exanpl e. enpty. newsgr oup

211 0 0 0 exanpl e. enpty. newsgr oup
BODY

420 No current article selected

LOKNAO

6.2.4. STAT
6.2.4.1. Usage
This command i s mandatory.
Synt ax
STAT nessage-i d
STAT nunber
STAT

Responses

First form (nmessage-id specified)

223 0| n message-id Article exists

430 No article with that nmessage-id
Second form (article nunber specified)

223 n nmessage-id Article exists

412 No newsgroup sel ected

423 No article with that nunber
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Third form (current article nunber used)

223 n nessage-id Article exists
412 No newsgroup sel ected
420 Current article nunber is invalid

Paranet ers

nunber Requested articl e nunber
n Returned article nunber
nessage-id Article nessage-id

6.2.4.2. Description

The STAT command behaves identically to the ARTI CLE conmand except

that, if the article exists, it is NOT presented to the client and

the response code is 223 instead of 220. Note that the response is
NOT mul ti-1line.

This command allows the client to determ ne whether an article exists
and, in the second and third forms, what its nmessage-id is, wthout
having to process an arbitrary anpunt of text.

6.2.4.3. Exanples

Exanmpl e of STAT on an existing article (explicitly not using an
article nunber):

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 misc.test
[C STAT

[S] 223 3000234 <45223423@xanpl e. conk

Exanpl e of STAT on an existing article by nessage-id:

[C] STAT <45223423@xanpl e. conp
[S] 223 0 <45223423@xanpl e. con>

Exanmpl e of STAT on an article not on the server by nessage-id:

[C] STAT <i.am not.there@xanpl e. conp
[S] 430 No Such Article Found

Exanmpl e of STAT on an article not in the server by nunber:
[C] CGROUP mi sc.test
[S] 211 1234 3000234 3002322 mi sc.test

[C STAT 300256
[S] 423 No article with that nunber
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Exampl e of STAT on an article by nunber when no newsgroup was
sel ected first:

[ Assunes currently selected newsgroup is invalid.]
[C STAT 300256
[S] 412 No newsgroup sel ected

Exanmpl e of STAT on an article when the currently sel ected newsgroup
is enmpty:

[C] GROUP exanpl e. enpty. newsgr oup

[S] 211 0 O O exanpl e. enpty. newsgroup
[ STAT

[S] 420 No current article selected

Exampl e of STAT by message-id on a server that sonetimes reports the
actual article nunber:

[C] CGROUP m sc.test

[S] 211 1234 3000234 3002322 misc.test
STAT

223 3000234 <45223423@xanpl e. conp
STAT <45223423@xanpl e. conp

223 0 <45223423@xanpl e. conr

STAT <45223423@xanpl e. conp

223 3000234 <45223423@xanpl e. conmr
GROUP exanpl e. enpty. newsgr oup

211 0 0 O exanpl e. enpty. newsgr oup
STAT <45223423@xanpl e. conp

223 0 <45223423@xanpl e. conp

GROUP al t.crossposts

211 9999 111111 222222 alt.crossposts
STAT <45223423@xanpl e. conp

223 123456 <45223423@xanpl e. conp
STAT

223 111111 <23894720@xanpl e. conp

QO

L000000000N000N000N

The first STAT conmand establishes the identity of an article in the
group. The second and third show that the server may, but need not,
give the article number when the nessage-id is specified. The fourth
STAT conmand shows that zero nust be specified if the article isn't
in the currently sel ected newsgroup. The fifth shows that the
nunber, if provided, nust be that relating to the currently sel ected
newsgroup. The last one shows that the current article nunber is
still not changed by the use of STAT with a nmessage-id even if it
returns an article nunber.
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6.

6.

3.

3.

Article Posting

Article posting is done in one of two ways: individual article
posting from news-reading clients using POST, and article transfer
from ot her news servers using | HAVE

1. POST

6.3.1.1. Usage

I ndi cating capability: POST
Thi s command MJUST NOT be pi peli ned.

Synt ax
POST

Responses

Initial responses
340 Send article to be posted
440 Posting not permtted

Subsequent responses
240 Article received K
441 Posting failed

6.3.1.2. Description

If posting is allowed, a 340 response MJST be returned to indicate
that the article to be posted should be sent. |[If posting is

prohi bited for sonme installation-dependent reason, a 440 response
MUST be returned.

If posting is permtted, the article MJIST be in the format specified
in Section 3.6 and MJUST be sent by the client to the server as a
nmulti-line data block (see Section 3.1.1). Thus a single dot (".")
on a line indicates the end of the text, and lines starting with a
dot in the original text have that dot doubled during transm ssion

Fol | owi ng the presentation of the term nation sequence by the client,
the server MUST return a response indicating success or failure of
the article transfer. Note that response codes 340 and 440 are used
in direct response to the POST command while 240 and 441 are returned
after the article is sent.
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A response of 240 SHOULD indicate that, barring unforeseen server

errors, the posted article will be nmade avail able on the server
and/ or transferred to other servers, as appropriate, possibly
followi ng further processing. In other words, articles not wanted by

the server SHOULD be rejected with a 441 response, rather than being
accepted and then discarded silently. However, the client SHOULD NOT
assune that the article has been successfully transferred unless it
receives an affirmative response fromthe server and SHOULD NOT
assune that it is being nmade available to other clients without
explicitly checking (for exanple, using the STAT comrand).

If the session is interrupted before the response is received, it is
possi bl e that an affirmative response was sent but has been | ost.
Therefore, in any subsequent session, the client SHOULD either check
whet her the article was successfully posted before resendi ng or
ensure that the server will allocate the sane nessage-id to the new
attenpt (see Appendix A.2). The latter approach is preferred since
the article mght not have been nade avail able for reading yet (for
exanple, it may have to go through a noderation process).

6.3.1.3. Exanples
Exampl e of a successful posting:

[ POST

340 Input article; end with <CR-LF>. <CR-LF>
From "Deno User" <nobody@xanpl e. net>
Newsgr oups: m sc.test

Subject: | amjust a test article

Organi zation: An Exanpl e Net

(%)

This is just a test article.

LOOOO0000

é40 Article received OK
Exanmpl e of an unsuccessful posting:
[ PCST
[S] 340 Input article; end with <CR-LF>. <CR-LF>
[C From "Denmpb User" <nobody@xanpl e. net>
[C] Newsgroups: msc.test
[C] Subject: | amjust a test article
[C] Organization: An Exanpl e Net
[C] This is just a test article.

441 Posting failed
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Exampl e of an attenpt to post when posting is not all owed:
[Initial connection set-up conpleted.]
[S] 201 NNTP Service Ready, posting prohibited
[ PCST
[S] 440 Posting not permtted
6.3.2. |HAVE
6.3.2.1. Usage
I ndi cating capability: |HAVE
Thi s command MJUST NOT be pi pel i ned.

Synt ax
| HAVE nmessage-i d

Responses

Initial responses

335 Send article to be transferred
435 Article not wanted
436 Transfer not possible; try again |ater

Subsequent responses
235 Article transferred OK
436 Transfer failed; try again |ater
437 Transfer rejected; do not retry

Par anmet er s
nmessage-id Article nessage-id

6.3.2.2. Description

The | HAVE command inforns the server that the client has an article

with the specified nessage-id. |If the server desires a copy of that
article, a 335 response MJST be returned, instructing the client to
send the entire article. |If the server does not want the article

(if, for exanple, the server already has a copy of it), a 435
response MJST be returned, indicating that the article is not wanted.
Finally, if the article isn't wanted i medi ately but the client
should retry later if possible (if, for exanple, another client is in
the process of sending the sane article to the server), a 436
response MJST be returned.

Feat her St andards Track [ Page 58]



RFC 3977 Net wor k News Transfer Protocol (NNTP) Cct ober 2006

If transm ssion of the article is requested, the client MJST send the
entire article, including headers and body, to the server as a
multi-line data block (see Section 3.1.1). Thus, a single dot (".")
on a line indicates the end of the text, and lines starting with a
dot in the original text have that dot doubled during transm ssion
The server MUST return a 235 response, indicating that the article
was successfully transferred; a 436 response, indicating that the
transfer failed but should be tried again |ater; or a 437 response,
indicating that the article was rejected.

This function differs fromthe POST conmand in that it is intended
for use in transferring already-posted articles between hosts. It
SHOULD NOT be used when the client is a personal news-readi ng
program since use of this command indicates that the article has
al ready been posted at another site and is sinply being forwarded
from anot her host. However, despite this, the server MAY el ect not
to post or forward the article if, after further exam nation of the
article, it deens it inappropriate to do so. Reasons for such
subsequent rejection of an article nmay include problens such as

i nappropri ate newsgroups or distributions, disc space linitations,
article lengths, garbled headers, and the like. These are typically
restrictions enforced by the server host’s news software and not
necessarily by the NNTP server itself.

The client SHOULD NOT assune that the article has been successfully
transferred unless it receives an affirmative response fromthe
server. A lack of response (such as a dropped network connection or
a network tineout) SHOULD be treated the sane as a 436 response.

Because sone news server software nay not immediately be able to
determ ne whether an article is suitable for posting or forwarding,
an NNTP server MAY acknow edge the successful transfer of the article
(with a 235 response) but later silently discard it.

Feat her St andards Track [ Page 59]



RFC 3977

6.3.2.3.

Net wor k News Transfer Protocol (NNTP) Cct ober

Exanpl es

Exanmpl e of successfully sending an article to another site:

[
[ 9]
[

O

LNOOOOO0000

| HAVE <i.am an. article.you.w ||.want @xanpl e. conr

335 Send it; end with <CR-LF>. <CR-LF>

Pat h: pat host! deno! sonewher e! not - f or - mai |

From "Denmp User" <nobody@xanpl e.cone

Newsgr oups: m sc.test

Subject: | amjust a test article

Date: 6 Oct 1998 04:38:40 - 0500

Organi zation: An Exanple Com San Jose, CA

Message- 1D <i.aman.article.you.will.want @xanpl e. conp

This is just a test article.

235 Article transferred K

Exampl e of sending an article to another site that rejects it.
that the nmessage-id in the IHAVE command is not the sanme as the one
article headers; while this is bad practice and SHOULD NOT be

in the
done,

[
[S)]

O

L2.000000000

Feat her

t is not forbidden.

| HAVE <i.am an. article.you.w | |.want @xanpl e. conr
335 Send it; end with <CR- LF>. <CR-LF>

Pat h: pat host! deno! sonewher e! not - f or - mai |

From "Deno User" <nobody@xanpl e.cone

Newsgr oups: m sc.test

Subject: | amjust a test article

Date: 6 Oct 1998 04:38:40 - 0500

Organi zation: An Exanple Com San Jose, CA
Message- 1 D: <i.aman. article.you. have@xanpl e. conp

This is just a test article.

437 Article rejected; don’t send again

2006
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Exanmpl e of sending an article to another site where the transfer
fails:

[C] ITHAVE <i.am an.article.you.wll.want @xanpl e. conp
[S] 335 Send it; end with <CR-LF>. <CR-LF>
[C] Path: pathost!deno! somewhere! not-for-nai
[C] From "Denob User" <nobody@xanple.conp
[C] Newsgroups: msc.test
[C] Subject: | amjust a test article
[C] Date: 6 Cct 1998 04:38:40 -0500
[C] Organization: An Example Com San Jose, CA
[C] Message-ID: <i.aman.article.you.wll.want@xanpl e.cone
[C]
[C] This is just a test article.
[q .
[S] 436 Transfer failed
Exanmpl e of sending an article to a site that already has it:
[ IHAVE <i.aman. articl e.you. have@xanpl e. conp
[S] 435 Duplicate
Exampl e of sending an article to a site that requests that the
article be tried again later:
[C] IHAVE <i.am an.articl e.you. def er @xanpl e. conr
[S] 436 Retry later

7. Information Comrands
This section lists other conmands that may be used at any tine
bet ween t he begi nning of a session and its termination. Using these

comuands does not alter any state information, but the response
generated fromtheir use nmay provide useful information to clients.

7.1. DATE

7.1.1. Usage

I ndi cating capability: READER

Synt ax
DATE

Responses
111 yyyymrddhhmss Server date and tinme

Feat her
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Par anmet er s
yyyymddhhmss Current UTC date and tinme on server

7.1.2. Description

This command exists to help clients find out the current Coordi nated
Universal Time [TF.686-1] fromthe server’s perspective. This
conmand SHOULD NOT be used as a substitute for NTP [ RFC1305] but to
provide information that m ght be useful when using the NEWNEWS
conmand (see Section 7.4).

The DATE command MUST return a tinmestanp fromthe sanme clock as is
used for determining article arrival and group creation tines (see
Section 6). This clock SHOULD be nonotonic, and adjustnents SHOULD
be made by running it fast or slow conpared to "real" time rather
than by naki ng sudden junps. A system providing NNTP service SHOULD
keep the system cl ock as accurate as possible, either with NTP or by
sone ot her met hod.

The server MUST return a 111 response specifying the date and tine on
the server in the formyyyymmddhhmss. This date and tinme is in
Coor di nated Uni versal Tine.

7.1.3. Exanples

[C] DATE
[S] 111 19990623135624

7.2. HELP
7.2.1. Usage
This command i s mandatory.

Synt ax
HELP

Responses
100 Help text follows (nulti-Iine)

7.2.2. Description
Thi s command provides a short summary of the comuands that are
understood by this inplenmentation of the server. The help text wll

be presented as a nulti-line data block follow ng the 100 response
code.
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This text is not guaranteed to be in any particular format (but nust
be UTF-8) and MJUST NOT be used by clients as a replacenent for the
CAPABI LI TI ES conmand described in Section 5. 2.

7.2.3. Exanples

[ HELP

[S] 100 Help text follows

[S] This is some help text. There is no specific

[S] formatting requirenment for this test, though

[S] it is customary for it to list the valid conmands
[S] and give a brief definition of what they do.

[s] .

7.3. NEWGROUPS
7.3.1. Usage
I ndi cating capability: READER

Synt ax
NEWGROUPS date tine [ GMVI]

Responses
231 Li st of new newsgroups follows (multi-line)

Par anmet er s
dat e Date in yynmdd or yyyymdd f or mat
time Time in hhnmss for mat

7.3.2. Description

This command returns a list of newsgroups created on the server since
the specified date and time. The results are in the sane format as
the LI ST ACTI VE command (see Section 7.6.3). However, they MAY

i ncl ude groups not avail able on the server (and so not returned by

LI ST ACTIVE) and MAY omit groups for which the creation date is not
avail abl e.

The date is specified as 6 or 8 digits in the format [xx]yymrdd,
where xx is the first two digits of the year (19-99), yy is the |ast
two digits of the year (00-99), nmis the nonth (01-12), and dd is
the day of the month (01-31). dients SHOULD specify all four digits
of the year. |If the first two digits of the year are not specified
(this is supported only for backward conpatibility), the year is to
be taken fromthe current century if yy is smaller than or equal to
the current year, and the previous century otherw se.
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7.

7.

7.

3.

4.

The tine is specified as 6 digits in the format hhmss, where hh is
the hours in the 24-hour clock (00-23), mmis the m nutes (00-59),
and ss is the seconds (00-60, to allow for |eap seconds). The token
"GMI" specifies that the date and tine are given in Coordinated
Universal Time [TF.686-1]; if it is omtted, then the date and tine
are specified in the server’s local tinezone. Note that there is no
way of using the protocol specified in this docunent to establish the
server’s |ocal tinezone

Note that an enpty list is a possible valid response and indicates
that there are no new newsgroups since that date-time.

Clients SHOULD nake all queries using Coordi nated Universal Tine
(i.e., by including the "GMI" argunent) when possi bl e.

3. Exanpl es
Exanpl e where there are new groups:
[C NEWCROUPS 19990624 000000 GMT
[S] 231 Iist of new newsgroups follows
[S] alt.rfc-witers.recovery 4 1y
[S] tx.natives.recovery 89 56 y
[S]
Exanpl e where there are no new groups
[CQ NEWGROUPS 19990624 000000 GMr
[S] 231 Iist of new newsgroups foll ows
[S]
NEVWEWS
1. Usage
I ndi cating capability: NEWNEWS

Synt ax
NEWNEWS wi | dmat date tine [ GVIT]

Responses
230 List of new articles follows (multi-Iline)

Par aneters

wi | dmat Newsgr oups of i nterest
dat e Date in yynmmdd or yyyymdd f or mat
time Time in hhmss for mat
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7.4.2. Description

This command returns a list of message-ids of articles posted or
recei ved on the server, in the newsgroups whose nanmes match the

wi |l dmat, since the specified date and tine. One nessage-id is sent
on each line; the order of the response has no specific significance
and may vary fromresponse to response in the same session. A
nessage-i d MAY appear nore than once; if it does, it has the sane
nmeaning as if it appeared only once.

Date and time are in the same format as the NEWSROUPS command (see
Section 7.3).

Note that an enpty list is a possible valid response and indicates
that there is currently no new news in the rel evant groups.

Clients SHOULD nmake all queries in Coordinated Universal Tine (i.e.
by using the "GWI" argunent) when possi bl e.

7.4.3. Exanples

7.

Exanmpl e where there are new articles:

[C NEWNEWS news. *, sci.* 19990624 000000 GMVI

[S] 230 list of new articles by nessage-id foll ows
[S] <i.am a.new. articl e@xanpl e. conr

[S] <i.am another.new. articl e@xanpl e. conp

[S]

Exanpl e where there are no new articles:

[C NEWNEWS alt.* 19990624 000000 GMr
[S] 230 Iist of new articles by nmessage-id foll ows
[S]

Ti ne

As described in Section 6, each article has an arrival tinestanp.
Each newsgroup al so has a creation tinmestanp. These tinestanps are
used by the NEWNEWS and NEWEROUP commands to construct their
responses.

Clients can ensure that they do not have gaps in lists of articles or
groups by using the DATE comand in the foll owi ng manner

First session:
| ssue DATE command and record result.
| ssue NEWNEWS conmand using a previously chosen tinestanp.
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Subsequent sessi ons:
| ssue DATE conmmand and hold result in tenmporary storage.
| ssue NEWNEWS conmand using timestanp saved from previ ous session.
Overwite saved tinmestanp with that currently in tenporary
st or age.

In order to allow for mnor errors, clients MAY want to adjust the
ti mestanp back by two or three mnutes before using it in NEWNEWS.

7.5.1. Exanples
Fi rst session:

[C] DATE

[S] 111 20010203112233

[C] NEWNEWS | ocal . chat 20001231 235959 GMr
[S] 230 Iist follows

[S] <article.l@ocal.service>

[S] <article.2@ocal.service>

[S] <article.3@ocal.service>

[S]

Second session (the client has subtracted 3 minutes fromthe
ti mestanp returned previously):

[C] DATE

[S] 111 20010204003344

[C] NEWNEWS | ocal . chat 20010203 111933 GMr
[S] 230 Iist follows

[S] <article.3@ocal.service>

[S] <article.4@ocal.service>

[S] <article.5@ocal.service>

[S]

Not e how <article.3@ocal.service> arrived in the 3 mnute gap and so
is listed in both responses.

7.6. The LI ST Commands

The LIST fam |y of commands all return information that is multi-line
and that can, in general, be expected not to change during the
session. Oten the information is related to newsgroups, in which
case the response has one |line per newsgroup and a wildmat MAY be
provided to restrict the groups for which information is returned.

The set of avail able keywords (including those provided by

extensions) is given in the capability list with capability | abel
LI ST.
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7.6.1. LIST
7.6.1.1. Usage
I ndicating capability: LIST

Synt ax
LI ST [ keyword [wi | dmat | ar gunment ] ]

Responses
215 Information follows (nulti-Iine)
Par amet er s
keyword I nformation requested [1]
ar gunent Specific to keyword
wi | dmat Groups of interest

[1] If no keyword is provided, it defaults to ACTIVE
7.6.1.2. Description

The LI ST command all ows the server to provide bl ocks of information
to the client. This information nmay be global or may be related to
newsgroups; in the latter case, the information may be returned
either for all groups or only for those matching a wildmat. Each
bl ock of information is represented by a different keyword. The
comand returns the specific information identified by the keyword.

If the information is available, it is returned as a nmulti-line data
bl ock follow ng the 215 response code. The fornat of the information
depends on the keyword. The information MAY be affected by the
addi ti onal argunent, but the format MJST NOT be.

If the information is based on newsgroups and the optional w | dnmat
argunent is specified, the response is linmted to only the groups (if
any) whose nanmes match the wildmat and for which the information is
avai | abl e.

Note that an enpty list is a possible valid response; for a
newsgr oup- based keyword, it indicates that there are no groups
nmeeting the above criteria.

If the keyword is not recognised, or if an argunent is specified and
the keyword does not expect one, a 501 response code MJST BE
returned. |If the keyword is recogni sed but the server does not

mai ntain the informati on, a 503 response code MJST BE returned.
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The LI ST command MJST NOT change the visible state of the server

any way; that is, the behaviour of subsequent comands MJST NOT b
affected by whether the LIST conmand was issued. For exanple, it
MUST NOT make groups avail able that otherw se woul d not have been

7.6.1.3.

Exanpl es

Exanpl e of LIST with the ACTIVE keyword:

[
[ ]
[ )]
[S]
[S]
[S)]
[ 9]
[S]

LI ST ACTI VE

215 list of newsgroups follows
m sc.test 3002322 3000234 y
conp. risks 442001 441099 m
alt.rfc-witers.recovery 4 1y
tx.natives.recovery 89 56 y
tx.natives.recovery.d 11 9 n

Exampl e of LIST with no keyword:

[
[ 9]
[ ]
[S)]
[S]
[S]
[S)]
[S]

LI ST

215 list of newsgroups follows
m sc.test 3002322 3000234 y
conp. risks 442001 441099 m
alt.rfc-witers.recovery 4 1y
tx.natives.recovery 89 56 y
tx.natives.recovery.d 11 9 n

The output is identical to that of the previous exanple.

Exanmpl e of LIST on a newsgroup-based keyword with and without
wi | dmat :

[
[S)]
[S]
[S]
[S)]
[ 9]
[
[S)]
[S]
[S]

Feat her

LI ST ACTI VE. TI MES

215 information foll ows

m sc.test 930445408 <creat ne@ sc. or g>
alt.rfc-witers.recovery 930562309 <m@xanpl e. conp
tx. natives.recovery 930678923 <sob@cadem conp

LIST ACTI VE. TI MES tx. *
215 information foll ows
tx. natives.recovery 930678923 <sob@cadem con®

2006
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e
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Exampl e of LIST returning an error where the keyword i s recognized
but the software does not nmaintain this information

[
[
[
[
[
[
[
[

C]
S]
S]
S]
S]
S]
C]
S]

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

LI ST ACTI VE NEWSGROUPS ACTI VE. TI MES XTRA. DATA

LI ST XTRA. DATA
503 Data item not stored

Exanpl e of LIST where the keyword is not recognised:

[

7.6.2.

Thi s specification defines the

OVERVI EW FMI'

C

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

LI ST ACTI VE NEWSGROUPS ACTI VE. TI MES XTRA. DATA

LIST DI STRI B. PATS
501 Syntax Error

St andard LI ST Keywords

is adverti sed

Section 8.4
is advertised

foll owi ng LI ST keywords:

Mandatory if the OVER capability

Fomm oo o - Fom e e e e oo - o m e e e e e e e e e e e e e e e e o +
| Keyword | Definition | Status |
R Fom e e e oo oo - o e m e e e e e e e e e e e e e e e m o +
| ACTI VE | Section 7.6.3 | Mandatory if the READER capability |
| | | is advertised |
| | | |
| ACTIVE.TIMES | Section 7.6.4 | Optional |
| | | |
| DISTRIB.PATS | Section 7.6.5 | Optional |
| | | |
| HEADERS | Section 8.6 | Mandatory if the HDR capability is

| | | advertised |
| | | |
| NEWSGROUPS | Section 7.6.6 | Mandatory if the READER capability |
| | | |
| | | |
| | | |
| | | |

Feat her
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Where one of these LIST keywords is supported by a server, it MJST
have the meani ng given in the rel evant sub-section

7.6.3. LIST ACTI VE

Thi s keyword MJUST be supported by servers advertising the READER
capability.

LI ST ACTIVE returns a list of valid newsgroups and associ at ed
information. If no wildmat is specified, the server MJST include
every group that the client is permtted to select with the GROUP
conmand (Section 6.1.1). Each Iine of this list consists of four
fields separated fromeach other by one or nore spaces:

The nane of the newsgroup

The reported high water mark for the group

The reported | ow water mark for the group

The current status of the group on this server.

(e}l elNe]

The reported high and | ow water marks are as described in the GROUP
conmand (see Section 6.1.1), but note that they are in the opposite
order to the 211 response to that command.

The status field is typically one of the follow ng:

"y" Posting is pernmitted.
"n" Posting is not permtted.
"m' Postings will be forwarded to the newsgroup noderator.

The server SHOULD use these val ues when t hese meanings are required
and MUST NOT use themwi th any other neaning. Qher values for the
status may exist; the definition of these other values and the

ci rcunmst ances under which they are returned may be specified in an
extension or may be private to the server. A client SHOULD treat an
unrecogni zed status as giving no information.

The status of a newsgroup only indicates how posts to that newsgroup
are nornmally processed and is not necessarily custom sed to the
specific client. For exanple, if the current client is forbidden
fromposting, then this will apply equally to groups with status
Conversely, a client with special privileges (not defined by this
specification) mght be able to post to a group with status "n".

y.
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For exanpl e:

[C LIST ACTIVE

[S] 215 Iist of newsgroups follows
[S] msc.test 3002322 3000234 y
[S] conp.risks 442001 441099 m

[S] alt.rfc-witers.recovery 4 1y
[S] tx.natives.recovery 89 56 y
[S] tx.natives.recovery.d 11 9 n
[S]

or, on an inplenentation that includes |eading zeroes:

[C] LIST ACTIVE

[S] 215 Iist of newsgroups follows

[S] misc.test 0003002322 0003000234 y

[S] comp.risks 0000442001 0000441099 m

[S] alt.rfc-witers.recovery 0000000004 0000000001 y
[S] tx.natives.recovery 0000000089 0000000056 y

[S] tx.natives.recovery.d 0000000011 0000000009 n
[s] .

The information is newsgroup based, and a wi |l dmat MAY be specified,
in which case the response is limted to only the groups (if any)
whose nanes match the wildmat. For exanpl e:

[C LIST ACTIVE *.recovery

[S] 215 list of newsgroups follows
[S] alt.rfc-witers.recovery 4 1y
[S] tx.natives.recovery 89 56 y
[S]

7.6.4. LIST ACTI VE. TI MES
This keyword is optional.

The active.times list is maintained by sonme NNTP servers to contain
i nformati on about who created a particul ar newsgroup and when. Each
line of this list consists of three fields separated from each ot her
by one or nore spaces. The first field is the nane of the newsgroup
The second is the time when this group was created on this news
server, measured in seconds since the start of January 1, 1970. The
third is plain text intended to describe the entity that created the
newsgroup; it is often a mailbox as defined in RFC 2822 [ RFC2822].
For exanpl e:
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[C LIST ACTI VE. TI MES

[S] 215 information foll ows

[S] misc.test 930445408 <creatme@ sc. org>

[S] alt.rfc-witers.recovery 930562309 <m@xanpl e. conp
[S] tx.natives.recovery 930678923 <sob@cadem conp

[S]

The list MAY omit newsgroups for which the information is unavail able
and MAY include groups not available on the server; in particular, it
MAY omit all groups created before the date and time of the ol dest
entry. The client MJUST NOT assunme that the list is conplete or that
it matches the list returned by the LI ST ACTI VE command

(Section 7.6.3). The NEWGROUPS conmand (Section 7.3) nay provide a
better way to access this information, and the results of the two
conmands SHOULD be consistent except that, if the latter is invoked
with a date and tinme earlier than the oldest entry in active.tines
list, its result may include extra groups.

The information is newsgroup based, and a wi |l dmat MAY be specified,
in which case the response is limted to only the groups (if any)
whose nanes match the w | dnat.

7.6.5. LIST DI STRI B. PATS
This keyword is optional

The distrib.pats list is maintained by some NNTP servers to assi st
clients to choose a value for the content of the Distribution header
of a news article being posted. Each line of this |ist consists of
three fields separated fromeach other by a colon (":"). The first
field is a weight, the second field is a wildnat (which may be a

si npl e newsgroup name), and the third field is a value for the

Di stribution header content. For exanple:

[C LIST D STRI B. PATS

[S] 215 infornation foll ows
[S] 10:1ocal.*:loca

[S] 5:*:world

[S] 20:1ocal.here.*:thissite
[9] .

The client MAY use this information to construct an appropriate

Di stribution header given the nane of a newsgroup. To do so, it
shoul d determi ne the |lines whose second field nmatches the newsgroup
name, select fromanong themthe line with the highest weight (with O
being the | owest), and use the value of the third field to construct
the Distribution header
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The information is not newsgroup based, and an argunent MJST NOT be
speci fi ed.

7.6.6. LI ST NEWBGROUPS

Thi s keyword MJUST be supported by servers advertising the READER
capability.

The newsgroups list is maintained by NNTP servers to contain the name
of each newsgroup that is available on the server and a short
description about the purpose of the group. Each line of this list
consists of two fields separated fromeach other by one or nobre space
or TAB characters (the usual practice is a single TAB). The first
field is the name of the newsgroup, and the second is a short
description of the group. For exanple:

[C LIST NEWSGROUPS

[S] 215 infornation foll ows

[S] misc.test General Usenet testing

[S] alt.rfc-witers.recovery RFC Witers Recovery
[S] tx.natives.recovery Texas Natives Recovery
[S]

The Iist MAY omit newsgroups for which the information is unavail able
and MAY include groups not available on the server. The client MJST
NOT assune that the list is conplete or that it matches the I|ist
returned by LI ST ACTI VE.

The description SHOULD be in UTF-8. However, servers often obtain
the information fromexternal sources. These sources nmay have used
di fferent encodings (ones that use octets in the range 128 to 255 in
sone ot her manner) and, in that case, the server MAY pass it on
unchanged. Therefore, clients MJUST be prepared to receive such
descri ptions.

The information is newsgroup based, and a wi |l dmat MAY be specified,
in which case the response is limted to only the groups (if any)
whose nanes match the w | dnat.

8. Article Field Access Commands

This section lists comands that may be used to access specific
article fields; that is, headers of articles and netadata about
articles. These comuands typically fetch data froman "overvi ew
dat abase", which is a database of headers extracted fromincom ng
articles plus nmetadata deternmined as the article arrives. Only
certain fields are included in the database.
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This section is based on the Overvi ew/ NOV dat abase [ ROBE1995]
devel oped by CGeoff Collyer.

8.1. Article Mtadata

Article "netadata” is data about articles that does not occur within
the article itself. FEach netadata item has a name that MJST begin
with a colon (and that MJST NOT contain a colon el sewhere withinit).
As with header nanes, netadata item nanes are not case sensitive

VWhen generating a netadata item the server MJST compute it for
itself and MJUST NOT trust any related value provided in the article.
(In particular, a Lines or Bytes header in the article MJST NOT be
assuned to specify the correct nunber of lines or bytes in the
article.) |If the server has access to several non-identical copies
of an article, the value returned MJST be correct for any copy of
that article retrieved during the same session

This specification defines two netadata itens: ":bytes" and ":lines".
QO her netadata itens nmay be defined by extensions. The nanes of

nmet adata items defined by registered extensions MJST NOT begin wth
"ox-" To avoid the risk of a clash with a future registered
extension, the nanes of netadata itens defined by private extensions
SHOULD begin with ":x-".

8.1.1. The :bytes Metadata Item

The :bytes netadata itemfor an article is a decimal integer. It
SHOULD equal the number of octets in the entire article: headers,
body, and separating enpty line (counting a CRLF pair as two octets,
and excluding both the "." CRLF terminating the response and any
added for "dot-stuffing" purposes).

Note to client inplementers: sone existing servers return a val ue
different fromthat above. The commobnest reasons for this are as
fol | ows:

o Counting a CRLF pair as one octet.

o Including the character used for dot-stuffing in the nunber.
o0 Including the termnating "." CRLF in the nunber.

o Using one copy of an article for counting the octets but then
returni ng anot her one that differs in some (pernitted) manner

| mpl ement ati ons should be prepared for such variation and MJST NOT
rely on the val ue being accurate.
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8.1.2. The :lines Metadata Item

The :lines netadata itemfor an article is a decimal integer. It
MUST equal the nunmber of lines in the article body (excluding the
enpty |line separating headers and body). Equivalently, it is two

| ess than the nunber of CRLF pairs that the BODY command woul d return
for that article (the extra two are those followi ng the response code
and the term nation octet).

8.2. Database Consi stency

The infornmation stored in the overview database nay change over tine.
I f the database records the content or absence of a given field (that
is, a header or netadata item) for all articles, it is said to be
"“consistent" for that field. |If it records the content of a header
for sone articles but not for others that neverthel ess included that
header, or if it records a nmetadata itemfor some articles but not
for others to which that itemapplies, it is said to be
"inconsistent"” for that field.

The LI ST OVERVI EW FMI' command SHOULD list all the fields for which

the database is consistent at that monent. It MAY omt such fields
(for exanmple, if it is not known whether the database is consistent
or inconsistent). It MJST NOT include fields for which the database

is inconsistent or that are not stored in the database. Therefore,
if a header appears in the LI ST OVERVI EW FMI out put but not in the
OVER output for a given article, that header does not appear in the
article (simlarly for netadata itemns).

These rul es assune that the fields being stored in the database
remai n constant for |long periods of time, and therefore the database
will be consistent. Wen the set of fields to be stored is changed,
it will be inconsistent until either the database is rebuilt or the
only articles remaining are those received since the change.
Therefore, the output from LI ST OVERVI EW FMI needs to be altered
twice. Firstly, before any fields stop being stored they MIST be
renoved fromthe output; then, when the database is once nore known
to be consistent, the new fields SHOULD be added to the output.

If the HDR command uses the overvi ew database rather than taking
information directly fromthe articles, the sane issues of

consi stency and i nconsi stency apply, and the LI ST HEADERS comrand
SHOULD t ake the same approach as the LI ST OVERVI EW FMI conmand i n
resol ving them
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8.3. OVER
8.3.1. Usage
I ndicating capability: OVER

Synt ax
OVER nessage-i d
OVER r ange
OVER

Responses

First form (nmessage-id specified)
224 Overview information follows (nmulti-Iine)
430 No article with that nmessage-id

Second form (range specified)
224 Overview information follows (nmulti-Iine)
412 No newsgroup sel ected
423 No articles in that range

Third form (current article nunber used)

224 Overview information follows (multi-Iline)
412 No newsgroup sel ected
420 Current article nunber is invalid

Par anmet er s
range Nunber (s) of articles
nessage-id Message-id of article
8.3.2. Description
The OVER conmmand returns the contents of all the fields in the
dat abase for an article specified by nessage-id, or froma specified
article or range of articles in the currently sel ected newsgroup

The nessage-id argunent indicates a specific article. The range
argunent may be any of the follow ng:

o An article nunber.
0o An article nunber followed by a dash to indicate all follow ng.

0 An article nunber followed by a dash foll owed by another article
nunber .

If neither is specified, the current article nunber is used.
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Support for the first (nessage-id) formis optional. If it is
supported, the OVER capability line MJST include the argunent

"MBA D'. Oherwise, the capability Iine MJUST NOT include this
argunent, and the OVER conmand MJST return the generic response code
503 when this formis used.

If the information is available, it is returned as a nulti-line data
bl ock follow ng the 224 response code and contains one |ine per
article, sorted in nunerical order of article nunber. (Note that

unl ess the argunent is a range including a dash, there will be
exactly one line in the data block.) Each |line consists of a nunber
of fields separated by a TAB. A field may be enpty (in which case
there will be two adjacent TABs), and a sequence of trailing TABs may
be om tted.

The first 8 fields MJUST be the follow ng, in order

"0" or article nunber (see bel ow)
Subj ect header content

From header content

Dat e header content

Message- | D header content
Ref er ences header content

:bytes netadata item

:lines netadata item

If the article is specified by nessage-id (the first formof the
conmand), the article nunmber MJST be replaced with zero, except that
if there is a currently selected newsgroup and the article is present
in that group, the server MAY use the article s nunber in that group
(See the ARTICLE comand (Section 6.2.1) and STAT exanpl es

(Section 6.2.4.3) for nore details.) In the other two fornms of the
comuand, the article nunber MJUST be returned.

Any subsequent fields are the contents of the other headers and
netadata held in the database.

For the five nandatory headers, the content of each field MJST be
based on the content of the header (that is, with the header nane and
foll owi ng col on and space renoved). |If the article does not contain
that header, or if the content is enpty, the field MIJST be enpty.

For the two mandatory netadata itens, the content of the field MJST
be just the value, with no other text.

For all subsequent fields that contain headers, the content MJST be
the entire header line other than the trailing CRLF. For al
subsequent fields that contain nmetadata, the field consists of the
net adat a nanme, a single space, and then the val ue.
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For all fields, the value is processed by first renoving all CRLF
pairs (that is, undoing any folding and renmpoving the termnating
CRLF) and then replacing each TAB with a single space. |If there is
no such header in the article, no such nmetadata item or no header or
itemstored in the database for that article, the corresponding field
MUST be enpty.

Note that, after unfolding, the characters NUL, LF, and CR cannot
occur in the header of an article offered by a conformant server.
Nevert hel ess, servers SHOULD check for these characters and repl ace
each one by a single space (so that, for exanple, CR LF LF TAB wl|l
beconme two spaces, since the CR and first LF will be renpoved by the
unfol di ng process). This will encourage robustness in the face of
non-confornming data; it is also possible that future versions of this
specification could permt these characters to appear in articles.

The server SHOULD NOT produce output for articles that no | onger
exi st.

If the argunment is a nessage-id and no such article exists, a 430

response MJST be returned. |If the argunent is a range or is omtted
and the currently selected newsgroup is invalid, a 412 response MJST
be returned. |If the argunment is a range and no articles in that

nunber range exist in the currently sel ected newsgroup, including the
case where the second number is |less than the first one, a 423
response MJST be returned. |If the argunent is onmitted and the
current article nunber is invalid, a 420 response MJST be returned.

8.3.3. Exanples

In the first four exanples, TAB has been replaced by vertical bar and
sone |ines have been folded for readability.

Exampl e of a successful retrieval of overview information for an
article (explicitly not using an article nunber):

[C] GROUP mi sc.test

[S] 211 1234 3000234 3002322 misc.test

[ OvVER

[S] 224 Overview information follows

[S] 3000234|1 amjust a test article|"Deno User"
<nobody@xanpl e. conmr| 6 Oct 1998 04: 38: 40 - 0500|
<45223423@xanpl e. conpk| <45454@xanpl e. net >| 1234
17| Xref: news. exanpl e.com ni sc. test: 3000363

[s] .
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Exampl e of a successful retrieval of overview informati
article by nessage-id:

[
[ ]
[ )]
[S]
[S]
[S)]
[ 9]
[
[ )]
[S]

[S]

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

OVER MSd D

LI ST ACTI VE NEWSGRCUPS OVERVI EW FMI

OVER <45223423@xanpl e. conp

224 Overview information foll ows

O]l amjust a test article|"Deno User"
<nobody@xanpl e. conmr| 6 Oct 1998 04: 38: 40 - 0500|
<45223423@xanpl e. conmp| <45454@xanpl e. net >| 1234]|
17| Xref: news. exanpl e.com m sc. t est: 3000363

Note that the article nunber has been replaced by "0".

Exanpl e of the same commands on a systemthat does not
retrieval by nessage-id:

[
[S]
[S]
[S)]
[ 9]
[ ]
[ 9]
[
[S]

Feat her

CAPABI LI TI ES

101 Capability list:
VERSI ON 2

READER

OVER

LI ST ACTI VE NEWSGROUPS OVERVI EW FMT

d/ER <45223423@xanpl e. conp
503 Overvi ew by nessage-i d unsupported
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Exampl e of a successful retrieval of overview information for a range
of articles:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 m sc.test

[C OVER 3000234-3000240

[S] 224 Overview information follows

[S] 3000234|1 amjust a test article|"Deno User"
<nobody@xanpl e. conr| 6 Oct 1998 04: 38: 40 - 0500|
<45223423@xanpl e. comr| <45454@xanpl e. net >| 1234]|
17| Xref: news. exanpl e.com m sc. t est: 3000363

[ S] 3000235| Anot her test article| nobody@owhere.to
(Denp User)| 6 Oct 1998 04: 38: 45 -0500| <45223425@ 0.t 0>| |
4818| 37| | Distri bution: fi

[S] 3000238|Re: | amjust a test article|sonmebody@l sewhere.to|
7 Oct 1998 11:38:40 +1200| <kfwer 3v@l sewhere. t 0>|
<45223423@ 0.t 0>| 9234| 51

[s] .

Note the missing "References" and Xref headers in the second line,
the missing trailing fields in the first and last |ines, and that
there are only results for those articles that still exist.

Exanmpl e of an unsuccessful retrieval of overview informtion on an
article by nunber:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 misc.test
[C OVER 300256

[S] 423 No such article in this group

Exanpl e of an invalid range:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 m sc.test
[C OVER 3000444-3000222

[S] 423 Empty range

Exanpl e of an unsuccessful retrieval of overview information by
nunber because no newsgroup was selected first:

[ Assunes currently selected newsgroup is invalid.]

[ OVER
[S] 412 No newsgroup sel ected
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8.

8.

4.

4.

Exanpl e of an attenpt to retrieve informati on when the currently
sel ected newsgroup is enpty:

[C] CGROUP exanpl e. enpty. newsgr oup
[S] 211 0 O O exanpl e. enpty. newsgroup
[ OvVER
[S] 420 No current article selected
LI ST OVERVI EW FMI

1. Usage

I ndi cating capability: OVER

Synt ax
LI ST OVERVI EW FMI

Responses
215 Information follows (nulti-Iine)

8.4.2. Description

See Section 7.6.1 for general requirenments of the LIST comrand.

The LI ST OVERVI EW FMI command returns a description of the fields in
the database for which it is consistent (as described above). The
information is returned as a multi-line data bl ock follow ng the 215
response code. The information contains one line per field in the
order in which they are returned by the OVER command; the first 7
lines MUST (except for the case of letters) be exactly as follows:

Subj ect :
From

Dat e:
Message- | D
Ref er ences:
: bytes
:lines

For compatibility with existing inplenmentations, the last two |ines
MAY i nst ead be:

Byt es:
Li nes:

even though they refer to nmetadata, not headers.
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Al'l subsequent |ines MJUST consist of either a header nane foll owed by
“:full", or the name of a piece of netadata.

There are no leading or trailing spaces in the output.

Note that the 7 fixed lines describe the 2nd to 8th fields of the
OVER output. The "full" suffix (which may use either uppercase,

| owercase, or a mx) is a rem nder that the corresponding fields

i ncl ude the header nane.

This command MAY generate different results if it is used nore than
once in a session.

If the OVER command is not inplenented, the nmeani ng of the output
fromthis command is not specified, but it must still neet the above
syntactic requirenents.

8.4.3. Exanples

Exampl e of LI ST OVERVI EW FMI out put corresponding to the exanple OVER
out put above, in the preferred format:

[C LIST OVERVI EW FMT
[S] 215 Order of fields in overvi ew database.
[S] Subject:

[S] From

[S] Date:

[S] Message-|D:

[ S] References:

[S] :bytes

[S] :lines

[S] Xref:full

[S] Distribution:full
[S] .
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Exampl e of LI ST OVERVI EW FMI out put corresponding to the exanpl e OVER
out put above, in the alternative format:

[CQ LIST OVERVI EW FMI
[S] 215 Order of fields in overvi ew database.
[S] Subject:

[S] From

[S] Date:

[S] Message-|D:

[ S] References:

[S] Bytes:

[S] Lines:

[S] Xref:FULL

[S] Distribution: FULL
[s] .

8.5. HDR
8.5.1. Usage
I ndi cating capability: HDR
Synt ax
HDR field nessage-id
HDR field range
HDR field
Responses
First form (nmessage-id specified)
225 Headers follow (multi-1line)
430 No article with that message-id
Second form (range specified)
225 Headers follow (multi-Iline)
412 No newsgroup sel ected
423 No articles in that range

Third form (current article nunber used)

225 Headers follow (multi-1line)
412 No newsgroup sel ected
420 Current article nunmber is invalid

Par aneters

field Name of field
range Nunber (s) of articles
nmessage-id Message-id of article
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8.5.2. Description

The HDR conmand provi des access to specific fields froman article
speci fied by message-id, or froma specified article or range of
articles in the currently selected newsgroup. It MAY take the
information directly fromthe articles or fromthe overvi ew dat abase
In the case of headers, an inplenentation MAY restrict the use of
this command to a specific list of headers or MAY allow it to be used
with any header; it may behave differently when it is used with a
nmessage-id argunent and when it is used with a range or no argunent.

The required field argunent is the nanme of a header with the col on
omtted (e.g., "subject") or the nane of a netadata item i ncluding
the leading colon (e.g., ":bytes"), and is case insensitive.

The nessage-id argunent indicates a specific article. The range
argunent may be any of the foll ow ng:

0o An article nunber.
0o An article nunmber followed by a dash to indicate all follow ng.

0 An article nunber followed by a dash foll owed by another article
nunber .

If neither is specified, the current article nunber is used.
If the information is available, it is returned as a multi-line data

bl ock follow ng the 225 response code and contains one line for each
article in the range that exists. (Note that unless the argunment is

a range including a dash, there will be exactly one line in the data
bl ock.) The line consists of the article nunber, a space, and then
the contents of the field. |In the case of a header, the header nane,

the colon, and the first space after the colon are all onitted.

If the article is specified by nessage-id (the first formof the
conmand), the article nunber MJST be replaced with zero, except that
if there is a currently selected newsgroup and the article is present
in that group, the server MAY use the article’ s nunber in that group
(See the ARTICLE command (Section 6.2.1) and STAT exanpl es

(Section 6.2.4.3) for nore details.) 1In the other two forms of the
command, the article nunber MJUST be returned.

Header contents are nodified as follows: all CRLF pairs are renoved,
and then each TAB is replaced with a single space. (Note that this
is the same transformation as is perforned by the OVER conmmand
(Section 8.3.2), and the same comment concerning NUL, CR, and LF
applies.)
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Not e the distinction between headers and netadata appearing to have
the sane neani ng. Headers are al ways taken unchanged fromthe
article; netadata are always cal cul ated. For exanple, a request for
"Lines" returns the contents of the "Lines" header of the specified
articles, if any, no matter whether they accurately state the nunber
of lines, while a request for ":lines" returns the |ine count

net adata, which is always the actual nunber of lines irrespective of
what any header nay state.

If the requested header is not present in the article, or if it is
present but enpty, a line for that article is included in the output,
but the header content portion of the line is enpty (the space after

the article nunber MAY be retained or omitted). |f the header occurs
in a given article nore than once, only the content of the first
occurrence is returned by HOR If any article nunber in the provided

range does not exist in the group, no line for that article nunber is
i ncluded in the output.

If the second argunent is a nmessage-id and no such article exists, a

430 response MJUST be returned. |If the second argunment is a range or
is omtted and the currently selected newsgroup is invalid, a 412
response MJUST be returned. |If the second argunent is a range and no

articles in that nunber range exist in the currently selected
newsgroup, including the case where the second nunber is |ess than
the first one, a 423 response MJST be returned. |If the second
argunent is omtted and the current article nunber is invalid, a 420
response MJST be returned.

A server MAY only allow HDR commands for a linmted set of fields; it
may behave differently in this respect for the first (nessage-id)
formfromhow it would for the other forns. If so, it MJST respond
with the generic 503 response to attenpts to request other fields,
rather than return erroneous results, such as a successful enpty
response.

I f HDR uses the overview database and it is inconsistent for the
requested field, the server MAY return what results it can, or it MAY
respond with the generic 503 response. |In the latter case, the field
MUST NOT appear in the output from LI ST HEADERS
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8.5.3. Exanples

Exanmpl e of a successful retrieval of subject lines froma range of
articles (3000235 has no Subject header, and 3000236 is m ssing):

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 mi sc.test
[C HDR Subj ect 3000234-3000238

[S] 225 Headers foll ow

[S] 3000234 | amjust a test article

[ S] 3000235

[S] 3000237 Re: | amjust a test article
[S] 3000238 Ditto

[s] .

Exampl e of a successful retrieval of line counts froma range of
articles:

GROUP mi sc. test

211 1234 3000234 3002322 mi sc.test
HDR :1ines 3000234-3000238

225 Headers foll ow

3000234 42

3000235 5

3000237 11

3000238 2378

LAONNNNONAO

Exampl e of a successful retrieval of the subject line froman article
by message-i d:

[C] CGROUP mi sc.test

[S] 211 1234 3000234 3002322 misc.test

[C] HDR subject <i.ama.test.article@xanple.conp
[S] 225 Header information follows

[S] Ol amjust a test article

[S]

Exanpl e of a successful retrieval of the subject line fromthe
current article:

[C] GROUP m sc.test

[S] 211 1234 3000234 3002322 mi sc.test
[C] HDR subject

[S] 225 Header information follows

[S] 3000234 | amjust a test article
[s] .
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Exanmpl e of an unsuccessful retrieval of a header froman article by
nessage-i d:

[C] HDR subject <i.am not.there@xanple.conp
[S] 430 No Such Article Found

Exanmpl e of an unsuccessful retrieval of headers fromarticles by
nunber because no newsgroup was selected first:

[ Assunes currently sel ected newsgroup is invalid.]
[C HDR subject 300256-
[S] 412 No newsgroup sel ected

Exanpl e of an unsuccessful retrieval of headers because the currently
sel ected newsgroup is enpty:

[C] GROUP exanpl e. enpty. newsgr oup

[S] 211 0 O O exanpl e. enpty. newsgroup
[C] HDR subject 1-

[S] 423 No articles in that range

Exanmpl e of an unsuccessful retrieval of headers because the server
does not all ow HDR commands for that header:

GROUP mi sc. t est

211 1234 3000234 3002322 mi sc.test
HDR Cont ent - Type 3000234-3000238

503 HDR not pernitted on Content-Type

LOKNAO

8.6. LI ST HEADERS
8.6.1. Usage

I ndicating capability: HDR

Synt ax
LI ST HEADERS [ MSA D RANGE]
Responses
215 Field list follows (nmulti-Iine)

Par anet ers

MSA D Requests |ist for access by nessage-id
RANGE Requests list for access by range
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8.6.2. Description
See Section 7.6.1 for general requirenments of the LIST comrand.

The LI ST HEADERS conmand returns a list of fields that may be
retrieved using the HDR command.

The information is returned as a multi-line data block follow ng the
215 response code and contains one line for each field nane
(excluding the trailing colon for headers and including the |eading
colon for netadata itenms). |If the inplenentation allows any header
to be retrieved, it MJST NOT include any header nanes in the |ist but
MUST i nclude the special entry ":" (a single colon onits ow). It
MUST still explicitly list any netadata itens that are avail able.
The order of items in the list is not significant; the server need
not even consistently return the same order. The list MAY be enpty
(though in this circunstance there is little point in providing the
HDR conmand) .

An inplenentation that also supports the OVER command SHOULD at | east
permit all the headers and netadata itens listed in the output from
the LI ST OVERVI EW FMI' conmand

If the server treats the first formof the HDR comand (nessage-id
specified) differently fromthe other two forns (range specified or
current article nunber used) in respect of which headers or netadata
itens are available, then the follow ng apply:

o If the MS@ D argunent is specified, the results MJIST be those
avail able for the first formof the HDR comand.

o |If the RANGE argument is specified, the results MJIST be those
avail abl e for the second and third forns of the HDR comand.

o If no argument is specified, the results MJST be those avail abl e
inall forns of the HDR command (that is, it MJST only |ist those
itenms listed in both the previous cases).

If the server does not treat the various forms differently, then it
MJST i gnore any argunment and al ways produce the same results (though
not necessarily always in the same order).

If the HDR command is not inplenmented, the nmeaning of the output from

this command is not specified, but it must still neet the above
syntactic requirenents.

Feat her St andards Track [ Page 88]



RFC 3977

Net wor k News Transfer Protocol (NNTP) Cct ober 2006

8.6.3. Exanples

Exanpl

[
[ )]
[S]
[S]
[S)]
[S]

Exanpl
the fi

[
[ 9]
[ ]
[S)]
[S]
[S]
[S)]
[ 9]
[
[S)]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]
[S]
[S)]
[S]

Exanpl

[
[S)]
[ 9]
[ ]
[S)]
[S]
[S]

Feat her

e of an inplementation providing access to only a few headers:

LI ST HEADERS

215 headers support ed:
Subj ect

Message- 1 D

Xr ef

e of an inplenentation providing access to the sane fields as
rst exanple in Section 8.4.3:

CAPABI LI TI ES

101 Capability list:

VERSI ON 2

READER

OVER

HDR

LI ST ACTI VE NEWSGROUPS HEADERS OVERVI EW FMT

LI ST HEADERS
215 headers and netadata itens supported:
Dat e

Di stribution
From
Message- |1 D
Ref er ences
Subj ect

Xr ef

:bytes
:lines

e of an inplenentation providing access to all headers:

LI ST HEADERS
215 netadata itens supported

:lines
:bytes
:x-articl e-nunber
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Exanmpl e of an inplenentation distinguishing the first formof the HDR
conmand fromthe other two formns:

[C
[ S]
[S]
[S]
[S]
[ S]
[
[ ]
[ )]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]
[S]
[ 9]
[
[ ]
[S)]
[S]
[S]
[S)]
[ 9]
[ ]
[S)]
[S]
[S]

LI ST HEADERS RANGE
215 netadata itens supported

:lines
:bytes

LI ST HEADERS MSG D

215 headers and netadata itens supported:

Dat e

Di stribution
From

Message- |1 D

Ref er ences

Subj ect

:lines

: bytes

:x-articl e-nunber

LI ST HEADERS

215 headers and netadata itens supported:

Dat e

Di stribution
From
Message- |1 D
Ref er ences
Subj ect
:lines

: bytes

Note that :x-article-nunber does not appear in the |ast set of

out put .

9. Augnented BNF Syntax for NNTP

9.1. Introduction

Each of the follow ng sections describes the syntax of a nmjor

el ement of NNTP

Thi s syntax extends and refines the descriptions

el sewhere in this specification and should be given precedence when

resol vi ng apparent conflicts.
case insensitive

in a separate section at the end.

Feat her

St andards Track

Non-term nal s used in severa

Not e that ABNF [ RFC4234] strings are
pl aces are defined
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Bet ween them the non-term nals <command-I|ine>, <conmmand-datastreanp,
<conmmand- conti nuati on>, and <response> specify the text that flows
between client and server. A consistent naming schene is used in
this document for the non-terminals relating to each conmmand, and
SHOULD be used by the specification of registered extensions.

For each command, the sequence is as follows:

o The client sends an instance of <command-line>; the syntax for the
EXAMPLE conmmand i s <exanpl e- command>.

o If the client is one that immediately streans data, it sends an
i nstance of <command- dat astreanp; the syntax for the EXAMPLE
conmand i s <exanpl e- dat ast r ean®

o The server sends an instance of <response>.

* The initial response line is independent of the command that
generated it; if the 000 response has argunents, the syntax of

the initial line is <response-000-content>.
* |f the response is nulti-line, the initial line is foll owed by
a <multi-line-data-block>  The syntax for the contents of this

bl ock after "dot-stuffing" has been renoved is (for the 000
response to the EXAMPLE conmand) <exanpl e-000-m - content > and
is an instance of <multi-Iline-response-content>.

o Wile the |latest response is one that indicates nore data is
required (in general, a 3xx response):

* the client sends an instance of <conmand-continuation>; the
syntax for the EXAMPLE continuation followi ng a 333 response is
<exanpl e- 333-conti nuati on>;

* the server sends another instance of <response>, as above.

(There are no commands in this specification that inmrediately stream

data, but this non-termnal is defined for the conveni ence of
ext ensi ons.)
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Commands

command-1i ne = command ECL
command = X- command
X-conmand = keyword *(W5 t oken)

command =/ articl e-command /
body- comand /
capabi lities-conmand /
dat e- command /
gr oup- command /
hdr - command /
head- conmand /
hel p- command /
i have- command /
| ast - command /
list-command /
i stgroup-command /
node-r eader - command /
newgr oups- comand /
newnews- conmmand /
next - command /
over - command /
post - command /
qui t - conmand /
st at - command

article-command = "ARTICLE" [W5 article-ref]

body- command = "BODY" [W5 article-ref]

capabi lities-conmand = " CAPABI LI TI ES" [W5 keywor d]
dat e- conmand = " DATE"

group- conmand = "GROUP" [W5 newsgroup- hane]

hdr - command = "HDR' W5 header - et a- nanme [W5 range-ref]
head- command = "HEAD' [W5 article-ref]

hel p- command = " HELP"

i have-command = "I HAVE'" WS nessage-id

| ast - command = " LAST"

list-command = "LIST" [W5 |ist-argunents]

i stgroup-comand = "LI STGROUP' [W5 newsgroup-nane [W5 range]]
node- r eader - command = "MODE" WS " READER"

newgr oups- comand = "NEWGROUPS' WS date-tine

newnews- command = "NEVWNEWS" WS wi |l dmat W5 date-tine
next - command = " NEXT"

over-conmand = "OVER' [WS range-ref]

2006

This syntax defines the non-term nal <command-I|ine>, which represents
what is sent fromthe client to the server (see section 3.1 for
[imts on | engths).
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4.

4.

" POST"

" QJI TII
"STAT" [W5 article-ref]

post - command
qui t - conmrand
st at - command

article-ref = article-nunber / message-id
date = date2y / datedy

dat edy ADIGT 2DIGT 2DIGA T

dat e2y 2DDAT 2DDA T 2DGAT

date-tine = date Ws tine [WS "GMVI]
header - net a- name = header - nane / net adat a- nane
[ist-argunments = keyword [W5 t oken]

nmet adata-name = ":" 1* A- NOTCOLON

range = article-nunber ["-" [article-nunber]]
range-ref = range / nessage-id

time = 2DIGT 2DIGAT 2DIA T

Command Conti nuati on

This syntax defines the further material sent by the client in the
case of multi-stage comands and those that stream data

command- dat ast r eam = UNDEFI NED
; not used, provided as a hook for extensions
command- conti nuati on = i have-335-continuation /
post - 340-conti nuati on

i have- 335-conti nuati on = encoded-article
post - 340- conti nuati on = encoded-article

encoded-article = nmulti-Iline-data-bl ock
; after undoing the "dot-stuffing", this MJST match <articl e>

Responses

1. Ceneric Responses

Thi s syntax defines the non-term nal <response>, which represents the
generic formof responses; that is, what is sent fromthe server to
the client in response to a <command> or a <comand- conti nuati on>.

response = sinple-response / multi-line-response
sinmpl e-response = initial-response-line
nmulti-line-response = initial-response-line nulti-Iline-data-block

initial-response-line =

initial-response-content [SP trailing-coment] CRLF
initial-response-content = X-initial-response-content
X-initial-response-content = 3DIA T *(SP response-ar gunent)
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response-argunent = 1* A- CHAR
trailing-comment = *U CHAR

9.4.2. Initial Response Line Contents

This syntax defines the specific initial response lines for the
various comands in this specification (see section 3.1 for limts on
lengths). Only those response codes with arguments are |isted.

initial-response-content =/ response-111-content /
response-211- cont ent
response- 220- cont ent
response-221- cont ent
response- 222- cont ent
response- 223- cont ent
response-401- cont ent

~ Y~~~ —~

response-111-cont ent
response-211- cont ent
response- 220- cont ent
response- 221- cont ent
response- 222- cont ent
response- 223- cont ent
response-401- cont ent

"111" SP datedy tine

"211" 3(SP article-nunber) SP newsgroup-nane
"220" SP articl e-nunber SP nessage-id

"221" SP articl e-nunber SP nmessage-id

"222" SP articl e-nunber SP message-id

"223" SP articl e-nunber SP nessage-id

"401" SP capability-Iabe

9.4.3. Milti-line Response Contents
This syntax defines the content of the various multi-line responses;
nore precisely, it defines the part of the response in the multi-Iline

data bl ock after any "dot-stuffing" has been undone. The nuneric
portion of each non-term nal nane indicates the response code that is
foll owed by this data.

multi-1ine-response-content = article-220-n-content /
body-222-m -content /
capabilities-101-m -content /
hdr - 225-m - content /
head-221-m - content /
hel p- 100-m - content /
[ist-215-m -content /
istgroup-211-m -content /
newgr oups-231-mni -content /
newnews- 230-m - content /
over-224-mi - cont ent

article-220-m -content = article

body-222-m - content = body
capabilities-101-m -content = version-line CRLF
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*(capability-1ine CRLF)
hdr-225-m -content = *(articl e-nunber SP hdr-content CRLF)

head- 221-n -content = 1*header
hel p- 100-m - content = *(*U CHAR CRLF)
list-215-m -content = |ist-content

listgroup-211-m -content = *(article-nunber CRLF)

newgr oups-231-m -content = active-groups-|i st
newnews- 230-m - content = *(nmessage-id CRLF)

over-224-m -content = *(article-nunber over-content CRLF)

active-groups-list = *(newsgroup-nane SPA articl e-nunber
SPA articl e-nunber SPA newsgroup-status CRLF)
hdr - content = *S- NONTAB
hdr-n-content = [ (header-nane
list-content = body
newsgroup-status = %79 / Y%%6E / 9%6D / private-status
over-content = 1*6(TAB hdr-content) /
7(TAB hdr-content) *(TAB hdr-n-content)
private-status = token ; except the values in newsgroup-status

Capability Lines

Thi s syntax defines the generic formof a capability line in the
capabilities list (see Section 3.3.1).

capability-line = capability-entry

capability-entry = X-capability-entry

X-capability-entry = capability-1label *(W5 capability-argunent)
capability-1abel = keyword

capabi lity-argunent = token

This syntax defines the specific capability entries for the
capabilities in this specification

capability-entry =/
hdr-capability /
i have-capability /
i mpl enentati on-capability /
list-capability /
node-r eader-capability /
newnews- capability /
over-capability /
post-capability /
reader-capability

hdr-capability = "HDR"
i have-capability = "I HAVE"
i npl enentati on-capability = "I MPLEMENTATI ON' * (W5 t oken)

2006

/ metadat a- nane) SP hdr-content]
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list-capability = "LIST" 1*(W5 keyword)
node- r eader - capabil ity = " MODE- READER"
newnews- capability = "NEWNEWS"
over-capability = "OVER' [W5 "M5G D']
post-capability = "POST"
reader-capability = "READER'

version-line = "VERSION' 1*(W5 versi on- nunber)
version-nunber = nzDIG T *5DIA T

LI ST Vari ants

This section defines nore specifically the keywords for the LIST
conmand and the syntax of the correspondi ng response contents.

active

i st-argunents =/ "ACTIVE" [W5 wi | dmat]
ist-content =/ list-active-content

i st-active-content = active-groups-1list

; active.tinmes
[ist-argunments =/ "ACTIVE. TI MES" [W5 wi | dmat ]
list-content =/ list-active-tinmes-content
list-active-tinmes-content =

*(newsgroup-nane SPA 1*DIG T SPA newsgroup-creator CRLF)
newsgroup-creator = U TEXT

; distrib.pats
list-argunments =/ "Dl STRI B. PATS"
list-content =/ list-distrib-pats-content
list-distrib-pats-content =

*(I*DIGAT ":" wildmat ":" distribution CRLF)
di stribution = token

; headers

list-arguments =/ "HEADERS' [W5 ("MSG D' / "RANGE")]

list-content =/ list-headers-content

| i st-headers-content = *(header-meta-nane CRLF) /
*((nmetadata-nane / ":") CRLF)

; newsgroups
[ist-arguments =/ "NEWSGROUPS' [W5 wi | dmat ]
list-content =/ |ist-newsgroups-content

i st-newsgroups-content =

2006
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*(newsgroup- nane WS newsgr oup- descri pti on CRLF)
newsgroup- description = S TEXT

; overview fnt
list-argunents =/ "OVERVI EW FMI™
list-content =/ |ist-overviewfnt-content

Cct ober 2006

list-overviewfm-content = "Subject:" CRLF
"From" CRLF
"Date:" CRLF
"Message-1D:" CRLF
"References:" CRLF
( ":bytes" CRLF ":lines" / "Bytes:" CRLF "Lines:") CRLF
*((header-nanme ":full" / netadata-nanme) CRLF)

9.7. Articles

This syntax defines the non-terminal <article> which represents the

format of an article as described in Section 3.6.

article = 1*header CRLF body

header = header-nane ":" [CRLF] SP header-content CRLF
header-content = *(S-CHAR / [CRLF] W5)

body = *(*B- CHAR CRLF)

9.8. Ceneral Non-term nal s

These non-terminals are used at various places in the syntax and are
col l ected here for convenience. A few of these non-term nals are not
used in this specification but are provided for the consistency and

conveni ence of extension authors.

multi-line-data-block = content-lines term nation
content-lines = *([content-text] CRLF)
content-text = (".." / B-NONDOT) *B-CHAR
termnation = "." CRLF

article-nunber = 1*16DIG T

header - nane = 1* A- NOTCOLON

keyword = ALPHA 2*(ALPHA / DIGT / "." [ "-")
message-id = "<" 1*248A- NOTGT ">"

newsgroup- namre = 1*w | dnat - exact

t oken = 1*P- CHAR

wildmat = wildmat-pattern *("," ["!"] w |dmat-pattern)
Wil dmat -pattern = 1*wil dnmat-item
wildmat-item= wildmat-exact / wildmat-wld

wi | dmat - exact = %%22-29 / 2B /| %2D-3E /| %40-5A / 9YX5E-7E /
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UTF8-non-ascii ; exclude ! * | 2 [ \ ]
wildmat-wild = "*" [/ "?"

base64 = *(4base64-char) [base64-term nal]
base64-char = UPPER/ LONER / DIGT / "+" [ "/"
base64-term nal = 2base64-char "==" /| 3base64-char "="

; Assorted special character sets

; A- neans based on US-ASCI |, excluding controls and SP
; P- means based on UTF-8, excluding controls and SP

; U means based on UTF-8, excluding NUL CR and LF

; B- means based on bytes, excluding NUL CR and LF

A- CHAR = %21-7E

A- NOTCOLON = %21-39 / %3B-7E ; exclude ":"

A- NOTGT = %21-3D / %3F-7E ; exclude ">"

P- CHAR = A-CHAR / UTF8-non-ascii

U- CHAR = CTRL / TAB/ SP / A-CHAR / UTF8-non-ascii
U- NONTAB = CTRL / SP / A-CHAR / UTF8-non-ascii

U TEXT = P-CHAR *U CHAR

B- CHAR = CTRL / TAB/ SP / %21-FF

B- NONDOT = CIRL / TAB/ SP / %21-2D / %2F-FF ; exclude "."
ALPHA = UPPER / LONER ; use only when case-insensitive
CR = %0D

CRLF = CR LF

CTRL = %01-08 / 9%O0B-0C / 9%OE- 1F

DDA T = %30-39

nzDIG T = %31-39

EOL = *(SP / TAB) CRLF

LF = %O0A

LONER = %% 61-7A

SP = %20

SPA = 1*SP

TAB = %09

UPPER = %x41-5A

UTF8-non-ascii = UTF8-2 / UTF8-3 / UTF8-4

UTF8- 2 %% C2- DF UTF8-tai l

UTF8- 3 O EO0 9% AO-BF UTF8-tail / 9%E1l-EC 2UTF8-tail /
OED % 80-9F UTF8-tail / WEE-EF 2UTF8-t ai l
UxFO 9% 90-BF 2UTF8-tail / W F1-F3 3UTF8-tail /
UxF4 %% 80- 8F 2UTF8-tail

UTF8-t ai | % 80- BF

W5 = 1*(SP / TAB)

UTF8- 4

The following non-termnals require special consideration. They
represent situations where material SHOULD be restricted to UTF-8,
but inplenmentati ons MIST be able to cope with other character
encodi ngs. Therefore, there are two sets of definitions for them
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| mpl enent ati ons MUST accept any content that neets this syntax:

S-CHAR = %%&21-FF
S-NONTAB = CTRL / SP / S-CHAR
S-TEXT = (CTRL / S-CHAR) *B- CHAR

and MAY pass such content on unaltered.

When generating new content or re-encoding existing content,
i mpl enent ati ons SHOULD conformto this syntax:

S-CHAR = P-CHAR
S- NONTAB = U- NONTAB
S- TEXT = U TEXT

9.9. Extensions and Validation

The specification of a registered extension MJST include form
syntax that defines additional forms for the foll owi ng non-terminals:

command
for each new command ot her than a variant of the LIST command -
the syntax of each command MJST be conpatible with the definition
of <X-command>

conmand- dat astream
for each new comand that imredi ately streans data;

comand- cont i nuati on
for each new command that sends further material after the initia
conmand line - the syntax of each continuation MJST be exactly
what is sent to the server, including any escape mechani sms such
as "dot-stuffing”;

initial-response-content
for each new response code that has argunents - the syntax of each
response MJST be conpatible with the definition of <X-initial-
response- cont ent >;

mul ti-1ine-response-content
for each new response code that has a multi-line response - the
syntax MJST show t he response after the |ines containing the
response code and the termnating octet have been renobved and any
"dot -stuffing" undone;

capability-entry

for each new capability [ abel - the syntax of each entry MJST be
conpatible with the definition of <X-capability-entry>;
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list-argunents
for each new variant of the LIST command - the syntax of each
entry MJST be conpatible with the definition of <X-comrand>;

list-content
for each new variant of the LIST command - the syntax MJST show
the response after the lines containing the 215 response code and
the terminating octet have been removed and any "dot-stuffing"
undone.

The =/ notation of ABNF [ RFC4234] and the nami ng conventions
described in Section 9.1 SHOULD be used for this.

When the syntax in this specification, or syntax based on it, is
validated, it should be noted that:

o the non-term nals <command-|ine>, <command-datastreanp,
<command- cont i nuati on>, <response>, and
<mul ti-line-response-content> describe basic concepts of the
protocol and are not referred to by any other rule;

o the non-term nal <base64> is provided for the conveni ence of
extension authors and is not referred to by any rule in this
speci fication;

o for the reasons given above, the non-term nals <S- CHAR>,
<S- NONTAB>, and <S- TEXT> each have two definitions; and

o the non-term nal <UNDEFINED> is deliberately not defined.
I nternationalisation Considerations
1. Introduction and Historical Situation

RFC 977 [RFC977] was witten at a tine when internationalisation was
not seen as a significant issue. As such, it was witten on the
assunption that all comrunication would be in ASCIlI and use only a
7-bit transport layer, although in practice just about all known

i mpl enentations are 8-bit clean

Since then, Usenet and NNTP have spread throughout the world. 1In the
absence of standards for handling the issues of |anguage and
character sets, countries, newsgroup hierarchies, and individuals
have found a variety of solutions that work for thembut that are not
necessarily appropriate el sewhere. For exanple, some have adopted a
default 8-bit character set appropriate to their needs (such as

| SO EC 8859-1 in Western Europe or KO-8 in Russia), others have
used ASCII (either US-ASCI|1 or national variants) in headers but
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| ocal 16-bit character sets in article bodies, and still others have
gone for a conbination of MM [ RFC2045] and UTF-8. Wth the
i ncreased use of MME in email, it is beconm ng nore common to find

NNTP articles containing MM headers that identify the character set
of the body, but this is far from universal

The resulting confusion does not help interoperability.

One point that has been generally accepted is that articles can
contain octets with the top bit set, and NNTP is only expected to
operate on 8-bit clean transport paths.

2. This Specification

Part of the role of this present specification is to elimnate this
confusion and pronote interoperability as far as possible. At the
same time, it is necessary to accept the existence of the present
situation and not break existing inplenentations and arrangenents
gratuitously, even if they are less than optimal. Therefore, the
current practice described above has been taken into consideration in
produci ng this specification

Thi s specification extends NNTP from US-ASCI| [ANSI1986] to UTF-8

[ RFC3629]. Except in the two areas discussed bel ow, UTF-8 (which is
a superset of US-ASCI1) is mandatory, and inplenentations MJST NOT
use any ot her encodi ng.

Firstly, the use of MM for article headers and bodies is strongly
recormended. However, given w dely divergent existing practices, an
attenpt to require a particular encoding and taggi ng standard woul d
be premature at this tine. Accordingly, this specification allows
the use of arbitrary 8-bit data in articles subject to the follow ng
requi renents and reconmendati ons.

o The nanes of headers (e.g., "From' or "Subject") MJIST be in
US- ASCI |

0 Header val ues SHOULD use US-ASCI| or an encoding based on it, such
as RFC 2047 [RFC2047], until such time as another approach has
been standardised. At present, 8-bit encodings (including UTF-8)
SHOULD NOT be used because they are likely to cause
i nteroperability problens.

o The character set of article bodies SHOULD be indicated in the
article headers, and this SHOULD be done in accordance with M ME

o Were an article is obtained froman external source, an
i npl enentati on MAY pass it on and derive data fromit (such as the
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response to the HDR command), even though the article or the data
does not neet the above requirenments. |nplenmentations MJST
transfer such articles and data correctly and unchanged; they MJST
NOT attenpt to convert or re-encode the article or derived data.
(Neverthel ess, a client or server MAY elect not to post or forward
the article if, after further examnation of the article, it deens
it inappropriate to do so.)

This requirenment affects the ARTICLE (Section 6.2.1), BODY
(Section 6.2.3), HDR (Section 8.5), HEAD (Section 6.2.2), |HAVE
(Section 6.3.2), OVER (Section 8.3), and POST (Section 6.3.1)
comrands.

Secondly, the followi ng requirements are placed on the newsgroups
list returned by the LI ST NEWSGROUPS conmand (Section 7.6.6):

o Although this specification allows UTF-8 for newsgroup names, they
SHOULD be restricted to US-ASCI| until a successor to RFC 1036
[ RFC1036] standardi ses anot her approach. 8-bit encodi ngs SHOULD
NOT be used because they are likely to cause interoperability
pr obl ens.

o The newsgroup description SHOULD be in US-ASCI1 or UTF-8 unless
and until a successor to RFC 1036 standardi ses ot her encodi ng
arrangenents. 8-bit encodi ngs other than UTF-8 SHOULD NOT be used
because they are likely to cause interoperability problens.

o Inplementations that obtain this data from an external source MJST
handle it correctly even if it does not neet the above
requirenents. Inplenentations (in particular, clients) MJST
handl e such data correctly.

3. CQutstanding |ssues

VWile the primary use of NNTP is for transmtting articles that
conformto RFC 1036 (Netnews articles), it is also used for other
formats (see Appendix A). It is therefore npbst appropriate that
internationalisation issues related to article formats be addressed
in the relevant specifications. For Netnews articles, this is any
successor to RFC 1036. For emnil messages, it is RFC 2822 [RFC2822].

O course, any article transnmitted via NNTP needs to conformto this
specification as well.

Restricting newsgroup nanmes to UTF-8 is not a conplete solution. 1In
particul ar, when new newsgroup names are created or a user is asked
to enter a newsgroup nanme, sone schene of canonicalisation will need

to take place. This specification does not attenpt to define that
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canoni calization; further work is needed in this area, in conjunction
with the article format specifications. Until such specifications
are published, inplenentati ons SHOULD nmatch newsgroup nanes octet by

octet. It is anticipated that any approved schene will be applied
"at the edges”, and therefore octet-by-octet comparison will continue
to apply to nost, if not all, uses of newsgroup nanes in NNTP

In the nmeantine, any inplementation experimnmenting with UTF-8
newsgroup hames is strongly cautioned that a future specification my
require that those nanes be canonicalized when used with NNTP in a
way that is not conpatible with their experinents.

Since the primary use of NNTP is with Netnews, and since newsgroup
descriptions are nornmally distributed through specially formatted
articles, it is reconmended that the internationalisation issues
related to them be addressed in any successor to RFC 1036.

| ANA Consi der ati ons

This specification requires 1ANA to keep a registry of capability

| abels. The initial contents of this registry are specified in
Section 3.3.4. As described in Section 3.3.3, |abels beginning with
X are reserved for private use, while all other nanes are expected to
be associated with a specification in an RFC on the standards track
or defining an | ESG approved experinmental protocol

Different entries in the registry MIST use different capability
| abel s.

Different entries in the registry MUST NOT use the sanme comrand nane.
For this purpose, variants distinguished by a second or subsequent
keyword (e.g., "LIST HEADERS"' and "LI ST OVERVI EW FMI") count as
different commands. |If there is a need for two extensions to use the
same command, a single harnoni sed specificati on MUST be registered.

Security Considerations

This section is neant to inform application devel opers, infornmation
providers, and users of the security limtations in NNTP as descri bed
by this document. The di scussion does not include definitive
solutions to the problens reveal ed, though it does nake sone
suggestions for reducing security risks.
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12.1. Personal and Proprietary Information

NNTP, because it was created to distribute network news articles,
will forward whatever information is stored in those articles.
Specification of that information is outside this scope of this
docunent, but it is likely that sonme personal and/or proprietary
information is available in sonme of those articles. It is very

i mportant that designers and inplenenters provide informative

warni ngs to users so that personal and/or proprietary information in
material that is added automatically to articles (e.g., in headers)
is not disclosed inadvertently. Additionally, effective and easily
under st ood nmechani sns to manage the distribution of news articles
SHOULD be provided to NNTP Server adninistrators, so that they are
able to report with confidence the likely spread of any particul ar
set of news articles.

12.2. Abuse of Server Log Information

A server is in the position to save session data about a user’s
requests that might identify their reading patterns or subjects of
interest. This information is clearly confidential in nature, and
its handling can be constrained by lawin certain countries. People
using this protocol to provide data are responsible for ensuring that
such material is not distributed without the pernission of any

i ndividuals that are identifiable by the published results.

12. 3. Weak Aut hentication and Access Contro

There is no user-based or token-based authentication in the basic
NNTP specification. Access is normally controlled by server
configuration files. Those files specify access by using domain
nanes or | P addresses. However, this specification does pernit the
creation of extensions to NNTP for such purposes; one such extension
is [NNTP-AUTH]. While including such mechanisms is optional, doing
so is strongly encouraged.

Q her nmechani snms are al so avail able. For exanple, a proxy server
could be put in place that requires authenticati on before connecting
via the proxy to the NNTP server.

12. 4. DNS Spoofi ng

Many exi sting NNTP i npl enmentations authorize i ncom ng connections by
checking the | P address of that connection against the | P addresses
obt ai ned via DNS | ookups of lists of domain names given in |oca
configuration files. Servers that use this type of authentication
and clients that find a server by doing a DNS | ookup of the server
nane rely very heavily on the Domain Nane Service, and are thus
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generally prone to security attacks based on the deliberate

nm sassoci ati on of | P addresses and DNS nanes. Cients and servers
need to be cautious in assuming the continuing validity of an IP
nunber/ DNS nane associ ati on.

In particular, NNTP clients and servers SHOULD rely on their nane
resolver for confirmation of an | P nunber/DNS nane associ ation
rather than cache the result of previous host nane | ookups. Many
pl atforns al ready can cache host nane | ookups | ocally when
appropriate, and they SHOULD be configured to do so. It is proper
for these | ookups to be cached, however, only when the TTL (Tinme To
Live) information reported by the nane server makes it |likely that
the cached information will remain useful.

If NNTP clients or servers cache the results of host nane | ookups in
order to achieve a perfornmance inprovenent, they MJST observe the TTL
information reported by DNS. |If NNTP clients or servers do not
observe this rule, they could be spoofed when a previously accessed
server’'s | P address changes. As network renunbering is expected to
becore i ncreasingly common, the possibility of this formof attack
will increase. Qbserving this requirement thus reduces this
potential security vulnerability.

This requirenment also inproves the | oad-bal anci ng behavi our of
clients for replicated servers using the sane DNS nanme and reduces
the likelihood of a user’s experiencing failure in accessing sites
that use that strategy.

5. UTF-8 | ssues

UTF-8 [ RFC3629] pernits only certain sequences of octets and

desi gnates others as either nalfornmed or "illegal". The Unicode
standard identifies a nunber of security issues related to illega
sequences and forbids their generation by confornmi ng inplenentations.
| mpl enent ations of this specification MJUST NOT generate nal formed or
illegal sequences and SHOULD detect them and take sone appropriate
action. This could include the follow ng:

0 GCenerating a 501 response code.

o Replacing such sequences by the sequence %EF. BF. BD, whi ch encodes
the "repl acenent character" U+FFFD

o Cosing the connection

0 Replacing such sequences by a "guessed" valid sequence (based on
properties of the UTF-8 encoding).
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In the last case, the inplenmentati on MUST ensure that any repl acenent
cannot be used to bypass validity or security checks. For exanple,
the illegal sequence %C0. A0 is an over-long encoding for space
(%20). If it is replaced by the correct encoding in a command |i ne,
this needs to happen before the command line is parsed into

i ndi vidual argunents. |If the replacenent cane after parsing, it
woul d be possible to generate an argunent with an enbedded space,
which is forbidden. Use of the "replacenent character" does not have
this problem since it is pernmitted wherever non-US-ASClI| characters
are. |Inplenmentations SHOULD use one of the first two sol utions where
the general structure of the NNTP streamremains intact and SHOULD

cl ose the connection if it is no |onger possible to parse it

sensi bl y.

6. Caching of Capability Lists

The CAPABI LI TI ES conmand provides a capability list, which is

i nfornmati on about the current capabilities of the server. \Wenever
there is a relevant change to the server state, the results of this
comuand are required to change accordingly.

In nost situations, the capabilities list in a given server state
wi Il not change from session to session; for exanple, a given
extension will be installed permanently on a server. Sone clients
may therefore wish to renmenber which extensions a server supports to
avoid the delay of an additional conmand and response, particularly
if they open multiple connections in the sane session

However, information about extensions related to security and privacy
MUST NOT be cached, since this could allow a variety of attacks.

For exanple, consider a server that pernits the use of cleartext
passwords on |inks that are encrypted but not otherw se:

[Initial connection set-up conpleted.]

[S] 200 NNTP Service Ready, posting pernmitted
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] NEWNEWS

[S] POST

[S] XENCRYPT

[S] LIST ACTI VE NEWSGROUPS

[s] .

[CQ XENCRYPT

[Cient and server negotiate encryption on the |ink]
[S] 283 Encrypted |ink established
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[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] NEWNEWS

[S] POST

[S] XSECRET

[S] LIST ACTI VE NEWSGROUPS
[s] .

[C] XSECRET fred flintstone
[S] 290 Password for fred accepted

If the client caches the |last capabilities list, then on the next
session it will attenpt to use XSECRET on an unencrypted |ink

[Initial connection set-up conpleted.]

[S] 200 NNTP Service Ready, posting pernmitted
[C] XSECRET fred flintstone

[S] 483 Only permitted on secure |inks

Thi s exposes the password to any eavesdropper. Wile the prinmary
cause of this is passing a secret without first checking the security
of the link, caching of capability lists can increase the risk.

Any security extension should include requirenents to check the
security state of the link in a manner appropriate to that extension

Caching should normally only be considered for anonymous clients that
do not use any security or privacy extensions and for which the tine
required for an additional command and response is a noticeable

i ssue.
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Appendi x A, Interaction with Qther Specifications

NNTP i s nost often used for transferring articles that conformto
RFC 1036 [ RFC1036] (such articles are called "Netnews articles”
here). It is also sonetinmes used for transferring email nessages
that conformto RFC 2822 [RFC2822] (such articles are called "enmui
articles" here). 1In this situation, articles nust conformboth to
this specification and to that other one; this appendi x descri bes
sone rel evant issues.

A. 1. Header Folding

NNTP all ows a header line to be folded (by inserting a CRLF pair)
bef ore any space or TAB character.

Both email and Netnews articles are required to have at |east one
octet other than space or TAB on each header line. Thus, folding can
only happen at one point in each sequence of consecutive spaces or
TABs. Netnews articles are further required to have the header nane,
colon, and follow ng space all on the first line; folding may only
happen beyond that space. Finally, some non-conform ng software wll
renove trailing spaces and TABs froma line. Therefore, it nmight be
i nadvi sable to fold a header after a space or TAB.

For maxi mum safety, header |ines SHOULD conformto the follow ng
syntax rather than to that in Section 9.7.

header = header-nane ":" SP [header-content] CRLF
header-content = [W5] token *( [CRLF] W5 token )

A. 2. Message-|Ds

Every article handl ed by an NNTP server MJST have a uni que
nmessage-id. For the purposes of this specification, a nessage-id is
an arbitrary opaque string that nmerely needs to neet certain
syntactic requirenents and is just a way to refer to the article.

Because there is a significant risk that old articles will be
reinjected into the gl obal Usenet system RFC 1036 [ RFCL036] requires
that nessage-ids are globally unique for all tine.

This specification states that nessage-ids are the sane if and only
if they consist of the sanme sequence of octets. Qher specifications
may define two different sequences as being equal because they are
putting an interpretation on particular characters. RFC 2822

[ RFC2822] has a concept of "quoted" and "escaped" characters. It
therefore considers the three nessage-i ds:
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<ab. cd@xanpl e. conp
<"ab. cd" @xanpl e. conp
<"ab.\cd" @xanpl e. conpr

as being identical. Therefore, an NNTP inpl ementati on handi ng enai
articles nust ensure that only one of these three appears in the
protocol and that the other two are converted to it as and when
necessary, such as when a client checks the results of a NEWNEWS
conmand agai nst an internal database of nmessage-ids. Note that

RFC 1036 [ RFC1036] never treats two different strings as being
identical. |Its successor (as of the tinme of witing) restricts the
syntax of nessage-ids so that, whenever RFC 2822 would treat two
strings as equivalent, only one of themis valid (in the above
exanple, only the first string is valid).

Thi s specification does not describe how the nessage-id of an article
is determned; it may be deduced fromthe contents of the article or
derived from sone external source. |If the server is also conformng
to another specification that contains a definition of nessage-id
conpatible with this one, the server SHOULD use those nessage-ids. A
conmon approach, and one that SHOULD be used for email and Netnews
articles, is to extract the nessage-id fromthe contents of a header
with name "Message-1D'. This may not be as sinple as copying the
entire header contents; it may be necessary to strip off coments and
undo quoting, or to reduce "equival ent" nessage-ids to a canonica
form

If an article is obtained through the | HAVE command, there will be a
nmessage-id provided with the conmand. The server MAY either use it
or determ ne one fromthe article contents. However, whichever it
does, it SHOULD ensure that, if the IHAVE command is repeated with
the sane argunent and article, it will be recognized as a duplicate.

If an article does not contain a nmessage-id that the server can
identify, it MJST synthesize one. This could, for exanple, be a
si npl e sequence nunber or be based on the date and tine when the
article arrived. Wien email or Netnews articles are handled, a
Message- | D header SHOULD be added to ensure gl obal consistency and
uni queness.

Note that, because the nessage-id m ght not have been derived from

the Message-1D header in the article, the followi ng exanple is
legitimate (though unusual):

Feat her St andards Track [ Page 113]



RFC 3977 Net wor k News Transfer Protocol (NNTP) Cct ober 2006

Fea

[C] HEAD <45223423@xanpl e. conp

[S] 221 0 <45223423@xanpl e. con>

[S] Path: pathost!deno! whitehouse! not-for- nai

[S] Message-ID: <1234@xanpl e. net >

[S] From "Denp User" <nobody@xanpl e. net>

[ S] Newsgroups: msc.test

[S] Subject: | amjust a test article

[S] Date: 6 QOct 1998 04:38:40 -0500

[S] Organization: An Exanple Net, Uncertain, Texas
[S] .

Article Posting

As far as NNTP is concerned, the POST and | HAVE conmands provi de t he
sane basic facilities in a slightly different way. However, they
have rather different intentions.

The 1 HAVE command is intended for transmitting conformng articles
bet ween a system of NNTP servers, with all articles perhaps al so
conformng to another specification (e.g., all articles are Netnews
articles). It is expected that the client will already have done any
necessary validation (or that it has in turn obtained the article
froma third party that has done so); therefore, the contents SHOULD
be | eft unchanged.

In contrast, the POST comuand is intended for use when an end-user is
injecting a newy created article into a such a system The article
being transferred m ght not be a conforming email or Netnews article,
and the server is expected to validate it and, if necessary, to
convert it to the right formfor onward distribution. This is often
done by a separate piece of software on the server installation; if
so, the NNTP server SHOULD pass the incomng article to that software
unal tered, making no attenpt to filter characters, to fold or limt
lines, or to process the incom ng text otherw se.

The POST command can fail in various ways, and clients should be
prepared to re-send an article. Wen doing so, however, it is often
i mportant to ensure (as far as possible) that the sane nessage-id is
allocated to both attenpts so that the server, or other servers, can
recogni ze the two articles as duplicates. |In the case of email or
Net news articles, therefore, the posted article SHOULD contain a
header with the nane "Message-1D', and the contents of this header
SHOULD be identical on each attenpt. The server SHOULD ensure that
two POSTed articles with the same contents for this header are
recogni zed as identical and that the sane nmessage-id is allocated,
whet her or not those contents are suitable for use as the nessage-id.
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Appendi x B

Net wor k News Tr ansfer

Sunmary of Conmands

Pr ot oco

(NNTP)

Cct ober

This section contains a list of every conmand defined in this

docunent,

Ordered by command nane:

ARTI CLE

BCODY

CAPABI LI TI ES

DATE

GROUP

HDR
HEAD
HELP

| HAVE

LAST
LI ST
LI ST
LI ST

LI ST
LI ST
LI ST

ACTI VE. TI MES
ACTI VE

DI STRI B. PATS
HEADERS
NEWSGROUPS
OVERVI EW FMI'

LI STCROUP

MCDE

READER

NEWGROUPS
NEVWEWS

NEXT
OVER
POST

QT

I
I
I
I
I
I
I
I
I
I
I
I
I
| LIST
I
I
I
I
I
I
I
I
I
I
I
| STAT
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READER
nmandat ory
READER
READER
HDR
mandat ory
nmandat ory
| HAVE
READER

LI ST

LI ST

LI ST

LI ST

HDR

LI ST
OVER
READER
MODE- READER
READER
NEVWNEWS
READER
OVER
POST
mandat ory
nmandat ory
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CAPABI LI TI ES

HEAD
HELP
QUIT
STAT
HDR

LI ST HEADERS

| HAVE
LI ST

LI ST ACTI VE

LI ST ACTI VE. TI MES
LI ST DI STRI B. PATS
LI ST NEWSGROUPS
MODE READER

NEVWEWS
OVER

LI ST OVERVI EW FMT

POST

ARTI CLE
BODY

DATE
GROUP
LAST

LI STCROUP
NEWGROUPS
NEXT

nmandat ory
nmandat ory
nmandat ory
mandat ory
mandat ory
HDR

HDR

| HAVE

LI ST

LI ST

LI ST

LI ST

LI ST

Pr ot oco

MODE- READER

NEVWEWS
OVER
OVER
POST
READER
READER
READER
READER
READER
READER
READER
READER
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Appendi x C. Summary of Response Codes

This section contains a list of every response code defined in this
docurent and indicates whether it is multi-line, which commands can
generate it, what argunents it has, and what its nmeaning is.

Response code 100 (multi-1line)
Generated by: HELP
Meani ng: help text follows.

Response code 101 (rmulti-Iline)
Generated by: CAPABI LI TI ES
Meani ng: capabilities list follows.

Response code 111
CGenerated by: DATE
1 argument: yyyymrddhhmss
Meani ng: server date and tine.

Response code 200
Generated by: initial connection, MODE READER
Meani ng: service avail abl e, posting all owed.

Response code 201
CGenerated by: initial connection, MODE READER
Meani ng: service avail abl e, posting prohibited.

Response code 205
CGenerated by: QU T
Meani ng: connection closing (the server i mediately cl oses the
connection).

Response code 211
The 211 response code has two conpletely different fornmns,
dependi ng on whi ch command generated it:

(not multi-line)

Generated by: CGROUP

4 argunents: nunber | ow high group
Meani ng: group sel ected.

(multi-line)

CGenerated by: LI STGROUP

4 argunents: nunber | ow high group
Meani ng: article nunbers foll ow.
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Response code 215 (multi-Iline)
Generated by: LIST
Meani ng: information foll ows.

Response code 220 (multi-line)
Generated by: ARTICLE
2 argurments: n nessage-id
Meaning: article foll ows.

Response code 221 (multi-line)
CGener ated by: HEAD
2 arguments: n nessage-id
Meani ng: article headers follow.

Response code 222 (nulti-Iline)
CGener ated by: BODY
2 argunents: n nessage-id
Meani ng: article body follows.

Response code 223
Generated by: LAST, NEXT, STAT
2 argurments: n nessage-id
Meani ng: article exists and sel ected.

Response code 224 (multi-Iline)
Generated by: OVER
Meani ng: overvi ew i nformation foll ows.

Response code 225 (multi-line)
Generated by: HDR
Meani ng: headers foll ow.

Response code 230 (rmulti-Iline)

Generated by: NEWNEWS

Meani ng: list of new articles follows.
Response code 231 (multi-Iline)

CGenerated by: NEWGROUPS

Meaning: |ist of new newsgroups follows.

Response code 235
Generated by: | HAVE (second stage)
Meaning: article transferred OK

Response code 240

CGenerated by: POST (second stage)
Meani ng: article received OK
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Response code 335
CGenerated by: IHAVE (first stage)
Meani ng: send article to be transferred.

Response code 340
Generated by: POST (first stage)
Meani ng: send article to be posted.

Response code 400
Generic response and generated by initial connection
Meani ng: service not available or no | onger avail able (the server
i medi ately cl oses the connection).

Response code 401
Generi c response
1 argument: capability-Iabe
Meani ng: the server is in the wong node; the indicated capability
shoul d be used to change the node.

Response code 403
Generi c response
Meani ng: internal fault or problem preventing action being taken.

Response code 411
CGenerated by: GROUP, LI STGROUP
Meani ng: no such newsgroup

Response code 412
Generated by: ARTICLE, BODY, GROUP, HDR, HEAD, LAST, LI STGROUP
NEXT, OVER, STAT
Meani ng: no newsgroup sel ect ed.

Response code 420
Generated by: ARTICLE, BODY, HDR, HEAD, LAST, NEXT, OVER, STAT
Meani ng: current article nunmber is invalid.

Response code 421
Generated by: NEXT
Meani ng: no next article in this group.

Response code 422
Generated by: LAST
Meani ng: no previous article in this group

Response code 423

Generated by: ARTICLE, BODY, HDR HEAD, OVER, STAT
Meani ng: no article with that nunmber or in that range.
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Response code 430
CGenerated by: ARTICLE, BODY, HDR, HEAD, OVER, STAT
Meaning: no article with that nessage-id.

Response code 435
Generated by: IHAVE (first stage)
Meani ng: article not wanted.

Response code 436
CGenerated by: IHAVE (either stage)
Meani ng: transfer not possible (first stage) or failed (second
stage); try again later.

Response code 437
CGenerated by: |HAVE (second stage)
Meani ng: transfer rejected; do not retry.

Response code 440
CGenerated by: POST (first stage)
Meani ng: posting not pernitted.

Response code 441
Generated by: POST (second stage)
Meani ng: posting failed.

Response code 480
Generi c response
Meani ng: command unavail able until the client has authenticated
itself.

Response code 483
CGeneri c response
Meani ng: command unavail abl e until suitable privacy has been
arranged.

Response code 500
CGeneri c response
Meani ng: unknown command.

Response code 501

CGeneri c response
Meani ng: syntax error in command.
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Response code 502
Generi c response and generated by initial connection

Meaning for the initial connection and the MODE READER conmand:
service permanently unavailable (the server immedi ately cl oses the
connection).

Meaning for all other commands: conmand not pernitted (and there
is no way for the client to change this).

Response code 503
Generi c response
Meani ng: feature not supported.

Response code 504
Generi c response
Meani ng: error in base64-encodi ng [ RFC4648] of an argunent.

Appendi x D. Changes from RFC 977

In general every attenpt has been nade to ensure that the protoco
specification in this document is conpatible with the version
specified in RFC 977 [RFCO977] and the various facilities adopted from
RFC 2980 [ RFC2980]. However, there have been a nunber of changes,
sonme conpati ble and sone not.

Thi s appendi x lists these changes. It is not guaranteed to be
exhaustive or correct and MJST NOT be relied on

o A formal syntax specification (Section 9) has been added.

o The default character set is changed from US-ASCI| [ANSI 1986] to
UTF-8 [ RFC3629] (note that US-ASCII is a subset of UTF-8). This
matter is discussed further in Section 10.

o Al articles are required to have a nessage-id, elimnating the
"<0>" placehol der used in RFC 977 in sonme responses.

o The newsgroup name matching capabilities already docurmented in
RFC 977 ("wildmats", Section 4) are clarified and extended. The
new facilities (e.g., the use of commas and excl amation marks) are
al | owed wherever wildmats appear in the protocol

o0 Support for pipelining of commands (Section 3.5) is nmade
mandat ory.
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o The principles behind response codes (Section 3.2) have been
tidied up. In particular:

* the x8x response code famly, formerly used for private
extensions, is now reserved for authentication and privacy
ext ensi ons;

* the x9x response code famly, formerly intended for debugging
facilities, are now reserved for private extensions;

* the 502 and 503 generic response codes (Section 3.2.1) have
been redefined;

*  new 401, 403, 480, 483, and 504 generic response codes have
been added.

o The rules for article nunbering (Section 6) have been clarified
(al so see Section 6.1.1.2).

0 The SLAVE conmand (which was ill-defined) is renoved fromthe
pr ot ocol

o Four-digit years are permtted in the NEWNEWS (Section 7.4) and
NEWGROUPS (Section 7.3) conmands (two-digit years are stil
permtted). The optional distribution paranmeter to these conmands
has been renoved.

o The LIST command (Section 7.6.1) is greatly extended; the origina
is available as LIST ACTIVE, while new variants include
ACTI VE. TI MES, DI STRI B. PATS, and NEWSGROUPS. A new "ni' status flag
is added to the LIST ACTI VE response.

0 A new CAPABILITIES command (Section 5.2) allows clients to
determ ne what facilities are supported by a server.

o The DATE comuand (Section 7.1) is adopted from RFC 2980
ef fectivel y unchanged.

o The LI STGROUP command (Section 6.1.2) is adopted from RFC 2980.
An optional range argument has been added, and the 211 initia
response line now has the sane format as the 211 response fromthe
GROUP conmand.

o The MODE READER command (Section 5.3) is adopted from RFC 2980 and
its meaning and effects clarified.

0 The XHDR conmand in RFC 2980 has been formalised as the new HDR
(Section 8.5) and LI ST HEADERS (Section 8.6) commmands.
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0 The XOVER command in RFC 2980 has been formalised as the new OVER
(Section 8.3) and LI ST OVERVI EWFMI (Section 8.4) comrands. The
fornmer can be applied to a nessage-id as well as to a range.

o The concept of article metadata (Section 8.1) has been formalised,
al l owi ng the Bytes and Li nes pseudo- headers to be deprecat ed.

Client authors should note in particular that |ack of support for the

CAPABI LI TIES conmand is a good indication that the server does not
support this specification.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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