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Abst ract

Thi s docunent describes how to prepare Uni code strings representing
user nanes and passwords for conparison. The docunent defines the
"SASLprep" profile of the "stringprep" algorithmto be used for both
user nanes and passwords. This profile is intended to be used by

Si npl e Authentication and Security Layer (SASL) mechani sns (such as
PLAI N, CRAM MD5, and DI GEST-MD5), as well as other protocols
exchangi ng sinpl e user nanes and/ or passwords.

1. Introduction

The use of sinple user nanes and passwords in authentication and

aut horization is pervasive on the Internet. To increase the

i kelihood that user nane and password input and comnparison work in
ways that make sense for typical users throughout the world, this
docunent defines rules for preparing internationalized user nanes and
passwords for conparison. For sinplicity and inplenmentation ease, a
single algorithmis defined for both user names and passwords.

The al gorithm assunes all strings are conprised of characters from
the Uni code [Unicode] character set.

Thi s docunent defines the "SASLprep" profile of the "stringprep"
algorithm[StringPrep].

The profile is designed for use in Sinple Authentication and Security

Layer ([SASL]) nechani sns, such as [PLAIN], [CRAM MD5], and
[DIGEST-MD5]. It may be applicabl e where sinple user nanes and
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passwords are used. This profile is not intended for use in
preparing identity strings that are not sinple user nanes (e.g.

emai | addresses, domai n names, distingui shed nanmes), or where
identity or password strings that are not character data, or require
different handling (e.g., case folding).

Thi s docunent does not alter the technical specification of any

exi sting protocols. Any specification that wishes to use the

al gorithm described in this document needs to explicitly incorporate
this document and provide precise details as to where and how this
algorithmis used by inplementations of that specification

2. The SASLprep Profile

This section defines the "SASLprep" profile of the "stringprep"
algorithm[StringPrep]. This profile is intended for use in
preparing strings representing sinple user names and passwords.

This profile uses Unicode 3.2 [ Unicode].

Character names in this docunment use the notation for code points and
nanes fromthe Unicode Standard [Unicode]. For exanple, the letter
"a" may be represented as either <U+0061> or <LATIN SMALL LETTER A>.
In the lists of mappings and the prohibited characters, the "U+" is
left off to nake the lists easier to read. The coments for
character ranges are shown in square brackets (such as "[ CONTROL
CHARACTERS] ") and do not cone fromthe standard.

Note: A glossary of terns used in Unicode can be found in [d ossary].
Informati on on the Unicode character encodi ng nodel can be found in
[ Char Model .

2.1. Mapping

This profile specifies:

- non-ASCl| space characters [StringPrep, C 1.2] that can be
mapped to SPACE (U+0020), and

- the "comonly mapped to nothing" characters [StringPrep, B.1]
that can be mapped to not hing.

2.2. Normalization

This profile specifies using Unicode normalization formKC, as
described in Section 4 of [StringPrep].
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2.3. Prohibited Qutput
This profile specifies the followi ng characters as prohibited input:

- Non-ASCI| space characters [StringPrep, C. 1.2]

- ASCIlI control characters [StringPrep, C. 2.1]

- Non-ASCI| control characters [StringPrep, C 2.2]

- Private Use characters [StringPrep, C 3]

- Non-character code points [StringPrep, C 4]

- Surrogate code points [StringPrep, C. 5]

- Inappropriate for plain text characters [StringPrep, C. 6]

- I nappropriate for canonical representation characters
[StringPrep, C 7]

- Change display properties or deprecated characters
[StringPrep, C 8]

- Taggi ng characters [StringPrep, C. 9]

2.4. Bidirectional Characters

This profile specifies checking bidirectional strings as described in
[StringPrep, Section 6].

2.5. Unassigned Code Points

This profile specifies the [StringPrep, A 1] table as its list of
unassi gned code points.

3. Exanpl es

The foll owi ng table provides exanpl es of how various character data
is transfornmed by the SASLprep string preparation algorithm

# | nput Qut put Comment s

1 | <U+00AD>X I X SOFT HYPHEN napped to not hi ng

2 user user no transformation

3 USER USER case preserved, will not match #2

4 <U+00AA> a output is NFKC, input in |ISO 8859-1
5 <U+2168> I X output is NFKC, will match #1

6 <W+0007> Error - prohibited character

7 <W0627><U+0031> Error - bidirectional check

4. Security Considerations

This profile is intended to prepare sinple user name and password
strings for conparison or use in cryptographic functions (e.qg.
nmessage digests). The preparation algorithmwas specifically
desi gned such that its output is canonical, and it is well-forned.
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However, due to an anonmaly [PR29] in the specification of Unicode
normal i zati on, canoni cal equival ence is not guaranteed for a sel ect
few character sequences. These sequences, however, do not appear in
wel | -fornmed text. This specification was published despite this
known technical problem It is expected that this specification wll
be revised before further progression on the Standards Track (after

[ Uni code] and/or [StringPrep] specifications have been updated to
address this probleny.

It is not intended for preparing identity strings that are not sinple
user nanmes (e.g., distinguished nanes, domain names), nor is the
profile intended for use of sinple user nanes that require different
handl i ng (such as case folding). Protocols (or applications of those
protocol s) that have application-specific identity forns and/or
conpari son al gorithms shoul d use nechani sns specifically designed for
these forms and al gorithns.

Application of string preparation may have an inpact upon the
feasibility of brute force and dictionary attacks. While the nunber
of possible prepared strings is |ess than the nunmber of possible

Uni code strings, the nunber of usable nanmes and passwords is greater
than as if only ASCIlI was used. Though SASLprep elim nates sone

Uni code code poi nt sequences as possi ble prepared strings, that
elimnation generally nmakes the (canonical) output forns practicable
and prohi bits nonsensical inputs.

User nanmes and passwords shoul d be protected from eavesdroppi ng.

General "stringprep" and Uni code security considerations apply. Both
are discussed in [StringPrep].

5. | ANA Consi derati ons

Thi s docunent details the "SASLprep" profile of the [StringPrep]
protocol. This profile has been registered in the stringprep profile
registry.

Nane of this profile: SASLprep

RFC in which the profile is defined: RFC 4013

I ndi cat or whether or not this is the newest version of the
profile: This is the first version of the SASPprep profile.

6. Acknow edgenent
Thi s docunent borrows text from "Preparation of Internationalized
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the |ETF' s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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