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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
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Abst r act

Thi s docunent describes a convention for using the Cryptographic
Message Syntax (CMS) to protect a content collection. |If desired,
attributes can be associated with the content.

1. I nt roducti on

Thi s docunent describes a convention for using the Cryptographic
Message Syntax (CMS) [CMB] to protect a content collection. The
content-collection content type is used to transfer one or nore
contents, each identified by a content type. |If desired, the
content-with-attributes content type can be used to associate
arbitrary attributes with the content.

The convention described in this document is not needed when CMS is
used with MME [MSG. MM multipart [MM provides a
straightforward and w dely depl oyed mechani smfor carrying nore than
one content item each associated with a M ME type.

However, CMS is not always used with MME. Sonetinmes CMS is used in
an exclusively ASN.1 [ASN1] environnent. |In this case, the content-
collection content type is used to gather nore than one content item
each with an object identifier to specify the content type.

In this docunent, the key words MJST, MJUST NOT, REQUI RED, SHOULD,

SHOULD NOT, RECOMVENDED, MAY, and OPTIONAL are to be interpreted as
described in [ STDWORDS] .
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1.1. Content Collection Exanple

Thi s section provides one sinple exanple to illustrate the need for
the content-collection content type. Consider an art collector who
wants to sell one of his pieces, an ancient Geek urn called an
anphora. The collector wants to conpose a digitally signed offer for
sale. It includes three parts. The first part contains the owner’s
of fer for sale, including the asking price. The second part contains
a high-quality image of the anphora. The final part contains an
apprai sal froma well-respected ceranics expert. The final part is
digitally signed by the expert. Figure 1 illustrates the structure,
and the CVMB SignedData content type is used for the two digita

si gnat ur es.
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Figure 1. Sanple use of the ContentCollection Content Type
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1.2. Content with Attributes Exanple

Thi s section provides one sinple exanple to illustrate the need for
the content-with-attributes content type. Consider the art collector
fromthe previous exanple. Instead of providing a single inmge of
the anphora, the collector provides several inmages. To aid potentia
buyers, the collector attaches several attributes to each imge. The
attributes provide information about the resolution of the inmage, the
date the i mage was taken, the photographer, and so on. Figure 2
illustrates the collection of inages, showi ng only two images, each
with three attributes. This entire inage content collection could be
carried instead of the single image shown in Figure 1, allowing it to
be covered by the collector’s digital signature.
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Figure 2. Sanple use of the ContentWthAttributes Content Type
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2.

Content Collection Content Type

The content-collection content type is used to transfer a collection
of content items, each identified by a content type. The syntax
acconmodat es contents with varying levels of protection. For
exanpl e, a content collection could include CV5 protection content
types as well as unprotected content types. A content collection is
expected to be encapsulated in one or nore CMS protecting content
types, but this is not required by this specification

The foll owi ng object identifier names the content collection content
type:

id-ct-contentColl ection OBJECT I DENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) smme(16) ct(1) 19 }

The content-collection content has the foll ow ng syntax:
Content Col | ection ::= SEQUENCE Sl ZE (1..MAX) OF Contentlnfo

The Content Col | ection contains a sequence of Contentlnfo, one for
each content in the collection. The Contentlnfo structure is defined
in CM5. The contentType object identifier within the Contentlnfo

i ndi cates the type of the associated content. |nplenentations of
this specification SHOULD be prepared to handl e object identifiers
for the SignedData, EncryptedData, Envel opedData, and

Aut hent i cat edDat a content types, as specified in [CM5].

| mpl ement ations of this specification SHOULD al so be prepared to
handl e the object identifier for the ConpressedData content type as
specified in [ COWPRESS] .

Content-with-Attributes Content Type

The content-with-attributes content type is used to transfer a single
content, which is identified by a content type, and a coll ection of
attributes associated with that content. The syntax accommpdates an
arbitrary nunber of attributes; however, there nust be at |east one
attribute.

The foll owi ng object identifier names the content-with-attributes
content type:

id-ct-content WthAttrs OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) sm me(16) ct(1) 20 }
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5.

5.

1.

The content-with-attributes content has the follow ng syntax:

Content WthAttributes ::= SEQUENCE {
cont ent Cont ent | nf o,
attrs SEQUENCE SIZE (1..MAX) OF Attribute }

The ContentWthAttri butes contains a sequence of a single Contentlnfo
itemfollowed by a sequence of attributes. The Contentinfo structure
is defined in CM5. The content Type object identifier within the
ContentInfo indicates the type of the content. The Attribute
structure was originally defined in X 501 [ X501], and the definition
is repeated in CVS

Security Considerations

The content-collection content type is used to transfer one or nore
contents, each identified by a content type. The syntax accomvpdates
contents with varying levels of protection. For exanple, a content
collection could include CMS protection content types as well as
unprotected content types. A content collection is expected to be
encapsul ated in one or nore CMS protecting content types, but this is
not required by this specification. As a result, inplenentations
MJST be prepared to handle multiple | evels of encapsul ation

The security considerations discussed in [CV5] are rel evant when CVB
is used to protect nore than one content by naking use of the content
col l ection content type or content with attributes content type.
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Appendi x A: ASN. 1 Modul e

The ASN. 1 nodul e contained in this appendi x defines the structures
that are needed to inplenent this specification. It is expected to
be used in conjunction with the ASN.1 nodules in [CM5] and

[ COVPRESS] .

Cont ent Col | ecti onMbdul e
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm ne(16) nodul es(0) 26 }

DEFINITIONS IMPLICI T TAGS :: =
BEG N

| MPORTS
Attribute, Contentlnfo
FROM Crypt ogr aphi cMessageSynt ax2004 -- [ CVS]
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0) cns-2001(14) };

-- Content Collection Content Type and hject ldentifier
id-ct-contentCollection OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) smnme(16) ct(1) 19 }
Content Col | ection ::= SEQUENCE S| ZE (1..MAX) OF Contentlnfo
-- Content Wth Attributes Content Type and Object Identifier
id-ct-content WthAttrs OBJECT | DENTIFIER :: = {

i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) sm me(16) ct(1) 20 }

Content Wt hAttri butes ::= SEQUENCE {

cont ent Cont ent | nf o,

attrs SEQUENCE SI ZE (1..MAX) OF Attribute }
END
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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