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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2005).
Abst r act

The required and suggested algorithns in the original Internet Key
Exchange version 1 (I KEvl) specification do not reflect the current
reality of the IPsec market requirenents. The original specification
al l ows weak security and suggests algorithnms that are thinly

i mpl enented. This docunent updates RFC 2409, the origina
specification, and is intended for all IKEvl inplenentations depl oyed
t oday.
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1.

| ntroducti on

The original IKEvl definition, [RFC2409], has a set of MJST-level and
SHOULD- | evel requirenents that do not nmatch the needs of |Psec users.
Thi s docunent updates RFC 2409 by changing the al gorithmrequirenents
defined there.

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [RFC2119].

A d Al gorithm Requirenents

RFC 2409 has the follow ng MIST-Ievel and SHOULD-|evel requirenents:

o DES for encryption MIUST be support ed.

o M5 and SHA-1 for hashing and HVAC functi ons MJST be supported.

0 Pre-shared secrets for authenticati on MUST be support ed.

o Diffie-Hellmn MODP group 1 (discrete log 768 bits) MJST be
support ed.

o TripleDES for encryption SHOULD be supported.

o Tiger for hashing SHOULD be supported.

o DSA and RSA for authentication with signatures SHOULD be
support ed.

0 RSA for authentication with encryption SHOULD be supported.

o Diffie-Hellman MODP group 2 (discrete log 1024 bits) SHOULD be
support ed.

RFC 2409 gives two conflicting requirenment levels for Diffie-Hellnman
MODP groups with elliptic curves. Section 4 of that specification
says that "IKE inplementations ... MAY support ECP and EC2N groups",
but Sections 6.3 and 6.4 say that MODP groups 3 and 4 for EC2N groups
SHOULD be support ed.

New Al gorithm Requirenents
The new requirements for IKEvl are |isted here. Note that sone of

the requirenments are the sane as those in RFC 2409, whereas others
are changed.

o TripleDES for encryption MJST be support ed.

0 AES-128 in CBC npde [ RFC3602] for encryption SHOULD be supported.

o SHA-1 for hashing and HVAC functions MJST be supported.

0 Pre-shared secrets for authenticati on MUST be support ed.

0 AES-128 in XCBC node for PRF functions ([ RFC3566] and [ RFC3664])
SHOULD be support ed.

o Diffie-Hellman MODP group 2 (discrete log 1024 bits) MJIST be

support ed.
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4.

5.

o Diffie-Hellman MODP group 14 (discrete | og 2048 bits) [ RFC3526]
SHOULD be support ed.
0 RSA for authentication with signatures SHOULD be supported.

If additional updates are made to IKEvl in the future, then it is
very likely that inplenmentation of AES-128 in CBC node for encryption
wi || become nmandatory.

The other algorithnms that were listed at MJST-1evel and SHOULD-| evel
in RFC 2409 are now MAY-level. This includes DES for encryption, M5
and Tiger for hashing, Diffie-Hellman MODP group 1, Diffie-Hell man
MODP groups with elliptic curves, DSA for authentication with
signatures, and RSA for authentication with encryption.

DES for encryption, MD5 for hashing, and Diffie-Hellnan MODP group 1
are dropped to MAY due to cryptographi c weakness.

Tiger for hashing, Diffie-Hellnan MODP groups with elliptic curves,
DSA for authentication with signatures, and RSA for authentication
with encryption are dropped due to | ack of any significant depl oynent
and interoperability.

Summary
Al gorithm RFC 2409 Thi s docunent
DES for encryption MUST MAY (crypto weakness)
Tri pl eDES for encryption SHOULD MUST
AES- 128 for encryption N A SHOULD
MD5 for hashing and HVAC MUST MAY (crypto weakness)
SHA1 for hashi ng and HVAC MUST MUST
Ti ger for hashing SHOULD MAY (| ack of depl oynent)
AES- XCBC- MAC- 96 for PRF N A SHOULD
Pre-shared secrets MUST MUST
RSA with signatures SHOULD SHOULD
DSA with signatures SHOULD MAY (| ack of depl oynent)
RSA with encryption SHOULD MAY (| ack of depl oynent)
DH Goup 1 (768) MUST MAY (crypto weakness)
D-H Goup 2 (1024) SHOULD MUST
D-H Goup 14 (2048) N A SHOULD
D-Helliptic curves SHOULD MAY (| ack of depl oynment)

Security Considerations

Thi s docunent is all about security. Al the algorithnms that are

ei ther MUST-|evel or SHOULD-lIevel in the "new al gorithmrequirements"
section of this docunment are believed to be robust and secure at the
time of this witing.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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