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Abst r act

The Generalized Miulti-Protocol Label Switching (GWLS) suite of
protocol s has been defined to control different sw tching
technol ogi es and di fferent applications. These include support for
requesting Tinme Division Miltiplexing (TDM connections, including
Synchronous Optical Network (SONET)/Synchronous Digital Hierarchy
(SDH) and Optical Transport Networks (OTNs).

Thi s docunent concentrates on the signaling aspects of the GWLS
suite of protocols. It identifies the features to be covered by the
GWPLS signaling protocol to support the capabilities of an
Automatically Switched Optical Network (ASON). This docunent

provi des a problem statenment and additional requirenments for the
GWPLS signaling protocol to support the ASON functionality.
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1

| ntroducti on

The Generalized Multi-Protocol Label Switching (GWLS) suite of

prot ocol specifications provides support for controlling different
swi tching technol ogi es and different applications. These include
support for requesting Tine Division Miltiplexing (TDM connections,
i ncl udi ng Synchronous Optical Network (SONET)/Synchronous Digita

Hi erarchy (SDH) (see [ANSI-T1.105] and [I TU-T-G 707], respectively),
and Optical Transport Networks (see [ITU-T-G 709]). |In addition
there are certain capabilities needed to support Automatically
Switched Optical Networks control planes (their architecture is
defined in [ITUT-G 8080]). These include generic capabilities such
as call and connection separation, along with nore specific
capabilities such as support of soft permanent connecti ons.

Thi s docunent concentrates on requirenents related to the signaling
aspects of the GWLS suite of protocols. It discusses the functiona
requirenents required to support Autommtically Switched Optica

Net wor ks that may | ead to additional extensions to GVWLS signaling
(see [RFC3471] and [RFC3473]) to support these capabilities. In
addition to ASON signaling requirements, this docurment includes GWLS
signaling requirenents that pertain to backward conpatibility
(Section 5). A termnology section is provided in the Appendi x.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Wi |l e [ RFC2119] describes interpretations of these key words in terms
of protocol specifications and inplenentations, they are used in this
docunent to describe design requirements for protocol extensions.

Pr obl em St at enent

The Automatically Switched Optical Network (ASON) architecture
descri bes the application of an autonmated control plane for
supporting both call and connection managerment services (for a
detail ed description see [ITU T-G 8080]). The ASON architecture
describes a reference architecture, (i.e., it describes functiona
conponents, abstract interfaces, and interactions).

The ASON npdel distinguishes reference points (representing points of
i nformati on exchange) defined (1) between a user (service requester)
and a service provider control domain, a.k.a. user-network interface
(UNI'), (2) between control domains, a.k.a. external network-network
interface (E-NNI), and, (3) within a control donmain, a.k.a. interna
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networ k-network interface (I-NNI). The I-NNI and E-NNI interfaces
are between protocol controllers, and nay or may not use transport
pl ane (physical) links. It nust not be assuned that there is a one-
to-one rel ati onship between control plane interfaces and transport
pl ane (physical) links, control plane entities and transport plane
entities, or control plane identifiers for transport plane resources.

Thi s docunent describes requirenments related to the use of GWLS
signaling (in particular, [RFC3471] and [ RFC3473]) to provide cal

and connection managenment (see [ITU-T-G 7713]). The functionality to
be supported incl udes:

(a) soft pernmanent connection capability

(b) call and connection separation

(c) call segnents

(d) extended restart capabilities during control plane failures
(e) extended | abel association

(f) crankback capability

(g) additional error cases

4. Requirenents for Extending Applicability of GWLS to ASON

The foll owi ng sections detail the signaling protocol requirements for
GWPLS to support the ASON functions listed in Section 3. ASON
defines a reference nbdel and functions (information elenents) to
enabl e end-to-end call and connection support by a protocol across
the respective interfaces, regardl ess of the particular choice of
protocol (s) used in a network. ASON does not restrict the use of

ot her protocols or the protocol -specific nessages used to support the
ASON functions. Therefore, the support of these ASON functions by a
protocol shall not be restricted by (i.e., must be strictly

i ndependent of and agnostic to) any particular choice of UNI, I-NN
or E-NNI used el sewhere in the network. To allow for interworking
bet ween di fferent protocol inplementations, [ITU T-G 7713] recogni zes
that an interworking function may be needed.

In support of the G 8080 end-to-end call nodel across different
control domains, end-to-end signaling should be facilitated

regardl ess of the administrative boundaries, protocols within the
network, or the method of realization of connections wthin any part
of the network. This inplies the need for a clear mapping of ASON
signaling requests between GWLS control donai ns and non- GVWPLS
control domains. This docunment provides signaling requirenents for
G 8080 distributed call and connecti on nmanagenent based on GVPLS,
within a GWLS based control domain (I-NNI), and between GVWPLS based

control domains (E-NNI). It does not restrict use of other (non
GWLS) protocols to be used within a control domain or as an E-NNI or
UNI. Interworking aspects related to the use of non-GWLS protocol s,
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such as UNl, E-NNI, or I-NNI -- including mappi ng of non- GWLS
protocol signaling requests to correspondi ng ASON signaling
functionality and support of non-GVWPLS address formats -- is not
within the scope of the GWLS signaling protocol. |nterworking
aspects are inplenentation-specific and strictly under the
responsibility of the interworking function and, thus, outside the
scope of this docunent.

By definition, any User-Network Interface (UNI) that is conpliant
with [RFC3473] (e.g., [GWLS-OVERLAY] and [ GWLS-VPN]) is considered
to be included within the GWLS suite of protocols and MJST be
supported by the ASON GWPLS signaling functionality.

Conpatibility aspects of non-GWLS systenms (nodes) within a GWLS
control domain (i.e., the support of GWLS systenms and ot her systens
that utilize other signaling protocols or some that may not support
any signaling protocols) is described. For example, Section 4.5,

" Support for Extended Label Association’, covers the requirenents for
when a non- GWLS capabl e sub-network is introduced or when nodes do
not support any signaling protocols.

4.1. Support for Soft Permanent Connection (SPC) Capability

A Soft Permanent Connection (SPC) is a conbination of a pernmanent
connection at the source user-to-network side, a permanent connection
at the destination user-to-network side, and a sw tched connection
within the network. An El enent Managenment System (EMS) or a Network
Management System (NMB) typically initiates the establishnent of the
swi tched connection by comrunicating with the node that initiates the
swi tched connection (also known as the ingress node). The latter
then sets the connection using the distributed GWLS signaling
protocol. For the SPC, the comunication nmethod between the EMS/ NVS
and the ingress node is beyond the scope of this docurment (as it is
for any other function described in this docunent).

The end-to-end connection is thus created by associating the incom ng
interface of the ingress node with the switched connection within the
network, along with the outgoing interface of the switched connection
term nating network node (also referred to as egress node). An SPC
connection is illustrated in the following figure. This shows the
user’s node A connected to a provider’s node B via link #1, the
user’s node Z connected to a provider’'s node Y via link #3, and an
abstract |ink #2 connecting the provider’s node B and node Y. Nodes
B and Y are referred to as the ingress and egress (respectively) of
the network swi tched connection
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| Al--1--] B|----- 2-11------ | Y |--3--] Z|

In this instance, the connection on link #1 and |link #3 are both
provi si oned (permanent connections that may be sinple links). In
contrast, the connection over link #2 is set up using the distributed
control plane. Thus, the SPC is conposed of the stitching of Iink
#1, #2, and #3.

Thus, to support the capability of requesting an SPC connection

- The GQWPLS signaling protocol MJST be capable of supporting the
ability to indicate the outgoing link and | abel information used
when setting up the destination provisioned connection

- In addition, due to the inter-domain applicability of ASON
net wor ks, the GVPLS signaling protocol SHOULD al so support
i ndi cation of the service level requested for the SPC. |In cases
where an SPC spans nultiple domains, indication of both source and
destinati on endpoints controlling the SPC request MAY be needed
These MAY be done via the source and destination signaling
control | er addresses.

Note that the association at the ingress node, between the pernmanent
connection and the switched connection, is an inplenentation matter
that may be under the control of the EMS/NMS and is not within the
scope of the signaling protocol. Therefore, it is outside the scope
of this docunent.

4.2. Support for Call and Connection Separation

A call may be sinply described as "An associ ati on between endpoints
that supports an instance of a service" [ITU T-G 8080]. Thus, it can
be consi dered a service provided between two end-points, wherein
several calls nmay exist between them Miltiple connections may be

associated with each call. The call concept provides an abstract
rel ati onship between two users. This relationship describes (or
verifies) the extent to which users are willing to offer (or accept)

service to/fromeach other. Therefore, a call does not provide the
actual connectivity for transmtting user traffic; it only builds a
rel ati onshi p by which subsequent connecti ons may be nade.

A call MAY be associated with zero, one, or multiple connections.
For the sanme call, connections MAY be of different types and each
connection MAY exi st independently of other connections (i.e., each
connection is setup and rel eased with separate signaling nmessages).
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The concept of the call allows for a better flexibility in how end-
poi nts set up connections and how networks offer services to users.
For exanple, a call allows:

- An upgrade strategy for control plane operations, where a cal
control conponent (service provisioning) nay be separate fromthe
actual nodes hosting the connections (where the connection contro
conponent may reside).

- ldentification of the call initiator (with both network cal
controller, as well as destination user) prior to connection
which may result in decreasing contention during resource
reservation.

- Ceneral treatnment of multiple connections, which may be associ at ed
for several purposes; for exanple, a pair of working and recovery
connections may belong to the sanme call

To support the introduction of the call concept, GWLS signaling
SHOULD i nclude a call identification nmechani smand SHOULD al | ow f or
end-to-end call capability exchange.

For instance, a feasible structure for the call identifier (to

guar ant ee gl obal uni queness) MAY concatenate a globally unique fixed
ID (e.g., may be conposed of country code or carrier code) with an
operator specific ID (where the operator specific |ID my be conposed
of a unique access point code - such as source node address - and a
local identifier). Oher formats SHALL al so be possible, depending
on the call identification conventions between the parties invol ved
in the call setup process.

4.3. Support for Call Segnents

As described in [ITU T-G 8080], call segmentation MAY be applied when
a call crosses several control domains. As such, when the cal
traverses multiple control domains, an end-to-end call MAY consist of
nmultiple call segments. For a given end-to-end call, each cal

segnent MAY have one or nore associ ated connections, and the nunber
of connections associated with each call segnent MAY be different.

The initiating caller interacts with the called party by nmeans of one
or nore internmedi ate network call controllers, |ocated at contro
donai n boundaries (i.e., at inter-donmain reference points, UN or
E-NNI). Call segment capabilities are defined by the policies

associ ated at these reference points.
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4.4.

Pap

This capability allows for independent (policy based) choices of
signaling, concatenation, data plane protection, and control plane
driven recovery paradigns in different control domains.

Support for Extended Restart Capabilities

Various types of failures may occur, affecting the ASON contro
pl ane. Requirenents placed on control plane failure recovery by
[ TU T- G 8080] include:

- Any control plane failure (i.e., single or nultiple contro
channel and/or controller failure and any conbination thereof)
MUST NOT result in releasing established calls and connections
(including the corresponding transport plane connections).

- Upon recovery froma control plane failure, the recovered contro
entity MJUST have the ability to recover the status of the calls
and the connections established before failure occurrence.

- Upon recovery froma control plane failure, the recovered contro
entity MUST have the ability to recover the connectivity
i nformati on of its neighbors.

- Upon recovery froma control plane failure, the recovered contro
entity MUST have the ability to recover the association between
the call and its associ ated connecti ons.

- Upon recovery froma control plane failure, calls and connections
in the process of being established (i.e., pending call/connection
setup requests) SHOULD be rel eased or continued (with setup).

- Upon recovery froma control plane failure, calls and connections
in the process of being rel eased MIST be rel eased.

Support for Extended Label Association

It is an ASON requirenent to enable support for G 805 [I TU T- G 805]
serial conpound links. The text below provides an illustrative
exanpl e of such a scenario, and the associated requirenents.

Label s are defined in GWLS (see [RFC3471]) to provide information on
the resources used on a link local basis for a particular connection
The | abels may range from specifying a particular tineslot,

i ndicating a particular wavel ength, or to identifying a particular
port/fiber. 1In the ASON context, the value of a |abel nay not be
consi stent across a link. For example, the figure below illustrates
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the case where two GWLS capabl e nodes (A and Z) are interconnected
across two non- GWLS capabl e nodes (B and C), where all of these
nodes are SONET/ SDH nodes, providing, for exanple, a VC- 4 service.

I R R
| A el BIsesl Clss] o Z

Label s have an associated inplicit inposed structure based on

[ GWPLS- SONET] and [ GWLS-OTN]. Thus, once the local |abel is
exchanged with its nei ghboring control plane node, the structure of
the I ocal |abel nay not be significant to the nei ghbor node, as the
associ ati on between the |local and the renmpote | abel may not
necessarily be the sane. This issue does not present a problemin
si mpl e poi nt-to-point connecti ons between two control pl ane-enabl ed
nodes in which the tineslots are mapped 1:1 across the interface.
However, if a non-GWLS capabl e sub-network is introduced between
these nodes (as in the above figure, where the sub-network provides
re-arrangenent capability for the tineslots), |abel scoping nay
become an i ssue.

In this context, there is an inplicit assunption that the data pl ane
connections between the GVWPLS capabl e edges already exist prior to
any connection request. For instance, node A's outgoing VC-4's
timeslot #1 (with SUKLM | abel =[1,0,0,0,0]), as defined in

[ GWPLS- SONET] ), may be napped onto node B s outgoing VC-4's tineslot
#6 (1 abel=[6,0,0,0,0]), or may be mapped onto node C s outgoing VC
4's tineslot #4 (label=[4,0,0,0,0]). Thus, by the tine node Z

recei ves the request fromnode Awth label=1,0,0,0,0], node Z's

| ocal |abel and tineslot no | onger correspond to the received | abe
and tineslot information.

As such, to support this capability, a |abel association mechani sm
SHOULD be used by the control plane node to map the received (renote)
| abel into a locally significant label. The information necessary to
al | ow mapping froma received | abel value to a locally significant

| abel value can be derived in several ways including:

- Manual provisioning of the | abel association

- Discovery of the | abel association

Ei t her nmethod MAY be used. In case of dynamic association, the

di scovery nmechani sm operates at the tineslot/label |evel before the

connection request is processed at the ingress node. Note that in
the case where two nodes are directly connected, no association is
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required. |In particular, for directly connected TDM i nterfaces, no
mappi ng function (at all) is required due to the inplicit |abe
structure (see [GWLS-SONET] and [GWLS-OTN]). In these instances,
the | abel association function provides a one-to-one mappi ng of the
received to |l ocal |abel values.

4.6. Support for Crankback

Crankback has been identified as an inportant requirenment for ASON
networks. Upon a setup failure, it allows a connection setup request
to be retried on an alternate path that detours around a bl ocked |ink
or node (e.g., because a link or a node along the selected path has

i nsufficient resources).

Crankback mechani sms MAY al so be applied during connection recovery
by indicating the location of the failed link or node. This would
significantly inprove the successful recovery ratio for failed
connections, especially in situations where a |arge nunber of setup
requests are sinultaneously triggered.

The foll owi ng nechani sns are assuned during crankback signaling:

- The bl ocking resource (link or node) MJIST be identified and
returned in the error response nessage to the repair node (that
may or may not be the ingress node); it is also assuned that this
process will occur within a linited period of tine.

- The conputation (fromthe repair node) of an alternate path around
the bl ocking link or node that satisfies the initial connection
constraints.

- The re-initiation of the connection setup request fromthe repair
node (i.e., the node that has intercepted and processed the error
response nessage).

The foll owing properties are expected for crankback signaling:

- FError information persistence: the entity that conputes the
alternate (re-routing) path SHOULD store the identifiers of the
bl ocki ng resources, as indicated in the error message, until the
connection is successfully established or until the node abandons
rerouting attenpts. Since crankback may happen nore than once
whi |l e establishing a specific connection, the history of al
experienced bl ockages for this connection SHOULD be maintai ned (at
| east until the routing protocol updates the state of this
information) to performan accurate path computation that wll
avoid all bl ockages.
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4.

7.

Rerouting attenpts limtation: to prevent an endl ess repetition of
connection setup attenpts (using crankback information), the
nunber of retries SHOULD be strictly Iimted. The maxi num nunber
of crankback rerouting attenpts all owed MAY be linited per
connection or per node:

- Wien the nunber of retries at a particular node is exceeded,
the node that is currently handling the failure reports the
error message upstreamto the next repair node, where further
rerouting attenpts MAY be performed. It is inmportant that the
crankback information provided indicate that re-routing through
this node will not succeed.

- VWen the maxi mum nunber of retries for a specific connection
has been exceeded, the repair node that is handling the current
failure SHOULD send an error nessage upstreamto indicate the
"Maxi mum nunber of re-routings exceeded". This error nessage
will be sent back to the ingress node with no further rerouting
attenpts. Then, the ingress node MAY choose to retry the
connection setup according to local policy, using its origina
path, or computing a path that avoids the bl ocking resources.

Note: After several retries, a given repair point MAY be unable to
conpute a path to the destination node that avoids all of the

bl ockages. In this case, it MJST pass the error nessage upstream
to the next repair point.

Support for Additional Error Cases

To support the ASON network, the foll ow ng additional category of
error cases are defined:

Errors associated with basic call and soft permanent connection
support. For exanple, these MAY include incorrect assignment of
IDs for the Call or an invalid interface ID for the soft permanent
connecti on.

Errors associated with policy failure during processing of the new
call and soft pernmanent connection capabilities. These MAY
i ncl ude unaut hori zed requests for the particular capability.

Errors associated with incorrect specification of the service
| evel .
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5.

Backward Conmpatibility

As noted above, in support of GWLS protocol requirenents, any
extensions to the GWLS signaling protocol, in support of the
requi rements described in this docunment, MJST be backward conpati bl e.

Backward conpatibility neans that in a network of nodes, where sone
support QGWPLS signaling extensions to facilitate the functions
described in this docunent, and some do not, it MJST be possible to
set up conventional connections (as described by [RFC3473]) between
any arbitrary pair of nodes and to traverse any arbitrary set of
nodes. Further, the use of any GWPLS signaling extensions to set up
calls or connections that support the functions described in this
docunent MUST not perturb existing conventional connections.

Additionally, when transit nodes that do not need to participate in
the new functions described in this docunent lie on the path of a
call or connection, the GVWPLS signaling extensions MIST be such that
those transit nodes are able to participate in the establishnent of a
call or connection by passing the setup information onwards,
unnodi fi ed.

Lastly, when a transit or egress node is called upon to support a
function described in this docunent, but does not support the
function, the GWLS signaling extensions MJST be such that they can
be rejected by pre-existing GWLS signaling nechanisns in a way that
is not detrinental to the network as a whol e.

Security Considerations

Per [ITUT-G 8080], it is not possible to establish a connection in
advance of call setup conpletion. Al so, policy and authentication
procedures are applied prior to the establishment of the call (and
can then also be restricted to connection establishnent in the
context of this call).

Thi s docunent introduces no new security requirenents to GWLS
signaling (see [RFC3471]).
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Appendi x - Term nol ogy
Thi s docunent nakes use of the follow ng terns:
Admi ni strative domai n: See Recommendation G 805 [I TU T- G 805].

Call: Association between endpoints that supports an instance of a
servi ce.

Connection: Concatenation of |ink connections and sub-network
connections that allows the transport of user information between the
i ngress and egress points of a sub-network.

Control Plane: Perfornms the call control and connection contro
functions. The control plane sets up and rel eases connecti ons
through signaling, and may restore a connection in case of a failure.

(Control) Domain: Represents a collection of entities that are
grouped for a particular purpose. G 8080 applies this G 805
recomendati on concept (that defines two particular forns: the

admini strative domain and the managenment donmin) to the control plane
inthe formof a control domain. Entities grouped in a contro

domai n are components of the control plane.

External NNI (E-NNI): Interfaces are | ocated between protoco
controllers that are situated between control domains.

Internal NNI (I-NNI): Interfaces are | ocated between protoco
controllers within control domains.

Li nk: See Recommendation G 805 [I TU-T- G 805].

Management Pl ane: Performnms managenent functions for the Transport
Pl ane, the control plane, and the systemas a whole. It also
provi des coordi nation between all the planes. The follow ng
managenent functional areas are perfornmed in the nanagenent plane:
performance, fault, configuration, accounting, and security
managemnent .

Management Donmai n: See Recommendation G 805 [I TU T- G 805].

Transport Pl ane: Provides bi-directional or unidirectional transfer
of user information, fromone |location to another. |t can also
provi de transfer of some control and network management information
The Transport Plane is |layered and is equivalent to the Transport
Net wor k defined in G 805 [I TU T-G 805].
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User Network Interface (UNI): Interfaces are | ocated between protocol
controllers, between a user and a control domain.
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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Intell ectual Property
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Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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